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ABSTRACT to form communities around shared interests. Millions of

Building on the popularity of online social networks (OSNs) US€rs worldwide use them to share recomme.nda}nons on sev-
such as Facebook, social content-sharing applicatioow all eral resources on the web. Fa_ceb_ook application platform
users to form communities around shared interests. Mglion lone hosts nearly 52,000 applications [26], many of them
of users worldwide use them to share recommendations onProvide recommendations between friends for everythiogfr
everything from music and books to resources on the web, MUSIC a_nd books to _restaurants, websites, and_ travel recom-
However, their increasing popularity is beginning to attra mendations [1,.2]. Given the success ofthg social apptinati .
the attention of malicious attackers. As social network cre M0del, we envision a future where social input can dramati-
dentials become valued targets of phishing attacks andisoci Cally improve the effectiveness of Internet applicatiofsr
worms, attackers look to leverage compromised accounts foreX@mple, users can share browsing histories to help avoid
further financial gain. malicious web sites, or share web search results to improve

In this paper, we analyze the state of privacy protection the quality of searches [19]. o ,
in social content-sharing applications, describe effeqii- While the benefits c_n‘ these appllcayons are unqug;tmn-
vacy attacks against today’s social networks, and proposeable' they can poFentlaIIy Expose thel_r users to 5|gn|f|cant
anonymization techniques to protect users. We show thatCOMPromises in privacy by revealing private informationab
simple protection mechanisms such as anonymizing sharedn€ir users. This is particularly a cause for concern given
data can still leave users openstmial intersection attacks, recent reports of a}ttackers trying to compromise social net
where a small number of compromised users can identify WOrk accounts using both Phishing attacks [3, 28] and so-
the originators of shared content. Modeling this as a graph €8l worms [12, 25]. In addition, recent studies have shown
anonymization problem, we propose to provide users with that social network user credentials are a primary target of
k-anonymity privacy guarantees by augmenting the social botnets, and thousands of social network user accounts have
graph with “latent edges” We identifarClique, a lo- been stolen by active Internet botnets [10, 27]. In fact]-ana
cally minimal graph structure required for users to atain ~ YS'S of th? Torpig botnet [27] shows t_hat five of the top
anonymity, where at worst, a user is identified as oné of ten domains targeted for user credentials were social net-
possible contributors of a data object. We prove the correct WOTKS. Malware authors can use a compromised account to
ness of our approach using detailed analysis. Finallygusin Sté@lthily monitor a user's friends’ activity over a long-pe
detailed experiments driven by traces from the del.icisaus 110 Of time to gather sensitive information. This data can
cial bookmark site, we demonstrate the practicality and ef- later be used to customize spam to specific users to increase

fectiveness of our approach on real-world systems. the effectiveness of spam attacks [13]. _
Defending against these client-side attacks is a challeng-

ing problem. Our analysis shows that traditional anonymiza
1. INTRODUCTION tion techniques are insufficient, and a mathematicallyrrigo
Building on the popularity of online social networks (OSNs)ous solution is necessary. For example, simply removing the
like Facebook, social content-sharing applications alisars  identities of users from the data they contribute cannot pro
tect user privacy — using just two compromised accounts in
a user’s neighborhood, an attacker can perforsncaal in-
tersection attack and identify the source of shared data with
Permission to make digital or hard copies of all or part o§ twork for very high accuracy. More compromised accounts leads to
personal or classroom use is granted without fee providatidbpies are . ' . . S .
not made or distributed for profit or commercial advantagé that copies improved accuracy. This attack is highly effective in sbcia
bear this notice and the full citation on the first page. Toyaoiperwise, to content sharing applications, and uses only data available

republish, to post on servers or to redistribute to listguies prior specific side the applications making it near|y impossible to detec
permission and/or a fee. ’
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such client-side attacks and make it impossible for attack-
ers to definitively identify the source of a piece of shared
data. Intuitively, our approach “augments” the structure o ¢ > g
the social network with selective friendship edges we call SOC,NWO,,(
“latent edges,” so that each user attains guaranteed privac
in the form of k-anonymity. This means any attacker(s) can
at best identify the source of a data object as a member of _. ) . . . .
. . Figure 1: A typical social network architecture: third party apps.

a group ofk users [29]. We model this problem as a social . .

. are hosted on remote servers, and are accessed via the societwork.
graph anonymization problem, where users are protected by
“latent” edges between her and her socially-close (two or

three-hop) neighbors. Our objectives are to propday- and OpenSocial are two popular examples of platforms with
able k-anonymity for application users, and to do so using a thjs architecture. The threats to privacy we identify irsthi
minimal number ofsocially-closelatent edges. The resulting  paper are common to these centralized architectures, &s wel
system is tunable, so OSN operators can use parameters t@s distributed architectures used by Tribler [24], FTN [11]
navigate the tradeoff between different levels of guamhte  and SocialSearch [19]. Given their prevalence in deployed
privacy and the associated costs of new latent edges. social networks, however, we focus only on the centralized
This paper makes four key contributions: First, we ana- grchitecture in this paper.
lyze the privacy problem in today’s social content sharing  while users in this application model are vulnerable to
applications, and identify theocial intersection attack in both compromised users as well as malicious third-party ap-
Section 2. Using real datasets, we show that this attack canplications, we will focus on user-level attacks in this pape
be highly effective on today’s social networks using only \serifying the trustworthiness of third party applicatiossa
a small number of compromised accounts. Second, we re-challenging problem that requires both technical and non-
duce this privacy problem to a graph anonymization prob- technical solutions. One effort to address this is the Face-
lem in Section 4, and describe a graph evolution approachpook verified application program, which attempts to au-
to modify the social graph to protect user privacy. We iden- thenticate and “verify” applications for proper data acdeg
tify a graph structure calle@tarClique that guarantees- hand [14]. In contrast, just two malicious or compromised
anonymity while adding a minimal number of latent edges. ysers can launch a client-side attack passively with mihima
We also present multiple optimizations to reduce the impact start-up costs, and is much more difficult to detect.
of latent edges on the social graph. Third, we analyze Ourso'Example application. To illustrate the threats to user

gjt'onf"? Sechog Sto %rgvs Its cdorrectniss,hboynd the r]:um- privacy in current social applications, we consider thewexa
er of latent edges added, and quantity the Impact of our ple of a social web-reputation application where userseshar

optimizations. Finally in Section 6, we evaluate our design |a4inaq of the safety/trustworthiness of web sites theit vis
using real social graphs from several online social netaork and warn their friends against potential phishing or maéwar

and use a detailed case study of the del.icio.us social bOOk'sites. Users install a plug-in in their browser that stohes t

mark service to demonstrate the feasibility of our approach URLS they visit in this social application. Each user's bsew

ing history is stored on a third party server. Using this data
2. THREATS AND POTENTIAL DEFENSES application users can cooperatively judge the credibilfts
We begin by examining the issue of privacy in social contensgite based on how many of their friends use the site often, and
sharing applications. To start, we present the standard on-discover similar websites. For example, when a user visits
line social network (OSN) architecture and describe a sam- @ New sitewww.airtickets.com, the local browser plugin
ple content-sharing application. We then show how compro- queries the application server for this URL, and returns the

Third Party
AppServer
Third Party
AppServer

mised users (also referred to as attackers) can lausmial number of friends that regularly use this website, any gbste

intersection attack to identify the owner of shared content, warnings, and a list of URLs for similar websites.

and evaluate its effectiveness on today’s social netwdtks. Recent events have shown that a user’s web browsing habits

nally, we discuss several potential solutions, their todide ~ can reveal extremely personal information about them [8].

and the intuition behind our chosen approach. Therefore, users wary of revealing too much private infor-
mation might hesitate to adopt applications like this. To

2.1 OSNs and Application Background encourage user participation, current applications athept

Figure 1 depicts the architecture of a typical OSN like Standard approach of just removing the contributing user's
Facebook, which supports third-party applications runesn r  identity from any shared data. But as we will show next, this
mote servers. The social graph and user data are stored at théimple approach can be easily circumvented by more intelli-
OSN site in a cluster or a “cloud.” Third party applications 9ent privacy attacks such as the social intersection attack
run on their own servers using the API provided by the OSN, . .
store and process application content locally, but interac 2.2 The Social Intersection Attack
with users through the OSN. Facebook Application Platform A social intersection attack can identify the original owner



Social Network Crawl Date | % of the Graph Source
del.icio.us Dec. 2008 6.4 our crawlers

Facebook NY Network| March 2008 45.0 [30]
8, Q) Flickr Jan 2007 269 20
LiveJournal Dec 2006 95.4 20
MySpace Oct 2006 0.08 [6]

Orkut Oct 2006 11.3 [20]

Youtube Jan 2007 unknown [20]

Figure 2: The social interaction attack: UserC' has 6 friends in the
social network. Compromised friendsA and B perform the attack by
intersecting their respective social circles, yielding”.

Table 1: statistics of the Social Network Datasets.

dom nodes and perform this test on each node. For each

user, we take the minimum intersection set size from all po-
of anonymized shared data objects. It can be used by com+ential attacks. We plot the distribution of this value fdir a
promised users, for example, to find out about the web brows-10K users in Figure 3. We see that across all social net-
ing habits of a common friend. In this attack, two or more works, nearly 70% of the users have a worst case size of 1.
compromised users in nearby social circles can periogicall This means these users can be uniquely identified if two of
perform an intersection of their friend lists, as well astadf t their friends are compromised and perform this attack.
shared content they obtain from the social application. The |n Figure 4, we plot the minimum intersection set size
common content observed by all attackers is likely to have (worst case), the best case, and median values for the Face-
come from a common friend. There might be false posi- hook graph. Roughly half of all Facebook users are likely
tives for popular conteng.g. different friends mighthave all  to be uniquely identified (value of 1) if two of their random
visited fmww.google.com], but for uncommon content, this  friends are compromised. These results are consistergsacro
technique will identify the owner with high accuracy. all seven networks, but we plot only Facebook for brevity.

Figure 2 shows an example of this attack. Compromised ) )

friendsA andB are attacking usef. In the URL reputation 2.3 Potential Defenses and Shortcomings
sharing applicationA and B both input the same URL to We now consider several potential approaches to defend
the application, and perform an intersection of their rissul  yser privacy against social intersection attacks. Fifstes
and the local graph topology. Sinceis the only friend they  this attack does not rely on knowledge about the user iden-

share, common content (URLs) can be attribute@'to tity, removing identities from shared content is ineffeeti
. A second option is for the applications to return data only
2.2.1 Impact of the Intersection Attack from a random selection of one-hop friends for each query,

There are three key properties of this attack: First, it is instead of data from all one-hop friends. The compromised
application independent in that it only relies on the social  users do not know which random friends are selected by the
network structure. Second, users can perform this attackapplication, and hence cannot exactly match data to users.
passively by sending regular application queries to the tar- However, this approach hurts application functionalitp: T
get without fear of detection. Third, this attack requirag/o protect user privacy, a significant amount of data cannot be
two attackers and becomes more powerful with additional at- shared between friends.
tackers. Supernodes with high degree in the social giaph, A third option is for the applications tdilute the data re-
very popular users with many friends, are extremely vulner- turned to users by returning data from a random set of two
able. Their privacy can be compromised if any small fraction or three-hop friends, in addition to the data from one-hop
of their friends turn into compromised users (or attackers) friends, in response to each query. This technique is also

A natural question to ask next isow vulnerableareusers ineffective, since attackers can submit the same queryi-mult
to this intersection attack in social networks today? We ple times and associate the common data across queries with
answer this question by analyzing real social graph topolo- the one-hop friends that are always common — thus eliminat-
gies from seven popular OSNs: del.icio.us, MySpace, Face-ing the cover traffic from two or three-hop friends. Instead,
book, Flickr, LiveJournal, Orkut, and YouTube. We use a user’s friends-of-friends must be used with the same fre-
traces from prior measurement studies [6, 20, 22], our prior quency as her one-hop friends. This, in fact, leads to our
work [30], and newly crawled data from del.icio.us (Table 1) chosen approach: Alter the social graph to provide provable

We run an experiment to evaluate each node’s vulnera-privacy guarantees for each user by selectively adding “la-
bility to this attack if some of her friends are compromised. tent edges” that connect her to her friends-of-friends.

For each node with degree> 2, we list its one-hop friends. Note that there is a fundamental tension between privacy
We then take every possible pair of her frierfdendf;,, and protection and additional content sharing overhead ataess
compute the number of common frienfisand f;, share. If tent edges. At one extreme, applications may return shared
fa and f;, perform a social intersection attack, this number content from all users to each user, effectively creating so
indicates the size of the intersection set containing~or cial links between all users. This provides maximum pri-
each of our social network graphs, we choose 10,000 ran-vacy by hiding each user among the entire population, but
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Figure 3: Worst case impact of intersection ~ Figure 4: Distribution of the intersection at-  Figure 5: An example anonymized graph
attack when two compromised users intersect tack results whentwo compromised users at- to defend against neighborhood attacks [31],
their local graph. tack Facebook. which is still vulnerable to intersection attacks.

completely removes any social “relevance” of shared data, tion of privacy breach is different in the two cases. In graph
and imposes significant load on the application servers. Theanonymization, a user privacy is breached if either a user is
other extreme is to only share content from a user’s direct identified in the anonymized graph, or a link between two
friends, which provides no privacy. To manage this trade- users is established. Our goal, however, is to preventattac
off, we adapt a solution based é@ranonymity — a tunable  ers from linking the data transmitted by applications wiité t
approach to privacy first introduced in the database com- users. Given the abundance of the application data as well as
munity [4, 5, 29]. In this context, we defineanonymity the social graph, itis more challenging to provide anonymit
to mean the property that the owner of a data object can atguarantees. Finally, the solutions proposed by prior graph
worst be identified as one out of a groupkofisers, each of  anonymization work [9, 31] provide global privacy proper-
which is equally likely to be its owner. This provides prov- ties (as in, creaté identical neighborhoods, dridentical-

ably strong privacy, reduces the overheads from adding toodegree nodes in the graph, etc.). These global properties do
many links to the social graph, and allows the system to tradenot ensure that each node in the network has sufficient de-

off privacy and overheads using the paraméter gree to defend against the intersection attack. For example
the graph in the Figure 5 is the result of applying the so-
3. RELATED WORK lution from the work on neighborhood anonymization [31]

o ) o to a social graph — there are at least two identical neighbor-
k-Anonymity in Databases. ~ k-Anonymity was firstin- 1464 in the graph. While this graph2sanonymous against
troduced in order to generalize entries in a table with sen- hejghnorhood attacks, it does not protect against intersec
sitive data such that each tuple in thg modified table has at;q attacks: Any two colluding neighbors of any node in the
leastk — 1 other tuples that are identical [29]. Several pa- graph can successfully perform an intersection attacks Thi
pers have used this concept/oanonymity since then [5,  gyample can be extended such that it providesionymity
16, 18, 23] to provide protection to privacy-sensitive User ,gainst neighborhood attacks for arbitrarybut still any

records while publicly releasing the dataset. The process 0 y5qe remains vulnerable to intersection attack by any two of
k-anonymization of a database is a NP-Hard problem [29], ji5 neighbors. Due to similar reasons, we differ from other
and hence approximateanonymity have been proposed be- graph anonymization papers.

fore [5]. However, the primary issue in applying these tech- Social Network Measurement Studies.  Recent mea-

nigues to the problem in this paper is that the attacker we . . .
e surement studies [6, 20, 22] crawled various social netaork

consider is “online,” with in the system, and hence can adap- . .
. . and analyzed the social graph properties. Facebook stOdly [3
tively attack users. But the work drranonymity assumes . .

X ... analyzed the difference between the social graph, and the
an attacker that attempts to de-anonymize the data after it i . : oo

user interaction graph. Facebook application study [22], a

publl|cly released. L alyzed the graph structure of social applications. We thank
Social Network Anonymization. ~ Recently, several so-  he authors of these studies for providing the traces.
cial graph anonymization algorithms are proposed to enable

public release of social graphs without compromising user
privacy [7,9,17,31]. The main goal here is to prevent at- 4. GRAPH EVOLUTION FOR PRIVACY

tackers from identifying a user or a link between users based Naturally formed social graphs tend to exhibit power-law
on the graph structure. There are, however, some key differ-degree distributions and high skew in node connectivity. Lo
ences that set apart our work. First, in the graph anonymiza-cal clustering is limited, and the lack of common friends
tion problem also, similar to the work on databases, the at- makes users vulnerable to the social intersection attagk. O
tacker is outside the system. In this paper, we consider asolution to this problem is to “evolve” the graph by adding
stronger attacker that is an active participant of the ngtwo  “privacy buddies” to users such that all users Wexanonymity,
(or online) with abilities to perform multiple queries and for some value of chosen by the OSN operator. Adding
use the results to improve the attack. Second, the defini-these buddies creatizgent edgesbetween buddies and users.



The real and latent edges together provieenonymity. The 4.1.3 Attacker Model

evolved graph with privacy guarantees is used by the appli- |, the social application setting we consider, we assume
cations to transfer data between users, but this evolvezhgra 4 following attacker model:

is never revealed to the users directly. As a result, attacke

do not know the list of friends sending data to them and can- 1. A fraction () of the one-hop friends of a given user
not identify the exact source of the data they receive. The are compromised. They can work both independently,
only change existing social networks need to do, to use our and in collusion to compromise honest user’s privacy.
solution, is to evolve the graph, and send the evolved graph

to the application servers instead of the real social graph. 2. The attackers have the entire social graph. They know

their local graph, and can crawl the rest of the graph.

4.1 Assumptions, Goals and Attacker Model 3. We assume that only the attackers within one hop from
We next list our assumptions, goals, and the attacker model a userz collude together to break's privacy via pas-
for this paper. And later we describe detailed design of our sive intersection attacks.

solution followed by our algorithms and optimizations. . .
y g P This is a stronger attack model compared to prior work on

411 Assumptions graph aqonymization [9,17,31] as the attackers here use bqt
. ) . . . the application data and the social graph to attack. In addi-
We make two simple assumptions in our design. First, we 4, ‘hassive attacks are harder to detect compared teeactiv
assume that the OSN operators and third-party applicationaacks. For example, an active attacker can delete alrtgit o
servers are secured by the owners and do not COmpromisey per friends, and assign the new data received to thatfrien
their users’ privacy. These sites have significant finariaial However, such attacks will be easily detected. Finallygnot
centives to keep their service secure: To attract and retaing, 4t the actual number of malicious nodes around a mode
their users. The end users, on the other hand, may be lax i”depends on its degred.() and the fractiorp. We usef
applying security patches and hence be compromised due (q, represent the number of malicious neighbors of a node

various malware attacks. Second, our privacy mEChanismSthroughout the paper, biitis node specific, andl = [d.p].
are irrelevant if user identities can be deduced directynfr ’ ' ‘

shared data. So we assume that all data is scrubbed to re4.2 Graph Evolution

move identifiable user information. This scrL_Jbbing can hap-  Here we present the details of our social graph evolution
pen before the data leaves a trusted endpoint. Similarly, wemechanisms. First we introduce the StarClique graph struc-

assume that the attackers cannot cross correlate apphicati ¢,re and then present a simple algorithm to evolve the graph
data with out-of-band information to identify its owner, as

was done in recent NetFlix privacy attack [21]. 4.2.1 Overview of the Evolution Algorithm

412 Goal We propose a heuristic that builds a structure around each
- oals node by adding latent edges. This structure is called Star-
Our goal is to provide three key propertiesdbusersin  Clique, and is shown in Figure 6. StarClique is mainly re-

the network irrespective of their social connectivity. sponsible for achieving thie-anonymity property. We build

Provable k-Anonymity.  We aim to provide:-anonymity this structure around each node by going through all the

to social application usersk-anonymity provides source nodes in the network one at a time. Since this structure is

anonymity and the data receiver cannot tell the source evenbuilt locally around each node, it provides several opportu

with social intersection attack. Formalksanonymity is: nities to optimize the evolution algorithm to reduce thelot
. . number of latent edges added to the entire network. We ex-
DEFINITION 1. The system provides k-anonymity to the plore several such optimizations to reduce the overall num-

source () of an event &, if the probability that the attackers ber of latent edges added to the graph.

assign for z to be the source of £ islessor equal to 1/k. In )

other words, the attackers suspect at least % different nodes 4.22 SarClique Sructure

to be the likely sources of £, with equal probability. Figure 6 depicts the StarClique structure and its forma-
tion. There are two main parts in the structure: The portion

Low Overhead.  Itis necessary to addinimal numberof o the right (in the central sub-figure) is the clique, and the

latent edges to reduce the additional overhead on the sociahortion to the left is called the Star. Let the node that is

infrastructure due to processing and data transfer of covereyolved ber, and letf be the number of attackers around

traffic along the latent edges. A StarClique is built around using its neighborhood nodes.
Preserve Relevance of Cover Traffic. The latent edges  The clique forz consists of: along with its(k+ f —1) neigh-
added should connect nodes that@osein social distance, bors, that together form @ + f)-clique. The Star consists

so that the cover traffic is still relevant to users. Nodes tha of the one-hop friends of that do not belong to the clique.
are farther apart have fewer “similarities” in interestelan Each member of the Star is connected with(&lk- f — 1)
connecting them might send highly irrelevant data to users. members of the clique.



Algorithm 1 Evolution Algorithm: evolves the input graph
S g to produce an evolved gragh

- - Graphg’ = Evolve.Graph (Graply)
Source lig =g
2: [* Copy the original graph g into the evolved graph g’ */
) 3: forall z € V do
O Socialedge e Virtual edge . ‘
@  Well connected nodes O  sparsely connected nodes 4: N(:B) =0; i=1
5:  while |[N(z)| < (k+ f—1)do
. ) ) 6: N(z) = N(z) U g.neighbors(z,i)
Figure 6: The graph evolution process for a node. The node first 7: /* Neighborhood is selected in the original graph */
selects a subset of its neighbors. Then it builds a clique viitthe mem- 8: it=i+1
bers of this subset. Finally, it connects the clique membenwith all the 190'. ecnd Wshgllzct(k + f — 1) random nodes fromV ()
. = — x
non-cligue members in the neighborhood. Latent or virtual elges are 11: ¢=CU{z
added in the process. 12:  Build_Clique(g’,C)

13: /* Edgesadded in g to build the clique structure around x */
14:  Buwild-Star(g’, N(z),C)
StarClique provides two key properties: (a) StarClique 15: /* Edgesaddeding tobuild the Sar structure around x*/
. . . 16: end for
provides provablé-anonymity to node: againstf one-hop 17
colluders, (b) StarClique has tmanimal number of edges

necessary to provide-anonymity against one-hop collud-
ers. We formally prove the above propertiesi) but we  (say.) at a time, and it works in three steps. The first step in

. Returng’

describe the intuition behind these two properties next. evolving a noder is to identify the closest neighborhood of
k-Anonymity Intuition. There aref malicious nodes  ythathas atleagk+ f—1) nodesin t. Evolution starts with
aroundx. After building StarClique, thes¢ nodes are ei- one-hop neighborhood, and moves to two-hop, etc. Select-

ther all in the clique, or all of them are in the Star, or are ing nearest neighbors first ensures that the privacy buddies
distributed between Star and clique. If all of them are in the are closer in social distance. The second step is to select a
clique, since the clique size (& + f), the attackers all sée subset of £+ f —1) nodes from the neighborhood, and build
common friends. If allf attackers are in the Star, then they a (k + f)-clique out of them by adding latent edges. These
all see at leask common friends. If they are distributed, clique members are selected at random in this simple algo-
between Star and clique, we still have the intersectionlof al rithm. The final step is to connect the members’sfneigh-

the attackers one-hop neighborhood size t@ belence j- borhood that do not belong to the clique with all members
anonymity is preserved in all the three cases (pro@bn of the clique by adding latent edges. This process forms a
Edge Minimality Intuition. The StarClique provides  structure as shown in Figure 6. As a resuls, k-anonymity

edge minimality because deleting any one edge in the struc-is preserved. We analyze the security properties of thiz-alg
ture eliminates thé-anonymity property. For example, if  rithm in more detail later. Th&volve_Graph algorithm is
one of the edges in the clique is removed, then we can alwayspresented in Algorithm 1, and the notations used are listed
find a combination off nodes in the clique whose one-hop in the Table 2.
neighborhood intersection givés — 1) common nodes in- L . .
stead ofk in the clique. Since we do not know the attacker 4-3  Optimizing the Evolution Algorithm
a priori, we need to protect against every possible combina- As we mentioned before, our approach use a local graph
tion of f nodes to achievk-anonymity. Along similar lines, augmenting approach to protect users by malicious nodes
we can show that removing an edge between Star and cliquewhich try to link data to a particular user; therefore a num-
doesn’t preservg-anonymity of StarClique (proof if5). ber of optimizations to avoid unnecessary latent links (com
Function of Latent Edges.  The latent edges added dur- ing from our local approach) in the entire network, can be
ing evolution are treated just like real edges betweendisen applied. Here, we present several optimizations that sig-
by the social applications. These latent edges, howewer, ar nificantly reduce the number of new latent edges added to
not visible to the users. As a result, the users do not know the graph during evolution. We apply our optimizations to
exactly which of the new friends help them achieve privacy. Evolve_Graph, and present an optimized algorithm called
Even if the new friends are revealed to the useranonymity Optimized_Evolve_Graph (shown in Algorithm 2) that is
is still preserved. However, not revealing the latent edges annotated to show where each optimization is applied. We
further enhances privacy as attackers have to first guess thelescribe the intuition behind the optimizations here, aedent
right latent friends protecting a given node, and then kttac a formal analysis ifg5.
a node. Hence we hide these latent friends from users. Optimization 1: Select Clique. While selecting the

) ) cligue members from the neighborhood, choosing the most
4.2.3 Evolution Algorithm well-connectedk + f — 1) nodes, instead of random nodes,

With this background in mind, now we describe the evolu- reduces the latent edges added significattyect_Clique

tion algorithm. The evolution algorithm works on one node function in the Algorithm 2 implements this optimization,



Algorithm 2 Optimized Evolution Algorithm: evolution al- G=W.E) Gfspz deﬁ’gion

. . .. . T,Y, 2 odesc
gorithm annotated Wlth the optimizations. N(x) Set of nodes in the neighborhood of the nade
Graphg’ = Evolve GraphOptimized (Graply) g.neighbors(x,7) | Set of all neighbors of at most hop away ing
l.g =g dy Degree of the node
2: S(x) = {V’ nodes sorted in the decreasing order of dejgree P Fraction of malicious one-hop neighbors
3: | Applying Optimization 3: Ordered Evolution above | f Number of malicious neighbors of (f = [dxp])
4: for all =z € S in decreasing order of degrele ¢ Subset of nodes iV (z)

5. N(z) = g.neighbors(z,1); i=1

6: | g (instead of ¢’) is used above to handle the side-effects of Edge Reuse
7.  while |[N(z)| < (k+ f — 1) do
8:
9

Table 2: Notations used in this paper.

N(z) = N(z) U g’'.neighbors(z, i)
Applying Optimization 2: Edge Reuse above |

Optimization 4: Limit to k Friends. If a nodex has
< k + f — 1 nodes, the unoptimized algorithm considers

12 f ]X;()SI)J gpt(il;;ago; i) E‘;nt o Friends here| tht_e Iarger _neighborhood increme_ntally one h_op at a time.
12- end It is quite likely t_hat when the_ nelghborh.oo.dl increases by
130 i—it1 one hop, the neighborhood size goes significantly beyond
14:  end while k + f — 1. However, all the nodes in thishop are not nec-

150 € = Select Clique(N (x)) essary to providé-anonymity: we need only= (k + f —

16: | Applying Optimization 1: Select Clique above |g.neighborsz, 1)|) additional nodes. Thus, we select only
170 ¢ =Cufz} the [ most well-connected nodes from outside the one-hop

18:  Build-Clique(g’)

19°  Build_Star(¢', N(x),C) neighborhood in this optimization.
20: end for , Optimized Evolve Graph.  The evolution process is de-
21: Returng picted in Figure 6, and Algorithm 2 shows the pseudo-code

for Optimized_Evolve_Graph. In this algorithm, first, the
nodes are sorted by their degree, and evolved in the order

where the well-connected nodes are chosen based on th@f their degree, starting from the highest. Second, evaruti
number of friends shared between the nodes in the neigh-'S @Pplied on the evolved graph repeatedly —this applies the

borhood andr. This selection leads to clique reuse in the ©d9€ reuse optimization. Indeed, we use the original ggaph
neighborhood, reducing the new edges added. _to get the original degrees, and the evolyed grépto max-
Optimization 2: Edge Reuse.  Before evolving a node imize the qur_nber of reused edges durmg the neighbor se-
x, this optimization considers’s most recent and evolved lection. T_h|s_ IS necessary to_handle the side-effects ogedg
state, instead of's connectivity in the original graph, which reuse optimization, as described before. When the node has

includes the latent edges of This reduces the new edges lerZi)thrz eJIreJcCt;dl I/r\'/zr;dpsp;lgihn: Egﬁf kg?ic;?q:jnstggtﬁngd
Z?e(jzgazz e;ﬁéushoencggg;iziﬁi’OTg;%:Zixﬁﬁézgzedgegon at this step. Finally, Select Clique optimization is ap
This mean,s that’s neighborhood is more connected thaﬁ in plied in this optimized a_llgorithm while _choosing t_he clique
- members out of the neighbors. StarClique is built for each
the original graph and hence the number of new edges NeC- olved node as ifvolve Graph
essary to evolve is reduced significantly. This optimization - '
implies that Algorithm 1 should use the evolved grapln

the loop instead of the original gragh 5. ANONYMITY ANALYSIS

Sde-effects of Edge Reuse. This optimization should be This section has four main parts. First, we introduce for-
carefully applied. Whemr is about to be evolved, if its new  mal notations and identify the conditions under which
degree is> k + f — 1 but its original degree was k + anonymity is preserved (see Theorem 1). Second, we present
f — 1, then only the original neighbors and= (k + f — the properties of StarClique that are necessary to provide
|g.neighboréz, 1)|) (which are remaining to get a setiof- k-anonymity. Third, we quantify the total number of new

f — 1) new neighbors need to be considered. Similarly, if edges added while building StarClique around a node. Fi-
new degree (because of the some neighbors evolutian) is  nally, we introduce three heuristics to reduce the totalnum
k+ f —1andthe old degree was k + f — 1, then only the ber of edges added during graph evolution &&e

original degree needs to be considered. ) .
Optimization 3: Ordered Evolution.  Instead of evolv- 21 Formal Notations andk-Anonymity

ing the nodes in random order, evolving nodes from highest  We represent the social network as a graghs (V, E),
degree to lowest degree leads to fewer latent edges overallwhere each user is mapped to a unique vegeX and the
The intuition here is that if a supernode is evolved first, the friend relationship between two usersandy € V' is rep-
edges added to provideanonymity to this supernode, and resented as an edde, y). V is the set of all vertices, and
the clique formed, can be potentially reused byagority of E is the set of all edges. Each edge is undirected, as it rep-
the low-degree nodes attached to the supernode. resents the friendship between two user. And an undirected



-

edge(z,y) € FE is equivalent to two directed edgés, y)

and(y, x), where(x, y) represents that is a friend ofy and

(y, ) represents that is a friend ofx.

In our model, each edge also represents the flow of in-
formation — the flow of events between users in the social
network. Therefore, we can formally define: @ Source X @ Attackers in the X’s neighborhood O X's neighbors

e (z,y) is an undirected edge wheteandy are both .
senders and receivers of events; Figure 7: The attackers may be located in any position in StarClique,

— ) ) ) we identify the three cases that cover the possible positisn
e (z,y) is a directed edge whereis the sender andis

the receiver of events. . . .
. 5.2 Privacy via the StarClique Structure
An event is usually a message generated by the applica-

tion, such as a bookmark event in del.icio.us, that needs to | € evolution algorithm protects privacy by building Star-
be delivered to the source’s one-hop neighborhood. We aim Clique around nodes. The first step to prove/tf@nonymity

to disseminate events while providing provable privacy tha Property of evolution is to identify the necessary condiso
the user’s identity is protected no matter whittone-hop that the StarClique structure has to satisfy in order to v
neighbors collude (the compromised friend accounts). 4n or k-anonymity for a particular sourcer). StarClique (Fig-
der to prove the guarantees of our solution, we introduce the Ure 6) is constructed aroundin two steps as follows: (1)

following definitions: (a) let: be a nodes V andd, its de- ~ Clique: Build acliqueC’of k+ f —1 nodesz N(z) around
gree: (b) letf (>= 2) be the number of one-hop neighbors of - No_te_ that the edges i@ arebidirectional. (2) Star: The

x that are colluding against (c) letv, =< 1, x2, ..., x5 > remaining nodes N(x)\C are connected t& + f — 1

be a vector of randomly selected nodes frois one-hop ~ Nodes in the clique. Each edge in this step is direéter
neighborhood, and finally (d) let the clique nodet the Star nodes. Directed edges are neces-
B = {vg.|vs, =< 2,24, ....4"s > andzi € N(x)} bethe  SaIy only to prove the structure minimality. We next prove,
set of all possible combinations gfneighbors ofr, which N Theorem2, that StarClique guarantdeanonymity, us-

has size B| = (dw) According to our Definition 1 and the ing the locally minimal connectivity between a source and
N f . i - i

attacker model, a nodelsanonymity is preserved as long  tS one-hop neighbors.

as there are at leastcommon friends in all possible inter-

. ) _ THEOREM 2. The StarClique hasthe minimal connectiv-
sections of the' colluding one-hop neighbor subsets.

' ity, in the one-hop neighborhood of a node, necessary to pro-
THEOREM 1. Givenauser x inthesocial graph, if m;f:l vide k-anonymity against f one-hop colluding neighbors.

N(z}) >k Vv, € B thena’sk-anonymityis preserved. PROOF. There are three possible locations thattackers
can occupy in StarClique, as shown in Figure 7. For each of

PrROOF. Letx be the source of a particular message sent these, we prové-anonymity and the minimality property.

to all nodes inz’s neighborhood. Assuming that a random Case 1: f colluding nodes{y, o, ..., ys} are all in the

set of f nodes{x1,x2,...,x¢} € N(x) that are receiving  clique. Since the clique size is exactly f, each attacker

the message are malicious, the probability thas recog- is connected to the remainikg+ f — 1 nodes in the clique

nized as the real sender has to be less or equgl to or- and when they collude, there dgemaining non-malicious

der to guarantee this bounded probability, at Idasbdes nodes in the clique. This implies thatnodes appear to

around thef attackers have to look as possible sources. This be the sender with probability, which means that thé-

means that th¢ attackers have to shakecommon neigh-  anonymity property is preserved. Let us assume that one of

bors. Formally, lef/1, v, .., v, ben nodes whichke N (z1)N the f colluding nodes haks+ f —2 edges in the clique instead

N(z2)N,....N\N(zs). So, if {y1, y2, .., yn}| > k (note that of k+ f—1(i.e. itis connected t& — 1 non-malicious nodes

Vi and j, y; # x;), then there are at leaktnodes which instead ofk). In this case"/_, N(y;) = k — 1 which does

L =1
could have sent the message afsddentity is covered among not satisfy thek-anonymity property. Thus, this is the mini-
those nodes {y1, 92, .., Yn}- mum number of edges necessary to proviesmonymity.
On the other hand, if{y1, y2, .., yn}| < k, then the real Case 2: f attackers{yi,ys,...,ys} are in the Star. Each

source is identified with a probability +, which violates node in the star hds+ f —1 edges coming from the clique by
the k-anonymity requirement. Since we do not know the construction even though there dre f nodes in the clique.
colluding neighbors of: a priori, any combination of’s Having f attackers in the star means that, in the extreme
neighbors of siz¢ should have an intersection neighbor size case, each attacker can exclude one different nodes in the
greater than or equal tb to preservek-anonymity. This clique, and so at mogt nodes in total. As a result, the final
can be formalized a¥v,, = {z,z5,.., 2%}, with i = intersection set size of the attackers is/_, N(y;) = k,
1,2, ..., (dfm), Q{ZIN(I;) >k O which preserves-anonymity. Now, let's assume that one of

' the f colluding nodes haél + f — 2 edges coming from the



clique instead ok + f — 1. In this setting, the extreme case (k+ f —2)(d,) < d.(k+ f). O
intersection set size of the attackersig. ; N (y;) = k — 1.

This does not satisfi-anonymity, which means no edge can 54 Optimizations to Reduce Latent Edges

be cut, proving the minimality. In order to secure each node in the network, we use a lo-
Case 3: Some of thef attackers are in the clique and cally optimal approach, and build a StarClique around each
some are in the Star. Formally, lebe €]0, 1], and let[¢f] node. Here we present three optimizations to reduce the

be the number of attackers in the clique difitl — ¢) f | the overall number of latent edges added to the evolved graph.
number of attackers in the Star. Becalis¢| attackers are
part of the clique, the possible number of sourcésisf —

[ef]. There ard (1—¢)f] other attackers in the Star that are
connected té& + f — 1 nodes in the clique instead bt f,

as before. The attackers in the Star can at most eliminate

PROPERTY 1. Choosing the nodes that share the maxi-
mum number of friendswith 2 asthe clique membersduring
the construction of StarClique around x decreases the num-
ber of new latent edges added.

one node each out of the possilller f — [ef] sources. In the StarClique structure, each node in the clique is con-
Putting together the results from the two sets of attackiees, nected to all other nodes in's neighborhood. Therefore,
remaining possible sources dre f—[ef]—[(1—¢)f| = k. selecting the neighbors that already have connection%to

As a resultk-anonymity is preserved. To prove minimality, neighbors leads to fewer latent edges aroundecause we
note that, if we cut an edge either from a node in the clique or need to add few additional edges to these high-degree nodes.
a node in the Star, we break theanonymity property. The  We can understand why this property reduces the latent edges
f attackers can be anywhere in the clique or in the Star. Soadded at different granularity. Consider a single nodad

if the removed edge is incident on one of the attackers, thenits d,, neighbors: by applying Property1, the total number of

mleN(yi) =k+f—-1-Jef]-|(1-€ef]|=k—-1<k, latent edges around is reduced. Now consider the entire
which breaks:-anonymity, thus proving minimality. [J network, by applying Propertyil node x € V, the number

] of latent edges around eachs reduced; implying that the
5.3 Edges Introduced by StarClique total number of latent edges in the entire network is reduced

Here we bound the number of new edges added to the

) . .. PROPERTY 2. Sharing latent edges among neighboring
evolved graph using the worst connectivity among a source’s

nodes reduces the total number of latent edgesintroduced.

neighborhood.
Consider a node and its one-hop neighbors. Assume that
THEOREM 3. In the worst case, the number of edges in- its one-hop neighbors are already evolved. Using the edolve
troduced for a node x with degree d,, islessthen graph around:, we can use the latent edgesiathat are not
max{k* do(k+ f)}. present in the original graph. Thus we need to add fewer

PROOF. The proofis divided in two parts as follows: edges while building StarClique around This property

Case 1: If d. < k. we still need each node to be hidden ©an be extended to the whole network iteratively.
. T ’ . . . . .
among at least other possible senders, and hence our algo- The final optimization we presentis geared towards reduc-

rithm will pick the nodes in its nearest neighborhood which @ng th.e total nu_mbgr of Ia_tent edges by organizing the order
contains at least nodes before building a clique. Therefore, in which evolution is applied to the nodes in the graph.

because a clique of k nodes h{%@;—l) edges, the maximum PROPERTY 3. Constructing the Star Clique structure from
number of edges are introduced when the nodes lie on a linehigh degree nodes to low degree nodes reduces the overall
topology. Hence, the maximum numberﬁgg—l) — (k- number of latent edges added in the evolved graph.

D=k-1(&-1) <k

Case 2: If d,, > k, the topological structure that adds the
maximal number of latent edges is the@r structure with
the node we are evolving at its center. In the star structure

The intuition behind this property is that when a supern-
ode is evolved, many of its neighbors can reuse the latent
edges added to evolve the supernode. Since supernodes have
'a large number of neighbors, many neighbors can benefit
des. A It inordert truct the StarCli ¢ ®om the edges added to evolve the supernodes. We do not
it v o oI proudaormalprootl s ropery aihoughvi el
et ) (b f—1) - z kif readers t@6 to see the improvement due to this optimization
e — = (k-1 = (k+f-1)(5- —1)edges 4, 3 real network graph.
to build the clique around. As each of them is an undi-
rected edge, the total number(B + f — 1)(k + f — 2). 6. EVALUATION
The remainingl,, — (k + f — 1) of 2’s neighbors need to be
connected to all but one node in the clique, which produces
additional[d, — (k + f — 1)](k + f — 2) edges. Therefore,
the total number of new edges is:

We present experimental evaluation of evolution heretFirs
we describe the experimental setup. Then, we evaluate the
impact of the various optimizations in terms of the total Aum
ber of new edges added to the evolved graph. Finally, we
k+f-DE+f-2)+[de—(k+f-D)(k+f—-2)= evaluate the impact of evolution on the social graphs.
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ratio, the better the algorithm.

We evaluate evolution using different OSN traces from Impact of Optimizations. ~ We use subgraphs from the
prior measurement studies [6, 20, 22, 30]. Since the graphsFacebook New York network to evaluate the impact of our
from these studies are very large in size, running evolution optimizations. Figure 8 plots evolution ratio for diffeten
on the full graph is very resource intensive. As a result, we Values ofk for all four optimizations. The top line is for the
use a combination of small and large graphs in our evalu- unoptimized algorithm, and one optimization is added to the
ation. We use smaller subgraphs to evaluate evolution in Previous as we go down the plots. Figure 8 shows two orders
detail, to understand the impact of various optimizatiars a  of magnitude improvement in the performance of evolution
measure evolution’s performance on different networkerifh ~ due to various optimizations. The ratio for a valueiof 5
we use larger graphs from Facebook and del.icio.us to vali- goes down from around 1350 in the unoptimized version to
date evolution’s performance on larger datasets. around 5 after applying all optimizations. Similarly, thed-v

We used Snowball sampling (or BFS), to sample smaller ues fork = 25 goes down from 2064 to 22. The main im-
subgraphs from the social network traces. Snowball sam-provement comes from the Edge Reuse optimization, with a
pling is the methodology used in the crawls of many mea- relative reduction in the ratio of nearly 10 times. The next
surement studies [6,20,22,30]. In addition, snowball damp mMajor reduction comes from Select Clique with a reduction
of a certain minimum size is expected to preserve many of of nearly 4 times. Optimizations are applied here in one par-
the topological properties of the social network [6, 15]eTh ticular order, but we expect the gain from each optimization
smaller subgraphs we used were of size 20K nodes. For eacfio remain the same irrespective of the order. We use the fully
experiment on a smaller subgraph, we generated 5 differentoptimized algorithm for the rest of the evaluation.
subgraphs using Snowball sampling starting from different Evolution Ratio in Different Graphs.  Figure 9 plots the
random points in the full network graph, ran evolution on evolution ratio for different networks using the optimizse
each subgraph 5 times, and present the averaged results. gorithm. Fork = 5 most networks produce a ratio around 5.

To complement the results from smaller subgraphs, we However, the ratio for different networks diverges for regh
use a crawl of the Facebook Monterey Bay network crawl k. The observed ratio mainly depends on the connectivity
of 260K users, and a del.icio.us crawl with 320K users for of the nodes in the graph as measured using clustering co-
a second set of experiments. Given that Facebook had 60Cefficient. Myspace, for example, has a large clustering co-
Million users and del.icio.us had 5 Million users during our efficient (nodes are densely connected amongst each other),
crawl, the sample sizes of 0.43% and 6.4% (respectively) ex- hence leading to fewer new edges. We confirmed that net-
ceed the minimum portion of the topology that preserves the works with higher average clustering coefficient appear be-
topological structure of the graph [6,15]. We use theseglarg  low networks with lower coefficient in Figure 9.
samples to validate our results from the smaller samples. The evolution ratio approaches the valuekobecause,

Finally, we implemented our algorithm using the Python to achievek-anonymity, each node must have a degree of
NetworkX module. We used two machines each with 32GB at leastk. Since the majority of nodes in our subgraphs
of RAM and Quad-core processors to run our experiments. have a degree k, to protect these nodes, closeit@dges

must be added, leading to a increasekbyWe ran this test
; ; ; on 20K subgraphs of seven different networks (del.icio.us,
6.2 EVOluuon A|99r'thm Eval_uatlon_ o Facebook, Flickr, LiveJournal, Myspace, Orkut, and Youdyub

We first present the impact of various optimizations, and As the results were very similar across networks, we present
then use the optimized algorithm for the rest of evaluation. he results for the networks with the lowest ratio (MySpace)
Metric: Evolution Ratio. We use the ratio of the total and high ratios (del.icio.us, Facebook, LiveJournal).

number of edges in the evolved graph to the number of edgesjnpact of Increasing f. In the experiments so far, we
in the original graph to evaluate evolution. The lower the



k 4 6 8 10 Hop Length 1-Hop 2-Hop 3-Hop | Random
del.icio.us 415|573 | 7.32| 8.9 Common Bookmarks | 8.45197| 1.83435| 1.05939| 0.316237
Monterey Bay 414 | 568 | 7.22 | 8.76

Table 4: Average number of common bookmarks between friends
Table 3: The variation of evolution ratio with & for large graphs. x-hop away. Random represents the test where pairs of usersere ran-

domly chosen. Each value is averaged across 1M links (pairg$ osers).
100

80 [ k Orig Graph 3 4 5 6
o Bookmarks/Node 5K 21.2K | 27.5K | 34.2K | 39.5K
Bookmark Ratio 1 4.2 5.5 6.8 7.9

40 4

Random Friends
3-Hop Friends
2-Hop Friends

) ) 1-Hop Friends

0 10 20 30 40 50

# of Common Bookmarks

Table 5: The number of bookmarks del.icio.us users receive from
their one-hop friends before and after evolution, for different & values.

20

Percentage of x-Hop Links (CDF)

0

friend other users with interesting bookmarks, and obtain
Figure 11: CDF showing the relationship between the number of updates when new bookmarks are created by all their friends.
common bookmarks between users vs. their social distance. Social network is the primary channel for discovering new
content in del.icio.us.

explored the impact of the paramefer Next, we explored  Data Collection Methodology. ~ We implemented a dis-
the impact off while keeping the value of fixed. We ran tributed crawler in Python, and crawled del.icio.us from 32
experiments for a fixed and various values gf. We found machines at a very slow pace (1 request per second) from
that increasing the value gf increases the evolution ratio  17th of December to 26th of December 2008. We crawled
linearly, thus leading to an overall evolution ratio propor both the social network graph, and all the bookmarks stored
tional tok + f. Due to the intuitive nature of this result, the by the users over their entire lifetime on del.icio.us. Wser
accompanying graph has been left out for brevity. have the option to make bookmarks private, and hence we
Validation Using Larger Graphs. To validate the im-  Crawled all the publicly viewable bookmarks of the users.
pact of evolution on larger graphs, we used del.icio.us and High-Level Statistics.  In our crawls, we collected 480K
Facebook Monterey Bay graphs. Because of the large size ofuser profiles, 127 million bookmarks in total, with an aver-
these graphs, and the associated time and memory necessagge around 267 bookmarks per user. This crawl accounts for
for evolution, we were restricted to valuesiok 10. Table 3 6.5% of the total user population, as of December 2008, and
summarizes the results from our runs. As expected, we see80% of the total bookmarks.

that evolution ratio is linear on the value/ofn larger graphs . .

as well. Given that these larger graphs are sufficient to pre- 6-3-2  Common Content vs. Social Distance

serve the topological properties of entire social netwonkes Now we examine the number of bookmarks that friends
believe that the evolution ratio resulting from runninglevo  share (have in common), and its relationship to social dis-
tion on the full social graph to be linear én tance. Common bookmarks count is a measure of similar-

Social Distance of Privacy Buddies. Next, we validate ity in interests, and will help us to understand the utility

if evolution chooses privacy buddies from nearby neighbors of socially-close privacy buddies. Figure 11 shows the dis-
We plot the distribution of social distances in the original tribution of the number of bookmarks shared between one-
graph versus latent edges for Monterey Bay in Figure 10. hop, two-hop, and three-hop friends, and randomly selected
More than 99% of the edges are only two hops away:fer pairs of users in the network. Randomly selected pairs are
6. This number goes down slightly (to 98%) for larger values most likely far away in social distance. Figure 11 shows
of k (10). However, most of the chosen privacy buddies are that content sharing between one-hop friends is the highest
close to the evolved node in social distance. We saw similar As expected, this sharing decreases with increase in the so-

results in other networks as well. cial distance: two-hop friends share much less than one-hop
_ . but better than three-hop. Finally, even three-hop shasing
6.3 Case Study: del.icio.us much better than content sharing between random pairs of

Now we use our del.icio.us crawl to understand the re- users. Table 4 shows the average number of bookmarks users
lationship between the relevance of data exchanged versushare with their friends for different social distance, erhi
their social distance of users. Then, we evaluate the agijgic-  also shows the same trend.
level impact of evolution using the del.icio.us bookmarteda L

6.3.3 Application-Level Impact

6.3.1 del.icio.us Measurement Evolution increases the total number of edges in the net-

del.icio.us is a social bookmarking site where users can work. This increase in edges makes each user in the network
store bookmarks online, organize them by tags, and sharesend and receive more data along these new edges. We quan-
them with friends. The social networking feature lets users tify this increased data transfer using the del.icio.uskboo



marks as example. Table 5 shows the impact of increase in [5] AGGARWAL, G., FEDER, T., KENTHAPADI, K., MOTWANI, R.,

edges on del.icio.us users in terms of the ratio of total num-
ber of bookmarks users receive before and after evolution.
Since del.icio.us users get all the one-hop friends’ book-
marks, we calculated the number of total bookmarks of the
one-hop users to obtain the numbers in the Table. Clearly,
the increase in the total number of bookmarks (and hence

the server load) is also proportional to the valué of

In summary, these results (a) clearly support our decision
to give preference to nearby nodes as privacy buddies during
evolution rather than random nodes, and (b) show that the

(6]

—

7]

(8]
El

OSN operators can tune the overhead incurred on the appli-{10]

cation servers by tuning the value/of

7. CONCLUSIONS

In this paper, we studied privacy risks involved in shar-
ing data in today’s social content-sharing applications tdu

compromised user accounts. We identify sheial intersec-

tion attack, a low-cost privacy attack that can be used by two

[11]
12]
[13]

or more compromised users to identify the source of shared[14]

data objects in all content-sharing applications. It dffety

links data objects with their owners relying only the social

[15]

graph topology and the data shared by the applications. This[16]

attack invalidates naive solutions to mitigate privacksis

Social networks can provide their users with privacy guar- (17]

antees in the form of-anonymity by adding new edges to

the social graph. We identify a graph structure we call Star- [18]

Clique, and prove that it is the minimal structure necessary [19
to provide each user witk-anonymity. A privacy-conscious
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