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The OSI Model

! The outline for this talk is pr ovided by the OSI model

! OSI deÞnes how different layers of technology interact in  
the Internet and other Internet-like systems

! Using OSI as a theme for the talk will help to

! place technologies within a framework

! explain & clarify their r elation to each other

! Wireless technologies in particular present challenges to 
the OSI model

! However , everything is still understood in r eference to it
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The OSI Model

! OSI stands for Open Systems Interconnect, from c. 1977

! OSI reference model deÞnes seven layers in networks

! physical: electricity, light, radio

! data link: Ethernet, 802.11, TDMA

! network: IP, ICMP, routing pr otocols

! transport: TCP, UDP, (routing data)

! session & presentation: unused[ish]

! application: web, email, video, ...
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The Physical Layer

! DeÞnes all electrical, physical speciÞcations for devices.

! Hubs and repeaters are physical-layer devices.

! Examples of physical media:

! Wired Ñ electricity (copper), light ( Þber optics)

! Wireless Ñ radio, light (IR), sound, smoke, pigeons
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The Data Link Layer

! Ensures correct transfer of data across a single ÒlinkÓ

! Also called the MAC layer Ñ medium access control

! Allow multiple devices to shar e a physical medium

! The classic example is Ethernet

! Also, 802.11a/b/g, Bluetooth ar e all link pr otocols

! Both Ethernet and 802.11 use same basic MAC technique:

! They use CSMA Ñ Carrier Sense Multiple Access
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CSMA and V ariants

! CSMA is stunningly simple:

! DonÕt send data if you can hear someone else doing so

! Instead, wait a random amount of time and try again

[surprisingly , this is not the simplest MAC pr otocol]

! What happens if two transmissions collide?

! Nothing. ThatÕs not the link layerÕs problem.
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The Network Layer

! The Ònarrow waistÓ of the protocol stack...

! Only one basic protocol: the Internet Protocol  (aka IP)

! Expects lower layer to get a bunch of bits across a link

! Captures sender & addressee information about data

! Gets the data from point the sender to the receiver

! What happens if the data doesnÕt get there?

! Nothing. ThatÕs not the network layerÕs problem.
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From A to B...

! How does IP get data from point A to point B?

! It uses header data at the front of the payload data

! Included are source (from) and destination (to)

! Each computer that receives the IP packet needs to know 
how to get it one hop closer to the destination
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ICMP
Bit Number

1 1 1 1 1 1 1 1 1 1 2 2 2 2 2 2 2 2 2 2 3 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

Type Code Checksum

Other message-specific information...

Type Name/Codes (Code=0 unless otherwise specified)
0 Echo Reply
3 Destination Unreachable

0 Net Unreachable
1 Host Unreachable
2 Protocol Unreachable
3 Port Unreachable
4 Fragmentation Needed & DF Set
5 Source Route Failed
6 Destination Network Unknown
7 Destination Host Unknown
8 Source Host Isolated
9 Network Administratively Prohibited

10 Host Administratively Prohibited
11 Network Unreachable for TOS
12 Host Unreachable for TOS
13 Communication Administratively Prohibited

4 Source Quench
5 Redirect

0 Redirect Datagram for the Network
1 Redirect Datagram for the Host
2 Redirect Datagram for the TOS & Network
3 Redirect Datagram for the TOS & Host

8 Echo
9 Router Advertisement

10 Router Selection
11 Time Exceeded

0 Time to Live exceeded in Transit
1 Fragment Reassembly Time Exceeded

12 Parameter Problem
0 Pointer indicates the error
1 Missing a Required Option
2 Bad Length

13 Timestamp
14 Timestamp Reply
15 Information Request
16 Information Reply
17 Address Mask Request
18 Address Mask Reply
30 Traceroute

PING (Echo/Echo Reply)
Bit Number

1 1 1 1 1 1 1 1 1 1 2 2 2 2 2 2 2 2 2 2 3 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

Type (8 or 0) Code (0) Checksum

Identifier Sequence Number

Data...

IP Header
Bit Number

1 1 1 1 1 1 1 1 1 1 2 2 2 2 2 2 2 2 2 2 3 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

Version IHL Type of Service Total Length

Identification Flags Fragment Offset

Time to Live Protocol Header Checksum

Source Address

Destination Address

Options (optional)

IP Header Contents
Version

4 IP version 4

Internet Header Length
Number of 32-bit words in IP header; minimum
value = 5 (20 bytes) & maximum value = 15 (60 bytes)

Type of Service (PreDTRCx)   --> Differentiated Services
Precedence (000-111) 000
D (1 = minimize delay) 0
T (1 = maximize throughout) 0
R (1 = maximize reliability) 0
C (1 = minimize cost) 1 = ECN capable
x (reserved and set to 0) 1 = congestion experienced

Total Length
Number of bytes in packet; maximum length = 65,535

Flags (xDM)
x (reserved and set to 0)
D (1 = Don't Fragment)
M (1 = More Fragments)

Fragment Offset
Position of this fragment in the original datagram, 
in units of 8 bytes

Protocol
1 ICMP 17 UDP 57 SKIP
2 IGMP 47 GRE 88 EIGRP
6 TCP 50 ESP 89 OSPF
9 IGRP 51 AH 115 L2TP

Header Checksum
Covers IP header only

Addressing
NET_ID RFC 1918 PRIVATE ADDRESSES

0-127 Class A 10.0.0.0-10.255.255.255
128-191 Class B 172.16.0.0-172.31.255.255
192-223 Class C 192.168.0.0-192.168.255.255
224-239 Class D (multicast)
240-255 Class E (experimental)
HOST_ID

0 Network value; broadcast (old)
255 Broadcast

Options (0-40 bytes; padded to 4-byte boundary)
0 End of Options list 68 Timestamp
1 No operation (pad) 131 Loose source route
7 Record route 137 Strict source route

TCP Header
Bit Number

1 1 1 1 1 1 1 1 1 1 2 2 2 2 2 2 2 2 2 2 3 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

Source Port Destination Port 

Sequence Number

Acknowledgment Number
Offset Reserved Flags Window

Checksum Urgent Pointer

Options (optional)

TCP Header Contents
Common TCP Well-Known Server Ports

7 echo 110 pop3 
19 chargen 111 sunrpc
20 ftp-data 119 nntp
21 ftp-control 139 netbios-ssn
22 ssh 143 imap
23 telnet 179 bgp
25 smtp 389 ldap
53 domain 443 https (ssl)
79 finger 445 microsoft-ds
80 http 1080 socks

Offset
Number of 32-bit words in TCP header; minimum value = 5

Reserved
4 bits; set to 0
ECN bits (used when ECN employed; else 00)

CWR (1 = sender has cut congestion window in half)
ECN-Echo (1 = receiver cuts congestion window in half)

Flags (UAPRSF)
U (1 = Urgent pointer valid)
A (1 = Acknowledgement field value valid)
P (1 = Push data)
R (1 = Reset connection)
S (1 = Synchronize sequence numbers)
F (1 = no more data; Finish connection)

Checksum
Covers pseudoheader and entire TCP segment

Urgent Pointer
Points to the sequence number of the byte 
following urgent data.

Options
0 End of Options list 3 Window scale
1 No operation (pad) 4 Selective ACK ok
2 Maximum segment size 8 Timestamp

(Header Length)
IP headers
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From A to B...

! How do the intermediate computers know how to get 
an IP packet one hop closer?

! There are special protocols to learn this

! The full path fr om A to B is called a route

! Intermediate computers are called routers

! In most networks, r outers are part of the infrastructure

! Ad-hoc networks have no infrastr ucture:

! No specialized routers, just mobile nodes, forwarding 
data packets for each other Ñ all nodes are routers
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The Transpor t Layer

! Transparent transfer of data between hosts
! Two major ßavors:

! Transmission Control Protocol [TCP]

! end-to-end error recovery

! in-order data delivery

! congestion control

! User Datagram Protocol [UDP]

! ensures only (weak) datagram integrity

! Each has its own protocol headers
! Important Þelds: source & destination port numbers
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Wired vs. Wireless

! Several assumptions are made in the TCP/IP stack that 
are true in wir ed networks, but untr ue in wir eless:
! devices donÕt move around

! IP routing does not handle transparent mobility well

! the bit error rate (BER) for the physical medium is low
! wir ed: less than 1/10000 typically

! wir eless: often as high as 1/1000 or even 1/100

! corollary Ñ dr opped packets are due to congestion

! there exists Þxed routing infrastr ucture
! not tr ue in adhoc networks and sensor networks
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Wired vs. Wireless

! The violated assumptions of wir ed networks make 
wir eless networking particularly challenging

! Example 1: TCP over Wi-Fi

! dropped packets are common due to wir eless medium

! TCP thinks thereÕs network congestion, backs off

! Example 2: Mobile IP

! if you want to keep the same IP address but move around 
you have to jump thr ough all sorts of hoops
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Cellular Networks

! How do cellular technologies Þt into the OSI model?

! GSM & CDMA  are specs crossing multiple layers

! Completely non-inter operable separate protocol stacks

! Example: GSM uses a T/FDMA Òdata linkÓ protocol

! But GSM also speciÞes

! base-station structure & organization (~physical)

! data switching & mobility support (~network/transport)

! authentication, billing & services (~application)
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Questions?
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