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ABSTRACT

An important challengein software veri cation is the ability
to verify di eren t software componerts in isolation. Achiev-
ing modularit y in software veri cation requires developmert
of innovativ e interface speci cation languages. In this pa-
per we focus on the idea of using grammars for speci cation
of component interfaces. In our earlier work, we investi-
gated characterizing method call sequencesusing context
free grammars. Here, we extend this approach by adding
support for specication of complex data structures. An
interface grammar for a component speci es the sequences
of method invocations that are allowed by that componert.
Our current extension provides support for speci cation of
valid input arguments and return valuesin such sequences.
Given an interface grammar for a component, our interface
compiler automatically generatesa stub for that component
that 1) chedks the ordering of the method calls to that com-
ponent, 2) cheds that the input arguments are valid, and
3) generates appropriate return values based on the inter-
face grammar speci cation. These automatically generated
stubs can be used for modular veri cation and/or testing.
We demonstrate the feasibility of this approach by experi-
menting with the Java Path Finder (JPF) using the stubs
generated by our interface compiler.

1. INTRODUCTION

Modularity is key for scalability of almost all veri cation
and testing techniques. In order to achieve modularity, one
has to isolate di eren t componerts of a program during ver-
i cation or testing. This requires replacemert of dierent
components in a program with stubs that represen their
behavior. Our work on interface grammars originates from
the following obsenation: If we can develop su cien tly rich
interface speci cation languages, it should be possible to
automatically generate stubs from theserich interfaces, en-
abling modular veri cation and testing.

This work is supported by NSF grants CCF-0614002.

In arecernt paper [11] we proposedinterface grammars asan
interface speci cation language. An interface grammar for
a componert speci es the sequencesof method invocations
that are allowed by that componernt. Using interface gram-
mars one can specify nested call sequencesthat cannot be
speci ed using interface speci cation formalisms that rely on
nite state machines. We built an interface compiler that
takesthe interface grammar for a componert as input and
generates a stub for that component. The resulting stub
is a table-driv en parser generated from the input interface
grammar. Invocation of a method within the component
becomesthe lookahead symbol for the stub/parser. The
stub/parser usesa parser stack, the lookahead, and a parse
table to guide the parsing. The interface grammar language
proposedin [11] also supports speci cation of semartic pred-
icates and actions, which are Java code segmerts that can
be used to expressadditional interface constraints. The se-
mantic predicates and semartic actions that appear in the
right hand sides of the production rules are executed when
they appear at the top of the stack.

Although the interface grammar language proposedin [11]

provides support for speci cation of allowable call sequences
for a component, it doesnot directly support constraints on

the input and output objects that are passedto the compo-

nent methods as arguments or returned by the component

methods as return values. In this paper we investigate the

idea of using grammar production rules for expressingcon-

straints on object validation and creation. Our approach

builds on shape types [10], a formalism based on graph

grammars, which can be used for speci cation of complex
data structures. We show that grammar productions used
in shape typescan be easily integrated with grammar pro-

ductions in interface grammars. In order to achieve this

integration we allow nonterminals in interface grammars to

have arguments that correspond to objects. The resulting

interface speci cation languageis capable of expressingcon-

straints on call sequences,as well as constraints on input

and output data that is received and generated by the com-

ponert.

Our work is signi cantly dierent from earlier work on in-
terface speci cation. Most of the earlier work on interfaces
focuseson interface speci cation formalisms basedon nite

state machines [5, 4, 20, 2, 3]. More expressiw interface
speci cation approaches such as the ones based on design
by contract [12, 8] are lessamenable to automation. More-
over, it is not easyto expresscontrol o w related constraints,
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Figure 1: Mo dular verication with interface gram-
mars.

such asthe onesrelating to call sequencing,as pre and post-
conditions. We believe that the extended interface gram-
mar speci cation language preserted in this paper provides
a unigue balance between automation and expressiveness,
and also enablesspeci cation of control ow and data struc-
ture constraints in a uniform manner.

There has beenearlier work in grammar basedtesting such
as[6, 13, 14, 15]. The common goal in these papersis to au-
tomatically generatetest inputs using a grammar that char-
acterizesthe set of possibleinputs. In contrast, in our work
we use grammars as interface speci cations where terminals
correspond to method calls.

The rest of the paper is organized as follows. Section 2 gives
an overview of interface grammars and shape typesusing a
tree component as a running example. Section 3 includes
a more detailed discussion on shape types. Section 4 dis-
cussesintegration of conceptsfrom shape typesto interface
grammars and how they can be usedin object generation.
Section 5 discussesand contrasts object validation versus
object generation. Section 6 preserts experiments demon-
strating the use of interface grammars for modular veri ca-
tion of EJB clients using the Java PathFinder (JPF) [16]
model cheder. Section 7 concludesthe paper.

2. EXTENDING INTERFACE GRAMMARS

The modular veri cation approach basedon interface gram-
mars is shown in Figure 1. Interface grammars provide a
languagefor speci cation of componert interfaces. The core
of an interface grammar is a set of production rules that de-
ne a Context Free Grammar (CFG). This CFG speci es all
acceptable method call sequencedor the given component.
Given an interface speci cation for a componert, our inter-
face compiler generatesa stub for that componernt. This
stub is a table-driv en top-down parser [1] that parsesthe
sequenceof incoming method calls (i.e., the method invoca-
tions) basedon the CFG de ned by the interface speci ca-
tion.

As an example, consider a general tree with rst-c hild and
right-sibling pointers; for example, an XML Domain Ob-
ject Model tree. If we add redundant left-sibling and parent
pointers to the tree, we can then write a tree cursor that
can traversethe tree, with the methods moveup movedown
moveleft and moveright . We may wish to examine traver-

sal algorithms independert of any particular tree represen-
tation, and thus want a component for this cursor. We can
represert the cursor navigation operations using the follow-
ing simplied interface grammar:

TreeCall ! movedownT reeCall
movedowriT reeCall moveupTreeCall
moveright TreeCall
moveright TreeCall moveleft TreeCall

This is a context free grammar with the nonterminal sym-
bol TreeCall (which is also the start symbol) and termi-
nal symbols moveup movedownmoveright, and moveleft .
Each terminal symbol correspondsto a method call, and the
above grammar describes the allowable call sequencesthat
are supported by the componernt. We have restricted the
permissible call sequencesasfollows: it is always an error to
have more moveupsymbols than movedown(corresponding
to trying to take the parent of the root which may result
in dereferencinga null pointer) and it is always an error to
have more moveleft symbols than moveright at any given
height (corresponding to trying to take the left sibling of
the rst child which may again result in dereferencinga null
pointer). In our framework, this language corresponds to
the set of acceptable incoming call sequencesfor a compo-
nent, i.e., the interface of the component. Note that the set
of acceptable incoming call sequencesfor the above exam-
ple cannot be recognizedby a nite state machine since the
matching of movedowrand moveupsymbols, and moveleft

and moveright symbols cannot be done using a nite state
machine. The expressive power of a context free grammar
is necessaryto specify such interfaces. One could alsoinves-
tigate using extended nite state machines to specify such
interfaces. However, we believe that grammars provide a
suitable and intuitiv e medchanism for writing interface spec-
i cations.

Given the above grammar we can construct a parser which
canserve asa stub for the Treecomponert. This stub/parser
will simply use eadh incoming method call as a lookahead
symbol and implement a table driven parsing algorithm. If
at somepoint during the program execution the stub/parser
cannot contin ue parsing, then we know that we have caught
an interface violation. In [11] we described such an interface
grammar compiler that, given an interface grammar for a
component, automatically constructs a stub/parser for that
componert.

Now, assumethat, for the above tree example, we would also
liketo specify a getTree method that returns the tree that is
being traversed. This is a query method and it can be called
at any point during execution, i.e., there is no restriction on
the execution of the getTree method as far as the control

o w is concerned. However, the return value of the getTree

method is a speci ¢ data structure. It would be helpful to
provide support for speci cation of such data structures at
the interface level. Our goal in this paper is to extend our
interface grammar speci cation languageto provide support
for speci cation of such constraints. Such constraints can be
usedto specify the structure of the objects that are passed
to a componert or returned back from that component.

Consider the interface grammar below which is augmented



by a set of recursive rules that specify the structure of the
tree that getTree method returns:

TreeCall ! movedownT reeCall

movedownT reeCall moveupTreeCall
moveright TreeCall

moveright TreeCall moveleft TreeCall
getTree TreeGenx TreeCall

N x null
leftc xz, parent xy, N zx,Lxy
i leftc x null, parent xy, L xy
10 i leftc x null, paren t x null
11 Lxy ! rights xz, Nzy,Lzy
12 i righ ts x null

TreeGenx !
N xy !

©CoO~NOO A WNE

The productions 1-4 and 6 are the same productions we
used in the earlier interface grammar. The production 5
represerts the fact that the modi ed interface grammar also
acceptscalls to the getTree method. The nonterminal Tree-
Gen is usedto de ne the shape of the tree that is returned
by the getTree method. Productions 7-12 de ne a shape
type basedon the approach proposedby Fradet and le Me-
tayer [10]. Shape types are based on graph grammars and
are used for de ning shapes of data structures using recur-
sive rules similar to CFGs.

Before we discuss the shape typesin more detail in Sec-
tion 3, we would like to briey explain the above example
and the data structure it de nes. The nonterminals Tree-

Gen, N and L usedin the production rules 7-12 have argu-

ments that are denoted as x, y, z. Arguments X, Y, z repre-

sert the node objects in the data structure. In this exam-
ple, the data structure is a left-child, right-sibling (LCRS)

tree. In this data structure, ead node has a link to its

leftmost child, its immediate right sibling, and its parent if

they exist, otherwise these elds are set to null. The ter-

minal symbols leftc , righ ts and parent denote the elds

that correspond to the left-child, right-sibling, and parent of
a node object, respectively. Each production rule expresses
someconstraints among its arguments in its right hand side,
and recursively applies other production rules to expressfur-

ther constraints. For example parent xy meansthat the

parent eld of node x should point to node y. Similarly,

righ ts x null meansthat the righ ts eld of node x should

be null.

In Figure 2 we show an example LCRS tree. Let us investi-
gate how this tree can be created based on the production
rules 7-12 shown above. Production 7 states that a LCRS
tree can be created using one of the production rules for the
nonterminal N and by substituting the node corresponding
to the root of the tree (i.e., node 1 in Figure 2) for the rst
argument and null for the second argument. Let us pick
production 8 for nonterminal N and substitute node 1 for
X, null for y and node 2 for z. Based on this assignmer,
the constraints listed in the right hand side of production
8 state that: leftc eld of node 1 should point to node 2;
parent eld of node 1 should be null; nodes2 and 1 should
satisfy the constraints generated by a production rule for
nonterminal N where the rst argument is setto node 2 and
the secondargument is setto node 1; and, node 1 and null
should satisfy the constraints generatedby a production rule
for nonterminal L where the rst argument is setto node 1

and the secondargument is set to null. Note that, the rst

two constraints are satis ed by the tree shown in Figure 2.
The last constraint is satis ed by picking the production rule
12, which states that the righ ts eld of node 1 should be
null, which is again satis ed by the tree shown in Figure 2.
Finally, the third constraint recursively triggers another ap-
plication of the production 8 where we substitute node 2 for
X, node 1 for y, and null for z. By recursively applying the
productions rules 7-12 this way, one can show that the tree
shown in Figure 2 is a valid LCRS tree basedon the above
shape type speci cation.

The above example demonstrates that we can use shape
types for object validation. Object validation using shape
typescorresponds to parsing the input object graphs based
on the grammar rules in the shape type speci cation. Note
that we can use shape types for object generation in addi-
tion to object validation. In order to create object graphs
that correspond to a particular shape type we can randomly
pick productions and apply them until we eliminate all non-
terminals. Resulting object graph will be a valid instance
of the corresponding shape type. In fact, in the above ex-
ample, our motiv ation wasto usethe shape type formalism
to specify the valid LCRS trees that are returned by the
getTree method.

We would like to emphasizethat, although we will usedata-
structures such as LCRS tree as running examplesin this
paper, our goal is not veri cation of data structure imple-
mentations, or clients of data structure libraries. Rather,
our goal is to develop a framework that will allow veri -
cation of arbitrary software components in isolation. This
requires an interface speci cation mechanism that is capable
of specifying the shapes of the objects that are exchanged
betweencomponerts as method arguments or return values.
Our claim isthat extended interface grammars and our inter-
face compiler provide a mechanism for isolating componerts
which enablesmodular veri cation.

In the following sectionswe will discussshape typesin more
detail and discuss how to integrate them to our interface
grammar speci cation language. We will also demonstrate
examples of both object validation and generation with our
extended interface grammar speci cation languagebasedon
shape types.

We note one weaknessof the above interface speci cation
example. According to the above interface grammar spec-
i cation, the tree that is returned by the getTree method
may not be consistert with the previous calls to the moveup
movedownmoveleft and moveright methodsthat have been
obsened. For example, if a client calls the movedowmethod
twice followed by two calls to the moveupmethod, then if the
next call is getTree, the getTree method should return a
tree of height greater than or equal to two to be consistert
with the obserwed call history. However, the above speci-
cation does not enforce such a constraint. The getTree
method can return any arbitrary LCRS tree at any time.
Our interface speci cation languageis capable of specifying
this type of constraints (i.e., making sure that the the tree
returned by the getTree method is consistert with the past
call history to the tree component) using semartic predicates
and actions.
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3. SHAPETYPES

A weaknessof the interface speci cation languagede ned in
our previous work [11]is that it doesnot provide direct sup-
port for describing the data assaiated with the method calls
and returns of a componert, i.e., the arguments and return

values for the component methods. However, the interface
speci cation language preserted in [11] allows speci cation

of semartic predicates and actions. This enablesthe usersto
insert arbitrary Java code to interface speci cations. These
semartic predicates and actions can be treated as nonter-
minals with epsilon-productions and the Java code in them
are executed when the corresponding nonterminal appears
at the top of the parser stack. The user can do object val-
idation and generation using such semartic predicates and
semartic actions. However, this approach is unsatisfactory
for the same reason that hand writing a component stub
in Java directly is unsatisfactory; it is frequently brittle and
dicult to understand. Accordingly, we would liketo extend
our interface grammars to support generating and validating

data, and to do soin a way that presernesthe advantages
of grammars.

The shape typesof Fradet and le Metayer [10] de ne an at-
tractiv e formalism based on graph grammars that can be
used to express recursive data structures. We have been
inspired by their formalism, but to accommadate the di er-

encesbetween their goal and ours our implementation be-
comessubstantially di erent. Nonetheless,it is worthwhile
explaining Fradet and le Metayer's shape types and then
explaining how our approach di ers syntactically before ex-
plaining our implementation.

Shape types are an extension to a traditional type system.
Their goal is to extend an underlying type system so that
it can specify the shape of a data structure; for example, a
doubly linked list. This extension is done through extending
a normal context free grammar, which we will proceed to
explain.

Consider the language of strings (name xvy) , where name
is somestring and x and y are integers. If we regard x and
y as vertices, then we can obtain a labeled directed graph
from any such string by regarding the string name xy as

Doubly ! p x; prev x null;L x

Lx ! next xy;prev yx;Ly
Lx j next xnull
@
p
next next next
prev 1): '(2): '(3): ’(4) next
— prev prev prev -

(b)

Figure 3: (a) Shape type for a doubly link ed list,
and (b) an example link ed list of that type

de ning an edge from the vertex labeled x to the vertex
labeled y, itself labeled name . If we further regard the
vertices in this graph as represerting objects and the edges
as representing elds, we can obtain an object graph. Note
that this mapping is not 1-1: if the strings are reordered the
samegraph is obtained.

We can represert external pointers into this object graph by
adding strings of the form p x; here, the pointer named p
points to the object x.

We now want a grammar that canoutput thesegraph encod-
ings. While we can regard name as a terminal, the vertices
are not so simple. We extend the context-free grammar to
permit parameters; sothe production N xy ! next xy de-
scribes the string next xy, whatever its parameters x and
y are. If a variable is referred to in the right hand side of a
production but not listed in the parameters, then it repre-
serts a new object that has not yet been observed. Fradet
and le Metayer usenext x x to represert terminal links; we
prefer to usenext x null for the same purpose.

Shape types provide a powerful formalism for speci cation
of object graphs. In Figure 3(a) we show the shape type for
a doubly linked list and in Figure 3(b) we shov an example
doubly linked list of that type. In Figure 4(a) we show the
shape type for a binary tree and in Figure 4(b) an example
binary tree of that type.

4. OBJECT GENERATION WITH INTER-
FACE GRAMMARS

In this section we will discusshow we integrate shape types
to our interface grammar speci cation language. First, we
start with a brief discussion on alternativ e ways of gener-
ating arbitrary object graphs in a running Java program.
Next, we give an overview of our extended interface gram-
mar language and discusshow this extended language sup-
ports shape types. We conclude this section by preserting
an example interface grammar for the left-child, right-sibling
(LCRS) tree example discussedin Section 2.

4.1 Creating Object Graphs

There are three major techniques for object graph creation:
with JVM support, serialization, and method construction.
The rst technique usessupport from the JVM to create
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Figure 4: (a) Shape type for a binary tree, and (b)
an example binary tree of that type

objects arbitrarily and in any form desired. Visser et al. [18]
use this technique, extending the Java PathFinder model
chedker appropriately . While this is very powerful, it is nec-
essarily coupled to a specic JVM and can be easyto inad-
vertently create object structures that cannot be recreated
by a normal Java program. We reject this approach because
we do not want to be overly coupled to a specic JVM.

The secondtechnique usesthe Java serialization technolo-
giesused by Remote Method Invocation (RMI) [19]. This is
almost as powerful asthe rst technique and hasthe advan-
tage of being more portable. Since the serialization format
is standardized, it is relatively easyto create normal seri-
alization streams by at. There are two major issueswith
this approach. First, it requiresthat all the objects that one
might want to generatebe serializable, which requires chang-
ing the sourcecode in many cases.Second,it is possiblefor
an object to arbitrarily rede ne its serialization format or
to add arbitrarily large amounts of extra data to the ob-
ject stream. This is common in the Java system libraries.
Accordingly we have rejected this approach as well.

The third approach, and the one we settled upon, is to gener-
ate object graphsthrough the object's normal methods. The
main advantagesthis hasis that it works with any object, it
is asportable asthe original program, and it is imp ossibleto
get an object graph that the program could not itself gener-
ate. The main disadvantage is that this approach cannot be
fully automated without a specication of the object graph
shapesthat are valid. Since we do semiautomated analysis,
we combine approach with the shape types of the previous
section and ask the user to tell us what sort of shapesthey
desire.

4.2 ExtendedInterface Grammar Language
In addition to providing support for context free grammar
rules, our interface speci cation languagealso supports spec-

1) main ! class

2 class ! class classid f item g
?3) item ! semact ;
4) j rule
5) rule ! rule ruleid ( declaration )
block
(6) block ! f statement g
@) statement ! block
(8) j apply ruleid (id );
(9) j semact ;
(20) i declaration = semexpr ;
(11) j choose f chody g
(12) i ? minvocation ;
(13) j return mreturn  semexpr ? ;
(14) j I mcall
(15) chody ! case select ?
f statement g
(16) select ! ? minvocation sempred ?
a7 i sempred
(18) sempred ! th expr i
(19) semexpr ! h expr i

(20) semact ! Ih statement i

(21) declaration ! type id

Figure 5: Abstract
grammar language

syntax for the extended interface

i cation semartic predicates and semartic actions that can
be used to write complex interface constraints. A seman-
tic predicate is a piece of code that can in uence the parse,
whereasa semartic action is a piece of code that is executed
during the parse. Semartic predicates and actions provide
a way to escape out of the CFG framework and write Java
code that becomespart of the componert stub. The se-
mantic predicates and actions are inserted to the right hand
sides of the production rules, and they are executed at the
appropriate time during the program execution (i.e., when
the parser nds them at the top of the parse stack).

In Figure 5 we show a (simplied) grammar de ning the
abstract syntax of our interface grammar language. We de-
note nonterminal and terminal symbols and Java code and
identifiers ~ with dierent fonts. The symbols thand ii are
usedto encloseJava statements and expressions. Incoming
method calls to the component (i.e., method invocations)
are shown with adding the symbol ? to the method name
as a pre x. Outgoing method calls (i.e., method calls by
the componert) are showvn with adding the symbol ! to the
method nameasa pre Xx. In the grammar shown in Figure 5,
we use\ " to denote zero or more repetitions of the preced-
ing symbol, and \?" to denote that the preceding symbol
can appear zero or one times.

An interface grammar consistsof a set of classinterfaces(not
to be confusedwith Java interfaces) (represerted in rule (1)
in Figure 5). The interface compiler generatesone stub class



for eadh classinterface. Each classinterface consistsof a set
of semartic actions and a set of production rules that de ne
the CFG for that class(rules (2), (3) and (4)). A semantic
action is simply a piece of Java code that is inserted to the
stub classthat is generatedfor the componert (rule (20)). A
rule corresponds to a production rule in the interface gram-
mar. Each rule has a name, a list of declarations, and a
block (rule (5)). The use of declarations will be explained
in Section 4. A rule block consists of a sequenceof state-
ments (rule (6)). Each statement can bearule application, a
semartic action, a declaration, a chooseblock, a method in-
vocation, a method return or a method call (rules (7)-(14)).
A semartic action corresponds to a piece of Java code that
is executed when the parser seesthe nonterminal that cor-
responds to that semartic action at the top of the parse
stack. A rule application corresponds to the casewhere a
nonterminal appearson the right hand side of a production
rule. A declaration corresponds to a Java code block where
a variable is declared and is assigneda value (rule (21)). A
choose block is simply a switch statement (rules (11) and
(15)). A selector for a switch casecan either be a method
invocation (i.e., an incoming method call), a semartic pred-
icate or the combination of both (rules (16) and (17)). A
switch caseis selectedif the semartic predicate is true and
if the lookahead token matches to the method invocation
for that switch case. A methad return simply corresponds
to a return statement in Java. When the component stub
receivesa method invocation from the program, it rst calls
the interface parser with the incoming method invocation,
which is the lookahaedtoken for the interface parser. When
the parser returns, the component stub calls the interface
parser again, this time with the token which corresponds to
the method return. Finally, a methad call is simply a call to
another method by the stub.

4.3 Support for ShapeTypes

We can obtain all the power required to embed the shape
typesof Section 3 into our interface grammars with the fol-
lowing addition: we permit rules to have parameters. Be-
causewe needto be able to passobijects to the rules as well
as retriev e them, we have chosento use call-by-value-return
semartics for our parameters rather like the\in out" param-
eters of the Ada language. These parameters are re ected in
the declaration list of line 5 of Figure 5, and in the identi er

list of line 8 of that same gure. Becausewe have chosen
uniform call-by-value-return semartics, only variable names
may be supplied to apply .

Becauseour previous work required lexical scoping, the run-
time neededonly to be changed as follows: when encading
an apply, store the current contents of all its variables in a
special location|w e currently assign parameter n to vari-
able (n+ 1), asall our variables have a nonnegative asso-
ciated integer used in scoping|push the nonterminal onto
the stack as normal, and afterward overwrite ead variable
with the result, again stored in the special location. That is,
if inxii is the closure performing x and ao;:::an is the list of
arguments, then the seriesof grammar tokenscorresponding
to apply rule (ap;:::an) is

for i = 0to n do
thsymbols.put  ($( (i + 1));
symbols.get ($(ai:id))); ii

od
rule
for i=0to ndo
fisymbols.put  ($(ai:id);
symbols.get ($( (i + 1)))); ii
od

Similarly, for every production for arule , the compiler must,
at the start of the production, bind all its parameters from
the special location; and at the end it must store the current
values of eath of its parameters to the appropriate place
in the special location. For example, given a production
Aag::ian ! Xo:::Xm, the amended production would be
as follows:

Al (fisymbols.push (); ii;
for i=0to ndo
tsymbols.bind  ($(a;:id)); ii;
tsymbols.put  ($(a;:id);
symbols.get ($( (i + 1)))); ii
od;
X001 Xm
for i= 0to ndo
tsymbols.put  ($( (i + 1));
symbols.get ($(ai:id))); ii
od;
nsymbols.pop (); ii)

5. OBJECT GENERATION VS. OBJECT
VALID ATION

Using the extended interface grammar speci cation language
preserted in Section 4 it is possible to specify both gener-
ation and validation of data structures, and to do soin a
manner that is reminiscent of the shape typesof Section 3.
Object validation is usedto ched that the arguments passed
to a componert by its clients satisfy the constraints speci-
ed by the componert interface. Object generation, on the
other hand, is usedto create the objects that are returned by
the component methods based on the constraints speci ed
in the componernt interface.

Figure 6, shows object generation and validation for doubly
link ed list and binary tree examples. Figure 6 contains three
speci cations for ead of the two examples. At the top of
the gure we repeat the shape type speci cations for dou-
bly linked list and binary tree examplesfrom Section 3 for
convenience. The middle of the gure contains the interface
grammar rules for generation of these data structures. Note
the closesimilarit y betweenthe shape type productions and
the productions in the interface grammar speci cation. The
bottom of the gure shows the interface grammar rules for
validation of these data structures.

Object generation and validation tasks are broadly symmet-
ric, and their speci cation asinterface grammar rules re ects
this symmetry as seenin Figure 6. While in object gener-
ation semartic actions are used to set the elds of objects
to appropriate values dictated by the shape type speci ca-
tion, in object validation, theseconstraints are chedked using
semartic predicates speci ed as guards. Note that the set
of nonterminals and productions used for object generation
and validation are the same.
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The most signicant di erence betweenthe object genera-
tion and validation tasks is the treatment of aliasing among
dierent nodesin an object graph. The semartics of the
shapetypeformalism makessomeimplicit assumptionsabout
aliasing between the nodes. Intuitiv ely, shape type formal-

ism assumesthat there is no aliasing among the nodes of
the object graph unlessit is explicitly stated. During object
generation it is easyto maintain this assumption. During

generation, every newstatement createsa new object what is
not shared with any other object in the system. If the spec-
ied data structure requires aliasing, this can be achieved
by passing nodes as arguments as is done in shape type for-

malism.

Detecting aliasing among objects is necessaryduring object

validation. Note that, since shape type formalism assumes
that no aliasing should occur unless it is explicitly speci-
ed, during object validation we need to make sure that

there is no unspeci ed aliasing. Instead of trying to enforce
a xed policy on aliasing, we leave the speci cation of the

aliasing policy during object validation to the user. The typ-

ical way to check aliasing would be by using a hash-set as
demonstrated by the two object validation examples shown

in Figure 6. Note that, the interface grammar rules for ob-
ject validation propagate the set of nodes that have been
obsered and make sure that there is no unspeci ed aliasing
among them.

6. VERIFICATION WITH INTERFACE
GRAMMARS

In this Section, we report someexperiments on modular ver-
i cation of Java programs using stubs automatically gener-
ated by our interface compiler. We use the model chedker
Java PathFinder (JPF) [17] as our veri cation tool. JPF is
an explicit and nite state model chedker that works directly
on Java bytecode. It enablesthe verication of arbitrary
pure Java implementations without any restrictions on data
types. JPF supports property specications via assertions
that are embeddedinto the sourcecode. It exhaustively tra-
versesall possibleexecution paths for assertionviolations. If
JPF nds an assertion violation during veri cation, it pro-
duces a counter-example which is a program trace leading
to that violation.

To analyze the performance of stubs automatically gener-
ated by our interface compiler, we have written seweral small
clients for an Enterprise Java Beans [7] (EJB) persistence
layer. We used a similar technique in our prior work [11];
here we handle sometypesof queriesand perform relational
integrity chedks upon the resulting database.

We have chosento baseour clients around the Account pat-
tern from Fowler [9]. Strictly speaking this is a pattern for an
object schema; accordingly we have implemented it for these
tests with the SQL mapping in the EJB framework. The Ac-
count pattern is useful for us becauseit represens structured
data and also has a hierarchical elemert (accounts can have
sub-accourts).

A brief description of the Account pattern and how we in-
terpreted it is in order. A UML diagram illustrating all this
can be seenin Figure 7. An account contains entries and can
be a parent to other accourts; the accourt instances make
up aforest. An entry is assaiated with exactly one accourt
and exactly one monetary transaction, and has a eld rep-
reserting an amount of money. A monetary transaction is
assaiated with at least two entries, and the sum of all en-
tries in every monetary transaction must be zero at the end
of a database transaction|this is often stated as\money
is neither created nor destroyed.” Since unfortunately the
term “transaction’ here refers to two distinct concepts both
of which are important to us, we must be explicit: in the ab-
sencequali cation, “transaction' always refersto a monetary
transaction.

This structure possessea number of natural invariants. We
have already mentioned the key transaction invariant. Ac-
counts and their children must possessthe tree property;
that is an accourt can not have two parents. The sum of all
entries in all accourts in the system should also be zero; if it
is not, we may have forgotten to store an accourt, an entry,
or a transaction. Becausewe permit more than only two
entries per transaction, our transactions are called multi-
legged; it is usually considered undesirable or an outright
error for one transaction to have more than one\leg" in any
one accourt.

All thesedata invariants are in addition to the order in which
the methods should be called. No query parameters should
be adjusted following execution of the query. The queries
themselves ought to be executed during a database trans-
action in order to obtain a consistert view of the database
between each query. The getResultList or getSingleResult
methods should bethe last operation performed on the query
object|these methods request either all results from a sin-
gle database query or only one result.

We have used our interface grammar compiler to create a
stub for the EJB Persistence AP| that encodesall thesein-
variants. Becausethe database can changein unpredictable
and arbitrary ways betweendatabase transactions, our stub
entirely regeneratesthe database every time a transaction
is begun. If a transaction is rolled back, it could well be in
an incomplete state and so applying database invariants is
folly; yet if a transaction is committed it must be veri ed.

Our stub contains two tunable parameters, corresponding to
an upper bound on the number of accourts in the system
and an upper bound on the number of entries in the system.
The number of transactions in the system is always nonde-
terministically chosento be between 1 and bj entries j =2¢c,
inclusive.

To exercisethis stub, we have written four EJB Persistence



Shap e Typ e Speci cation

Doubly ! p x; prev x null;L x
Lx ! next xy;prev yx;Ly
Lx j next xnull

Bintr ee ! p x;B x
Bx ! left xy;rightxz;By;Bz
B x j left x null;righ t x null

Ob ject Generation

with

In terfface  Grammars

rule genDoubly (Node x) {
th x = new Node (); i
i x.setPrev (null); i
apply genL (x);

rule genL (Node x) {

choose {

case:
Nodey = i new Node () ii;
i x.setNext (y); i

ih y.setPrev (x); i
apply genL (y);

rule genBintree (Node x) {
th x = new Node (); i
apply genB (x);

rule genB (Node x) {

choose {

case:
Nodey = th new Node (); ii;
Node z = th new Node (); ii;
th x.setLeft  (y); i
ih x.setRight (z); i

apply genB (y);

case: apply genB (z);
i x.setNext (null); i case:
} i x.setLeft (null); i
} ih x.setRight (null); i
}
}
Ob ject Validation with Interface Grammars

rule  matchDoubly (Node x) {

guard I x instanceof Node
&& nodesSeen.contains  (x)
ih nodesSeen.insert (x); i
guard th x.getPrev () == null
apply matchL (x, nodesSeen);

rule  matchL (Node x, Set nodesSeen) {
choose {

case th x.getNext () == null ii:
case th x.getNext () != null ii:
Nodey = th x.getNext () ii;
guard thy instanceof Node

&& 'nodesSeen.contains  (y)
th nodesSeen.insert (y); i
guard hh x.getNext () ==y ii;
guard It y.getPrev () == x ii;
apply matchL (y, nodesSeen);

Set nodesSeen= th new HashSet () ii;

rule matchBintree (Node x) {
Set nodesSeen= th new HashSet () ii;
guard hh x instanceof Node

&& 'nodesSeen.contains  (x) ii;
Ih nodesSeen.insert (x); i
apply matchB (x, nodesSeen);

rule matchB (Node x, Set nodesSeen) {
choose {

case th x.getLeft () ==null ii:
guard hh x.getRight () == null ii;
case th x.getLeft () != null ii:
Nodey = i x.getLeft () ii;
guard hh y instanceof Node

&& 'nodesSeen.contains  (y) ii;
th nodesSeen.insert  (y); i
Node z = th x.getRight () ii;
guard hh z instanceof Node

&& 'nodesSeen.contains  (z) ii;
Ih nodesSeen.insert (z); i
guard hh x.getLeft () ==y ii;
guard hh x.getRight () ==z ii;
apply matchB (y, nodesSeen);
apply matchB (z, nodesSeen);

Figure 6: Interface grammars for doubly

link ed list and binary

tree generation and

matc hing



Correct clien ts Incorrect clien ts
deparent voider reparent increaser Accounts Entries
0:11 26MB  0:17 27MB 0:10 27MB 0:14 27MB 1 2
0:14 26MB 0:23 37MB 0:16 36MB 0:13 27 MB 1 4
021 34MB 0:38 39MB 0220 36MB 0:14 27MB 1 6
049 36MB 255 41MB 0:17 36MB 0:14 27 MB 1 8
3:38 36MB 1537 50MB 0:18 36MB 0:14 27 MB 1 10
Table 1: Run time and memory usage vs. number of entries
Correct clien ts Incorrect clien ts
deparent voider reparent increaser Accounts Entries
0:14 26MB 0223 37MB 0:16 36MB 0:13 27MB 1 4
1.09 35MB 235 41MB 0:56 38MB 0:13 27 MB 2 4
19:09 37MB 34:18 43MB 1403 39MB 0:19 27MB 3 4

Table 2: Run time and memory usage vs. number of accounts

API clients, and have run the clients with varying param-
eters in the JPF model chedker. Two clients are correct in
their useof the database and we expect that JPF will report
this. Two are incorrect; one triggers a fault almost imme-
diately, and the other is only invalid some of the time. Our
clients are as follows:

1. deparent takesan accourt and removesit from its par-
ent.

2. voider selectsa transaction and “voids' it, by creating
a new transaction negating the original transaction.
This intro duces new objects into the system.

3. reparent takes two entries in the system and trades
their transactions.

4. increaserincreasesthe monetary value of entries in the
system.

Our results are preserted in Tables 1 and 2. When there
is an interface violation, JPF halts at the rst assertion vi-
olation and reports an error. In the experiments reported
in Table 1 we restricted the state spaceto a single accourt
and we observed the change in the veri cation results with
respect to increasing number of entries. In the experiments
reported in Table 2 we restricted the number of entries and
increasedthe number of accourts.

The deparert client removesparent of an accourt. Changing
the parent of an accourt can causecyclesif done nasvely, but
removing the parent is always safe. Sincethe deparert client
does not violate any interface properties, JPF does not re-
port any assertion violations for deparert. As the number of
accourts and entries increasesverifying this operation takes
an exponertially increasing amount of time to complete due
to exponertial increasein the state space.

The voider client does not violate any interface properties
and, hence,JPF doesnot report any assertionsviolations for
voider. Since voider intro ducesnew objects to the systemiit
createsa larger state spaceand its veri cation takesalonger
time than deparert.

The reparent swaps the transactions of two entries. If the
entries encade the samemonetary value this can be safe, but
in the general casethis operation will break the transaction
invariant. An additional complication is that if there are less
than four entries in the system, reparent cannot fail; there is
only one transaction available. The time it takesfor model
chedker to reach an assertion violation for reparent depends
on the order the model cheder explores the states.

However the proportion of the state spacewhere reparent is
valid decreasesprecipitously asthe number of entries in the
system increases. Accordingly we expect that the running
time will eventually cometo someequilibrium if we increase
the number of entries, but will consume an exponertially
increasing amount of time if we hold the number of entries
constant and increasethe number of accourts (as obsened
in Table 2.

Sincethe increaser client always increasesthe monetary val-
ues of the ertries, it always violates the transaction invari-
ant, with even two entries in the system. Soit takes model
chedker approximately the same amount of time to report
an assertion violation for the increaser client regardless of
the size of the state space.

7. CONCLUSION

We preserted an extension to interface grammars that sup-
ports object validation and object creation. The preserted
extension enables speci cation of complex data structures
such astrees and link ed lists using recursive grammar rules.
The extended interface grammar speci cation language pro-
vides a uniform approach for speci cation of allowable call
sequencesand allowable input and output data for a com-
ponent. Given the interface grammar for a componert, our
interface compiler automatically createsa stub for that com-
ponent which can be usedfor modular veri cation or testing.
We demonstrated the use of interface grammars for modu-
lar veri cation by conducting experiments with JPF using
stubs automatically generated by our interface compiler.

8. REFERENCES

[1] A. V. Aho, R. Sethi, and J. D. Ullman. Compilers:
Principles, Techniques, and Tools. Addison-W esley
1988.



[2] R. Alur, P. Cerny, P. Madhusudan, and W. Nam.
Synthesis of interface speci cations for java classes.In
Proceedings of the 32nd ACM SIGPLAN-SIGA CT
Symp. on Principles of Prog. Languages,(POPL
2005), 2005.

[3] A. Betin-Can and T. Bultan. Veri able concurrent
programming using concurrency controllers. In
Proceedings of the 19th IEEE International
Conference on Automated Software Engineering (ASE
2004), pages248{257, 2004.

[4] A. Chakrabarti, L. de Alfaro, T. Henzinger,

M. Jurdzinski, and F. Mang. Interface compatibilit y
chedking for software modules. In Proceedings of the
14th International Conference on Computer Aided
Veri c ation (CAV 2002), pages428{441, 2002.

[5] L. de Alfaro and T. A. Henzinger. Interface automata.
In Proceedings 9th Annual Symposium on Foundations
of Software Engineering, pages109{120, 2001.

[6] A. G. Duncan and J. S. Hutchison. Using attributed

grammars to test designsand implementations. In

Proceedings of the International Conference on

Software Engineering (ICSE), pages170{178, 1981.

Enterprise java beans 3.0 speci cation. Technical

report, Sun Java Community Process,May 2006.

JSR-000220.

[8] C. Flanagan, K. R. M. Leino, M. Lillibridge,
G. Nelson, J. B. Saxe,and R. Stata. Extended static
chedking for java. In Proceedings of the 2002 ACM
SIGPLAN Conference on Programming Language
Design and Implementation (PLDI 2002), pages
234{245, 2002.

[9] M. Fowler. Analysis Patterns. Addison-W esley
Reading, Massadusetts, 1997.

[10] P. Fradet and D. le Metayer. Shape types.In POPL
'97: Proceedings of the 24th ACM SIGPLAN-SIGA CT
symposium on Principles of programming languages
pages27{39, New York, NY, USA, 1997. ACM Press.

[11] G. Hughesand T. Bultan. Interface grammars for
modular software model cheding. In Proceedings of
the International Symposium on Software Testing and
Analysis (ISSTA '07), 2007. To appear.

[12] G. T. Leavens, A. L. Baker, and C. Ruby. Preliminary
design of JML: A behavioral interface speci cation
language for Java. ACM SIGSOFT Software
Engineering Notes, 31(3):1{38, March 2006.

[13] P. M. Maurer. Generating test data with enhanced
context-free grammars. |IEEE Software, 7(4):50{55,
1990.

[14] P. M. Maurer. The design and implementation of a
grammar-based data generator. Softw., Pract. Exper.,
22(3):223{244, 1992.

[15] E. G. Sirer and B. N. Bershad. Using production
grammars in software testing. In Proceedings of the
2nd Conference on Domain-Speci ¢ Languages(DSL
99), pages1{13, 1999.

[16] W. Visser, K. Havelund, G. Brat, and S. Park. Model
chedking programs. In Proceedings of the The Fifteenth
IEEE International Conference on Automated
Software Engineering (ASE'00) , page 3. IEEE
Computer Society, 2000.

[17] W. Visser, K. Havelund, G. Brat, and S. Park. Model
chedking programs. Automated Software Engineering

[7

—_—

Journal, 10(2):203{232, 2003.

[18] W. Visser, C. S. Pasarearu, and S. Khurshid. Test
input generation with java path nder. In Proceedings
of International Symp. on Software Testing, 2004.

[19] J. Waldo. Remote procedure calls and Java Remote
Method Invocation. IEEE Concurrency, 6(3):5{7,
July{Septem ber 1998.

[20] J. Whaley, M. Martin, and M. Lam. Automatic
extraction of object-oriented component interfaces. In
Proceedings of the 2002 ACM/SIGSOFT International
Symposium on Software Testing and Analysis (ISSTA
2002), 2002.



