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1 Intr oduction

This paperpresentdVeb ServiceAnalysis Tool (WSAT), atool for analyzingandver-
ifying compositeweb servicedesignswith the stateof the art model checkingtech-
niques.Web servicesarelooselycoupleddistributedsystemsommunicatingria XML
messagesCommunicatioramongwebservicess asynchronousndit is supportedy
messaginglatformssuchasJMSwhich provide FIFO queuego storeincomingmes-
sagesDatatransmissioramongweb servicess standardizedia XML, andthe spec-
i cation of webserviceitself (invocationinterfaceandbehaior signatureyelieson a
stackof XML basedstandardge.g.WSDL, BPEL4AWS,WSCl andetc.). The charac-
teristicsof web serviceshowever, raisesereral challengesn the applicationof model
checking:(1) Numerouscompetingweb servicestandardsmostof which lack formal
semanticscomplicatethe formal speci cation of web servicecomposition.(2) Asyn-
chronousmessagingnakes mostinterestingveri cation problemsundecidablegven
when XML messageontentsare abstractedway [3]. (3) XML dataand expressve
XPathbasedmanipulationarenot supportedy currentmodelcheclers.

WSAT, asshavnin Fig. 1, tacklesthesechallengessfollows: (1) An Intermediate
Representation: We useautomatavith XPathguardqcalledGFSA)asanintermediate
representatiofior web servicesA translatorfrom BPEL4AWSto GFSA is developed,
and supportfor otherlanguagesan be addedwithout changingthe analysisandthe
veri cation modulesof the tool. (2) Synchronizability and Realizability Analyses:
We de ne a setof sufcient syndironizability conditionsto restrictcontrol o ws of a
compositevebservice Whentheanalysissucceedd, TL veri cation canbeperformed
usingthe synchronougsommunicatiorsemanticénsteadof asynchronousommunica-
tion semanticsWe alsode ne asetof sufcient realizabilityconditionsthatareusedto
synthesize setof GFSA (called peers)which communicatevith asynchronousnes-
sagesrom a single GFSA (calleda cornversationprotocol) which speci esthe setof
desiredglobal behaiors. The behaiiors of the synthesizegeersarethe sameasthe
behaiors of the corversationprotocolif the corversatiorprotocolis realizablg3]. (3)
Handling of XML Data Manipulation: We developedandimplementedalgorithms
for translatingXPathexpressionso Promelacode[5], andwe usemodelchecler SPIN
[7] astheback-endof WSAT to checkLTL properties.

2 Guarded Finite State Automata

A compositeweb servicecan be speci ed in either bottom-upor top-davn fashion.
Formally, for acompositavebservice jts bottom-upspeci cation(calledawebservice
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Fig. 1. WSAT architecture

i cation (calleda corversationprotoco)) [2, 3,6] is speci ed asa tuple ((P; M ); A).
Here(P; M ) is thecompositionschemavhereP is a setof peerprototypesandM isa

implementationgsupposindgP | = n), and.A speci esthedesiredsetof globalbeha-
iors. Below, we presenta fragmentof the Stock Analysis Service(SAS) corversation
protocolstudiedin [5]:

Conversation Protocol{ GFSA{
Composition ~ Schema{ States{s1,s2,...,s12},
PeerList{Inv,SB,RD}, InitialState {s1},
MSL Type List{ FinalStates{s3},
Register[ TransitionRelation{
orderID[xsd:int], t14{s8 -> s12 : bhill,
reqList[stockID[xsd:int}{1,10}], Guard{
payment [ $request//stockiD =
account[xsd:int] | $register//stockID[position()=last()]
creditCard[xsd:int] =>
Ve $bill//orderID = $register//orderID
Message List{ |
register{Inv->SB:Register}, Ylend  of TransitionRelation
bil{SB->Inv:Bill},... Ylend of GFSA
B Ylend  of Conversation Protocol

As shawvn above, eachmessagelasshasa type de ned usingMSL [1], a compact
theoreticamodelof XML SchemaWSAT supportsafragmentof MSL, wherecomplex
typescanbeconstructedisingsequenceg, ' (e.g.theRegister ) andchoice’| ' (e.g.the
payment ) operatorsAn MSL type canalsohave multiple occurrencege.g.payment
canhave 1to 10stockiD children),however, maximumoccurrencenustbebounded.

A GFSAisatuple (M;T;s;F; ). M isthemessagelasssetin the composition
schemaT, s, F arethesetof statesjnitial stateandthesetof nal statesrespectiely.

isthetransitionrelation.Eachtransition € isoftheform = (s;(c;g);t), where
s;t € T arethesourceandthedestinatiorstateof ,c € M isamessagelassandg is
theguard of thetransition.Guardsarewritten usingXPathexpressionsWSAT supports
a subsebf XPathwhich consistof the following operatorschild axis(/ ), descendant
axis (// ), self-referencd. ), parent-referencé. ), basictypetest(b() ), nodename
test (t), wildcard (*), function calls position() andlast() , andpredicateq[] ).
Arithmetic andbooleanconstraintcanbe usedaspredicatesn WSAT.

As shown in the SAS protocol,a guardconsistsof a guardconditionanda set of
assignmentsvhich specifythe contentsof the messagéhatis beingsent.For example
the guardof transitiont14 speci esthat: if the stockiD attribute in the request
messagés thelaststockiD intheregister messagethensendoutabill message
whoseorderID  attribute matchesthe orderlD  of register . The powerful XPath



languageallows guardsto expressvery rich semanticsin [4] we shoved that static
BPEL4WSweb servicescan be translatednto GFSA representationvithout loss of
datasemantics.

3 Synchronizability and Realizability Analyses

Considerthe simpleclient-sener web servicecompositiongivenin the following g-
ure. A requesteanda sener interactwith eachothervia threerequestmessageand
oneacknavledgmenimessageRecallthateachpeeris equippedwith a queueto store
incomingmessagedt is not hardto infer thatthe compositionhasanin nite number
of con gurations,becausehe requesteccan
send arbitrary numberof r; andr, mes-
sages(which are storedin the queueof the
sener) beforearny acknavledgmentis sent
back.However, anotherinterestingobsena-
tion is that the global behaiors, character
ized by the sequencef messagess a regu-
larlanguag€r; | ro | ra) e, whichisthesetof behaiorsgeneratedby thecomposition
undersynchronousemanticgi.e., the Cartesiarproductof thetwo automata)Sincein
our model[3], LTL propertiesarede ned over the globalbehaiors, it is decidableto
checkLTL propertiedor suchservices.

We sayaweb servicecompositionis syndironizableif it generateshe samesetof
globalbehaiors for both synchronousindasynchronousemanticsin [4] we present
three sufcient synchronizabilityconditionsto identify synchronizableveb service
compositionsFor eachsynchronizableveb servicecompositionWSAT will generata
Promelaspeci cationwith synchronougrendezwus)communication(by limiting the
Promelachannelsizeto 0), andthencall SPIN to verify LTL propertieson the syn-
chronousspeci cation. The veri ed LTL propertiesare guaranteedo be satis ed by
the original asynchronousveb servicecomposition.For top-davn speci ed corversa-
tion protocols,we developeda similar analysiscalledrealizability analysis[3], which
is furtherextendedo considemessageontentsn [6].

4 Handling XML Data Manipulation

WSAT translategachGFSAinto aPromelgorocessThecentralissueof thetranslation
algorithmis how to handleXML dataandXPathexpressionsEachMSL typedeclara-
tion is translatednto a recordtype (“typedef ") in Promelaandtypeswith multiple
occurrencesiretranslatednto Promelaarrays.For example,the stockiD in the SAS
protocolis mappednto a Promelaarrayof size10. Basedon the type mapping XPath
expressionganbetranslatednto Promelacode WhenMSL typeswith multiple occur
rencesareinvolved,the translationis essentiallya nested-loopFor example,consider
the following booleanXPath expression:$regl//stockiD = $reg2//stockiD
where$regl and$reg2 aretwo XML variablesof type Register thatis de ned in
the SASprotocol.Noteeachsideof theequalityis alocationpathwhich returnsa setof
stockiID valuesAccordingto XPath standardthe expressiorevaluatego true if we
can nd onevaluefrom eachsideto satisfytheequality Hencethe expressiorcaptures



the query:“Is thereary stockiD valuewhich appearsn both $regl and$reg2 ?”.

The correspondind®romelatranslationis a two-layernestedoop which searcheshe
two arrays(that correspondo the stockiD arrayof $regl and$reg2 respectiely),

to nd apair of array elementghat satisfythe equality Whenfunction calls suchas
position() andlast() areinvolved (e.g.the transitionguardof t14 in the SAS
protocol),the translationis more complex. The mainideais to substitutethe appear
anceof a function call with aninteger variable,and properly updateits value so that
whenthe functionis calledthe integer variablecontainsthe right value.More details
areavailablein [5].

We appliedWSAT to arangeof examplesjncludingsix corversatiorprotocolscon-
vertedfrom the IBM CorversationSupportProject[8], ve BPEL4WSservicesfrom
BPEL4WSstandardandCollaxa.comandthe SASfrom [5]. Synchronizabilityandre-
alizability analysisareappliedto eachexample andexcepttwo corversatiorprotocols,
all examplespassthesechecks.This implies thatthe sufcient conditionsin our syn-
chronizabilityandrealizability analysisare not restrictve andthey areableto capture
mostpracticalapplicationsFor eachexample we generatedhecorrespondingeromela
speci cationusingWSAT, andwe checledLTL propertiesof theform “G(p — Fq)”
usingSPIN.Our experiencewith theseexamplessuggestshatwhile exhaustve search
of the statespacemay be very costly for verifying correctproperties SPIN's perfor
manceat discovering falseLTL propertiesis satishctory For instancewe identi ed
a very delicatedesignerror (a misuseof XPath position() functionin atransition
guard)in the SAS example[5] usingSPIN.

WSAT canbeextendedn thefuture,by supportingotherweb servicespeci cation
languagesitthefront end,andtargetingdifferentveri cation toolsatthe back-endWe
areespeciallyinterestedn extendingWSAT with symbolicveri cation techniquesn
orderto handlelarge statespacegieneratedby XML data.
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