
WSAT: A Tool for Formal Analysisof Web Services

XiangFu,Tev�k Bultan,andJianwenSu

Departmentof ComputerScience
Universityof California

SantaBarbara,CA 93106,USA
f fuxiang,bultan,su g@cs.ucsb.edu

1 Intr oduction

This paperpresentsWebServiceAnalysisTool (WSAT), a tool for analyzingandver-
ifying compositeweb servicedesigns,with the stateof the art modelcheckingtech-
niques.Webservicesarelooselycoupleddistributedsystemscommunicatingvia XML
messages.Communicationamongwebservicesis asynchronous,andit is supportedby
messagingplatformssuchasJMSwhich provideFIFO queuesto storeincomingmes-
sages.Datatransmissionamongwebservicesis standardizedvia XML, andthespec-
i�cation of webserviceitself (invocationinterfaceandbehavior signature)relieson a
stackof XML basedstandards(e.g.WSDL, BPEL4WS,WSCI andetc.).Thecharac-
teristicsof webservices,however, raiseseveralchallengesin theapplicationof model
checking:(1) Numerouscompetingwebservicestandards,mostof which lack formal
semantics,complicatethe formal speci�cationof web servicecomposition.(2) Asyn-
chronousmessagingmakesmost interestingveri�cation problemsundecidable,even
whenXML messagecontentsareabstractedaway [3]. (3) XML dataandexpressive
XPathbasedmanipulationarenot supportedby currentmodelcheckers.

WSAT, asshown in Fig.1, tacklesthesechallengesasfollows:(1) An Intermediate
Representation: Weuseautomatawith XPathguards(calledGFSA)asanintermediate
representationfor web services.A translatorfrom BPEL4WSto GFSA is developed,
andsupportfor other languagescanbe addedwithout changingthe analysisandthe
veri�cation modulesof the tool. (2) Synchronizability and Realizability Analyses:
We de�ne a setof suf�cient synchronizability conditionsto restrictcontrol �o ws of a
compositewebservice.Whentheanalysissucceeds,LTL veri�cation canbeperformed
usingthesynchronouscommunicationsemanticsinsteadof asynchronouscommunica-
tion semantics.Wealsode�ne asetof suf�cient realizabilityconditionsthatareusedto
synthesizea setof GFSA (calledpeers)which communicatewith asynchronousmes-
sagesfrom a singleGFSA (calleda conversationprotocol)which speci�es the setof
desiredglobal behaviors. The behaviors of the synthesizedpeersarethe sameasthe
behaviorsof theconversationprotocolif theconversationprotocolis realizable[3]. (3)
Handling of XML Data Manipulation: We developedandimplementedalgorithms
for translatingXPathexpressionsto Promelacode[5], andweusemodelcheckerSPIN
[7] astheback-endof WSAT to checkLTL properties.

2 Guarded Finite StateAutomata

A compositeweb servicecan be speci�ed in either bottom-upor top-down fashion.
Formally, for acompositewebservice,its bottom-upspeci�cation(calledawebservice
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Fig. 1. WSAT architecture

composition) [4] is describedasa tuple〈(P; M );A1; : : : ;An 〉, andits top-down spec-
i�cation (calleda conversationprotocol) [2, 3,6] is speci�ed asa tuple 〈(P; M );A〉.
Here(P; M ) is thecompositionschemawhereP is asetof peerprototypes,andM is a
setof messageclasses.GuardedFiniteStateAutomata(GFSA)A1; : : : ;An arethepeer
implementations(supposing|P | = n), andA speci�esthedesiredsetof globalbehav-
iors. Below, we presenta fragmentof theStockAnalysisService(SAS)conversation
protocolstudiedin [5]:

Conversation Protocol{
Composition Schema{

PeerList{Inv,SB,RD},
MSL Type List{

Register[
orderID[xsd:int],
reqList[stockID[xsd:int]{1,10}],
payment [

account[xsd:int] |
creditCard[xsd:int]

]], ...
},
Message List{

register{Inv->SB:Register},
bill{SB->Inv:Bill},...

}}

GFSA{
States{s1,s2,...,s12},
InitialState {s1},
FinalStates{s3},
TransitionRelation{

t14{s8 -> s12 : bill,
Guard{

$request//stockID =
$register//stockID[position()=last()]

=>
$bill//orderID := $register//orderID

}
}, ...

}//end of TransitionRelation
}//end of GFSA

}//end of Conversation Protocol

As shown above,eachmessageclasshasa typede�ned usingMSL [1], a compact
theoreticalmodelof XML Schema.WSAT supportsafragmentof MSL, wherecomplex
typescanbeconstructedusingsequencè, ' (e.g.theRegister ) andchoicè | ' (e.g.the
payment ) operators.An MSL typecanalsohave multiple occurrences(e.g.payment
canhave1 to 10stockID children),however, maximumoccurrencemustbebounded.

A GFSAis a tuple (M ; T; s;F; � ). M is themessageclasssetin thecomposition
schema.T , s, F arethesetof states,initial state,andthesetof �nal states,respectively.
� is thetransitionrelation.Eachtransition� ∈ � is of theform � = (s; (c;g); t), where
s; t ∈ T arethesourceandthedestinationstatesof � , c ∈ M is amessageclassandg is
theguard of thetransition.GuardsarewrittenusingXPathexpressions.WSAT supports
a subsetof XPathwhich consistsof thefollowing operators:child axis(/ ), descendant
axis (// ), self-reference(. ), parent-reference(.. ), basictype test (b() ), nodename
test (t), wildcard (* ), function calls position() and last() , and predicates([] ).
Arithmetic andbooleanconstraintscanbeusedaspredicatesin WSAT.

As shown in theSAS protocol,a guardconsistsof a guardconditionanda setof
assignmentswhich specifythecontentsof themessagethat is beingsent.For example
the guardof transition t14 speci�es that: if the stockID attribute in the request
messageis thelaststockID in theregister message,thensendouta bill message
whoseorderID attribute matchesthe orderID of register . The powerful XPath



languageallows guardsto expressvery rich semantics.In [4] we showed that static
BPEL4WSweb servicescanbe translatedinto GFSA representationwithout lossof
datasemantics.

3 Synchronizability and Realizability Analyses

Considerthesimpleclient-server webservicecompositiongiven in the following �g-
ure.A requesteranda server interactwith eachothervia threerequestmessagesand
oneacknowledgmentmessage.Recallthateachpeeris equippedwith a queueto store
incomingmessages.It is not hardto infer that thecompositionhasan in�nite number
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of con�gurations,becausethe requestercan
send arbitrary number of r 1 and r2 mes-
sages(which arestoredin the queueof the
server) beforeany acknowledgmentis sent
back.However, anotherinterestingobserva-
tion is that the global behaviors, character-
izedby thesequenceof messages,is a regu-

lar language(r 1 | r2 | r a)� e, whichis thesetof behaviorsgeneratedby thecomposition
undersynchronoussemantics(i.e.,theCartesianproductof thetwo automata).Sincein
our model[3], LTL propertiesarede�ned over theglobalbehaviors, it is decidableto
checkLTL propertiesfor suchservices.

We saya webservicecompositionis synchronizableif it generatesthesamesetof
globalbehaviors for bothsynchronousandasynchronoussemantics.In [4] we present
three suf�cient synchronizabilityconditionsto identify synchronizableweb service
compositions.For eachsynchronizablewebservicecompositionWSAT will generatea
Promelaspeci�cationwith synchronous(rendezvous)communication(by limiting the
Promelachannelsize to 0), and thencall SPIN to verify LTL propertieson the syn-
chronousspeci�cation.The veri�ed LTL propertiesareguaranteedto be satis�ed by
theoriginal asynchronouswebservicecomposition.For top-down speci�ed conversa-
tion protocols,we developeda similar analysiscalledrealizabilityanalysis[3], which
is furtherextendedto considermessagecontentsin [6].

4 Handling XML Data Manipulation

WSAT translateseachGFSAinto aPromelaprocess.Thecentralissueof thetranslation
algorithmis how to handleXML dataandXPathexpressions.EachMSL typedeclara-
tion is translatedinto a recordtype (“ typedef ”) in Promela,andtypeswith multiple
occurrencesaretranslatedinto Promelaarrays.For example,thestockID in theSAS
protocolis mappedinto a Promelaarrayof size10.Basedon thetypemapping,XPath
expressionscanbetranslatedinto Promelacode.WhenMSL typeswith multipleoccur-
rencesareinvolved,thetranslationis essentiallya nested-loop.For example,consider
the following booleanXPath expression:$reg1//stockID = $reg2//stockID ,
where$reg1 and$reg2 aretwo XML variablesof typeRegister that is de�ned in
theSASprotocol.Noteeachsideof theequalityis a locationpathwhichreturnsasetof
stockID values.Accordingto XPathstandard,theexpressionevaluatesto true if we
can�nd onevaluefrom eachsideto satisfytheequality. Hencetheexpressioncaptures



the query: “Is thereany stockID valuewhich appearsin both $reg1 and$reg2 ?”.
The correspondingPromelatranslationis a two-layernestedloop which searchesthe
two arrays(thatcorrespondto the stockID arrayof $reg1 and$reg2 respectively),
to �nd a pair of arrayelementsthat satisfythe equality. Whenfunction calls suchas
position() and last() are involved (e.g. the transitionguardof t14 in the SAS
protocol),the translationis morecomplex. The main ideais to substitutethe appear-
anceof a function call with an integer variable,andproperlyupdateits valueso that
whenthe function is calledthe integer variablecontainsthe right value.More details
areavailablein [5].

WeappliedWSAT to arangeof examples,includingsix conversationprotocolscon-
vertedfrom the IBM ConversationSupportProject[8], � ve BPEL4WSservicesfrom
BPEL4WSstandardandCollaxa.com,andtheSASfrom [5]. Synchronizabilityandre-
alizability analysisareappliedto eachexample,andexcepttwo conversationprotocols,
all examplespassthesechecks.This implies that thesuf�cient conditionsin our syn-
chronizabilityandrealizabilityanalysisarenot restrictive andthey areableto capture
mostpracticalapplications.For eachexample,wegeneratedthecorrespondingPromela
speci�cationusingWSAT, andwe checkedLTL propertiesof theform “G(p → Fq)”
usingSPIN.Ourexperiencewith theseexamplessuggeststhatwhile exhaustivesearch
of the statespacemay be very costly for verifying correctproperties,SPIN's perfor-
manceat discovering falseLTL propertiesis satisfactory. For instance,we identi�ed
a very delicatedesignerror (a misuseof XPath position() function in a transition
guard)in theSASexample[5] usingSPIN.

WSAT canbeextendedin thefuture,by supportingotherwebservicespeci�cation
languagesat thefront end,andtargetingdifferentveri�cation toolsat theback-end.We
areespeciallyinterestedin extendingWSAT with symbolicveri�cation techniquesin
orderto handlelargestatespacesgeneratedby XML data.
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