
Verifiable Web Services with Hierarchical Interfaces ∗

Aysu Betin-Can Tevfik Bultan
Department of Computer Science,

University of California, Santa Barbara, CA 93106
{aysu,bultan}@cs.ucsb.edu

Abstract

WeproposeanHierarchicalStateMachine(HSM)model
for specifyingbehavioral interfacesof peers participating
in a compositewebservice. We integratetheHSMmodelto
a designpatternwhich is supportedby a modularveri�ca-
tion techniquethat can1) staticallyanalyzetheproperties
aboutglobal interactionsof a compositewebserviceand2)
check the conformanceof the Java implementationsof the
participantpeersto their interfaces.Weextendthesynchro-
nizability analysisto HSMsto ef�ciently identify compos-
ite webserviceswhoseglobal interactionscanbeanalyzed
with respectto unboundedqueuesusing�nite statemodel
checkers. We alsodiscussautomatedtranslationof behav-
ioral interfacesspeci�ed as HSMsto BPEL speci�cations
to bepublishedandusedbyotherservices.

1 Intr oduction

Webservicesprovideaframework for decouplingthein-
terfacesof Internetaccessibleapplicationsfrom their imple-
mentations.This framework facilitatesinteroperabilityand
integrationandenablesdevelopmentof compositeservices.
Useof webservicesin critical businessapplicationsmakes
developingreliablecompositeweb servicesandanalyzing
their interactionsextremelyimportant.

A compositeweb serviceconsistsof a collectionof in-
dividual web services,called peers, working in a collab-
orative manner. In our work, we assumethat the interac-
tion amongpeersis establishedthroughasynchronousmes-
sages.In asynchronouscommunication,whena messageis
sent,it is insertedinto a FIFO messagequeue,andthe re-
ceiverconsumes(i.e., receives)themessagewhenthemes-
sagereachesto thefront of thequeue.Asynchronouscom-
municationis necessaryto preventpeersgettingstuckdur-
ing a sendoperationdueto pausesin availability of there-
ceiving peeror slow datatransmissionthroughtheInternet.
Theinteractionamongthepeersin acompositewebservice
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canbe modeledasa conversation, the global sequenceof
messagesthatareexchangedamongthepeers[7, 11, 15].

To achieveinteroperabilityamongwebservicesit is nec-
essaryto have a contractualagreementamongthe partici-
patingpeers.TheWSDL [26] standardis commonlyused
asa contractfor specifyingtheoperationsandtheport and
messagetypesof an individual web service. This kind of
information,however, is not suf�cient for developingcom-
positeservices. WSDL is a connectivity contractwhich
doesnot model the behavior [19, 23]. A numberof stan-
dardshave beenproposedfor describingthe behavior of a
webservice,suchasBPEL[5] andWSCI[25]. In [7], �nite
statemachinesareusedfor specifyingbehavioral interfaces
and in [9] it is shown that other behavioral descriptions
(suchasBPEL) canbe translatedto �nite statemachines.
Finite statemachinesare powerful enoughto specify be-
havioral interfacesof typicalwebservicesandthey aresuit-
ablefor automatedreasoning.However, dueto explicit and
�at representationof the states,behavioral interfacesrep-
resentedas�nite statemachinesmaycontaina largenum-
berof statesandmaybehardto understandsincethey lack
high-level structure.In this paper, we proposeusinghierar-
chicalstatemachinesto specifythebehavioral interfacesof
peersparticipatingin acompositewebservice.

A hierarchicalstate machine(HSM) is a �nite state
machinewhosestatescan be compositeor atomic states.
HSMs are basedon statecharts[12]; however, insteadof
theeventsusedin statecharts,in our model,the transitions
of HSMs are triggeredby sendingor receiving of asyn-
chronousmessages.Theadvantageof usingHSMsover �-
nitestatemachinesis thatHSMscande�ne awebservicein
a morecompactway andrepresentthenaturalhierarchyof
theservicebehavior. An HSM canhave exponentiallyless
numberof statesand transitionsthana corresponding�at
�nite statemachine.Moreover, with HSMs,wecanspecify
concurrentexecutionsof operationswhich arecommonin
webserviceapplications.

Statemachinesareusedasbehavioral contractsalsoin
[10] and[2]. Unlike our work, their goal is automaticweb
servicecomposition. In [1] and [18] statechartsare used
to describeservicebehavior, speci�cally to declarea ser-
vice composition.Unlike thesestudies,we useHSMs not
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only for specifyingwebservicesbut alsofor verifying their
globalinteractionproperties.

In thispaper, weusethedesignfor veri�cation approach
proposedin [3, 4] to aid thedevelopmentof reliablecom-
positeweb servicesin Java. We usea designpatternthat
decouplesoperationsrelatedto the applicationlogic from
thecommunicationdetails[4]. Thispattern,calledthePeer
ControllerPattern,requiresexplicit speci�cationof thepeer
interfacesduring implementation.The peerinterfacesare
thebehavioral contractsthatthepeerimplementationshave
to obey.

A peerinterfaceprovidesa high-level descriptionof the
peerbehavior andassuchit canbeusedasanabstractionfor
theveri�cation purposes.Basedon thepeerinterfacesand
theproposeddesignpattern,we usea modularveri�cation
techniqueto staticallycheckboth propertiesof peerinter-
actionsand the conformanceof the Java implementations
of the peersto their interfaces[4]. In additionto their use
duringstaticveri�cation, peerinterfacescanalsobeusedas
a monitoringtool at run-time. In this paperwe show that
HSMs can be usedto specify the peer interfacesand we
extend the modularveri�cation approachdescribedin [4]
to HSMs. Furthermore,we automaticallytranslatethepeer
interfacesto BPEL speci�cations.Thebehavioral interface
speci�cationof a peercanbepublishedin BPEL andused
by otherservicesthatinteractwith thatpeer.

Ourcontributionsin thispapercanbesummarizedasfol-
lows: 1) we presentanHSM modelfor specifyingpeerin-
terfacesandwe integratethis HSM modelto a designpat-
ternfor developingreliablecompositewebservicesin Java,
2) we provide a tool for automatedgenerationof BPEL
speci�cationsfrom the peerinterfacesspeci�ed asHSMs,
and3) we extendthesynchronizabilityanalysisintroduced
in [9] to thesynchronizabilityof HSMs. A compositeweb
serviceis calledsynchronizableif its conversationsetdoes
not changewhenasynchronouscommunicationis replaced
with synchronouscommunication. Since the automated
veri�cation of asynchronouslycommunicating�nite state
machinesis an undecidableproblem, the synchronizabil-
ity analysisenablesus to identify compositeweb services
which can be veri�ed usingthe synchronouscommunica-
tion semantics.Theautomatedsynchronizabilitychecken-
ablesus to reasonaboutthe global behavior with respect
to unboundedqueuesandto improve the ef�ciency of the
behavior veri�cation by removing themessagequeues,and
hence,reducingthesatespacewithoutchangingthebehav-
ior. The extendedsynchronizabilityanalysispresentedin
this paperidenti�es thesynchronizablepeerinterfacesef�-
cientlywithout �attening theHSMs.

Recently, someresearchershave usedexisting model
checkingtools to assurereliability of webservices.Model
checkingis an automatedveri�cation techniquethat ex-
haustively searchesthestatespaceof a systemto verify or
falsify (by generatingcounter-examples)safetyandliveness
properties.In [21] and[9] the authorsverify a given web

service�o w (speci�edin WSFLandBPELrespectively) by
usingthe explicit statemodelchecker SPIN [14]. In [13]
theLabeledTransitionSystemAnalyzer(LTSA) is usedfor
inferring the correctnessof the web servicecompositions
whicharespeci�edusingmessagesequencecharts.In [22],
webservicesareveri�ed usinga PetriNet modelgenerated
from aDAML-S descriptionof aservice.An extendedPetri
Net modelis proposedin [24] for veri�cation of work�o ws
andanalyzinginheritancerelationsamongmodels. These
earlier veri�cation efforts focus on the speci�cation level
anddonotaddressthecorrectnessof individualpeerimple-
mentations.Veri�cation of the communication�o w does
notguaranteethatacompositewebservicebehavesaccord-
ing to its speci�cationunlesswe canensurethateachpeer
obeysits publishedcontract(this requirementis calledcon-
formancein [19]). In our framework, both interactionbe-
havior andinterfaceconformanceareveri�ed.

The outline of the paperis as follows: Section2 gives
two motivatingexamples.Section3 explainsthePeerCon-
troller Pattern.Section4 presentstheHSM modelandSec-
tion 5 presentsthe semanticsof compositeweb services
basedon the HSM model. Section6 discussesthe syn-
chronizability analysisfor HSMs. Section7 explains the
automatedtranslationof peerinterfacesto BPEL. Section
8 presentsour automatedveri�cation techniqueandtheex-
periments.Section9 concludesthepaper.

2 Moti vating Examples

We will usetwo examplesto illustratetheapproachpre-
sentedin this paper. The �rst oneis a Travel Agency ser-
vice. Thisservicereservesahotel,acaranda�ight accord-
ing to arequestcomingfrom acustomer. A travelagentgets
thetravel informationfrom thecustomer. Thetravel infor-
mationis asetof alternativedatesandvacationdestinations.
Then,the travel agentstartstheaccommodationandtrans-
portationreservations.Thesereservationsaremadeconcur-
rently anddo not have any dependency betweenthem.The
transportationreservationbooksacaranda�ight if thecus-
tomerwantsa transportationreservation. Thebookingsof
the car and the �ight alsooccurconcurrentlyto complete
the taskin a timely manner. A �ight reservation could be
one-wayor round-tripdependingontherequest.Finally, an
itineraryis sentto thecustomer.

TheTravelAgencyservicedescribedaboveis composed
of � ve individual services(peers):Customer, TravelAgent,
CarReserve, HotelReserve, and FlightReserve. The Cus-
tomerserviceprovidesthe informationaboutthecustomer
requestto the TravelAgent with the place, date, process,
transportResv, andtransportNoResvmessages.TheTravel-
Agentarrangesreservationsaccordingto therequestsof the
Customerandrespondsto theCustomerwith the travelInv
message.The other threeservicesperformspeci�c reser-
vationrequests.TheHotelReservecommunicatesusingthe
reqHotel, andhotelInv messages,theCarReserve usingthe
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reqCar, andcarInv messagesandthe FlightReserve using
thereqFlight, and�ightIn v messages.

The secondexamplewe will discussin this paperis a
Purchase Order Handling servicedescribedin the BPEL
1.1 speci�cation [5]. In this example,a customermakes
a purchaseorder to a vendor. The vendorcalculatesthe
price for the order including the shippingfee, arrangesa
shipment,andschedulestheproductionandshipment.The
vendorusesan invoicing serviceto calculatethe price, a
shippingserviceto arrangetheshipment,anda scheduling
serviceto handlescheduling.To respondto the customer
in a timely manner, the vendorperformsthesethreetasks
concurrentlywhile processingthepurchaseorder. Thereare
two control dependenciesamongthesethreetasksthat the
vendorneedsto consider:Theshippingpriceis requiredto
completethe �nal price calculation,andthe shippingdate
is requiredto completethescheduling.After thesetasksare
completed,thevendorsendsaninvoiceto thecustomer.

The web servicefor this exampleis composedof � ve
peers:CRelations,Purchasing,Shipping,Scheduling,and
Invoicing. CustomersorderproductsusingtheCRelations
peerandthereqOrder message.TheCRelationspeercom-
municateswith the Purchasingpeerwhich plays the role
of the vendordescribedabove. The Purchasingpeer re-
spondsto theCRelationswith thereplyOrdermessage.The
remainingservicesare the onesthat the Purchasingpeer
usesto processtheproductorder. TheShippingpeercom-
municateswith the reqShipping, and schedulemessages,
the Schedulingpeerwith the productSchedule, and ship-
pingSchedulemessages,andtheInvoicingpeerwith theini-
tialize, shippingPrice, andinvoicemessages.

In both servicesdescribedabove, the communication
amongthepeersis throughasynchronousmessaging.These
servicescanprocessmore thanonecustomerrequestat a
time. Eachcustomerrequestis processedaccordingto the
associatedcontrollogic describedabove.

We are interestedin analyzingthe interactionsof mul-
tiple peersin compositewebservicessuchastheonesde-
scribedabove. In [7, 8, 9] interactionsamongpeersin such
asystemis speci�edasa conversation,i.e., thesequenceof
messagesexchangedamongpeersrecordedin theorderthey
aresent. The conversationsetcapturesthe global behav-
iors of a compositeweb servicewhereeachpeerexecutes
correctlyaccordingto its interfacespeci�cation,andevery
messageeversentis eventuallyconsumed.We assumethat
nomessagesarelostduringtransmission,whichis areason-
ableassumptionbasedon the messagingframeworkssuch
as[17, 20, 16].

3 PeerController Pattern

In thissectionwepresentthePeerController Pattern[4]
which helpsprogrammersin developingreliableweb ser-
vicesthatarecomposedof asynchronouslycommunicating
peers.Thecompositewebservicesimplementedbasedon
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Figure 1. Class Diagrams: (a) Peer Controller
Pattern (b) Hierarchical State Machines

this designpatternareamenableto automatedveri�cation.
Thedriving forcesfor thePeerControllerPatternareas

follows: 1) To achieve interoperability, the interfaceof a
peershouldbespeci�edexplicitly andshouldserveasabe-
havioral contract,specifyingeverythingotherpeersneedto
know to interactwith it. A peerinterfaceshouldnot beaf-
fectedby the changesin the peerimplementationthat are
irrelevantto thiscontract.2) Theapplicationlogic of apeer
shouldbe implementedseparatefrom the communication
logic handlingtheasynchronouscommunication.Thissep-
arationis necessaryfor standardizationof thecommunica-
tion andmaintainabilityof thecode.3) Theimplementation
shouldbeamenableto automatedveri�cation. Dueto their
distributednatureand asynchronouscommunication,web
servicesareproneto errors.Thereshouldbea scalableau-
tomatedveri�cation framework to ensuretheir correctness.

Theseforcesareresolvedby thePeerControllerPattern.
SincethePeerControllerPatterndecouplestheapplication
logic of a peerandthecommunicationcomponent,thede-
velopercanfocuson the applicationlogic without worry-
ing aboutthe detailsof the asynchronouscommunication
implementation. This patternalso facilitatesexplicit be-
havioral interfacedescriptionsand is supportedby an au-
tomatedveri�cation technique.The classdiagramfor the
PeerControllerPatternis shown in Figure1(a).Theclasses
a developerneedsto write aredrawn asbold. Otherclasses
canbeusedasis, withoutmodi�cation.

The applicationlogic is implementedwith the Appli-
cationThread. Eachinstanceof this threadis identi�ed
with a sessionnumber. The applicationthreadcommuni-
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catesasynchronouslywith otherpeersthroughtheCommu-
nicator which is a Java interfacethat providesstandard-
ized accessto the communicationimplementation. This
Java interfaceprovidesa single receive operationandone
sendoperationpermessagetype.

The CommunicationController class is a servlet
that performsthe actual communication. Since it is te-
dious to write such a class,we provide a servlet imple-
mentation(PeerServlet) that usesJAXM [16] in asyn-
chronousmode. This servletdealswith openingan asyn-
chronousconnection,creatingSOAP messages,andsend-
ing andreceiving SOAP messagesthroughtheJAXM pro-
vider. TheCommunicationController classextendsthe
PeerServlet andimplementstheCommunicator.

ThePeerServlet servletis associatedwith aThread-
Container which containsapplicationthreadreferences
indexedby sessionidenti�ers. Whena messagewith a ses-
sionidenti�er is receivedfrom theJAXM provider, it is del-
egatedto thethreadindexedwith thatsessionnumber. I.e.,
thereis onethreadfor eachsessionandthatthreadis respon-
siblefor executingtheapplicationlogic for thatsession.

In the PeerControllerPattern,the behavioral interface
of a peeris written asan instanceof theCommunicator-
Interface class. This classde�nes the peer interface
which is the behavioral contractof the peer. This explicit
de�nition of the behavioral contractis crucial both for in-
teroperabilityandmodularveri�cation.

4 Hierar chical StateMachines

We proposeusingHierarchicalStateMachines(HSMs)
for specifyingbehavioral interfacesof participantpeersin
a compositewebservice.Figures2 and3 show theHSMs
specifyingthepeerinterfacesfor theTravel Agency andthe
PurchaseOrderHandlingservices,respectively.

The classdiagramin Figure 1(b) shows the structure
of the HSMs. An HSM state can either be an atomic
stateor a compositestatewith substates.Thereare two
types of compositestates: And and Or states. In Fig-
ures 2 and 3, compositestatesare shown as rectangles
and atomic statesare shown as circles. The substatesof
And statesareseparatedusingdashedlines. EachOr state
has a unique default substate(shown with an arc with-
out a source). Each statehas an attribute called final
which denotesif it is a �nal state(�nal statesare shown
with doublelines). We assumethat eachHSM hasa root
stateat the top of the statehierarchy, which is anOr state
(wedonotshow this root statein the�gures).

An HSM consistsof a setof statesanda setof transi-
tions. Thereare two typesof HSM transitions: sendand
receive transitions.Eachtransitionhasa sourcestate,a tar-
getstate,anda message.We denotea receive transitionas
(r, ?m, r′) wherer is thesourcestate,r′ is thetargetstate,
andm is themessagereceived.

A sendtransitionhasan additionalattribute, a guarded
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Figure 2. Interfaces for Travel Agency

command,which is a pair of conditionson messagecon-
tents. A guardedcommandconsistsof a guardcondition
on thecontentsof the latestinstancesof themessagesthat
have beentransmitted,andanupdateconditionon thecon-
tentsof themessageto besent.A guardconditionconsists
of predicateson the�elds of thelatestmessages,combined
with thelogical operators∧,∨,¬. An updateconditionis a
conjunctionof predicateswhich assignvaluesto the �elds
of the messagethat is beingsent. We denotea sendtran-
sition as (r, !m[g/u], r′) wherer is the sourcestate,r′ is
thetargetstate,m is themessagebeingsent,g is theguard
conditionandu is theupdatecondition.

Considerthe Travel Agency example. Recall that, in
this example,a �ight reservation could be for a one-way
or a round trip �ight dependingon the requestof the
customer. The TravelAgent peer has two send transi-
tions that correspondto thesetwo caseswith labels !req-
Flight[transportResv.�ight = oneway/ reserve= oneway]
and !reqFlight[transportResv.�ight = roundtrip/ reserve=
roundtrip] wherereserveis a �eld of the reqFlight mes-
sageand�ight is a �eld of thetransportResvmessage.We
assumethat eachmessage�eld is either booleanor enu-
merated.Note that,we only modelthemessage�elds that
in�uence the interfacebehavior. Therecanbe othermes-
sage�elds in theimplementationwhichcontaindata.These
�elds, however, do not needto be a part of the interface
modelif they donotaffect theinterfacebehavior.

Finally, in HSMs,dependency arcscanconnectstatesto
transitions.A transitioncanonly betakenif thecurrentcon-
�guration of anHSM containsthestatesthatarethesources
of all thedependency arcsthatpoint to that transition(for-
mal descriptionis givenbelow). In Figure3, therearetwo
dependency arcs. Oneof them implies that the transition
from a9 to a10 canonly betakenif thethecurrentcon�gu-
rationcontainsthestatesa9 anda6. Theotherdependency
arc implies that the transitionfrom a13 to a14 canonly be
takenif thethecurrentcon�gurationcontainsa13 anda7.

HSMsareavariationof Statecharts[12]. Thedifferences
are,in HSMs1) thetransitionsaretriggeredby thesendor
receiveoperationsinsteadof events,2) thetransitionguards
andupdatesarede�ned onmessagecontents,and3) depen-
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Figure 3. Interfaces for Order Handling

dency arcsare usedinsteadof predicateson statesin the
guardsof thetransitions.WealsorestricttheHSMssothat:
1) thelabelsof thesubstatesof anAnd statearedisjoint,2)
therearenotransitionsamongthesubstatesof anAnd state,
and3) an HSM canleave a stateonly if that stateis exit-
readywhichmeansthatall of its substatesare�nal states.

HSMs provide a compactmodel which representsthe
naturalhierarchyin the interfacebehavior. Considerthe
peerinterfaceof theTravelAgentpeergivenin Figure2(a).
(For readability, the guardand updateconditionsfor the
sendtransitionsarenot shown in the�gure.) This interface
is speci�edwith 19 states(excludingtheroot state)and13
transitions.If wespecifythis interfacewith a�at �nite state
machinetherewould be35statesand78 transitions.

Now, we de�ne theHSM modelformally. An HSM is a
tupleP =(S, C, I, F, T, M, D) whereS is thesetof states
(including the root state),C is the set of con�gurations,
I ∈ C is the initial con�guration, F ⊆ C is the set of
�nal con�gurations,T is thesetof transitions,M is theset
of messages,andD is thesetof dependency arcs. We use
class(M) to denotethesetof messageclassesandfor each
messagem ∈ M we useclass(m) to denotethemessage
classof m. For eachcompositestates ∈ S, we usesub(s)
to denoteits substates.For a substates, super(s) denotes
its superstate.Weusesub+ (s) andsuper+ (s) to denoteall
thedescendantsandancestors(respectively)of thestates in
thestatehierarchy. Wealsode�ne thefollowing: sub∗(s) =
sub+ (s) ∪ {s} andsuper∗(s) = super+ (s) ∪ {s}. Given
astates, type(s) ∈ { atomic, Or, And } denotesits type.

A con�gurationc ∈ C ∪ Csub is a treewhosenodesare
statesfrom S. We denotethe root nodeof a con�guration
c asroot(c). We useC to denotethecon�gurationswhose
root is the root state,andthe restof thecon�gurationsare
called subcon�gurations,denotedby Csub . Given a con-
�guration c anda states thatappearsin c, subconf(s, c) is
the set of subtrees(subcon�gurations)of c for which the
root node is a substateof s, i.e., c′ ∈ subconf(s, c) ⇒

super(root(c′)) = s. We usesubconf+ (s, c) to denoteall
the subtreesof the states in c. All con�gurationshave to
satisfythefollowing constraints:1) Theroot stateof all the
con�gurationsin C is root; 2) Childrenof a nodein a con-
�guration aresubstatesof that node;3) All the leaf nodes
in a con�guration areAtomic states;4) EachOr statein a
con�gurationhasexactlyonechild which is oneof its sub-
states;and5) EachAnd statein acon�gurationhasall of its
substatesasits children.

TransitionsetT is partitionedto two setsT = TS ∪ TR ,
whereTS is thesetof sendtransitionsandTR is thesetof
receive transitions.Eachsendtransitiont ∈ TS is a tuple
t = (r, z, g, u, r′) wherer ∈ S is thesourcestate,r′ ∈ S
is the target state,z ∈ class(M) is the messageclassof
themessagethat is beingsent,g is theguardconditionde-
�ned on thecontentsof thelatestinstancesof themessages
thathavebeentransmitted,andu is theupdateconditionde-
�ned onthecontentsof themessagethatis beingsent.Each
receive transitiont ∈ TR is a tuple t = (r, z, r′) where
r ∈ S is the sourcestate,r′ ∈ S is the target state,and
z ∈ class(M) is themessageclassof the messagethat is
being received. Eachdependency arc d ∈ D is a state-
transitionpair d = (s, t), i.e., D ⊆ S × T . A transition
canonly betaken in a con�gurationwhich containsall the
statesthatarethesourceof a dependency arcthatpointsto
thattransition.

In theinitial con�gurationI , all thestateswhicharesub-
statesof an Or statearedefault states. A con�guration c
is a �nal con�guration (i.e., c ∈ F ) if all the statesin c
which aresubstatesof anOr stateare�nal states.We call
a states in a con�guration c exit-ready if all the statesin
subconf(s, c) which are substatesof an Or stateare �nal
states.A con�guration c is a �nal con�guration if root(c)
is exit-ready. A transitionfrom astatein acon�gurationcan
only betakenif thatstatein thatcon�gurationis exit-ready.

Theexecutionof anHSM startsfrom theinitial con�gu-
rationandcontinuesby transitioningto anext con�guration
of the currentcon�guration until oneof the �nal statesis
reached.In Figure4 weshow thenext con�gurationcompu-
tationfor HSMs. Givena currentcon�gurationanda mes-
sage,the takeReceiveTrans function computesall the next
con�gurationsafter receiving that message,and the take-
SendTrans functioncomputesall thenext con�gurationsaf-
ter sendingthatmessageusingtherecursive functionsnext
andconstruct.

5 Interactions of HSMs

In this sectionwe discussthe semanticsof a composite
webservicebasedon thePeerControllerPatternwhosein-
terfacesarede�ned with HSMs.In ourmodel,HSMsinter-
actwith eachotherby exchangingmessagesthroughFIFO
queues.We assumethat eachHSM is associatedwith an
input messagequeueandthemessagesaredeliveredwith-
out any error (i.e., no duplicate,lost or modi�ed messages

5



takeSendTrans(m:Message,C:setof Con®gurations)
returnsa setof Con®gurations

N : setof Con®gurations
for eachc in C addall elementsof next(c,m,“send”) to N
storethecontentof m asthelatesttransmittedmessageof its type
returnN

takeReceiveTrans(m:Message, C:setof Con®gurations)
returnsa setof Con®gurations

N : setof Con®gurations
for eachc in C addall elementsof next(c,m,“receive”) to N
storethecontentof m asthelatesttransmittedmessageof its type
returnN

next(c:Con®guration,m:Message,direction:String)
returnsa setof Con®gurations

T : setof Transitions;R; N : setof Con®gurations
if direction = “send” thenT := �ndSendTrans(c,m)
elseT := �ndReceiveTrans(c,m)
if T 6= � then

if type(root(c)) = atomic or c is exit-readythen
for eacht ∈ T wheres0 is thetargetof t

®nd sa s.t. sa ∈ super� (root(c)) ∩ super� (s0)
andsub(sa) 6∈ super� (root(c)) ∩ super� (s0)

addconstruct(s0,sa) to R
returnR

if T = � andtype(root((c)) = atomic thenreturn�
for eachc0 ∈ subconf (root(c),c)

N := next(c0,m,direction)
for eachc00∈ N

if super(root(c00)) = root(c) then
make acopy of c replacingc0 with c00

addthecopy to R
elseif c is exit-readythenaddc00to R

returnR

�ndSendTrans(c:Con®guration,m:Message)returnsasetof Transitions
T : setof Transitions
for eacht = (s1; class(m); g; u; s2) ∈ TS s.t. s1 = root(c)

if thereis adependency (sd; t) ∈ D s.t. sd is not in c then
continue

if thecontentsof thelatesttransmittedmessagessatisfyg
andthecontentsof m satisfyu then

addt to T
returnT

�ndRecvTrans(c:Con®guration,m:Message)returnsasetof Transitions
T : setof Transitions
for eacht = (s1; class(m); s2) ∈ TR s.t. s1 = root(c)

if thereis adependency (sd; t) ∈ D s.t. sd is not in c then
continue

addt to T
returnT

construct(st ,s:State)returnsaCon®guration
c: Con®guration;
setroot(c) to s
if type(s) = And then

for eachs0 ∈ sub(s) addconstruct(st,s0) to subconf (s,c)
elseif type(s) = Or then

if s ∈ super+(st)
®nd s0 ∈ sub(s) s.t. s0 ∈ super� (st)

elselet s0 ∈ sub(s) bethedefault state
addconstruct(st,s0) to subconf (s,c)

elsesubconf (s,c) := �
returnc

Figure 4. Next Configuration Computation

during transmission).Whena messagem is sentfrom the
peeri to thepeerj, themessagem is insertedto theendof
the input messagequeueof the peerj, andthe con�gura-
tion of thepeeri is updatedaccordingto the takeSendTrans
function given in Figure4. A peerreceivesa messageby
consumingthe�rst elementof its input messagequeueand
updatesits currentcon�guration accordingto the takeRe-
ceiveTrans functiongivenin Figure4.

Formally, a composite service is a tuple CS =
(M, P1, . . . , Pk ) whereM is a �nite set of messages,k
is the numberof interactingpeers,for each1 ≤ i ≤ k,
Pi = (Si , Ci , Ii , Fi , Ti , Mi , Di ) is anHSM de�ning thein-
terfaceof peeri, andM =

⋃
1≤i≤k Mi .

We de�ne the executionsemanticsof a compositeser-
vice asa transitionsystemT (CS) = (IT, CT, RT ) where
CT is the set of con�gurations, IT ⊆ CT is the set of
initial con�gurations,andRT is the transitionrelationof
the system.The setof con�gurationsis de�ned asCT =
C1 ×Q1 × . . .×Ck ×Qk wherek representsthenumberof
peersin thecompositionandQi is thecon�gurationof the
messagequeuethatholdstheincomingmessagesto peeri.

We introducethe following notation. Given a message
m ∈ M , receiver(m) denotesthe peer that receives the
messagem. Givenacon�gurationc ∈ CT andapeeriden-
ti�er i, c(Ci ) denotesthe con�guration of the peerPi in
con�guration c, andc(Qi ) denotesthecon�gurationof the
inputqueueQi in con�gurationc. Wede�ne two functions.
Thefunctionappend: DOM(Q) × DOM(Q) → DOM(Q) is
usedfor manipulationof the queuecon�gurations,where
append(Q1, Q2) appendsQ2 to the endof Q1. The func-
tion �r st returnsthe�rst elementin Q. 〈〉 denotesanempty
queueand〈m〉 wherem ∈ M denotesa queuecontaining
asinglemessagem.

The setof initial con�gurationsof T (CS) is de�ned as
IT = {c | c ∈ CT ∧ (∀1 ≤ i ≤ k, c(Qi ) = 〈〉 ∧ c(Ci ) =
Ii )}

We de�ne the following relation for a sendtransition
whichsendsamessagem:

RT!m = {(c, c′) | c, c′ ∈ CT ∧ (∃1 ≤ i ≤ k,
c′i ∈ Pi .takeSendTrans(m, ci ) ∧ c(Ci ) = ci ∧ c′(Ci ) = c′i
∧(∀1 ≤ j ≤ k, j 6= i, c′(Cj ) = c(Cj )))
∧receiver(m) = Pp ∧ c′(Qp) = append(c(Qp), 〈m〉)
∧(∀1 ≤ l ≤ k, l 6= p, c′(Ql ) = c(Ql ))}

We de�ne the following relationfor a receive transition
which receivesa messagem:

RT?m = {(c, c′) | c, c′ ∈ CT ∧ (∃1 ≤ i ≤ k,
c′i ∈ Pi .takeReceiveTrans(m, ci ) ∧ c(Ci ) = ci
∧c′(Ci ) = c′i ∧ (∀1 ≤ j ≤ k, j 6= i, c′(Cj ) = c(Cj ))
∧ �r st(c(Qi )) = m ∧ append(〈m〉, c′(Qi )) = c(Qi )
∧(∀1 ≤ l ≤ k, l 6= i, c′(Ql ) = c(Ql )))}

Finally, thetransitionrelationRT for theT (CS) is

RT =
⋃

m∈M

(RT!m ∪ RT?m )
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Having de�ned the executionsemanticsof a composite
service,we cande�ne theconversationsgeneratedby exe-
cutionsof acompositeservice.An executionsequencee =
c0, c1, ... is asequenceof con�gurationswherefor eachi ≥
0, (ci , ci +1 ) ∈ RT andc0 ∈ IT . Theconversationconv(e)
generatedby an execution sequencee is de�ned recur-
sively asfollows: The conversationconv(c0) is theempty
sequence. The conversationconv(c0, c1, ..., cn , cn +1 ) is
equal to conv(c0, c1, ..., cn ), m if there exists a Qj such
that cn +1 (Qj ) = append(cn (Qj ), 〈m〉), and it is equalto
conv(c0, c1, ..., cn ) otherwise.A conversationis acomplete
conversationif in thelastcon�gurationof theexecutionse-
quenceeachpeeris in a �nal con�gurationandall themes-
sagequeuesareempty.

Conversationmodelgivesusaconvenientframework for
analyzinginteractionsof web services.Given this frame-
work, a naturalproblemis verifying propertiesrelatedto
conversations.As discussedin [8], temporallogic LTL can
beextendedto specifypropertiesof conversations.A com-
positewebservicesatis�esanLTL propertyif all thecon-
versationsgeneratedby theservicesatisfytheproperty.

In general, model checking conversationsof asyn-
chronouslycommunicating�nite statemachinesis anunde-
cidableproblem[8]. In [9], a setof synchronizabilitycon-
ditions are introducedto identify compositeweb services
whichcanbeveri�ed using�nite statemodelcheckingtech-
niques.In thenext section,wediscussthesynchronizability
analysisof HSMs.

6 Synchronizability Analysis

Synchronizabilityanalysisis a techniquefor identifying
systemsthatgeneratethesameconversationsetunderboth
asynchronousandsynchronouscommunication([8, 9]). If
asystemof asynchronouslycommunicating�nite statema-
chinesissynchronizable,wecanverify thesystemwith syn-
chronoussemanticsby omitting the input queues.This re-
ducesthestatespaceof thesystemto a�nite setandenables
automatedveri�cation. Sincethegeneratedconversationset
remainsthe sameandthe propertiesarede�ned over con-
versations,theveri�cation resultsholdfor theasynchronous
communicationsemantics.

Synchronizability analysis uses two suf�cient condi-
tions: 1) synchronouscompatibility and 2) autonomous
condition. Synchronouscompatibility requiresthat when
one peer is readyto senda message,the receiver should
be in a statewhereit canreceive it. Theautonomouscon-
dition requiresthat at any statea peerhasexactly oneof
thefollowing threechoices:1) to send,2) to receive, or 3)
to terminate,i.e., a peercannothave bothreceive andsend
transitionsfrom thesamestate.Notethat, theautonomous
conditionstill allows a certainlevel of nondeterminism.If
a peeris in a statewhereit canonly senda message,the
choiceof whichmessageto sendcanbenondeterministic.

Below we discussthe synchronizabilityof a composite

autonomy() returnsboolean
for eachs ∈ sub(r oot)

status := simpleAutonomy(s)
if status = “f ail” returnfalse
if s is ®nal return�nalStateCheck(s)

returntrue

simpleAutonomy(s:State)returnsString
mystatus:String
mystatus := “none”
if thereis asendtransitionfrom s then

mystatus := “send”
if thereis a receive transitionfrom s then

if mystatus = “send” thenreturn“f ail”
elsemystatus := “receive”

for eachs0 ∈ sub(s)
status := simpleAutonomy(s0)
if status = “f ail” thenreturn“f ail”
if thereexistsa transitiont from s0

s.t. targetof t is not in sub+(s) then
if status = “send”andmystatus = “receive” thenreturn“f ail”
if status = “receive” andmystatus = “send” thenreturn“f ail”
if status 6= “none” thenmystatus := status

returnmystatus

�nalStateCheck(s:State)returnsboolean
if thereexistsa transitionfrom s thenreturnfalse
for eachs0 ∈ sub(s)

if s0 is ®nal and�nalStateCheck(s0) = falsethenreturnfalse
returntrue

Figure 5. Autonomy Check

web servicewhich consistsof peersspeci�ed as HSMs.
We checkthe above two conditionswithout �attening the
HSMs. Since,on average,thenumberof statesandtransi-
tions in anHSM arelessthananequivalent�at �nite state
machine,theanalysisperformedonHSMsis moreef�cient.

Checking Autonomous Condition. Theautonomycheck-
ing algorithmis given in Figure5. The basecondition is
that given a state,all the transitionsoriginating from that
stateshouldbeeithersendtransitionsor receivetransitions.
If this conditionis satis�ed,thenwe investigatewhetherall
of thesubstatesof thatstatesatisfythis conditionaswell.

The function simpleAutonomy in Figure 5 �rst checks
this basecondition. If thereareno failures,it examinesthe
transitionswhosesourceandtargetstatesdo not sharethe
samesuperstate.For eachcompositestates, the transition
typefrom s shouldbethesameasthetransitiontypefrom
its �nal substatesto thestatesthatarenot thesubstatesof s.
For example,addingthetransition(a14, ?m, a15) to Figure
3(a)wouldviolatetheautonomy. Ontheotherhand,adding
the transition(a14, !m[g/u], a15) doesnot violate the au-
tonomouscondition.

The autonomycheckalgorithm�rst invokesthesimple-
Autonomy for all substatesof theroot. If no failuresarere-
ported,thealgorithmchecksthattherearenocon�gurations
in C thatfollow thecon�gurationsin the�nal con�guration
set(F ) of theHSM in question.If no violationsarefound,
thealgorithmconcludesthattheHSM is autonomous.
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synchronous(Peers: setof HSMs)returnsboolean
inspect:setof Con®gurationarrays,a; b:Con®gurationarray
sendConf, recvConf :setof Con®gurations,legal:boolean
inspect := �
for eachPi ∈ Peers a[i] := Pi.I
adda to inspect
while inspect 6= � do

remove oneelementfrom inspect andwrite it to a
for eachMessagem ∈ M

for eachPi ∈ Peers
legal := false
sendConf := Pi.takeSendTrans(m, {a[i]})
if sendConf 6= � then

for eachPj ∈ Peers s.t. Pj 6= Pi

recvConf := Pj .takeReceiveTrans(m,{a[j]})
if recvConf 6= � then

legal=true
for eachsc ∈ sendConf

for eachr c ∈ recvConf
let b beacopy of a
setb[i] to sc andb[j] to r c
addb to inspect

if legal=falsethenreturnfalse
returntrue

Figure 6. Synchronous Compatibility Check

Checking Synchronous Compatibility Condition. To
checkthesynchronouscompatibilityof thepeersin a com-
posite web service, we searchfor the illegal con�gura-
tions in the Cartesianproductof the peerinterfaces. The
con�gurationsof this productare tupleswith the domain
C1 × . . .×Ck wherek is thenumberof peersin thecompo-
sition. Let ci denotethecon�gurationfor peerPi ataprod-
uct con�guration. A con�guration in theproductis illegal
if Pi .takeSendTrans(m, ci ) returnsanonemptysetwhile for
all other peersPj .takeReceiveTrans(m, cj ) is empty. The
synchronouscompatibility checkingalgorithm is given in
Figure6.

7 BPEL Generation

Whenacompositewebserviceis implementedbasedon
thePeerControllerPattern,we cangenerateBPEL speci�-
cationsfor eachparticipatingpeer. We have implemented
a translatorthat takes HSMs de�ning the peer interfaces
andautomaticallycreatesBPEL speci�cationsto publish.
Thetranslator�rst synthesizesWSDL speci�cations,which
aretheconnectivity contracts,andthengeneratestheBPEL
speci�cations. A generatedBPEL speci�cation contains
partnerlink de�nitions to accessotherpeers,variabledec-
larations,andbehavior descriptionof thepeer.

To re�ect thehierarchyof thepeerinterface,thebehavior
descriptionin a generatedBPEL speci�cation consistsof
nestedscopes. Eachscopehastwo local variables. The
variablestate representscurrentstatein thescope,andthe
variableexit is usedfor exiting thescope.Eachscopeis a
while loop that terminatesdependingon exit. Thebody

of theloop is aswitch activity whosecase conditionsare
on thevalueof thestate.

A caseblock implementingthe operationsat the corre-
spondingstate,consistsof two activities. The type of the
�rst activity dependson thetypeof thestate.If thestateis
of typeAnd, aflow is generatedwhichhasonesubactivity
perits substate.If thestateis of typeOr, anew scopeis gen-
eratedandthis innerscope's localstate is setto thename
of the default substate. The secondactivity corresponds
to thetransitionsoriginatingfrom this state.Themappings
of sendandreceive transitionsto BPEL codefragmentsare
similar to themappingdiscussedin [4], which aresending
or receiving appropriatemessagesand settingthe current
state.In thissecondactivity, if thestateis anexit-statethen
thelocalexit variableis set.

Thefollowing is anexcerptfrom theBPELspeci�cation
generatedfrom the peerinterfacein Figure2(a). This ex-
cerptshowsthecodefragmentsynthesizedfor statex2.

<case condition="state='x2'">
<sequence>

<flow>
<scope>

<variables> ...</variables>
<!-- define fresh state and exit variable-->
<sequence>

...<!--initilize state and exit variables-->
<while condition="exit!='yes'">

<switch>
<case condition="state='x7'">

<sequence>
<flow>

...<!--car reservation-->

...<!--flight reservation-->
</flow>
<assign><copy>

<from expression="'yes'"/>
<to variable="exit"/>

</copy></assign>
</sequence>

</case>
...<!--cases when state is 'x5' or 'x6'-->

</switch>
</while>

</sequence>
</scope>
<scope>

...<!--hotel reservation -->
</scope>

</flow>
...<!--send travelInv, and assign 'x19' to state-->

</sequence>
</case>

If therearetransitionswhosesourceandtargetstatesare
notsiblings,thetranslatoridenti�es thesetransitionsduring
preprocessingand�attens thatportionof theHSM.

Whentherearedependency arcsin a peerinterface,the
translatorgeneratesonelink [5] per arc. The translator
placesthe link target andsourceinside the corresponding
sendor receive fragments. Considerthe dependency arc
in Purchasing(Figure3(a)) which implies that to take the
transitionfrom a9 to a10 the currentcon�guration hasto
containthestatea6. For this dependency arc,thetranslator
putsthe link sourceinsidetheactivity thatsetsthestateto
a6, andputsthelink targetinto thefragmentcorresponding
to thetransitionfrom a9 to a10.
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8 AutomatedVeri®cation and Experiments

Basedon the peerinterfacesspeci�ed with HSMs and
the PeerController Pattern,we can checkthat eachpeer
implementationconformsto its interface(interfaceveri�-
cation),andverify propertiesof thepeerinteractionsusing
theconversationmodel(behavior veri�cation). In this sec-
tion, we presentthismodularveri�cation techniqueandthe
veri�cation resultsfor thetwo motivatingexamples.

Duringtheinterfaceveri�cation, wecheckeachpeerim-
plementationseparately. We usethepeerinterfacesimple-
mentedasCommunicationInterface instances(Section
3) with theHSMsde�ning theorderof messagesapeercan
sendand receive. A peerimplementationconformsto its
interfaceif all thecall sequencesto theCommunicator are
acceptedby its HSM. For example,in the Travel Agency
service,a threadimplementingthe CarReserve peercon-
forms to its interfaceif it sendsa carInv messageto the
TravelAgentif andonly if afterreceivingareqCarmessage.

For theinterfaceveri�cation weusetheprogramchecker
Java PathFinder(JPF)[6]. JPFis an explicit statemodel
checker for Java and supportspropertyspeci�cationsvia
assertionsthat areembeddedin the sourcecode. JPFex-
haustively traversesall possibleexecutionpaths.UsingJPF
wecanverify arbitraryJavathreadswithoutany restrictions
ondatatypes.

To performthe interfaceveri�cation with JPF, we sub-
stitutetheactualcommunicationinstancewith theCommu-
nicationInterface, sothateachsendandreceiveoper-
ation is directedto the sendTransition andreceive-
Transition methodsof theHSM. We input themodi�ed
programto JPFto look for assertionviolations. Theseas-
sertions,which areprovided in the HSM implementation,
areasfollows: 1) the resultof thenext con�guration com-
putationshouldnotbeempty, 2) whenareceiveoperationis
invokedat a con�guration, thesetof possiblemessagesto
receive at that con�guration shouldnot be empty. A peer
implementationconformsto its interfaceif JPFdoesnot
report any assertionviolations. Sincethe peer interfaces
areHSMs with �nite statesandabstractthe asynchronous
messaging,theef�ciency of theinterfaceveri�cation is im-
provedsigni�cantly.

WeimplementedtheTravel Agency servicebasedonthe
PeerController Pattern. We checked that the application
threadsconformto their interfacesgiven in Figure2. The
interfaceveri�cation of the Customerpeertook 5.63 sec-
ondsand used4.92 MB memory, the HotelReserve peer
took 4.76 secondsand used3.95 MB memory, the Car-
Reservepeertook4.61secondsandused3.74MB memory,
theFlightReservepeertook4.83secondsandused3.89MB
memory, andthe TravelAgentpeertook 9.72secondsand
used19.69MB memorywhenimplementedasonethread.
Onecanusemultiple threadsfor implementingtheTravel-
Agent peer to exploit the concurrency introducedby the
And statein the interfacespeci�cation. For suchan im-

plementation,weneedto verify thatthecombinedbehavior
of theconcurrentthreadsconformto thepeerinterface. In
thiscaseonecanusethemodularveri�cation approachpre-
sentedin [3] andverify theconcurrentthreadsseparately.

Assumingthat the peersbehave accordingto their in-
terfaces,duringbehaviorveri�cation, we verify safetyand
livenesspropertieson the global interactionbehavior of a
compositesystemusing the conversationmodel. For be-
havior veri�cation we usethe model checker SPIN [14].
SPIN is an explicit �nite statemodelchecker for concur-
rentsystemsandprovidesa structurecalledchannelwhich
is suitablefor modelingmessagequeues.Using only the
peer interfaces,we automaticallygeneratea speci�cation
that representsthecompositeservicein the input language
of the SPIN. Then, using SPIN, we verify the composite
servicewith respectto thepropertiesde�ned ontheconver-
sations.A samplepropertyfor theTravel Agency example
is ªWhenevera travel requestis sent,eventuallya travel in-
voicewill besent.º

We veri�ed the global behavior of Travel Agency ser-
viceby translatingtheHSMsto theinput languageof SPIN.
Translationof compositewebserviceswith interfacesspec-
i�ed as �nite statemachinesis discussedin [4]. We ex-
tendedthis translationalgorithmto HSM interfaces.First
we investigatedthe veri�cation of the Travel Agency ser-
vice usingasynchronouscommunication.During this be-
havior veri�cation we useddifferentinput queuesizes.We
observedthat for theTravel Agency servicethestatespace
increasesexponentiallywith the sizeof the queues.This
exponentialgrowth affectedthe performanceof the SPIN
modelchecker andit ranout of memoryfor queuesize12.
In fact,thereachablestatespacefor this exampleis in�nite
whenthequeuesareunbounded.

We appliedthe synchronizabilityanalysisto the Travel
Agency example,and identi�ed that it is synchronizable.
Therefore,wewereableto verify theTravelAgency service
with synchronouscommunicationwithoutaffectingits con-
versationset. With the synchronouscommunicationstate
spacecontainsonly 8911states,andthebehavior veri�ca-
tion with SPINtook 0.38secondsandused5.15MB mem-
ory. With synchronouscommunication,thesizeof theinput
queuesaresetto 0, andmessagesareconsumedassoonas
they aresent.Sincethemessagesarenotbuffered,thestate
spaceof thespeci�cationis reducedandthisreductionleads
to a signi�cant improvementin theef�ciency of thebehav-
ior veri�cation andavoidsthestatespaceexplosion.

We alsoimplementedthePurchaseOrderHandlingex-
amplebasedon the PeerControllerPatternandveri�ed it
with our modularveri�cation technique.Theinterfacever-
i�cation of theCRelationspeertook4.63secondsandused
3.73MB memory, theInvoicingpeertook4.54secondsand
used4.22MB memory, theShippingpeertook4.81seconds
andused3.91MB memory, thePurchasingpeertook 5.00
secondsand used7.69 MB memory, and the Scheduling
peertook4.83secondsandused3.76MB memory. Thebe-
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havior veri�cation with asynchronouscommunicationused
6.78MB memoryin 0.59secondsfor differentqueuesizes.
We observedthatduringany executionthereis at mostone
messageat eachqueueat any state; therefore,increasing
thesizeof messagequeuesdid not increasethestatespace
(10105states).Thisexperimentalobservationis notaproof
of thefactthattheresultsweobtainedusingboundedveri�-
cationwill hold for thisexamplewhenunboundedmessage
queuesareused.To guaranteethis,weappliedthesynchro-
nizabilityanalysisandidenti�ed thatthe� veHSMsgivenin
Figure3, aresynchronizable.With synchronouscommuni-
cationthereareonly 1562states,andbehavior veri�cation
with SPINtook0.08secondsandused2.01MB memory.

9 Conclusions

We presentedan HSM modelfor specifyingbehavioral
interfacesof peersin acompositewebservice.With HSMs
we achieved a compactrepresentationthat 1) re�ects the
natural hierarchyof the servicebehavior, 2) can specify
concurrentexecutionsof operations,and3) is suitablefor
automatedveri�cation. Weintegratedthismodelto adesign
patternthat facilitatesthe developmentof veri�able web
servicesthat communicatewith asynchronousmessaging.
Basedonthispattern,weanalyzedboththeconformanceof
thepeerimplementationsto their interfacesandtheglobal
interactionin the compositionwith a modularveri�cation
technique.Our experimentsshow that our modularveri�-
cationapproachcancheckasynchronouslycommunicating
web serviceimplementationsand their interactionsusing
reasonableamountof time andmemory. We extendedthe
synchronizabilityanalysisproposedin [9] to HSMs to ef-
�ciently identify synchronizablepeerinterfaces.With this
analysiswe veri�ed conversationsof compositeweb ser-
viceswith respectto unboundedqueues.We alsodiscussed
automatedtranslationof peerinterfacesspeci�edasHSMs
to BPEL to bepublishedfor interoperability.
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