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Abstract

We proposeanHierarchical StateMachine(HSM)model
for specifyingbehavioal interfacesof pees participating
in a compositavebservice We integratethe HSMmodelto
a designpatternwhich is supportedby a modularveri ca-
tion techniquethat can 1) statically analyzethe properties
aboutglobalinteractionsof a compositevebserviceand2)
ched the conformanceof the Java implementation®f the
participantpeessto their interfaces We extendthe syndiro-
nizability analysisto HSMsto efciently identify compos-
ite webservicesvhoseglobal interactionscanbeanalyzed
with respectto unboundedjueueausing nite statemodel
cheders. We also discussautomatedranslationof behav-
ioral interfacesspeci ed as HSMsto BPEL speci cations
to bepublishedand usedby otherservices.

1 Intr oduction

Webservicegrovide aframework for decouplinghein-
terfacesof Internetaccessiblapplicationdrom theirimple-
mentations.This framework facilitatesinteroperabilityand
integrationandenablesdevelopmenbf compositeservices.
Useof webservicedn critical businessapplicationamakes
developingreliable compositeweb servicesand analyzing
theirinteractionsextremelyimportant.

A compositeweb serviceconsistsof a collectionof in-
dividual web services,called peess, working in a collab-
oratve manner In our work, we assumehat the interac-
tion amongpeerds establishedhroughasyntironousmes-
sagesln asynchronousommunicationywhena messagés
sent,it is insertedinto a FIFO messagejueue,andthere-
ceiverconsumedi.e., receves)the messagevhenthe mes-
sagereachego thefront of the queue.Asynchronousom-
municationis necessaryo preventpeersgettingstuckdur-
ing a sendoperationdueto pausesn availability of there-
ceving peeror slow datatransmissiorthroughthe Internet.
Theinteractionamongthe peersn acompositevebservice
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canbe modeledas a corversation the global sequencef
messagethatareexchangedamongthe peerq7, 11, 15).

To achieveinteroperabilityamongwebservicest is nec-
essaryto have a contractualagreemenamongthe partici-
patingpeers.The WSDL [26] standards commonlyused
asa contractfor specifyingthe operationsandthe portand
messageypesof anindividual web service. This kind of
information,however, is not sufcient for developingcom-
posite services. WSDL is a connectvity contractwhich
doesnot modelthe behaior [19, 23]. A numberof stan-
dardshave beenproposedor describingthe behaior of a
webservice suchasBPEL [5] andWSCI[25]. In [7], nite
statemachinesreusedfor specifyingbehaioral interfaces
andin [9] it is shavn that other behavioral descriptions
(suchasBPEL) canbe translatedo nite statemachines.
Finite statemachinesare powerful enoughto specify be-
havioral interfacesof typicalwebservicesandthey aresuit-
ablefor automatedeasoningHowever, dueto explicit and
at representatiomf the states behaioral interfacesrep-
resentedas nite statemachinesmay containalarge num-
berof statesandmay be hardto understanagincethey lack
high-level structure.In this paperwe proposeausinghierar
chicalstatemachinego specifythebehaioral interfacesof
peergparticipatingin acompositevebservice.

A hierarchical state machine (HSM) is a nite state
machinewhosestatescan be compositeor atomic states.
HSMs are basedon statechart§12]; however, insteadof
the eventsusedin statechartsin our model,the transitions
of HSMs are triggeredby sendingor receving of asyn-
chronousmessagesThe adwvantageof usingHSMsover -
nite statemachiness thatHSMscande ne awebservicein
amorecompactway andrepresenthe naturalhierarchyof
the servicebehaior. An HSM canhave exponentiallyless
numberof statesandtransitionsthana correspondingat
nite statemachine Moreover, with HSMs,we canspecify
concurrentexecutionsof operationswvhich arecommonin
webserviceapplications.

Statemachinesare usedasbehaioral contractsalsoin
[10] and[2]. Unlike our work, their goalis automaticweb
servicecomposition. In [1] and[18] statechartare used
to describeservicebehaior, speci cally to declarea ser
vice composition. Unlike thesestudies we useHSMs not



only for specifyingwebserviceshut alsofor verifying their
globalinteractionproperties.

In this paperwe usethedesignfor veri cation approach
proposedn [3, 4] to aid the developmentof reliable com-
positeweb servicesin Java. We usea designpatternthat
decouplesoperationgelatedto the applicationlogic from
thecommunicatiordetails[4]. This patterncalledthe Peer
ControllerPattern requiresexplicit speci cationof thepeer
interfacesduring implementation. The peerinterfacesare
thebehaioral contractghatthe peerimplementationfiave
to obey.

A peerinterfaceprovidesa high-level descriptionof the
peerbehaior andassuchit canbeusedasanabstractiorfor
theveri cation purposesBasedon the peerinterfacesand
the proposediesignpattern,we usea modularveri cation
techniqueto statically checkboth propertiesof peerinter-
actionsand the conformanceof the Jasa implementations
of the peersto their interfaceg4]. In additionto their use
duringstaticveri cation, peerinterfacesanalsobeusedas
a monitoringtool at run-time. In this paperwe show that
HSMs can be usedto specify the peerinterfacesand we
extend the modularveri cation approachdescribedn [4]
to HSMs. Furthermorewe automaticallytranslatehe peer
interfacesto BPEL speci cations.The behaioral interface
speci cationof a peercanbe publishedin BPEL andused
by otherserviceghatinteractwith thatpeer

Ourcontributionsin this papercanbesummarizeésfol-
lows: 1) we presentan HSM modelfor specifyingpeerin-
terfacesandwe integratethis HSM modelto a designpat-
ternfor developingreliablecompositevebservicesn Jasa,
2) we provide a tool for automatedgenerationof BPEL
speci cationsfrom the peerinterfacesspeci ed asHSMs,
and3) we extendthe synchronizabilityanalysisintroduced
in [9] to the synchronizabilityof HSMs. A compositewveb
serviceis calledsynchronizabléf its conversationsetdoes
not changaewvhenasynchronousommunicatioris replaced
with synchronouscommunication. Since the automated
veri cation of asynchronoushicommunicating nite state
machinesis an undecidableproblem, the synchronizabil-
ity analysisenablesus to identify compositeweb services
which can be veri ed usingthe synchronousommunica-
tion semanticsThe automatedynchronizabilitychecken-
ablesus to reasonaboutthe global behaior with respect
to unboundedjueuesandto improve the ef ciency of the
behaior veri cation by remaving the messagegueuesand
henceyeducingthe satespacewithout changinghe beha-
ior. The extendedsynchronizabilityanalysispresentedn
this paperidenti es the synchronizablgeerinterfacesef -
cientlywithout attening the HSMs.

Recently someresearcherhiave used existing model
checkingtoolsto assureeliability of web services.Model
checkingis an automatedveri cation techniquethat ex-
haustvely searcheshe statespaceof a systemto verify or
falsify (by generatingounterexamplesgafetyandliveness
properties.In [21] and[9] the authorsverify a givenweb

service o w (speci edin WSFL andBPEL respectiely) by
usingthe explicit statemodelchecler SPIN[14]. In [13]
theLabeledTransitionSystemAnalyzer(LTSA) is usedfor
inferring the correctnes®f the web servicecompositions
which arespeci edusingmessagsequenceharts.In [22],
webservicesareveri ed usinga PetriNet modelgenerated
fromaDAML-S descriptiorof aservice.An extendedPetri
Netmodelis proposedn [24] for veri cation of work o ws
and analyzinginheritancerelationsamongmodels. These
earlier veri cation efforts focus on the speci cation level
anddo notaddresshe correctnessf individual peerimple-
mentations. Veri cation of the communicationo w does
notguarante¢hatacompositevebservicebehaesaccord-
ing to its speci cationunlesswe canensurethat eachpeer
obeysits publishedcontract(this requirements calledcon-
formancein [19]). In our framework, both interactionbe-
havior andinterfaceconformancareveri ed.

The outline of the paperis asfollows: Section2 gives
two motivatingexamples.Section3 explainsthe PeerCon-
troller Pattern.Sectiond present¢the HSM modelandSec-
tion 5 presentshe semanticsof compositeweb services
basedon the HSM model. Section6 discusseghe syn-
chronizability analysisfor HSMs. Section7 explainsthe
automatedranslationof peerinterfacesto BPEL. Section
8 present®ur automatedreri cation techniqueandthe ex-
periments Section9 concludeghe paper

2 Motivating Examples

We will usetwo examplesto illustratethe approactpre-
sentedn this paper The rst oneis a Travel Agency ser
vice. Thisserviceresenesahotel,acaranda ight accord-
ing to arequestomingfrom acustomerA travel agentgets
thetravel informationfrom the customer The travel infor-
mationis asetof alternatve datesandvacationdestinations.
Then,the travel agentstartsthe accommodatiomndtrans-
portationresenations.Theseresenationsaremadeconcur
rently anddo not have ary dependengbetweerthem. The
transportatiomesenationbooksacaranda ight if thecus-
tomerwantsa transportatiorresenation. The bookingsof
the carandthe ight alsooccurconcurrentlyto complete
thetaskin atimely manner A ight resenation could be
one-way or round-tripdependingntherequestFinally, an
itineraryis sentto thecustomer

The Travel Agencyservicedescribedhboveis composed
of veindividual serviceqpeers):CustomerTravelAgent,
CarReserg, HotelResere, and FlightResere. The Cus-
tomerserviceprovidesthe informationaboutthe customer
requestto the TravelAgentwith the place date process,
transportReswandtransportNoResmessageslhe Travel-
Agentarrangesesenationsaccordingo therequest®f the
Customerandrespondgo the Customemith thetravellnv
message.The otherthreeservicesperformspeci ¢ reser
vationrequestsThe HotelResere communicatesisingthe
reqHote| andhotellnv messageshe CarReserg usingthe



reqCar, andcarlnv messagesandthe FlightResere using
thereqFlight, and ightin v messages.

The secondexamplewe will discussin this paperis a
Purchase Order Handling servicedescribedn the BPEL
1.1 speci cation [5]. In this example,a customemakes
a purchaseorderto a vendor The vendorcalculatesthe
price for the orderincluding the shippingfee, arrangesa
shipmentandscheduleshe productionandshipment.The
vendorusesan invoicing serviceto calculatethe price, a
shippingserviceto arrangethe shipmentanda scheduling
serviceto handlescheduling. To respondto the customer
in atimely manner the vendorperformsthesethreetasks
concurrentlywhile processinghepurchaserder Thereare
two control dependencieamongthesethreetasksthat the
vendorneeddo consider:The shippingpriceis requiredto
completethe nal price calculation,andthe shippingdate
is requiredto completehescheduling After thesetasksare
completedthevendorsendsaninvoiceto the customer

The web servicefor this exampleis composedf ve
peers: CRelations PurchasingShipping, Schedulingand
Invoicing. Customersorderproductsusingthe CRelations
peerandthereqOder messageThe CRelationgpeercom-
municateswith the Purchasingpeerwhich plays the role
of the vendordescribedabove. The Purchasingpeerre-
spondgo theCRelationswith thereplyOder messageThe
remainingservicesare the onesthat the Purchasingpeer
usesto procesghe productorder The Shippingpeercom-
municateswith the reqShipping and schedule messages,
the Schedulingpeerwith the productSbedule and ship-
pingSdhedulemessagesndthelnvoicing peerwith theini-
tialize, shippingPrice andinvoicemessages.

In both servicesdescribedabove, the communication
amongthe peerds throughasynchronoumessagingThese
servicescan procesamore than one customemrequestat a
time. Eachcustomerequestis processeaccordingto the
associatedontrollogic describedhbove.

We areinterestedn analyzingthe interactionsof mul-
tiple peersin compositeweb servicessuchasthe onesde-
scribedabove. In [7, 8, 9] interactionsamongpeersin such
asystemis speci edasa corversationj.e., thesequencef
messagesxchanged@mongpeergecordedn theorderthey
are sent. The corversationset captureshe global beha-
iors of a compositeweb servicewhereeachpeerexecutes
correctlyaccordingto its interfacespeci cation,andevery
messagever sentis eventuallyconsumedWe assumeahat
nomessagearelostduringtransmissionwhichis areason-
ableassumptiorbasedon the messagingramawvorks such
as[17, 20, 16].

3 PeerController Pattern

In this sectionwe presenthe Peer Contmoller Pattern[4]
which helpsprogrammersn developingreliable web ser
vicesthatarecomposef asynchronouslgommunicating
peers.The compositeweb servicesmplementedasedon
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Figure 1. Class Diagrams: (a) Peer Controller
Pattern (b) Hierarchical State Machines

this designpatternareamenabléo automatederi cation.

The driving forcesfor the PeerControllerPatternareas
follows: 1) To achiere interoperability the interfaceof a
peershouldbe speci edexplicitly andshouldsene asabe-
havioral contract specifyingeverythingotherpeersneedto
know to interactwith it. A peerinterfaceshouldnot be af-
fectedby the changesn the peerimplementatiorthat are
irrelevantto this contract.2) Theapplicationlogic of apeer
shouldbe implementedseparatéfrom the communication
logic handlingthe asynchronousommunicationThis sep-
arationis necessaryor standardizatiomf the communica-
tion andmaintainabilityof thecode.3) Theimplementation
shouldbe amenabldo automatedreri cation. Dueto their
distributed natureand asynchronougommunicationweb
servicesareproneto errors. Thereshouldbe a scalableau-
tomatedveri cation framework to ensuretheir correctness.

Theseforcesareresohedby thePeerControllerPattern.
Sincethe PeerControllerPatterndecoupleghe application
logic of a peerandthe communicatiorcomponentthe de-
velopercanfocuson the applicationlogic without worry-
ing aboutthe detailsof the asynchronousommunication
implementation. This patternalso facilitatesexplicit be-
havioral interfacedescriptionsand is supportecby an au-
tomatedveri cation technique. The classdiagramfor the
PeerControllerPatternis shavn in Figurel(a). Theclasses
adeveloperneeddo write aredravn asbold. Otherclasses
canbeusedasis, withoutmodi cation.

The applicationlogic is implementedwith the Appl i -
cati onThread. Eachinstanceof this threadis identi ed
with a sessiomumber The applicationthreadcommuni-



catesasynchronouslyith otherpeersthroughthe Conmu-
ni cat or whichis a Java interfacethat providesstandard-
ized accessto the communicationimplementation. This
Java interfaceprovidesa single receive operationand one
sendoperationpermessagéype.

The Communi cationControl | er classis a servlet
that performsthe actual communication. Sinceit is te-
dious to write sucha class,we provide a servletimple-
mentation(Peer Ser vl et ) that usesJAXM [16] in asyn-
chronousmode. This servletdealswith openingan asyn-
chronousconnectioncreatingSOAP messagesand send-
ing andreceving SOAP messagethroughthe JAXM pro-
vider. TheComuni cat i onCont r ol | er classextendsthe
Peer Ser vl et andimplementghe Communi cat or .

ThePeer Ser vl et servletis associatevith aThr ead-
Cont ai ner which containsapplicationthreadreferences
indexedby sessioridenti ers. Whena messagevith a ses-
sionidenti er is recevedfrom the JAXM provider, it is del-
egatedto thethreadindexedwith thatsessiomumber l.e.,
thereis onethreadfor eachsessiorandthatthreads respon-
siblefor executingthe applicationlogic for thatsession.

In the PeerController Pattern, the behaioral interface
of a peeris written asaninstanceof the Communi cat or -
Interface class. This classde nes the peerinterface
which is the behaioral contractof the peer This explicit
de nition of the behaioral contractis crucial both for in-
teroperabilityandmodularveri cation.

4 Hierar chical State Machines

We proposeusingHierarchicalStateMachines(HSMs)
for specifyingbehaioral interfacesof participantpeersin
a compositeweb service.Figures2 and3 shov the HSMs
specifyingthe peerinterfacesor the Travel Ageng/ andthe
Purchas®©rderHandlingservicesrespectiely.

The classdiagramin Figure 1(b) shavs the structure
of the HSMs. An HSM state can either be an atomic
stateor a compositestatewith substates.There are two
types of compositestates: And and O states. In Fig-
ures 2 and 3, compositestatesare shovn as rectangles
and atomic statesare showvn as circles. The substateof
And statesareseparatedisingdashedines. EachOr state
has a unique default substate(shavn with an arc with-
out a source). Each state has an attribute called f i nal
which denotesf it is a nal state( nal statesare shavn
with doublelines). We assumehat eachHSM hasa root
stateat the top of the statehierarchy which is anOr state
(we donotshaow thisroot statein the gures).

An HSM consistsof a setof statesanda setof transi-
tions. Therearetwo typesof HSM transitions: sendand
receve transitions.Eachtransitionhasa sourcestate a tar
getstate,anda messageWe denotea receve transitionas
(r, 7m,r") wherer is the sourcestate,’ is thetargetstate,
andm is themessageeceved.

A sendtransitionhasan additionalattribute, a guarded
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Figure 2. Interfaces for Travel Agency

command,which is a pair of conditionson messageon-
tents. A guardedcommandconsistsof a guardcondition
on the contentsof the latestinstancef the messagethat
have beentransmitted andan updateconditionon the con-
tentsof the messagéo be sent. A guardconditionconsists
of predicate®nthe elds of thelatestmessages,ombined
with thelogical operatorsh, Vv, —. An updateconditionis a
conjunctionof predicatesvhich assignvaluesto the elds
of the messagehatis beingsent. We denotea sendtran-
sition as (r, !m[g/u], ") wherer is the sourcestate,r’ is
thetargetstate,m is the messagéeingsent,g is theguard
conditionandw is the updatecondition.

Considerthe Travel Ageng/ example. Recall that, in
this example,a ight resenation could be for a one-way
or a round trip ight dependingon the requestof the
customer The TravelAgent peer has two send transi-
tions that correspondo thesetwo caseswith labels!req-
Flight[transportResvight = oneway/ reserve= onewayj
and !reqFlighftransportResvight = roundtrip/ reserve=
roundtrip] wherereserveis a eld of the regFlight mes-
sageand ight is a eld of thetransportReswmessageWe
assumethat eachmessageeld is either booleanor enu-
merated.Note that, we only modelthe messageelds that
in uence the interfacebehaior. Therecanbe othermes-
sageelds in theimplementatiorwhich containdata. These
elds, however, do not needto be a part of the interface
modelif they do not affecttheinterfacebehaior.

Finally, in HSMs,dependengarcscanconnecistatego
transitions A transitioncanonly betakenif thecurrentcon-
guration of anHSM containghestateghatarethesources
of all thedependengarcsthat pointto thattransition(for-
mal descriptionis givenbelow). In Figure3, therearetwo
dependeng arcs. One of themimplies that the transition
from ag t0 a9 canonly betakenif thethe currentcon gu-
ration containsthe statesug andag. The otherdependeng
arcimpliesthatthe transitionfrom a13 to a14 canonly be
takenif thethecurrentcon gurationcontainsaiz anday.

HSMsareavariationof Statechartfl 2]. Thedifferences
are,in HSMs1) thetransitionsaretriggeredby the sendor
receve operationsnsteadof events,2) thetransitionguards
andupdatesarede ned on messageontentsand3) depen-
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deng arcsare usedinsteadof predicateson statesin the
guardsof thetransitions We alsorestrictthe HSMssothat:
1) thelabelsof the substatesf an And statearedisjoint, 2)
therearenotransitionsamongthe substatesf anAnd state,
and3) an HSM canleave a stateonly if that stateis exit-
readywhich meanghatall of its substateare nal states.

HSMs provide a compactmodel which representghe
natural hierarchyin the interface behaior. Considerthe
peerinterfaceof the TravelAgentpeergivenin Figure2(a).
(For readability the guard and updateconditionsfor the
sendtransitionsarenot shavn in the gure.) Thisinterface
is speci edwith 19 stateqexcludingtheroot state)and13
transitions If we specifythisinterfacewith a at nite state
machinetherewould be 35 statesand 78 transitions.

Now, we de ne theHSM modelformally. An HSMis a
tuple P =(S,C,I, F, T, M, D) whereS is the setof states
(including the root state),C' is the setof con gurations,
I € C is theinitial con guration, F' C C is the setof
nal con gurations,T is the setof transitions,M is the set
of messagesand D is the setof dependengarcs. We use
class(M) to denotethe setof messagelassesndfor each
messagen € M we useclass(m) to denotethe message
classof m. For eachcompositestates € .S, we usesub(s)
to denoteits substatesFor a substates, super(s) denotes
its superstateWe usesub® (s) andsuper® (s) to denoteall
thedescendantsndancestorgrespectiely) of thestates in
thestatehierarchy We alsode ne thefollowing: sub*(s) =
sub* (s) U {s} andsuper*(s) = super* (s) U {s}. Given
astates, type(s) € { atomi ¢, Or, And } denotests type.

A con gurationc € C U Cyyp is atreewhosenodesare
statesfrom S. We denotethe root nodeof a con guration
c asroot(c). We useC to denotethe con gurationswhose
root is the root state,andthe restof the con gurationsare
called subcon gurations,denotedby Cs,p. Givena con-
guration ¢ anda states thatappearsn ¢, subcon(s, c) is
the set of subtreegsubcon gurations)of ¢ for which the
root nodeis a substateof s, i.e., ¢ € subconfs,c) =

super(root(c’)) = s. We usesubconf (s, c¢) to denoteall

the subtreesf the states in ¢. All con gurationshave to

satisfythefollowing constraints1) Theroot stateof all the
con gurationsin C'is root; 2) Childrenof a nodein a con-
guration aresubstate®f thatnode;3) All the leaf nodes
in acon gurationareAt oni ¢ states4) EachOr statein a
con guration hasexactly onechild whichis oneof its sub-
statesand5) EachAnd statein a con gurationhasall of its

substateasits children.

TransitionsetT is partitionedto two setsT" = Ts U TR,
whereTs is the setof sendtransitionsand7y is the setof
receve transitions. Eachsendtransitiont € Ts is atuple
t = (r,z,g,u,r’) wherer € S is thesourcestate,”’ € S
is the tamet state,z € class(M) is the messagelassof
the messagehatis beingsent,g is the guardconditionde-
ned onthecontentof thelatestinstance®f themessages
thathave beentransmittedandw is theupdateconditionde-
ned onthecontentof themessagé¢hatis beingsent.Each
receve transitiont € Tr is atuplet = (r,z,r') where
r € S is the sourcestate,”” € S is the tamget state,and
z € class(M) is the messagelassof the messagehatis
beingreceved. Eachdependengarcd € D is a state-
transitionpair d = (s,t), i.e., D C S x T. A transition
canonly betakenin a con gurationwhich containsall the
stateghatarethe sourceof a dependengarcthatpointsto
thattransition.

In theinitial con guration I, all thestatesvhicharesub-
statesof an Or stateare default states. A con guration ¢
is a nal con guration (i.e., ¢ € F) if all the statesin ¢
which aresubstatesf anOr stateare nal states.We call
a states in a con guration ¢ exit-readyif all the statesin
subcon(s, ¢) which are substate®f an O stateare nal
states.A con gurationc is a nal con gurationif root(c)
is exit-ready A transitionfrom astatein acon gurationcan
only betakenif thatstatein thatcon gurationis exit-ready

The executionof anHSM startsfrom theinitial con gu-
rationandcontinuesoy transitioningto a next con guration
of the currentcon guration until one of the nal statesis
reachedIn Figure4 we shav thenext con gurationcompu-
tationfor HSMs. Givena currentcon gurationanda mes-
sage,the takeReceieTrans function computesall the next
con gurations after receving that messageand the take-
SendTrans functioncomputesll thenext con gurationsaf-
ter sendingthat messageisingthe recursve functionsnext
andconstruct.

5 Interactions of HSMs

In this sectionwe discussthe semanticof a composite
webservicebasedn the PeerControllerPatternwhosein-
terfacesarede ned with HSMs. In our model,HSMsinter-
actwith eachotherby exchangingmessagethroughFIFO
gueues.We assumehat eachHSM is associatedvith an
input messagegueueandthe messageare deliveredwith-
outary error (i.e., no duplicate,lost or modi ed messages



takeSendTans(m:Message( :setof Con®gurations)

returnsa setof Con®gurations
N : setof Con®gurations
for eachc in C addall elementf next(c,m,“send”)to N
storethe contentof m asthelatesttransmittednessagef its type
returnN

takeRecereTrans(m:Messag, C :setof Con®gurations)

returnsa setof Con®gurations
N : setof Con®gurations
for eachc in C addall elementf next(c,m,“receive”) to N
storethe contentof m asthelatesttransmittednessagef its type
returnN

next(c:Con®gurationm:Messagedlirection: String)
returnsa setof Con®gurations
T: setof TransitionsR; N : setof Con®gurations
if direction = “send”thenT := ndSendTrans(c,m)
elseT := ndReceiveTrans(c,m)
if T # then
if type(root(c)) = at oni ¢ or cis exit-readythen
for eacht € T wheresis thetargetof t
®nds, s.t.s, € super (root(c)) N super (s9)
andsub(s,) ¢ super (root(c)) N super (s9)
addconstruct(s®s,) toR
returnR
if T = andtype(root((c)) = at om c thenreturn
for eachc® € subconf (root(c),c)
N := next(c®m direction)
for eachc®e N
if super (root(c®9) = root(c) then
malke a copy of ¢ replacingc® with c%0
addthecopy toR
elseif ¢ is exit-readythenaddc®to R
returnR

ndSendTrans(c:Con®gurationm:Message)eturnsa setof Transitions|
T: setof Transitions
for eacht = (s1; class(m); g; u; s2) € Tg s.t.s1 =root(c)
if thereis adependenc(sy;t) € D s.t.sy is notin c then
continue
if thecontentwof thelatesttransmittedmessagesatisfyg
andthe contentf m satisfyu then
addttoT
returnT

ndRecvT rans(c:Con®gurationm:Message)eturnsa setof Transitions|
T: setof Transitions
for eacht = (s1;class(m);sz2) € Tr s.t.s1 =root(c)
if thereis adependenc(sg;t) € D s.t.sy isnotin c then
continue
addtto T
returnT

construct(s; ,s:State)returnsa Con®guration
c: Con®guration;
setroot(c) to s
if type(s) = And then
for eachs? € sub(s) addconstruct(s;,s? to subconf (s,c)
elseif type(s) = O then
if s € supert(s¢)
®nd £ € sub(s) s.t.s° € super (s¢)
elselet s° € sub(s) bethedefult state
addconstruct(s;,sY) to subconf (s,c)
elsesubconf (s,c) :=
returnc

Figure 4. Next Configuration Computation

during transmission) Whena messagen is sentfrom the
peer;: to the peerj, the messagen is insertedto the endof
the input messagejueueof the peerj, andthe con gura-
tion of the peer: is updatedaccordingo thetakeSendTans
functiongivenin Figure4. A peerrecevesa messagdy
consuminghe rst elementof its input messaggueueand
updatesits currentcon guration accordingto the takeRe-
ceiveTrans functiongivenin Figure4.

Formally, a composite service is a tuple C'S =
(M, Py,...,P) where M is a nite setof messagesk
is the numberof interactingpeers,for eachl < i < k,
P =(S,Ci, Li, F,Ti, M, D;) isanHSM de ning thein-
terfaceof peeri, andM = {J, . o, M.

We de ne the executionsemanticsof a compositeser
vice asatransitionsystem?’(CS) = (IT,CT, RT) where
CT is the setof con gurations, I'T" C CT is the setof
initial con gurations,and RT is the transitionrelation of
the system. The setof con gurationsis de ned asCT =
C1 X Q1 % ...xCk x Qx wherek representthenumberof
peersin the compositionand); is the con guration of the
messagejueuethatholdstheincomingmessageto peeri.

We introducethe following notation. Given a message
m € M, receive(m) denotesthe peerthat receves the
messagen. Givenacon gurationc € C'T anda peeriden-
tier ¢, ¢(C;) denotesthe con guration of the peer P, in
con guration ¢, and¢(Q; ) denoteghe con guration of the
inputqueue?); in con gurationc. We de ne two functions.
The functionappend bom(Q) x DOM(Q) — DOM(Q) is
usedfor manipulationof the queuecon gurations, where
appendQ@i, Q2) appends), to theendof Q;. Thefunc-
tion r streturnsthe rst elemenin @. () denoteanempty
queueand (m) wherem € M denotesa queuecontaining
asinglemessagen.

The setof initial con gurationsof T'(CS) is de ned as
IT={c|ceCT N V1<i<k,c(Qi)={() A c(C)=
1)}

We de ne the following relation for a sendtransition
which sendsamessagen:

RTim = {(¢,d) | e, € CT AN (F1 <3 <k,

¢ € P .takeSendiangm,ci) A c(Ci) = A(C) =d
AL <j <k, j#i,c(Cy)=c(C)))

Areceivefm) = Py, A ¢(Qp) = appendc(Qp), (m))
AVL <1<k, l#p,c(Q)=c(@))}

We de ne thefollowing relationfor a receve transition
whichrecevesa messagen:

RTom ={(¢,d) | e, e CT A (F1 < i <k,

¢ € P, takeReceivefangm, ci) A ¢(C) = ¢
A(C) = AYL< j < b, j #i,d(C) =e(G)
A rste(Qp)) =m Aappend(m), ' (Qi)) = ¢(Qi)
ANV SIS kL4, (@) = c(@)))}

Finally, thetransitionrelation RT for theT'(CS) is

RT = | J (RTim U RTon)
meM



Having de ned the executionsemanticof a composite
service,we cande ne the corversationgyeneratedy exe-
cutionsof acompositeservice.An executionsequence =
co, C1, ... ISasequencef con gurationswherefor eachi >
0, (¢i,ci+1 ) € RT andcg € IT. Thecorversatiornconv(e)
generatedby an execution sequencee is de ned recur
sively asfollows: The conversationconuv(co) is the empty
sequence. The corversationconv(co, €1, ..., ¢n, Cn+1 ) IS
equalto conv(co, c1, ...,cn ), m if thereexists a @); such
thatca+1 (Qj) = appenden (Qj ), (m)), andit is equalto
conv(cy, c1, ..., ¢n ) Otherwise A corversatiorisacomplete
corversationf in thelastcon guration of the executionse-
guencesachpeerisin a nal con gurationandall themes-
sagequeuelareempty

Corversatiormodelgivesusa corvenientframework for
analyzinginteractionsof web services. Given this frame-
work, a natural problemis verifying propertiesrelatedto
cornversationsAs discussedn [8], temporallogic LTL can
be extendedto specifypropertieof corversationsA com-
positeweb servicesatis esanLTL propertyif all the con-
versationgjeneratedby the servicesatisfythe property

In general, model checking corversationsof asyn-
chronouslycommunicatingnite statemachiness anunde-
cidableproblem([8]. In [9], a setof synchronizabilitycon-
ditions are introducedto identify compositeweb services
whichcanbeveri ed using nite statemodelcheckingech-
nigues.In thenext sectionwe discusghesynchronizability
analysisof HSMs.

6 Synchronizability Analysis

Synchronizabilityanalysisis a techniquefor identifying
systemghatgeneratehe samecorversationsetunderboth
asynchronouand synchronougommunication([8, 9]). If
asystemof asynchronouslgommunicatingnite statema-
chineds synchronizablewe canverify thesystemwith syn-
chronoussemanticdy omitting the input queues.This re-
duceshestatespaceof thesystento a nite setandenables
automatederi cation. Sincethegeneratedorversatiorset
remainsthe sameandthe propertiesare de ned over con-
versationstheveri cation resultsholdfor theasynchronous
communicatiorsemantics.

Synchronizability analysisusestwo sufcient condi-
tions: 1) synchronouscompatibility and 2) autonomous
condition. Synchronousompatibility requiresthat when
one peeris readyto senda messagethe recever should
bein a statewhereit canrecevveit. The autonomougon-
dition requiresthat at ary statea peerhasexactly one of
thefollowing threechoices:1) to send,2) to receve, or 3)
to terminate|.e., a peercannothave bothreceve andsend
transitionsfrom the samestate. Note that, the autonomous
conditionstill allows a certainlevel of nondeterminismIf
a peeris in a statewhereit canonly senda messagethe
choiceof which messagéo sendcanbe nondeterministic.

Below we discussthe synchronizabilityof a composite

autonomy() returnsboolean
for eachs € sub(r oot)
status := simpleAutonomy(s)
if status = “fail” returnfalse
if sis ®nalreturn nalStateCheck(s)
returntrue

simpleAutonomy(s:State)returnsString
mystatus: String
mystatus := “none”
if thereis a sendtransitionfrom s then
mystatus := “send”
if thereis areceve transitionfrom s then
if mystatus = “send” thenreturn“fail”
elsemystatus := “receve”
for eachs® € sub(s)
status := simpleAutonomy(s®)
if status = “fail” thenreturn“fail”
if thereexistsa transitiont from s°
s.t.targetof t is notin sub®(s) then
if status = “send” andmystatus = “receve” thenreturn“fail”
if status = “receive” andmystatus = “send” thenreturn“fail”
if status # “none” thenmystatus ;= status
returnmystatus

nalStateCheck(s:State)returnshoolean
if thereexistsatransitionfrom s thenreturnfalse
for eachs® € sub(s)
if s%is ®nal and nalStateCheck(s) = falsethenreturnfalse
returntrue

Figure 5. Autonomy Check

web servicewhich consistsof peersspeci ed as HSMs.
We checkthe above two conditionswithout attening the
HSMs. Since,on average the numberof statesandtransi-
tionsin anHSM arelessthananequialent at nite state
machinetheanalysigperformecdon HSMsis moreef cient.

Checking Autonomous Condition. The autonomycheck-
ing algorithmis givenin Figure5. The baseconditionis
that given a state,all the transitionsoriginating from that
stateshouldbe eithersendtransitionsor receve transitions.
If this conditionis satis ed,thenwe investigatevhetherall
of thesubstatesf thatstatesatisfythis conditionaswell.

The function simpleAutonomy in Figure5 rst checks
this basecondition. If thereareno failures,it examinesthe
transitionswhosesourceandtarget statesdo not sharethe
samesuperstateFor eachcompositestates, the transition
type from s shouldbe the sameasthe transitiontype from
its nal substateto the stateghatarenotthe substatesf s.
For example,addingthetransition(a14, ?m, a15) to Figure
3(a)wouldviolatetheautonomy Ontheotherhand,adding
the transition (a14, 'm[g/u], a15) doesnot violate the au-
tonomouscondition.

The autonomycheckalgorithm rst invokesthe simple-
Autonomy for all substatesf theroot. If nofailuresarere-
ported thealgorithmcheckghattherearenocon gurations
in C thatfollow thecon gurationsin the nal con guration
set(F) of theHSM in question.If no violationsarefound,
thealgorithmconcludeghatthe HSM is autonomous.



synchronougPeers. setof HSMs)returnsboolean
inspect:setof Con®guratiorarraysa; b:Con®gurationarray
sendConf, recvConf :setof Con®gurationslegal:boolean
inspect :=
for eachP; € Peersalfi] :=P;.l
adda to inspect
while inspect # do
remove oneelementfrom inspect andwrite it to a
for eachMessagan € M
for eachP; € Peers
legal :=false
sendConf := P,.takeSendTans(m, {ali] })
if sendConf#  then
for eachP; € Peerss.t.P; # P;
recvConf := P .takeReceveTrans(m,{aj] })
if recvConf #  then
legal=true
for eachsc € sendConf
for eachr ¢ € recvConf
letbbeacopy of a
seth|i] to scandbfj] torc
addbto inspect
if legal=falsethenreturnfalse
returntrue

Figure 6. Synchronous Compatibility Check

Checking Synchronous Compatibility Condition. To
checkthe synchronougompatibility of the peersin acom-
posite web service, we searchfor the illegal con gura-
tionsin the Cartesianproductof the peerinterfaces. The
con gurationsof this productare tupleswith the domain
C1 X ... x Ck wherek is thenumberof peerdn thecompo-
sition. Let ¢; denotethe con gurationfor peerP, ataprod-
uct con guration. A con guration in the productis illegal
if P, .takeSendTans(m, ¢;) returnsanonemptysetwhile for
all other peersP, .takeReceveTrans(m, ¢;) is empty The
synchronousompatibility checkingalgorithmis givenin
Figure6.

7 BPEL Generation

Whena compositevebserviceis implementedasedn
the PeerControllerPattern,we cangeneratBPEL speci -
cationsfor eachparticipatingpeer We have implemented
a translatorthat takes HSMs de ning the peerinterfaces
and automaticallycreatesBPEL speci cationsto publish.
Thetranslatorrst synthesize3VSDL speci cationswhich
aretheconnectvity contractsandthengeneratethe BPEL
speci cations. A generatedBPEL speci cation contains
partnerlink de nitions to accesotherpeersvariabledec-
larations,andbehaior descriptionof the peer

Tore ect thehierarchyof thepeerinterface thebehaior
descriptionin a generatedBPEL speci cation consistsof
nestedscopes. Eachscopehastwo local variables. The
variablest at e representsurrentstatein thescopeandthe
variableexi t is usedfor exiting the scope Eachscopeis a
whi | e loop thatterminatesdependingon exi t . The body

of theloopis aswi t ch activity whosecase conditionsare
onthevalueof thest at e.

A caseblock implementingthe operationsat the corre-
spondingstate,consistsof two activities. The type of the
rst actvity depend®n thetype of the state.If the stateis
of typeAnd, af | owis generatedvhich hasonesubactvity
perits substatelf thestates of typeOr , anew scopés gen-
eratedandthisinnerscopeslocalst at e is setto thename
of the default substate. The secondactiity corresponds
to thetransitionsoriginatingfrom this state. The mappings
of sendandreceve transitionsto BPEL codefragmentsare
similar to the mappingdiscussedn [4], which aresending
or receving appropriatemessagesnd settingthe current
state.In this secondactiity, if the stateis anexit-statethen
thelocalexi t variableis set.

Thefollowing is anexcerptfrom the BPEL speci cation
generatedrom the peerinterfacein Figure2(a). This ex-
cerptshavsthe codefragmentsynthesizedor statex..

<case condition="state="x2"">
<sequence>
<flow>
<scope>
<variables> ...<Ivariables>
<l-- define fresh state
<sequence>
...<l-initilize state and exit
<while condition="exit!="yes">
<switch>
<case condition="state='x7"">
<sequence>
<flow>
...<l--car
...<I--flight
</flow>
<assign><copy>
<from expression="yes"/>
<to variable="exit"/>
</copy></assign>
</sequence>
</case>
...<l--cases
</switch>
</while>
</sequence>
</scope>
<scope>
...<l--hotel
</scope>
</flow>
...<l--send
</sequence>
</case>

and exit variable-->

variables-->

reservation-->
reservation-->

when state is x5 or 'x6-->

reservation -->

travellnv, and assign 'x19' to state-->

If therearetransitionswhosesourceandtargetstatesare
notsiblings,thetranslatoidenti es theseransitionsduring
preprocessingnd attens thatportion of the HSM.

Whentherearedependengarcsin a peerinterface,the
translatorgenerate®nel i nk [5] perarc. The translator
placesthe link target and sourceinside the corresponding
sendor receve fragments. Considerthe dependeng arc
in PurchasingFigure 3(a)) which implies that to take the
transitionfrom ag to aj9 the currentcon guration hasto
containthe stateag. For this dependengarc,thetranslator
putsthelink sourceinsidethe actwity thatsetsthe stateto
ae, andputsthelink targetinto the fragmentcorresponding
to thetransitionfrom ag t0 a1g.



8 Automated Veri®cation and Experiments

Basedon the peerinterfacesspeci ed with HSMs and
the PeerController Pattern, we can checkthat eachpeer
implementationconformsto its interface (interfaceveri -
cation),andverify propertiesof the peerinteractionausing
the cornversatiormodel(behaior veri cation). In this sec-
tion, we presenthis modularveri cation techniqueandthe
veri cation resultsfor thetwo motivatingexamples.

Duringtheinterfaceveri cation, we checkeachpeerm-
plementatiorseparatelyWe usethe peerinterfacesimple-
mentedasConmuni cat i onl nt er f ace instancegSection
3) with theHSMsde ning theorderof messageapeercan
sendandreceve. A peerimplementationconformsto its
interfaceif all thecall sequenceto theCommuni cat or are
acceptedy its HSM. For example,in the Travel Ageng
service,a threadimplementingthe CarReserg peercon-
forms to its interfaceif it sendsa carlnv messageo the
TravelAgentif andonly if afterrecevingareqCarmessage.

Fortheinterfaceveri cation we usethe programchecler
Java PathFinder(JPF)[6]. JPFis an explicit statemodel
checler for Java and supportsproperty speci cationsvia
assertionghat are embeddedn the sourcecode. JPFex-
haustvely traversesall possibleexecutionpaths.Using JPF
we canverify arbitraryJavathreadswithoutary restrictions
ondatatypes.

To performthe interfaceveri cation with JPF we sub-
stitutethe actualcommunicatiorinstancewith the Conmu-
ni cati onl nt er f ace, sothateachsendandreceve oper
ationis directedto the sendTr ansi ti on andr ecei ve-
Tr ansi ti on methodsof the HSM. We input the modi ed
programto JPFto look for assertiorviolations. Theseas-
sertions,which are provided in the HSM implementation,
areasfollows: 1) theresultof the next con guration com-
putationshouldnotbeempty 2) whenareceve operatioris
invoked at a con guration, the setof possiblemessageo
receve at that con guration shouldnot be empty A peer
implementationconformsto its interfaceif JPFdoesnot
reportary assertionviolations. Sincethe peerinterfaces
areHSMswith nite statesandabstracthe asynchronous
messagingthe ef ciency of theinterfaceveri cation is im-
provedsigni cantly.

We implementedheTravel Ageng servicebasednthe
PeerController Pattern. We checled that the application
threadsconformto their interfacesgivenin Figure2. The
interfaceveri cation of the Customerpeertook 5.63 sec-
ondsand used4.92 MB memory the HotelResere peer
took 4.76 secondsand used3.95 MB memory the Car-
Reserepeertook4.61secondsandused3.74MB memory
theFlightResere peertook4.83secondaindused3.89MB
memory andthe TravelAgentpeertook 9.72 secondsand
used19.69MB memorywhenimplementedasonethread.
Onecanusemultiple threadsfor implementingthe Travel-
Agent peerto exploit the concurreng introducedby the
And statein the interface speci cation. For suchanim-

plementationye needto verify thatthecombinedbehaior
of the concurrenthreadsconformto the peerinterface. In
thiscaseonecanusethemodularveri cation approactpre-
sentedn [3] andverify theconcurrenthreadsseparately

Assumingthat the peersbehae accordingto their in-
terfaces during behaviorveri cation, we verify safetyand
livenesspropertieson the global interactionbehaior of a
compositesystemusing the corversationmodel. For be-
havior veri cation we usethe model checler SPIN [14].
SPIN s an explicit nite statemodelchecler for concur
rentsystemsandprovidesa structurecalledchannelwhich
is suitablefor modelingmessagejueues. Using only the
peerinterfaces,we automaticallygeneratea speci cation
thatrepresentshe compositeservicein theinput language
of the SPIN. Then, using SPIN, we verify the composite
servicewith respecto thepropertiegdde ned onthecorver
sations.A samplepropertyfor the Travel Ageng/ example
is @Wheneeratravel requesis sent,eventuallyatravel in-
voicewill besent®

We veri ed the global behaior of Travel Ageng ser
vice by translatingheHSMsto theinputlanguagef SPIN.
Translationof compositevebserviceswith interfacesspec-
ied as nite statemachinesis discussedn [4]. We ex-
tendedthis translationalgorithmto HSM interfaces. First
we investigatedhe veri cation of the Travel Ageng ser
vice usingasynchronougommunication. During this be-
havior veri cation we useddifferentinput queuesizes.We
obsenedthatfor the Travel Agency servicethe statespace
increasesexponentiallywith the size of the queues. This
exponentialgrowth affectedthe performanceof the SPIN
modelcheclerandit ran out of memoryfor queuesize12.
In fact,thereachablestatespaceor this exampleis in nite
whenthe queuesareunbounded.

We appliedthe synchronizabilityanalysisto the Travel
Ageng/ example,andidenti ed thatit is synchronizable.
Thereforewe wereableto verify the Travel Ageng service
with synchronousommunicatiorwithout affectingits con-
versationset. With the synchronousommunicatiorstate
spacecontainsonly 8911 statesandthe behaior veri ca-
tion with SPINtook 0.38secondsinduseds.15MB mem-
ory. With synchronousommunicationthesizeof theinput
gueuesaresetto 0, andmessageareconsumeddssoonas
they aresent.Sincethe messagearenot buffered,the state
spaceof thespeci cationis reducedandthisreductiorleads
to asigni cant improvementin the ef ciency of the beha-
ior veri cation andavoidsthe statespaceaxplosion.

We alsoimplementedhe PurchaseOrderHandling ex-
amplebasedon the PeerController Patternandveri ed it
with our modularveri cation technique.Theinterfacever-

i cation of the CRelationgpeertook 4.63secondsandused
3.73MB memorythelnvoicing peertook 4.54secondsnd
usedd.22MB memorythe Shippingpeertook4.81seconds
andused3.91 MB memory the Purchasingeertook 5.00
secondsand used7.69 MB memory and the Scheduling
peertook4.83secondsindused3.76MB memory Thebe-



havior veri cation with asynchronousommunicatiorused
6.78MB memoryin 0.59secondgor differentqueuesizes.
We obsenedthatduringary executionthereis at mostone
messaget eachqueueat ary state;therefore,increasing
the sizeof messageueuedid not increasehe statespace
(10105states).This experimentabbsenationis nota proof
of thefactthattheresultswe obtainedusingboundedreri -
cationwill hold for this examplewhenunboundednessage
gueuesareused.To guarante¢his, we appliedthe synchro-
nizability analysisandidenti ed thatthe veHSMsgivenin
Figure 3, aresynchronizableWith synchronougommuni-
cationthereareonly 1562 statesandbehaior veri cation
with SPINtook 0.08secondsaindused2.01MB memory

9 Conclusions

We presentecan HSM modelfor specifyingbehaioral
interfacesof peersn acompositevebservice.With HSMs
we achieved a compactrepresentatiorthat 1) re ects the
natural hierarchyof the servicebehaior, 2) can specify
concurrentexecutionsof operationsand 3) is suitablefor
automatederi cation. Weintegratedthismodelto adesign
patternthat facilitatesthe developmentof veri able web
servicesthat communicatewith asynchronousnessaging.
Basedon this patternwe analyzedoththe conformancef
the peerimplementationgo their interfacesandthe global
interactionin the compositionwith a modularveri cation
technique.Our experimentsshowv that our modularveri -
cationapproactcancheckasynchronouslgommunicating
web serviceimplementationsand their interactionsusing
reasonabl@mountof time andmemory We extendedthe
synchronizabilityanalysisproposedn [9] to HSMsto ef-
ciently identify synchronizablgeerinterfaces.With this
analysiswe veri ed corversationsof compositeweb ser
viceswith respecto unboundedjueuesWe alsodiscussed
automatedranslationof peerinterfacesspeci edasHSMs
to BPEL to be publishedfor interoperability
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