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Abstract

We propose an Hierarchical State Machine (HSM) model
for specifying behavioral interfaces of peers participating
in a composite web service. We integrate the HSM model to
a design pattern which is supported by a modular verifica-
tion technique that can 1) statically analyze the properties
about global interactions of a composite web service and 2)
check the conformance of the Java implementations of the
participant peers to their interfaces. We extend the synchro-
nizability analysis to HSMs to efficiently identify compos-
ite web services whose global interactions can be analyzed
with respect to unbounded queues using finite state model
checkers. We also discuss automated translation of behav-
ioral interfaces specified as HSMs to BPEL specifications
to be published and used by other services.

1 Introduction

Web services provide a framework for decoupling the in-
terfaces of Internet accessible applications from their imple-
mentations. This framework facilitates interoperability and
integration and enables development of composite services.
Use of web services in critical business applications makes
developing reliable composite web services and analyzing
their interactions extremely important.

A composite web service consists of a collection of in-
dividual web services, called peers, working in a collab-
orative manner. In our work, we assume that the interac-
tion among peers is established through asynchronous mes-
sages. In asynchronous communication, when a message is
sent, it is inserted into a FIFO message queue, and the re-
ceiver consumes (i.e., receives) the message when the mes-
sage reaches to the front of the queue. Asynchronous com-
munication is necessary to prevent peers getting stuck dur-
ing a send operation due to pauses in availability of the re-
ceiving peer or slow data transmission through the Internet.
The interaction among the peers in a composite web service
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can be modeled as a conversation, the global sequence of
messages that are exchanged among the peers [7, 11, 15].

To achieve interoperability among web services it is nec-
essary to have a contractual agreement among the partici-
pating peers. The WSDL [26] standard is commonly used
as a contract for specifying the operations and the port and
message types of an individual web service. This kind of
information, however, is not sufficient for developing com-
posite services. WSDL is a connectivity contract which
does not model the behavior [19, 23]. A number of stan-
dards have been proposed for describing the behavior of a
web service, such as BPEL [5] and WSCI [25]. In [7], finite
state machines are used for specifying behavioral interfaces
and in [9] it is shown that other behavioral descriptions
(such as BPEL) can be translated to finite state machines.
Finite state machines are powerful enough to specify be-
havioral interfaces of typical web services and they are suit-
able for automated reasoning. However, due to explicit and
flat representation of the states, behavioral interfaces rep-
resented as finite state machines may contain a large num-
ber of states and may be hard to understand since they lack
high-level structure. In this paper, we propose using hierar-
chical state machines to specify the behavioral interfaces of
peers participating in a composite web service.

A hierarchical state machine (HSM) is a finite state
machine whose states can be composite or atomic states.
HSMs are based on statecharts [12]; however, instead of
the events used in statecharts, in our model, the transitions
of HSMs are triggered by sending or receiving of asyn-
chronous messages. The advantage of using HSMs over fi-
nite state machines is that HSMs can define a web service in
a more compact way and represent the natural hierarchy of
the service behavior. An HSM can have exponentially less
number of states and transitions than a corresponding flat
finite state machine. Moreover, with HSMs, we can specify
concurrent executions of operations which are common in
web service applications.

State machines are used as behavioral contracts also in
[10] and [2]. Unlike our work, their goal is automatic web
service composition. In [1] and [18] statecharts are used
to describe service behavior, specifically to declare a ser-
vice composition. Unlike these studies, we use HSMs not



only for specifying web services but also for verifying their
global interaction properties.

In this paper, we use the design for verification approach
proposed in [3, 4] to aid the development of reliable com-
posite web services in Java. We use a design pattern that
decouples operations related to the application logic from
the communication details [4]. This pattern, called the Peer
Controller Pattern, requires explicit specification of the peer
interfaces during implementation. The peer interfaces are
the behavioral contracts that the peer implementations have
to obey.

A peer interface provides a high-level description of the
peer behavior and as such it can be used as an abstraction for
the verification purposes. Based on the peer interfaces and
the proposed design pattern, we use a modular verification
technique to statically check both properties of peer inter-
actions and the conformance of the Java implementations
of the peers to their interfaces [4]. In addition to their use
during static verification, peer interfaces can also be used as
a monitoring tool at run-time. In this paper we show that
HSMs can be used to specify the peer interfaces and we
extend the modular verification approach described in [4]
to HSMs. Furthermore, we automatically translate the peer
interfaces to BPEL specifications. The behavioral interface
specification of a peer can be published in BPEL and used
by other services that interact with that peer.

Our contributions in this paper can be summarized as fol-
lows: 1) we present an HSM model for specifying peer in-
terfaces and we integrate this HSM model to a design pat-
tern for developing reliable compaosite web services in Java,
2) we provide a tool for automated generation of BPEL
specifications from the peer interfaces specified as HSMs,
and 3) we extend the synchronizability analysis introduced
in [9] to the synchronizability of HSMs. A composite web
service is called synchronizable if its conversation set does
not change when asynchronous communication is replaced
with synchronous communication. Since the automated
verification of asynchronously communicating finite state
machines is an undecidable problem, the synchronizabil-
ity analysis enables us to identify composite web services
which can be verified using the synchronous communica-
tion semantics. The automated synchronizability check en-
ables us to reason about the global behavior with respect
to unbounded queues and to improve the efficiency of the
behavior verification by removing the message queues, and
hence, reducing the sate space without changing the behav-
ior. The extended synchronizability analysis presented in
this paper identifies the synchronizable peer interfaces effi-
ciently without flattening the HSMs.

Recently, some researchers have used existing model
checking tools to assure reliability of web services. Model
checking is an automated verification technique that ex-
haustively searches the state space of a system to verify or
falsify (by generating counter-examples) safety and liveness
properties. In [21] and [9] the authors verify a given web

service flow (specified in WSFL and BPEL respectively) by
using the explicit state model checker SPIN [14]. In [13]
the Labeled Transition System Analyzer (LTSA) is used for
inferring the correctness of the web service compositions
which are specified using message sequence charts. In [22],
web services are verified using a Petri Net model generated
from a DAML-S description of a service. An extended Petri
Net model is proposed in [24] for verification of workflows
and analyzing inheritance relations among models. These
earlier verification efforts focus on the specification level
and do not address the correctness of individual peer imple-
mentations. \erification of the communication flow does
not guarantee that a composite web service behaves accord-
ing to its specification unless we can ensure that each peer
obeys its published contract (this requirement is called con-
formance in [19]). In our framework, both interaction be-
havior and interface conformance are verified.

The outline of the paper is as follows: Section 2 gives
two motivating examples. Section 3 explains the Peer Con-
troller Pattern. Section 4 presents the HSM model and Sec-
tion 5 presents the semantics of composite web services
based on the HSM model. Section 6 discusses the syn-
chronizability analysis for HSMs. Section 7 explains the
automated translation of peer interfaces to BPEL. Section
8 presents our automated verification technique and the ex-
periments. Section 9 concludes the paper.

2 Motivating Examples

We will use two examples to illustrate the approach pre-
sented in this paper. The first one is a Travel Agency ser-
vice. This service reserves a hotel, a car and a flight accord-
ing to a request coming from a customer. A travel agent gets
the travel information from the customer. The travel infor-
mation is a set of alternative dates and vacation destinations.
Then, the travel agent starts the accommodation and trans-
portation reservations. These reservations are made concur-
rently and do not have any dependency between them. The
transportation reservation books a car and a flight if the cus-
tomer wants a transportation reservation. The bookings of
the car and the flight also occur concurrently to complete
the task in a timely manner. A flight reservation could be
one-way or round-trip depending on the request. Finally, an
itinerary is sent to the customer.

The Travel Agency service described above is composed
of five individual services (peers): Customer, TravelAgent,
CarReserve, HotelReserve, and FlightReserve. The Cus-
tomer service provides the information about the customer
request to the TravelAgent with the place, date, process,
transportResv, and transportNoResv messages. The Travel-
Agent arranges reservations according to the requests of the
Customer and responds to the Customer with the travellnv
message. The other three services perform specific reser-
vation requests. The HotelReserve communicates using the
reqHotel, and hotellnv messages, the CarReserve using the



reqCar, and carlnv messages and the FlightReserve using
the regFlight, and flightinv messages.

The second example we will discuss in this paper is a
Purchase Order Handling service described in the BPEL
1.1 specification [5]. In this example, a customer makes
a purchase order to a vendor. The vendor calculates the
price for the order including the shipping fee, arranges a
shipment, and schedules the production and shipment. The
vendor uses an invoicing service to calculate the price, a
shipping service to arrange the shipment, and a scheduling
service to handle scheduling. To respond to the customer
in a timely manner, the vendor performs these three tasks
concurrently while processing the purchase order. There are
two control dependencies among these three tasks that the
vendor needs to consider: The shipping price is required to
complete the final price calculation, and the shipping date
is required to complete the scheduling. After these tasks are
completed, the vendor sends an invoice to the customer.

The web service for this example is composed of five
peers: CRelations, Purchasing, Shipping, Scheduling, and
Invoicing. Customers order products using the CRelations
peer and the reqOrder message. The CRelations peer com-
municates with the Purchasing peer which plays the role
of the vendor described above. The Purchasing peer re-
sponds to the CRelations with the replyOrder message. The
remaining services are the ones that the Purchasing peer
uses to process the product order. The Shipping peer com-
municates with the reqShipping, and schedule messages,
the Scheduling peer with the productSchedule, and ship-
pingSchedule messages, and the Invoicing peer with the ini-
tialize, shippingPrice, and invoice messages.

In both services described above, the communication
among the peers is through asynchronous messaging. These
services can process more than one customer request at a
time. Each customer request is processed according to the
associated control logic described above.

We are interested in analyzing the interactions of mul-
tiple peers in composite web services such as the ones de-
scribed above. In [7, 8, 9] interactions among peers in such
a system is specified as a conversation, i.e., the sequence of
messages exchanged among peers recorded in the order they
are sent. The conversation set captures the global behav-
iors of a composite web service where each peer executes
correctly according to its interface specification, and every
message ever sent is eventually consumed. We assume that
no messages are lost during transmission, which is a reason-
able assumption based on the messaging frameworks such
as [17, 20, 16].

3 Peer Controller Pattern

In this section we present the Peer Controller Pattern [4]
which helps programmers in developing reliable web ser-
vices that are composed of asynchronously communicating
peers. The composite web services implemented based on
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Figure 1. Class Diagrams: (a) Peer Controller
Pattern (b) Hierarchical State Machines

this design pattern are amenable to automated verification.

The driving forces for the Peer Controller Pattern are as
follows: 1) To achieve interoperability, the interface of a
peer should be specified explicitly and should serve as a be-
havioral contract, specifying everything other peers need to
know to interact with it. A peer interface should not be af-
fected by the changes in the peer implementation that are
irrelevant to this contract. 2) The application logic of a peer
should be implemented separate from the communication
logic handling the asynchronous communication. This sep-
aration is necessary for standardization of the communica-
tion and maintainability of the code. 3) The implementation
should be amenable to automated verification. Due to their
distributed nature and asynchronous communication, web
services are prone to errors. There should be a scalable au-
tomated verification framework to ensure their correctness.

These forces are resolved by the Peer Controller Pattern.
Since the Peer Controller Pattern decouples the application
logic of a peer and the communication component, the de-
veloper can focus on the application logic without worry-
ing about the details of the asynchronous communication
implementation. This pattern also facilitates explicit be-
havioral interface descriptions and is supported by an au-
tomated verification technique. The class diagram for the
Peer Controller Pattern is shown in Figure 1(a). The classes
a developer needs to write are drawn as bold. Other classes
can be used as is, without modification.

The application logic is implemented with the Appl i -
cati onThread. Each instance of this thread is identified
with a session number. The application thread communi-



cates asynchronously with other peers through the Conmu-
ni cat or which is a Java interface that provides standard-
ized access to the communication implementation. This
Java interface provides a single receive operation and one
send operation per message type.

The Communi cationController class is a servlet
that performs the actual communication. Since it is te-
dious to write such a class, we provide a servlet imple-
mentation (Peer Ser vl et ) that uses JAXM [16] in asyn-
chronous mode. This servlet deals with opening an asyn-
chronous connection, creating SOAP messages, and send-
ing and receiving SOAP messages through the JAXM pro-
vider. The Communi cat i onCont rol | er class extends the
Peer Ser vl et and implements the Communi cat or .

The Peer Ser vl et servlet is associated with a Thr ead-
Cont ai ner which contains application thread references
indexed by session identifiers. When a message with a ses-
sion identifier is received from the JAXM provider, it is del-
egated to the thread indexed with that session number. l.e.,
there is one thread for each session and that thread is respon-
sible for executing the application logic for that session.

In the Peer Controller Pattern, the behavioral interface
of a peer is written as an instance of the Comrmuni cat or -
Interface class. This class defines the peer interface
which is the behavioral contract of the peer. This explicit
definition of the behavioral contract is crucial both for in-
teroperability and modular verification.

4 Hierarchical State M achines

We propose using Hierarchical State Machines (HSMs)
for specifying behavioral interfaces of participant peers in
a composite web service. Figures 2 and 3 show the HSMs
specifying the peer interfaces for the Travel Agency and the
Purchase Order Handling services, respectively.

The class diagram in Figure 1(b) shows the structure
of the HSMs. An HSM state can either be an atomic
state or a composite state with substates. There are two
types of composite states: And and Or states. In Fig-
ures 2 and 3, composite states are shown as rectangles
and atomic states are shown as circles. The substates of
And states are separated using dashed lines. Each Or state
has a unique default substate (shown with an arc with-
out a source). Each state has an attribute called fi nal
which denotes if it is a final state (final states are shown
with double lines). We assume that each HSM has a root
state at the top of the state hierarchy, which is an O state
(we do not show this root state in the figures).

An HSM consists of a set of states and a set of transi-
tions. There are two types of HSM transitions: send and
receive transitions. Each transition has a source state, a tar-
get state, and a message. We denote a receive transition as
(r, 7m, r") where r is the source state, »’ is the target state,
and m is the message received.

A send transition has an additional attribute, a guarded
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Figure 2. Interfaces for Travel Agency

command, which is a pair of conditions on message con-
tents. A guarded command consists of a guard condition
on the contents of the latest instances of the messages that
have been transmitted, and an update condition on the con-
tents of the message to be sent. A guard condition consists
of predicates on the fields of the latest messages, combined
with the logical operators A, Vv, —. An update condition is a
conjunction of predicates which assign values to the fields
of the message that is being sent. We denote a send tran-
sition as (r, !m[g/u],r") where r is the source state, 7’ is
the target state, m is the message being sent, ¢ is the guard
condition and u is the update condition.

Consider the Travel Agency example. Recall that, in
this example, a flight reservation could be for a one-way
or a round trip flight depending on the request of the
customer. The TravelAgent peer has two send transi-
tions that correspond to these two cases with labels !reg-
Flight[transportResv.flight = oneway/ reserve = oneway]
and !reqFlight[transportResv.flight = roundtrip/ reserve =
roundtrip] where reserve is a field of the reqFlight mes-
sage and flight is a field of the transportResv message. We
assume that each message field is either boolean or enu-
merated. Note that, we only model the message fields that
influence the interface behavior. There can be other mes-
sage fields in the implementation which contain data. These
fields, however, do not need to be a part of the interface
model if they do not affect the interface behavior.

Finally, in HSMs, dependency arcs can connect states to
transitions. A transition can only be taken if the current con-
figuration of an HSM contains the states that are the sources
of all the dependency arcs that point to that transition (for-
mal description is given below). In Figure 3, there are two
dependency arcs. One of them implies that the transition
from ag t0 a1 can only be taken if the the current configu-
ration contains the states ag and ag. The other dependency
arc implies that the transition from a;3 to a;4 can only be
taken if the the current configuration contains a3 and az.

HSMs are a variation of Statecharts [12]. The differences
are, in HSMs 1) the transitions are triggered by the send or
receive operations instead of events, 2) the transition guards
and updates are defined on message contents, and 3) depen-
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dency arcs are used instead of predicates on states in the
guards of the transitions. We also restrict the HSMs so that:
1) the labels of the substates of an And state are disjoint, 2)
there are no transitions among the substates of an And state,
and 3) an HSM can leave a state only if that state is exit-
ready which means that all of its substates are final states.

HSMs provide a compact model which represents the
natural hierarchy in the interface behavior. Consider the
peer interface of the Travel Agent peer given in Figure 2(a).
(For readability, the guard and update conditions for the
send transitions are not shown in the figure.) This interface
is specified with 19 states (excluding the root state) and 13
transitions. If we specify this interface with a flat finite state
machine there would be 35 states and 78 transitions.

Now, we define the HSM model formally. An HSM is a
tuple P =(S,C, I, F, T, M, D) where S is the set of states
(including the root state), C' is the set of configurations,
I € C is the initial configuration, F* C C' is the set of
final configurations, T is the set of transitions, M is the set
of messages, and D is the set of dependency arcs. We use
class(M) to denote the set of message classes and for each
message m € M we use class(m) to denote the message
class of m. For each composite state s € .S, we use sub(s)
to denote its substates. For a substate s, super(s) denotes
its superstate. We use sub™ (s) and super™(s) to denote all
the descendants and ancestors (respectively) of the state s in
the state hierarchy. We also define the following: sub*(s) =
sub™(s) U {s} and super*(s) = super™(s) U {s}. Given
astate s, type(s) € { atoni c, O, And } denotes its type.

A configuration ¢ € C' U Cy,; is a tree whose nodes are
states from S. We denote the root node of a configuration
c as root(c). We use C' to denote the configurations whose
root is the root state, and the rest of the configurations are
called subconfigurations, denoted by Cs,;. Given a con-
figuration ¢ and a state s that appears in ¢, subconf(s, ¢) is
the set of subtrees (subconfigurations) of ¢ for which the
root node is a substate of s, i.e., ¢ € subconf(s,c) =

super(root(c')) = s. We use subconf™ (s, c) to denote all
the subtrees of the state s in ¢. All configurations have to
satisfy the following constraints: 1) The root state of all the
configurations in C'is root; 2) Children of a node in a con-
figuration are substates of that node; 3) All the leaf nodes
in a configuration are At oni c states; 4) Each Or state in a
configuration has exactly one child which is one of its sub-
states; and 5) Each And state in a configuration has all of its
substates as its children.

Transition set 7" is partitioned to two sets T' = Ts U T'g,
where T’ is the set of send transitions and 7'z is the set of
receive transitions. Each send transition ¢t € T is a tuple
t = (r,z,g,u,r") where r € S is the source state, ' € S
is the target state, z € class(M) is the message class of
the message that is being sent, g is the guard condition de-
fined on the contents of the latest instances of the messages
that have been transmitted, and u is the update condition de-
fined on the contents of the message that is being sent. Each
receive transition ¢t € Tg is a tuple t = (r,z,r") where
r € S is the source state, v’ € S is the target state, and
z € class(M) is the message class of the message that is
being received. Each dependency arc d € D is a state-
transition pair d = (s,t), i.e., D C S x T. A transition
can only be taken in a configuration which contains all the
states that are the source of a dependency arc that points to
that transition.

In the initial configuration 7, all the states which are sub-
states of an Or state are default states. A configuration ¢
is a final configuration (i.e., ¢ € F) if all the states in ¢
which are substates of an Or state are final states. We call
a state s in a configuration c exit-ready if all the states in
subconf(s, ¢) which are substates of an O state are final
states. A configuration ¢ is a final configuration if root(c)
is exit-ready. A transition from a state in a configuration can
only be taken if that state in that configuration is exit-ready.

The execution of an HSM starts from the initial configu-
ration and continues by transitioning to a next configuration
of the current configuration until one of the final states is
reached. In Figure 4 we show the next configuration compu-
tation for HSMs. Given a current configuration and a mes-
sage, the takeReceiveTrans function computes all the next
configurations after receiving that message, and the take-
SendTrans function computes all the next configurations af-
ter sending that message using the recursive functions next
and construct.

5 Interactionsof HSMs

In this section we discuss the semantics of a composite
web service based on the Peer Controller Pattern whose in-
terfaces are defined with HSMs. In our model, HSMs inter-
act with each other by exchanging messages through FIFO
queues. We assume that each HSM is associated with an
input message queue and the messages are delivered with-
out any error (i.e., no duplicate, lost or modified messages



takeSendTrans(m:Message, C'set of Configurations)
returns a set of Configurations
N set of Configurations
for each cin C add all elements of next(c,m,"“send”) to N
store the content of m as the latest transmitted message of its type
return N

takeReceiveTrans(m:Message, C':set of Configurations)

returns a set of Configurations
N set of Configurations
for each cin C add all elements of next(c,m,“receive”) to N
store the content of m as the latest transmitted message of its type
return N

next(c:Configuration, m:Message, direction:String)
returns a set of Configurations
T set of Transitions; R, N: set of Configurations
if direction = “send” then 7" := findSendTrans(c,m)
else T" := findReceiveTrans(c,m)
if T # ¢ then
if type(root(c)) = at oni ¢ or c is exit-ready then
for each ¢ € T where s’ is the target of ¢
find s, s.t. sq € super*(root(c)) N super*(s’)
and sub(s,) & super*(root(c)) N super *(s’)
add construct(s’,sq) to R
return R
if T' = ¢ and type(root((c)) = at omi ¢ then return ¢
for each ¢’ € subconf (root(c),c)
N = next(c’,m,direction)
foreachc” e N
if super (root(c’’)) = root(c) then
make a copy of c replacing ¢’ with ¢’
add the copy to R
else if c is exit-ready then add ¢’ to R
return R

findSendTrans(c:Configuration, m:Message) returns a set of Transitions
T set of Transitions
for each t = (s1, class(m), g,u, s2) € Ts s.t. s1 = root(c)
if there is a dependency (sq4,t) € D s.t. sq isnotin cthen
continue
if the contents of the latest transmitted messages satisfy g
and the contents of m satisfy u then
addtto T
return 1"

findRecvTrans(c:Configuration, m:Message) returns a set of Transitions
T set of Transitions
foreach t = (s1, class(m), s2) € Tr s.t. s1 = root(c)
if there is a dependency (sg4,t) € D s.t. sq isnotin cthen
continue
addtto T
return 1"

construct(s,s:State) returns a Configuration
c: Configuration;
set root(c) to s
if type(s) = And then
for each s’ € sub(s) add construct(s¢,s’) to subconf (s,c)
else if type(s) = Or then
if s € supert(s¢)
find 4 € sub(s) s.t. s’ € super*(s¢)
else let s’ € sub(s) be the default state
add construct(s:,s”) to subconf (s,c)
else subconf (s,c) := ¢
return ¢

Figure 4. Next Configuration Computation

during transmission). When a message m is sent from the
peer ¢ to the peer j, the message m is inserted to the end of
the input message queue of the peer j, and the configura-
tion of the peer ¢ is updated according to the takeSendTrans
function given in Figure 4. A peer receives a message by
consuming the first element of its input message queue and
updates its current configuration according to the takeRe-
ceiveTrans function given in Figure 4.

Formally, a composite service is a tuple CS =
(M, Py,...,P;) where M is a finite set of messages, k
is the number of interacting peers, foreach 1 < i < k,
P, =(S;,C;, I, F;, T;, M;, D;) is an HSM defining the in-
terface of peer 4, and M = {J, ., M;.

We define the execution semantics of a composite ser-
vice as a transition system T'(C'S) = (IT,CT, RT) where
CT is the set of configurations, IT C CT is the set of
initial configurations, and RT is the transition relation of
the system. The set of configurations is defined as CT =
C1 X Q1 x...xCk x Qr where k represents the number of
peers in the composition and @Q; is the configuration of the
message queue that holds the incoming messages to peer i.

We introduce the following notation. Given a message
m € M, receiver(m) denotes the peer that receives the
message m. Given a configuration ¢ € CT and a peer iden-
tifier ¢, ¢(C;) denotes the configuration of the peer P; in
configuration ¢, and ¢(Q;) denotes the configuration of the
input queue @, in configuration c. We define two functions.
The function append: DOM(Q) x DOM(Q) — DOM(Q) is
used for manipulation of the queue configurations, where
append(Q1, Q=) appends Q- to the end of ;. The func-
tion first returns the first element in Q. () denotes an empty
queue and (m) where m € M denotes a queue containing
a single message m.

The set of initial configurations of T'(C'S) is defined as
IT={c|lceCT AN (V1<i<k,c(Q:)={( AN c(C;)=
L)}

We define the following relation for a send transition
which sends a message m:

RT, = {(c¢,d) | e, € CT AN (F1 <3 <k,

¢, € P;.takeSendTrans(m, c;) A ¢(C;) = ¢; A'(Cy) = ¢,
/\(Vl Sj S k,] # i,Cl(Cj) = C(Cj)))

Areceiver(m) = P, A ¢/(Q,) = append(c(Q,), (m))
AVL <1<kl #p,c(Q) =c(Qi))}

We define the following relation for a receive transition
which receives a message m:

RTyy, ={(c,d) |c,d e CTANE1 <i<k,

¢; € P;.takeReceiveTrans(m, c;) A c(C;) = ¢;

A (Ci) =g N (YL < j <k, j#1i,d(C)) =c(Cy))
Afirst(e(Q;)) = m A append((m), ¢'(Q;)) = ¢(Q;)
AV ST <K L#4,d(Qr) = c¢(Q1)))}

Finally, the transition relation RT for the T'(C'S) is

RT = | J (RT\,, U RTyy,)
meM



Having defined the execution semantics of a composite
service, we can define the conversations generated by exe-
cutions of a composite service. An execution sequence e =
co, C1, --- IS @ sequence of configurations where for each ¢ >
0, (¢i,¢it1) € RT and ¢ € IT. The conversation conv(e)
generated by an execution sequence e is defined recur-
sively as follows: The conversation conv(co) is the empty
sequence. The conversation conv(cg, €1, ..., Cn, Cry1) IS
equal to conv(co, c1, ..., cn), m if there exists a @); such
that c,4+1(Q;) = append(c,(Q;), (m)), and it is equal to
conv(cy, 1, ..., ¢, ) Otherwise. A conversation is a complete
conversation if in the last configuration of the execution se-
quence each peer is in a final configuration and all the mes-
sage queues are empty.

Conversation model gives us a convenient framework for
analyzing interactions of web services. Given this frame-
work, a natural problem is verifying properties related to
conversations. As discussed in [8], temporal logic LTL can
be extended to specify properties of conversations. A com-
posite web service satisfies an LTL property if all the con-
versations generated by the service satisfy the property.

In general, model checking conversations of asyn-
chronously communicating finite state machines is an unde-
cidable problem [8]. In [9], a set of synchronizability con-
ditions are introduced to identify composite web services
which can be verified using finite state model checking tech-
niques. In the next section, we discuss the synchronizability
analysis of HSMs.

6 Synchronizability Analysis

Synchronizability analysis is a technique for identifying
systems that generate the same conversation set under both
asynchronous and synchronous communication ([8, 9]). If
a system of asynchronously communicating finite state ma-
chines is synchronizable, we can verify the system with syn-
chronous semantics by omitting the input queues. This re-
duces the state space of the system to a finite set and enables
automated verification. Since the generated conversation set
remains the same and the properties are defined over con-
versations, the verification results hold for the asynchronous
communication semantics.

Synchronizability analysis uses two sufficient condi-
tions: 1) synchronous compatibility and 2) autonomous
condition. Synchronous compatibility requires that when
one peer is ready to send a message, the receiver should
be in a state where it can receive it. The autonomous con-
dition requires that at any state a peer has exactly one of
the following three choices: 1) to send, 2) to receive, or 3)
to terminate, i.e., a peer cannot have both receive and send
transitions from the same state. Note that, the autonomous
condition still allows a certain level of nondeterminism. If
a peer is in a state where it can only send a message, the
choice of which message to send can be nondeterministic.

Below we discuss the synchronizability of a composite

autonomy() returns boolean
for each s € sub(root)
status := simpleAutonomy(s)
if status = “fail” return false
if s is final return finalStateCheck(s)
return true

simpleAutonomy(s:State) returns String
mystatus:String
mystatus := “none”
if there is a send transition from s then
mystatus := “send”
if there is a receive transition from s then
if mystatus = “send” then return “fail”
else mystatus := “receive”
for each s’ € sub(s)
status := simpleAutonomy(s’)
if status = “fail” then return “fail”
if there exists a transition ¢ from s’
s.t. target of ¢ is not in sub™ (s) then
if status = “send” and mystatus = “receive” then return “fail”
if status = “receive” and mystatus = “send” then return “fail”
if status # “none” then mystatus ;= status
return mystatus

finalStateCheck(s:State) returns boolean
if there exists a transition from s then return false
for each s’ € sub(s)
if s’ is final and finalStateCheck(<) = false then return false
return true

Figure 5. Autonomy Check

web service which consists of peers specified as HSMs.
We check the above two conditions without flattening the
HSMs. Since, on average, the number of states and transi-
tions in an HSM are less than an equivalent flat finite state
machine, the analysis performed on HSMs is more efficient.

Checking Autonomous Condition. The autonomy check-
ing algorithm is given in Figure 5. The base condition is
that given a state, all the transitions originating from that
state should be either send transitions or receive transitions.
If this condition is satisfied, then we investigate whether all
of the substates of that state satisfy this condition as well.

The function simpleAutonomy in Figure 5 first checks
this base condition. If there are no failures, it examines the
transitions whose source and target states do not share the
same superstate. For each composite state s, the transition
type from s should be the same as the transition type from
its final substates to the states that are not the substates of s.
For example, adding the transition (a14, ?7m, a15) to Figure
3(a) would violate the autonomy. On the other hand, adding
the transition (a14,!m[g/u],a15) does not violate the au-
tonomous condition.

The autonomy check algorithm first invokes the simple-
Autonomy for all substates of the root. If no failures are re-
ported, the algorithm checks that there are no configurations
in C that follow the configurations in the final configuration
set (F') of the HSM in question. If no violations are found,
the algorithm concludes that the HSM is autonomous.



synchronous(Peers. set of HSMs) returns boolean
inspect:set of Configuration arrays, a, b:Configuration array
sendConf, recvConf :set of Configurations, legal:boolean
inspect := ¢
for each P; € Peersal[i] := P;.1
add a to inspect
while inspect # ¢ do
remove one element from inspect and write it to a
for each Message m € M
for each P; € Peers
legal := false
sendConf := P;.takeSendTrans(m, {al[i]})
if sendConf+# ¢ then
for each P; € Peerss.t. P; # P;
recvConf := P;.takeReceiveTrans(m,{al[j]})
if recvConf # ¢ then
legal=true
for each sc € sendConf
for each rc € recvConf
let b be a copy of a
set b[i] to sc and b[j] to rc
add b to inspect
if legal=false then return false
return true

Figure 6. Synchronous Compatibility Check

Checking Synchronous Compatibility Condition. To
check the synchronous compatibility of the peers in a com-
posite web service, we search for the illegal configura-
tions in the Cartesian product of the peer interfaces. The
configurations of this product are tuples with the domain
C1 X ... x Cy where k is the number of peers in the compo-
sition. Let ¢; denote the configuration for peer P; at a prod-
uct configuration. A configuration in the product is illegal
if P;.takeSendTrans(m, ¢;) returns a nonempty set while for
all other peers P;.takeReceiveTrans(m, c;) is empty. The
synchronous compatibility checking algorithm is given in
Figure 6.

7 BPEL Generation

When a composite web service is implemented based on
the Peer Controller Pattern, we can generate BPEL specifi-
cations for each participating peer. We have implemented
a translator that takes HSMs defining the peer interfaces
and automatically creates BPEL specifications to publish.
The translator first synthesizes WSDL specifications, which
are the connectivity contracts, and then generates the BPEL
specifications. A generated BPEL specification contains
partner link definitions to access other peers, variable dec-
larations, and behavior description of the peer.

To reflect the hierarchy of the peer interface, the behavior
description in a generated BPEL specification consists of
nested scopes. Each scope has two local variables. The
variable st at e represents current state in the scope, and the
variable exi t is used for exiting the scope. Each scope is a
whi | e loop that terminates depending on exi t . The body

of the loop is a swi t ch activity whose case conditions are
on the value of the st at e.

A case block implementing the operations at the corre-
sponding state, consists of two activities. The type of the
first activity depends on the type of the state. If the state is
of type And, a f | owis generated which has one subactivity
per its substate. If the state is of type Or, a new scope is gen-
erated and this inner scope’s local st at e is set to the name
of the default substate. The second activity corresponds
to the transitions originating from this state. The mappings
of send and receive transitions to BPEL code fragments are
similar to the mapping discussed in [4], which are sending
or receiving appropriate messages and setting the current
state. In this second activity, if the state is an exit-state then
the local exi t variable is set.

The following is an excerpt from the BPEL specification
generated from the peer interface in Figure 2(a). This ex-
cerpt shows the code fragment synthesized for state .

<case condition="state="x2"">

<sequence>
<fl ow>
<scope>
<variabl es> ... </variabl es>
<!-- define fresh state and exit variable-->
<sequence>
...<!--initilize state and exit variabl es-->
<while condition="exit!="yes ">
<sw t ch>
<case condition="state="x7"">
<sequence>
<fl ow>

...<!--car reservation-->
...<!--flight reservation-->
</fl ow>
<assi gn><copy>
<from expression=""yes’ "/>
<to variable="exit"/>
</ copy></ assi gn>
</ sequence>
</ case>
..<!--cases when state is 'x5 or 'x6-->
</ swi t ch>
</ whi | e>
</ sequence>
</ scope>
<scope>
..<!l--hotel reservation -->
</ scope>
</fl ow>
..<!--send travel Inv, and assign 'x19' to state-->
</ sequence>
</ case>

If there are transitions whose source and target states are
not siblings, the translator identifies these transitions during
preprocessing and flattens that portion of the HSM.

When there are dependency arcs in a peer interface, the
translator generates one | i nk [5] per arc. The translator
places the link target and source inside the corresponding
send or receive fragments. Consider the dependency arc
in Purchasing (Figure 3(a)) which implies that to take the
transition from ag to a1 the current configuration has to
contain the state ag. For this dependency arc, the translator
puts the link source inside the activity that sets the state to
ag, and puts the link target into the fragment corresponding
to the transition from ag t0 a1g.



8 Automated Verifi cation and Experiments

Based on the peer interfaces specified with HSMs and
the Peer Controller Pattern, we can check that each peer
implementation conforms to its interface (interface verifi-
cation), and verify properties of the peer interactions using
the conversation model (behavior verification). In this sec-
tion, we present this modular verification technique and the
verification results for the two motivating examples.

During the interface verification, we check each peer im-
plementation separately. We use the peer interfaces imple-
mented as Conmuni cat i onl nt er f ace instances (Section
3) with the HSMs defining the order of messages a peer can
send and receive. A peer implementation conforms to its
interface if all the call sequences to the Comrmuni cat or are
accepted by its HSM. For example, in the Travel Agency
service, a thread implementing the CarReserve peer con-
forms to its interface if it sends a carlnv message to the
Travel Agent if and only if after receiving a reqCar message.

For the interface verification we use the program checker
Java PathFinder (JPF) [6]. JPF is an explicit state model
checker for Java and supports property specifications via
assertions that are embedded in the source code. JPF ex-
haustively traverses all possible execution paths. Using JPF
we can verify arbitrary Java threads without any restrictions
on data types.

To perform the interface verification with JPF, we sub-
stitute the actual communication instance with the Conmu-
ni cat i onl nt er f ace, so that each send and receive oper-
ation is directed to the sendTransi ti on and r ecei ve-
Transi ti on methods of the HSM. We input the modified
program to JPF to look for assertion violations. These as-
sertions, which are provided in the HSM implementation,
are as follows: 1) the result of the next configuration com-
putation should not be empty, 2) when a receive operation is
invoked at a configuration, the set of possible messages to
receive at that configuration should not be empty. A peer
implementation conforms to its interface if JPF does not
report any assertion violations. Since the peer interfaces
are HSMs with finite states and abstract the asynchronous
messaging, the efficiency of the interface verification is im-
proved significantly.

We implemented the Travel Agency service based on the
Peer Controller Pattern. We checked that the application
threads conform to their interfaces given in Figure 2. The
interface verification of the Customer peer took 5.63 sec-
onds and used 4.92 MB memory, the HotelReserve peer
took 4.76 seconds and used 3.95 MB memory, the Car-
Reserve peer took 4.61 seconds and used 3.74 MB memory,
the FlightReserve peer took 4.83 seconds and used 3.89 MB
memory, and the TravelAgent peer took 9.72 seconds and
used 19.69 MB memory when implemented as one thread.
One can use multiple threads for implementing the Travel-
Agent peer to exploit the concurrency introduced by the
And state in the interface specification. For such an im-

plementation, we need to verify that the combined behavior
of the concurrent threads conform to the peer interface. In
this case one can use the modular verification approach pre-
sented in [3] and verify the concurrent threads separately.

Assuming that the peers behave according to their in-
terfaces, during behavior verification, we verify safety and
liveness properties on the global interaction behavior of a
composite system using the conversation model. For be-
havior verification we use the model checker SPIN [14].
SPIN is an explicit finite state model checker for concur-
rent systems and provides a structure called channel which
is suitable for modeling message queues. Using only the
peer interfaces, we automatically generate a specification
that represents the composite service in the input language
of the SPIN. Then, using SPIN, we verify the composite
service with respect to the properties defined on the conver-
sations. A sample property for the Travel Agency example
is “Whenever a travel request is sent, eventually a travel in-
voice will be sent.”

We verified the global behavior of Travel Agency ser-
vice by translating the HSMs to the input language of SPIN.
Translation of composite web services with interfaces spec-
ified as finite state machines is discussed in [4]. We ex-
tended this translation algorithm to HSM interfaces. First
we investigated the verification of the Travel Agency ser-
vice using asynchronous communication. During this be-
havior verification we used different input queue sizes. We
observed that for the Travel Agency service the state space
increases exponentially with the size of the queues. This
exponential growth affected the performance of the SPIN
model checker and it ran out of memory for queue size 12.
In fact, the reachable state space for this example is infinite
when the queues are unbounded.

We applied the synchronizability analysis to the Travel
Agency example, and identified that it is synchronizable.
Therefore, we were able to verify the Travel Agency service
with synchronous communication without affecting its con-
versation set. With the synchronous communication state
space contains only 8911 states, and the behavior verifica-
tion with SPIN took 0.38 seconds and used 5.15 MB mem-
ory. With synchronous communication, the size of the input
queues are set to 0, and messages are consumed as soon as
they are sent. Since the messages are not buffered, the state
space of the specification is reduced and this reduction leads
to a significant improvement in the efficiency of the behav-
ior verification and avoids the state space explosion.

We also implemented the Purchase Order Handling ex-
ample based on the Peer Controller Pattern and verified it
with our modular verification technique. The interface ver-
ification of the CRelations peer took 4.63 seconds and used
3.73 MB memory, the Invoicing peer took 4.54 seconds and
used 4.22 MB memory, the Shipping peer took 4.81 seconds
and used 3.91 MB memory, the Purchasing peer took 5.00
seconds and used 7.69 MB memory, and the Scheduling
peer took 4.83 seconds and used 3.76 MB memory. The be-



havior verification with asynchronous communication used
6.78 MB memory in 0.59 seconds for different queue sizes.
We observed that during any execution there is at most one
message at each queue at any state; therefore, increasing
the size of message queues did not increase the state space
(10105 states). This experimental observation is not a proof
of the fact that the results we obtained using bounded verifi-
cation will hold for this example when unbounded message
queues are used. To guarantee this, we applied the synchro-
nizability analysis and identified that the five HSMs given in
Figure 3, are synchronizable. With synchronous communi-
cation there are only 1562 states, and behavior verification
with SPIN took 0.08 seconds and used 2.01 MB memory.

9 Conclusions

We presented an HSM model for specifying behavioral
interfaces of peers in a composite web service. With HSMs
we achieved a compact representation that 1) reflects the
natural hierarchy of the service behavior, 2) can specify
concurrent executions of operations, and 3) is suitable for
automated verification. We integrated this model to a design
pattern that facilitates the development of verifiable web
services that communicate with asynchronous messaging.
Based on this pattern, we analyzed both the conformance of
the peer implementations to their interfaces and the global
interaction in the composition with a modular verification
technique. Our experiments show that our modular verifi-
cation approach can check asynchronously communicating
web service implementations and their interactions using
reasonable amount of time and memory. We extended the
synchronizability analysis proposed in [9] to HSMs to ef-
ficiently identify synchronizable peer interfaces. With this
analysis we verified conversations of composite web ser-
vices with respect to unbounded queues. We also discussed
automated translation of peer interfaces specified as HSMs
to BPEL to be published for interoperability.
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