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Abstract.  We present an automata-based approach for the veri cation
of string operations in PHP programs based on symbolic strin g analysis.
String analysis is a static analysis technique that determi nes the values
that a string expression can take during program execution at a given
program point. This information can be used to verify that st ring values
are sanitized properly and to detect programming errors and security
vulnerabilities. In our string analysis approach, we encode the set of
string values that string variables can take as automata. We implement
all string functions using a symbolic automata representat ion (MBDD
representation from the MONA automata package) and leverag e e cient
manipulations on MBDDs, e.g., determinization and minimiz ation. Par-
ticularly, we propose a novel algorithm for language-based replacement.
Our replacement function takes three DFAs as arguments and outputs
a DFA. Finally, we apply a widening operator de ned on automa ta to
approximate xpoint computations. If this conservative ap proximation
does not include any bad patterns (speci ed as regular expressions), we
conclude that the program does not contain any errors or vuln erabilities.
Our experimental results demonstrate that our approach wor ks quite well
in checking the correctness of sanitization operations in real-world PHP
applications.

1 Introduction

Unsanitized string variables are a common cause of securityulnerabilities in
Web applications. In typical interactive Web applications, user-provided input
strings are often used to query back-end databases. If the @s input is not prop-
erly checked and lItered (i.e., sanitized), the input strin gs that contain hidden
destructive commands can be sent to back-end databases ancuse damage.
Using the string analysis techniques proposed in this paperit is possible to au-
tomatically verify that a string variable is properly sanit ized at a program point,
showing that such attacks are not possible.

We present a string analysis technique that computes an oveapproximation
of possible values that a string expression can take at a giveprogram point. We
use a deterministic nite automaton (DFA) to represent the set of values string
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expressions can take. At each program point, each string vaable is associated
with a DFA. The language accepted by the DFA corresponds to tte values that
the corresponding string variable can take at that program point.

The string analysis technique we present is a forward reacHhality compu-
tation that uses DFA as a symbolic representation. We use thesymbolic DFA
representation provided by the MONA DFA library [4], in whic h transition re-
lations of the DFA are represented as Multi-terminal Binary Decision Diagrams
(MBDDs). We iteratively compute an over approximation of th e least xpoint
that corresponds to the reachable values of the string expigsions. In each iter-
ation, given the current state DFAs for all the variables, we compute the next
state DFAs. We present algorithms for next state computation for string oper-
ations such as concatenation and language-based replacemeParticularly, we
present an algorithm for the language-based replacement agration that com-
putes the DFA for Replace (M1, M2, M3) where M1, M,, and M3 are DFAs
that accept the set of original strings, the set of match strngs, and the set of
replacement strings, respectively.

Our language-based replacement operation is essential toadel various built-
in functions of PHP language that can be used to perform inputvalidation. These
functions provide a general mechanism to scan a string for ntahes to a given
pattern, expressed as a regular expression, and to replacae matched text with
a replacement string. As an example of modeling these funatins, consider the
following statement:

$username = ereg\ replace('<script *>", ", $ GET[\"user name\"]);

The expression _GET['username"] returns the string entered by the user, the
ereg_replace call replaces all matches of the search pattern with the empt
string, and the result is assigned to the variableusername This statement can
be modeled by our language-based replacement operation, wre M1 accepts
arbitrary strings, M, accepts the set of strings that start with <script followed
by zero or more spaces and terminated by the character, and M3 accepts the
empty string.

We believe that we are the rst to extend the MONA automata package to
analyze these complex string operations on real programsnladdition to comput-
ing the language-based replacement operation, another diculty is implementing
these string operations without using the standard constrictions based on the

-transitions, since the MBDD-based automata representaton used by MONA
does not allow -transitions. We model non-determinism by extending the al
phabet with extra bits and then project them away using the on-the-y subset
construction algorithm provided by MONA. We apply the proje ction one bit at
a time, and after projecting each bit away, we use the MBDD-baed automata
minimization to reduce the size of the resulting automaton.

Since DFAs can represent in nite sets of strings, the xpoint computations
are not guaranteed to converge. To alleviate this problem, & use the automata
widening technique proposed by Bartzis and Bultan [3] to conpute an over-
approximation of the least xpoint. Brie y, we merge those states belonging to
the same equivalence class identi ed by certain conditionsThis widening opera-
tor was originally proposed for automata representation ofarithmetic constraints



but the intuition behind it is applicable to any symbolic xp oint computation
that uses automata.

We implemented the proposed string analysis technique for PIP programs.
PHP is a scripting language which is widely used in implemering interactive
Web applications. Our experiments show that the proposed sgnbolic analysis
technique works quite well and can be used to prove the corrécess of sanitiza-
tion in real-world PHP applications.

An Example: Consider the PHP program fragment below which demonstrates
a vulnerability from a guestbook application called PBLguestbook-1.32:

1: foreach ($_POST as $name => $value) {

2 if ($name != 'process’ && $name != '‘password2’) {
3 $count++;

4 $result .= ""$name’ = '$value™;
5 if ($count <= $numofparts)
6: $result .= ", "
7 }

8

9

1

}
$query = "UPDATE ‘pblguestbook config® SET $result";

0: mysql_query($query);

This program fragment traverses the input strings entered ly the user (which
are stored in the _POSTarray) in a loop (lines 1-8) and constructs a query string
by accumulating them (by concatenating them to the result variable). This
query is then sent to the back-end database (line 10).

This program shows an example of a SQL injection vulnerabity. Input
strings are concatenated in the loop at lines 1-8 to form the fing used to
query the application's database. Since no sanitization igerformed, an attacker
can modify the query, for example, by injecting a parameter with value '; DROP
DATABASE. #n this case, the SQL string sent to the database will beUPDATE
‘pblguestbook _config® SET ‘name’ = "; DROP DATABASE # Note that the ;'
character separates distinct queries and the# character starts a comment.
Therefore, if the database allows the execution of multiplequeries, it will ex-
ecute the legitimate query intended by the developer and theinjected query
that drops the entire database. The vulnerability can be xed by adding a san-
itization step on the input parameters before the query string is formed.

A properly sanitized version of this program fragment would be:

1 foreach ($_POST as $name => $value) {
1 $name = preg_replace("/[*a-zA-Z0-9]/*, ", $name);
1 $value = preg_replace("/'I", ™, $value);
2 if ($name != 'process’' && $name != 'password2’) {
3 $count++;

4: $result .= "$name’ = '$value™;
5: if ($count <= $numofparts)
6:

7

8

9

1

$result .= ", ";
}

}
$query = "UPDATE “pblguestbook_config~ SET $result";

0: mysql_query($query);



The sanitization is achieved in lines 1.1 and 1.2 by deletingpotentially prob-
lematic characters in the variables $nameand $value , hence preventing the
presented SQL command injection attack. We analyzed both tke vulnerable and
the sanitized versions of this program fragment using our ging analysis tool.
Our string analysis tool constructed a DFA that gives an overapproximation
of the string values that the variable query can take at line 10. We wrote a
regular expression characterizing strings that can be usedor SQL command
injection and converted it to a DFA. (Note that these types of attack DFAs can
be constructed once and stored in a library. They do not have ¢ be specied
separately for each program that is being analyzed). Then, @ checked if the
intersection of the language recognized by the DFA for thequery variable at line
10, and the DFA characterizing the SQL command injection attack is empty.
When we applied our analysis to the vulnerable program fragrent shown above,
our string analysis tool reported that the intersection is not empty, i.e., the pro-
gram fragment might be vulnerable. However, when we appliecbur analysis to
the sanitized version, our tool reported that the intersection is empty, proving
that the variables are properly sanitized.

It is worthwhile to note some of the challenges in analyzing he example given
above. First, in order to prove that the variables are propeily sanitized, we need
to statically interpret the replacement function preg_replace with reasonable
precision. Second, our Xxpoint computation has to convergeeven though the
above program fragment contains a loop. We are able to handléoth of these
challenges by 1) proposing and implementing a novel languagbased replace-
ment operation and 2) using an automata widening operator. Mte that, for
the sanitized program fragment, the xpoint computation wi thout widening will
not converge. Moreover, a haive over-approximation, that gts the values of the
variables that are updated in a loop to all possible strings,will not be a tight
enough approximation to verify the sanitized program fragnment.

The rest of the paper is organized as follows. In Section 2, wdescribe our
symbolic string analysis algorithm. In Section 3, we desche the implementation
of the closure, concatenation and replacement operation$n Section 4, we discuss
the widening operation. In Section 5, we summarize our expéments. In Section
6, we discuss the related work, and, in Section 7, we concludée paper.

2 Automata-based String Analysis

Most of the string manipulation operations performed in red-world applications
can be reduced to the following four operations:

{ assignment assigns the current string value of a variable to another vaiable
(the assignment operator in PHP is \=");

{ concatenation: concatenates two string variables and/or constants (the on-
catenation operation in PHP is \.");

{ replacement replaces the parts of a string that match the given pattern
with the given replacement string (there are several stringreplacement func-



tions in PHP such ashtmispecialchars , tolower , toupper , str _replace , trim ,
preg_replace and ereg_replace , and they can all be converted to this form).

{ restriction : restricts the value of a string variable based on a branch cadi-
tion.

The rst step of string analysis is to construct a control ow graph (CFG)
that only contains string variables and operations on string variables. We de ne
a CFG as a tuple (V; S; E) where V is the set of string variables,S is the set of
statements andE S S is the set of control ow edges. Each statements 2 S
could be one of the following operationsnull, assign, concat, replace, restrict,
input. The null operation represents the statements that do not in uence the
string variables and, hence, have been removed. We usessignto denote the
assignment of a string constant or a variable to a string varable. We useconcat
to denote the assignment operations that assign the concatetion of two string
constants and/or variables to a string variable. We usereplace to denote the
assignment of a string value computed by a replacement opeti@n to a string
variable. We userestrict to denote the restriction of a string value in order to
model branch conditions. For instance, considering a brart condition v = g,
where e is a regular expression, we addestrict (v;€) at the beginning of the
truth branch and restrict (v;e) at the beginning of the false branch wheree
indicates to restrict the string values of v to the complement set ofe. A similar
idea has been discussed in [15]. Finally, we useput to denote a read operation,
where a string variable is assigned a value provided by a user

Automata Operations: In order to implement the automata-based string anal-
ysis, we implement the following operations:

{ Construct (regexpe): Returnsa DFA M, L(M) = fwjw2 L(e)g.
{ Closure (DFA M3i):ReturnsaDFA M,L(M)= fwiw,:::wx jk> 0;8i; 1
i kiwi 2 L(Mj)g.
{ Concat (DFA M, DFA M3): Returns a DFA M, L(M) = fwyw, j wy 2
L(M1);wz2 2 L(M2)g.
{ Replace (DFA M;, DFA M,, DFA Mg3): Returns a DFA M, L(M) =
fwiCiWwaCo it Wi CeWier ] K > 0, WiXgWoXo il i WXk Wie1 2 L(M1);8i, X 2
L(M2); w; does not contain any substring accepted byM ;¢ 2 L(M3)g.
Union (DFA M1, DFA M) : Returnsa DFA M, L(M)= L(M1)[ L(M 2).
Intersect (DFA Mi, DFA Mj): ReturnsaDFAM, L(M) = L(M1)\ L(M>y).
Widening (DFA My, DFA My): Returnsa DFAM, L(M) L(M1)[ L(M>y).
EquCheck (DFA M1, DFA Mj): Checks whetherL(M1) = L(M3).
EmpCheck (DFA M): Checks whetherL(M) = ;.
Empty (): Returns a DFA which does not accept any string.
Universal (): Returns a DFA which accepts all the strings.

e el e R R

String Analysis Algorithm: The string analysis algorithm, takes a CFG,
a program point, a string variable and an attack pattern as input. It computes
jVjj Sj DFAs, where the DFA (v; s) accepts the language that corresponds to all
the string values that the variable v can take at the program point s during any



Input: (V;S; E), attackpattern , statement, variable
DFA attack := Construct (attackpattern )
DFA old[1:::jVJ[1:::Sj], new[1:::jV][1:::]S]], temp[l:::jV]]
for eachv 2 V, s2 S, old[v][s] := Empty (), new[Vv][s] := Empty ()
repeat
foreachv 2 V, s2 S, old[v][s] := new]|V][s]
for eachs2 S
for eachv 2 V, temp[v] := Empty ()
for each (s%s) 2 E, temp[v] := Union (temp[v], old[v][s)
for eachv 2 V, new[v][s] := templ[v]
switch s:type
casenull skip
caseread // v := get input
new|[v][s] := Universal ()
caseassign// v = vi
new|[Vv][s] := temp[vi]
caseconcat // v := concat( vi, Vo)
new[v][s] := Concat (temp][vi],temp[vz])
casereplace // v :=replace(vi, €, C)
where e is a regular expression andc is a string.
DFA t; := Construct (e), DFA t, := Construct (c)
new[v][s] := Replace (temp[vi];t1;t2)
caserestrict // restrict( v,e)
DFA t; := Construct (e)
new[v][s] := Intersect (old[V][s],t1)
for eachv 2 V, s2 S, old[v][s] := Widening (old[v][s],new[V][s])
until (for all v;s; EquCheck (old[v][s], new[V][s]))
if (EmpCheck (Intersect (new[variable][statement], attack))) then ver elseerr

Fig. 1. String analysis algorithm

program execution. We compute these DFA using a least xpoirtt computation
as shown in Figure 1. Since the lattice is in nite, it might not be possible to reach
the least xpoint using an iterative algorithm. To tackle th is problem, we apply
the automata widening operator in [3] to our analysis. Follaving Bartzis and
Bultan's results, we characterize a set of languages that tis widening operator
can result in the precise xed point. Our string analysis algorithm returns ver
if it is not possible for the input variable to have a string value that matches the
attack pattern at the given program point; however, it may yield a false alarm
while it returns err .

Symbolic Automata Representation: We use the DFA library of MONA [4]
to implement the string operations listed above. In MONA, tr ansition relations
of DFA are symbolically represented using Multi-terminal Binary Decision Dia-
grams (MBDDs). A MBDD is a BDD with multiple roots and multipl e leaves.
In MONA's DFA representation, each state of the DFA is a root and points to
a BDD node, and each leaf value is a state of the DFA. Given the arrent state
and a symbola 2 B¥, where B¥ is alphabet of bit vectors of length k, one can



nd the next state by following the BDD nodes according to the bit vector of

a from the BDD node pointed by the current state. We use a 7-bit \ector, i.e.,

B’, as our alphabet representing the binary value of ASCIl symhls, e.g., for
the ASCII symbol "a', the ASCII code is 97 which is representd as "1100001' in
our encoding.

The MONA DFA library provides e cient implementations of st andard au-
tomata operations. These operations include product, progct and determinize,
and minimize [4]. The product operation takes the Cartesianproduct of the
states of the two input automata. We use the product operatian to implement
the intersection and union operations. The project and deteminize operation,
denoted asProject (M;i), where 1 i Kk, converts a DFA M recognizing a
languageL over the alphabetBX, to a DFA M ° recognizing a languagd.°® over
the alphabet Bk 1, whereL %is the language that results from applying the tuple
projection on the i bit to each symbol of the alphabet. The process consists
of removing the i™" track of the MBDD and determinizing the resulting MBDD
via on-the- y subset construction.

3 String Operations on Automata

In this section, we describe how to implement the closure, aocatenate and re-
place operations. Since we use MBDD representation for DFAwe are not able
to introduce -transitions. Instead, to avoid the non-determinism introduced by
these operations, we extend the alphabet by adding extra b&, and then use
projection to map the resulting DFA to the original alphabet .

ADFA M isatupleQ;q; ; ;F i whereQ is a nite set of states, ¢ is the

initial state, BX is the alphabet, where each symbol is encoded askabit
string. F : Q!'f ;+gis a mapping function from a state to its status. Given a
state q2 Q; qis an accepting state ifF(gq) =+. :Q I Q is the transition

relation. A state g of M is asink stateif 8 2 ; (q; )= qand F(q) =
In the following sections, we assume that for all unspeci edpairs (q; ), (q; )
goes to asink state. In the constructions below, we also ignore the trangdions
that lead to a sink state.

Given 2 Bk, we use 0or 12 BK* to denote the bit string that is
appended with "0' or "1'. For instance, if is '110011' then 0 is "1100110".

Closure: The DFA M is a closure-DFA of the DFAM 1, if L(M) = f wywy @2 2wy
j9k>0;81 i kyw; 2 L(Mq)g.

Given M1 = hQ1;tho; ; 1;Fil, its closure M can be constructed by rst
constructing an intermediate DFA M = hQ1; tho; 0; 0; F.i as:

{ "=fo0j 2 g[f 1j 2 g
{ 80:P2Qq; (a; 0)= o if 1(q; )= L.
{ 802 Qq; (q; 1) = if Fi(=+and 1(tho; )= .

Then, M = Project (M Sk o+ 1) is the closure of M ;.



Since M is a DFA, the project operation requwes the subset Ooconstrution
only when there existsq 2 Qi, F1(q) =+, and 9:q °q” 2 :9%g°2 Q6
q!l(q )—Qvl((hO: )_q

Concatenation: The DFA M is a concatenation-DFA of the DFA M and M ,,
if L(M ) = fW1W2 ] Wy 2 L(Ml);Wz 2 L(Mz)g
Given M1 = M 0w;; 1;Fii and M2 = MQ2;qo; ; 2;F2i, the
concatenation-DFA M can be constructed as follows. Without loss of gener-
alltoy we assume thath\ Q2 is empty. We rst construct an intermediate DFA
r‘Q Cho; > % F%, where

Q Qi Q2

—fOJ 2 g[f 1] 2 g
8q; 2 Qi; (q, 0) = q if 1(q; )=¢°
80; 2 Qz; “(a; 0)= o, if 2(a; )=
892 Qu; (g; 1)= o if Fa(d) =+and 92 Qz; 2(o; )= ¢
8q2 Ql;FO(CI):*‘, if Fl(Q):+and Fa(tpo) =+; F (@)= ,ow.
802 Q2 F (g) = F2(0).

Then, M = Project (M ; Sk o+ 1). Again, since both M1 and M, are DFA,
the subset constructlon happens only when there existg 2 Qq; Flgq) =+ such

that 9;9%q"; 2 ;9°2Q1;q 2 Q2 1(q; )= ¢% 2(cko; )=q .

e e e e e R

Replacement:. A DFA M is a replaced-DFA of a DFA tuple (M1;M2; M3), if
and only if L(M) = fw j k > 0O;wiXgWo @i iWgXkWk+1 2 L(My);
W = Wi WoiliWkCGWi+1;81 1 KjXj 2 L(M2);6 2 L(M3);81 i
kK+1;w 62 0WxW3 jx°2 L(M2);wi;wd2 g

This de nition requires that all occurrences of matching sub-strings in a
word are replaced. The intuition of the implementation of this language-based
replacement is that we rst insert marks into automata, then identify matching
sub-strings by intersection of automata, and nally construct the nal automaton
by replacing these matching sub-strings.

We consider a new alphabet =f j 2 g, and let x denote a new string
in which we add bar to each character inx. Assume that M1; M,; M3 have the
same alphabet , where];;]262 ,and8 2 ; 62 .Wedene Mf, M,°%and
M as follows, and claim thatM accepts the same language as the replaced-DFA
of the tuple (M1;M32; M3).

{ My, whereL(M;) = fw0j k> O:W = WiXqWp 1 WiXkWisr 2 L(M1);wl=
W1]1X1]aWa i Wil 1Xk]2Wiet G-

{ M,, whereL(M,) = fwoj k> 0;w®= wy]ix1]oWy i1 wi]1Xk]2Wi+q ; 81
i k;xj2L(M2);81 i k+1;w 2L(Mp)g, whereL(My) is the set of
strings which do not contain any substring in L(M»). The languageL (My,)
is de ned as the complement set off wixwy, j X 2 L(M2); wq;w, 2 g.

{ M, Where L(M) = fWJ k > O;wp]iX1]oWo Wi ]1Xk]2Wk+1 2 L(Mf)\
L(M ) W= WiCWo Wk CWk+1 ;81 1 Kk;¢ 2 L(M3)g.



To distinguish the original and bar alphabets, we append an gtra bitto  so
that is Oand is 1.GivenMi = MQq;quo; ; 1;F1i,M2= M2, o; ; 2;F2i,
and M3 = Qs; qgo; ; 3; Fsi, the process to construct a replaced-DFAM can
be decoupled into the following steps:

1. Construct M 1°from My,

2. Construct M from M,

3. GenerateM ’ as the mtersectlon ofM and M2,

4. Construct M * from M ° where the strlngs that appear between]; and ], are
replaced by words molo_(M 3), and

5. GenerateM from M by projection.

We formally describe the implementation of these steps belo. As a run-
ning example, we uselL (M) = fbaaly, L(M,) = a* (M, accepts the language
fa;aa;aaa;::g) and L(M3) = fcgor L(M3) = f g. Let jM | denote the num-
ber of states of M. An upper bound for each intermediate automaton before
projection and m|n|m|zat|on is also descnbed

Step 1: Ml I"Ql,qlo, > l,Fll is constructed from M1, where

{ Qi = Q1 [ Qio, Qo is the duplicate of Q;. For all g2 Q, there is a one to
OI’[l)e mappingq®2 Qo.

{ ,=10j 2 g[f 1j 2 g[f J1i]20

{ 1(o; 0)= @ and 1 (ko 1)= o, if 1(a; )= @

{ 8w 2 Qy; (ql J1) = cwo and 3 (cho; )= a

{ 802 Qu; 1(q) = Fa(q) and 802 Qqo; 1(q) 0.

An example for constructing Mf from M1, whereL(M;) = fbaalyg, is given
in Fig 2. jM;j is bounded by 3M 4j.

(a) M: : fbaahy (b) M}

Fig. 2. Constructing Mf from M1

Step 2: To construct Mg, we rst construct My which accepts the com-
plement set of fwixwy, j wi;w, 2 ;X 2 L(M3)g. For instance, as shown in
Fig 3(b), for L(M,) = a*, My, is the DFA that accepts ( nfag) . Let M be the
DFA accepting . My can be constructed byNegate (Concat (Concat (M ,
M2), M )). We obtain the DFA in Fig 3(b) by applying this constructio n with
minimization. ,

OAssumg |V[|)h = f'Qh Gho, 5 hs ;Fni, and M, = f'Qz,C]zo, i o Fol. M2 =
hQ,; tho; 5 2 F2| can then be constructed as:



Q Qnl Q2
—f 0j8 2 gff 118 2 glf ]ui]20
8q; P2 Qn; (q, 0)=d%if n(q; )=
80; 2 Qp; z(q, 1)=d%if 2(q; )= d
802 Qn; t;(01 I1) = %o If Frn(g) =+
802 Qz; »(0;]2) = Gho if F2(q) =+
892 Qn;F2(q) = Fn(q) and 892 Qy;F,(q) =

The correspondingM2 for our example is shown in Fig 3(c).jM§j is bounded
by jMpj + jM»j, wherejMyj is bounded byjM,j + 2.

e e e L e R R

@ M, (b) M () M;

Fig. 3. Constructing M20 from M, and My,

Step 3 M’ tQ 0IO O; F iis generated as the mtersectlon oNI and
M based on J:)roductlon The exampld\/l is shown in Fig 4 (a).jM j is bounded
by iMgj | M.

Step 4: Before we constructM ” from M°, we rst introduce a function
reach : Q ! 2Q , which maps a state to all its ]-reachable states inM . ° We say
° |s] -reachable fromq |f there eX|stsasequence| q;:: 0 Psothat (1) n 1,
@ (@)= & 3) “(h:l2)= ¢’ and (4) 80<i<n; °(g;X)= Gs1, where
x2f 1j8 2 g.Forinstance, in Fig 4 (a), one can nd that reach(i) = fj;k g
and reach(j) = fkg. Intuitively, one can think that each pair ( q;d), where
q°2 reach(q), identi es a word in L(M>).

Our goal is, for eachq® 2 reach(q), msertlng paths between q and ¢° that
recognize all words inL(M3). If there exist % q 2 reach(q) and ¢° 6 q this
insertion will cause nondeterminism. To tackle this problem, as we did in the
construction of closure and concatenation, we add extra bg to the alphabet
and Iater project them away. Assumen is the maximum size ofreach(q) for all
q2 Q We need at mostdog(n + 1) e bits to be added to the alphabet so that
the construction can result in a DFA. Let P = fgqj q2 Q reach(q) > Og. Let
m = dog(n + 1) e, where n is the maximum size ofreach(q) for all g2 P. Let
mq be an m-bit string. For 2 BX, m 4 2 B¥*™ is a string in which mq is
appended to . Let mg be an m-bit string of 0s. We assumeBq; mg 6 mg, and
for any g2 P, mg 6 mg?if o g®2 reach(q).

The construction of M depends onL (M3). We consider the following three
cases: (1M 3 only accepts single characters, i.el. (M 3) , (2) M 3 only accepts
words with more than one character, i.e.,L (M3) *n ,(3) M3 only accepts
the empty string, i.e., L(M3) = f g.

Case 1: 8w 2 L(M3);jwj = 1. M” hQO;og; * " F% is constructed as:



00

{ Bk+m

{ 892 Q% "(a;mo)= & if “(g; 0)=
{ 892 P;8¢°2 reach(p);8 2 L(M3); "(a; m ) = o

In Fig 4(a), P = fi;j g,reach(i) = fj;kgandreach(j) = k. Let L(M3) = fcg.
M * of our example is shown in Fig 4(b). Each symbol is appended \th two extra
bits, e.g., (i;c01) = and (i;c10) = k. j|\/| j is bounded byjM j

(a M ° (b) M . case 1 (c) M . case 3
Fig. 4. Constructing M “from M°. M " is the intersection of M1° and M2O
Case 2: 8w 2 L(M3);jwj 2 For eachp 2 P, we construct a copy ofM3

asMp = Qp; o ;  piFpl. M % is constructed by inserting M, betweenp and
reachgp)

M = I"Qoo;of,; DO; 0O;Fooi, where
S
00 0
Q = Q p2P Qp
00 Bk+m

892 Q" “(a; mg)= c’if ‘(a; 0)= ¢

8p2 P;892 Qp; (a; mo)= & if p(a; )=

8p2P; (psmg)=q,if p(Go; )= a

8p2 P;8q2 reach(p); "(q% mo)= q,if p(c% )= q" andFp(q") =+
842 Q' F ()= F'(d)

8p2 P;q2 Qp;F (g =

In this case,jM “j is bounded byjM‘j+ jM°j j M | Msj.

Case 3. 8w 2 L(M3);jwj = 0. We consider this case agdeletion. Before we
start the construction, it is worth to know that for deletion , one may change the
argument M, to N, whereL(N) = L(M;)+ (Kleene plus closure) , and get the
same result. We speC|fy this property as follows.

Property 1 Let M =Replace (M, Mz, M3), and M° =Replace (M4,
M3), where L(N)= L(M2)+. L(M)= L(M )|f L(M3)=f g.

The correctness comes from the fact that, by construction, fithere existsw 2
L(N), then there existsk > 0, w = wyw, :::wy, where81 i Kk;w; 2 L(M>y).
Sincew or any w; will be deleted after the replacement, usingN instead of M,
yields the same result.

Note that the ]-reachable states oM CusingN is actually the set of reachable
closure of the]-reachable states oM °using M ,. This facilitates our construction

e e e e L ]



by taking all deleted pairs into account in one step. In the fdlowing construction,
without loss of the generality, we assume that the matching &ings are accepted
by N. N can be constructed from the originalM, by our closure operation.

00

M * can then be constructed asQ’; 08; - “F”i, where

00

{ Bk+m

{ 842 Q" (s mo)=d,if “(a; 0)=¢

{ 8p2 P;8q2 reach(p); (p; m )= ¢’ if (q; 0)=
{ 8p2 P; Foo(p) =+, if 992 reach(p); Fo(q) =+,

{ F*(9) = F'(g), o.w.

Let L(M3) = f g. The result of M° |s shown in Fig 4(02 Note that if M, =
fag, we would get the same resuItJM J is bounded byjM j.

Finally, consider M 3 as a general DFA.Replace (M 1, M,, M3) can be con-
structed as the union of the results of the following three orations:

{ Replace (M1, My, M3,), whereL(M3,) = L(M3)\
{ Replace (M1, My, M3,), whereL(M3,)= L(M3)\ *n
{ Replace (M1, M, M3,), whereL(M3,)= L(M3)\f g

Our replacement operation is de ned in a general case in term of M 3. For
all replacement statements in PHP programs, such astr _replace , preg_replace ,
and ereg_replace , L (M3) is a constant string. In our implementation, we deter-
mine which type of construction to apply based on the length d this string.

Step 5: Finally, we get M over by iteratively projecting away the extra
bits. The subset construction is only applied when needed.

The nal DFA M =Replace (M1;M2;M3), whereL(M;) = fbaalg, L(M,) =
a*, and L(M3) = fcg, is shown in Fig 5.M acceptsf bcb; bcalp

In PHP programs, replacement operations such asreg_replace can use
di erent replacement semantics such aslongest matchor rst match . Our re-
placement operation provides an over approximation of suchmore restricted
replace semantics. For the example above, in the longest melh semantics,M
only accepts bch in which the longest match aa is replaced byc. In the rst
match semantics,M only acceptsbcch in which two matches a and a are re-
placed with c. Both of these are included in the result obtained by our re-
placement operation. This over approximation works well fa our benchmarks,
and does not raise false alarms. Indeed, we have observed thaost statements
we encountered yield the same result in the rst and longest natch semantics,
e.g.ereg replace("<script *>","",$ _GET["username']); , and are precisely
modelled by our language-based replacement operation.

4 Widening Automata

In this section, we describe the widening operator we use, wth was originally
proposed for arithmetic automata by Bartzis and Bultan [3].



(@ My (b) M
Fig.5. M EO is Project (M Pk + 2), M is Project (M fo; k+1)
Given two nite automata M = hQ;qp; ; ;F i andM%= mQ%qd; ; C%F4,

we rst de ne the binary relation , on Q[ QO as follows. Giveng 2 Q and
2 Q% we say thatq , g’andq® , qif and only if

w2 F( (wW)=+ , F(o(Pw)=+: 1)

or g;f6sink"9w2 : (go;w)= g °(g;w) = o (2)

where (q;w) is de ned as the state that M reaches after consumingv starting
from state g. In other words, condition 1 states that q , o if 8w 2 , W

is accepted byM from g then w is accepted byM © from ¢° and vice versa.
Condition 2 states that ¢ , o®if 9w 2 , M reaches stateq and M ° reaches
state ¢° after consumingw from its initial state. For ¢ 2 Q and gz 2 Q we say
that @ @ if and only if

9°2Q%w ™ ¢ _ 992Qa® 9 "% [ q ®3)

Similarly we can dene ¢ , of for ¢f 2 Q%and ¢ 2 Q°.
It can be seen that | is an equivalence relation. LetC be the set of equiv-
alence classes of ; . We dene Mr M %= Q% g0 ; 90F9 py:

QOO: C

B%=c st p2crf2c

Na: )=¢ st 826\ Q: (4; )2 ¢ _ (q; )= sink)”
(82 ¢\ Q% A% )2 ¢ _ %% )= sink)
FRe)=+ st. 9g2F[ F%qg2c: F9= ow.

In other words, the set of states ofM r M Cis the setC of equivalence classes of
. . Transitions are de ned from the transitions of M and M 2 The initial state

is the class containing the initial statesg and ¢f. The set of nal states is the

set of classes that contain some of the nal states irF and F° It can be shown

that, given two automata M and M% L(M)[ L(M9) L(Mr M9 [3].

In Fig 6, we give an example for the widening operation.L(M) = f ;abg
and L(M9 = f ;ab;abaly. The set of equivalence classes 8§ = f ¢ ¢f%, where
o8%= fop; s p; of; ofg and = fon; ofs g L(Mr M°) = (ab) .

As shown in Fig 1, we use this widening operator iteratively © compute an
over-approximation of the least xpoint that corresponds t o the reachable values
of string expressions. To simplify the discussion, let us asume a program with
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Fig.6. Widening automata

a single string variable represented with one automatonM . Let M; represent
the automaton computed at the i iteration and let | denote the initial value
of the string variable. The xpoint computation will comput e a sequenceMy,
My, ..., Mj, ..., where Mg = | and M; = M; [ post(M; 1) where the post-
condition for di erent statements is computed as describedin Fig 1. We reach
the least xpoint M; if at some iteration, M; = M; ;1. Since we are dealing with
an in nite state system, the computation may not converge. In the following, we
useM; to denote the least xpoint.

Given the widening operator, we actually compute an sequereM, M2, ...,
M2 ..., that over-approximates the xpoint computation wher e M %is de ned as:
M= My, and fori> 0,M%= M2 ;r (M? ;[ post(M? ,)). Let M{ denote the
least xpoint of this approximate sequence. Then we have thdollowing result [3]:

De nition 1. M1 = hQi1;qo1; ; 1;F1iissimulated byM, = hQ2; quz; i  2; Fai
i there exists a total function f : Q; nfsinkg! Q2 such that ;(q; ) = sink
or f(1(g; )= 2f(k); ) forall g2 Qinfsinkgand 2 . Furthermore,
f (1) = g2 and for all q2 Fy, f(g) 2 F2.

Denition 2. M = hQ;q0; ; ;F i is state-disjoint i there is no state g2 Q
such that there exist 2 and %q”®2 Q, ° 6 g and (¢® ) = q and
(@@ )=q

Theorem 1. If (1) My exists, (2) M, is a state-disjoint automaton, and (3)
My is simulated byM; , then (1) M{ exists and 2)M{ = My .

Consider a simple example where we start from an empty stringand sim-
ply concatenate a substringab at each iteration. The exact sequenceMg, M1,
..., Mj, ... will never converge to the least xpoint, where L(My) = f g and
L(M;)=f(ab*j1 k ig[f g However,M; existsandL(M; )= (ab) .
In addition, M1 is a state-disjoint automaton, and Mg is simulated by M, .
Based on Theorem 1, these conditions imply that once the comyttation of the
approximate sequence reaches the xpoint, the xpoint is equal to M1 and the
analysis is precise. Computation of the approximate sequese is shown in Fig 7.
M2= M2 r (M? ;[ post(M? ;;R)), where post(M ) returns an automaton that
acceptsfwabj w 2 L(M)g. In this case, we reach the xpoint at the 3™ iteration
andM? = M; = M.

A more general case that we commonly encounter in real progras is that
we start from a set of initial strings (accepted by Mi,i; ), and concatenate an
arbitrary but xed set of strings (accepted by M ) at each iteration. Based on
Theorem 1 one can conclude that if the DFAM that accepts L (Minit )L (M tail )
is state-disjoint, then our analysis via widening will reach the precise least x-
point when it terminates.
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Fig. 7. An approximate sequence

5 Experiments

We experimented with our string analysis tool on a number of st cases ex-
tracted from a set of real-world, open source applicationsMyEasyMarket-4.1 (a
shopping cart program), PBLguestbook-1.32 (a guestbook application),
Aphpkb-0.71 (a knowledge base management systemRBloggIT-1.0 (a blog en-
gine), and proManager-0.72 (a project management system). We believe that
these programs are representative of how web applicationsse regular expression
based replacement functions to modify their input (in particular, in a security
context, to perform input sanitization), and, thus, are good test cases for our
technique. These vulnerable functions were identi ed and anitized by Balzarotti
et al. in [1,2].

Table 5 shows the results of applying our string analysis tobto these pro-
grams. The rst column of Table 5 identi es the application, the function that
was analyzed and the line number for the vulnerable operatin. For each test
case we analyzed the original version of the program (that catained the vulner-
ability) and a modi ed version which was modi ed with the int ention of xing
the vulnerability. Our analysis is quite e cient and takes a couple of seconds.
Since our string analysis tool is sound, it identi es the exsting vulnerabilities
correctly in each case. However, since our conservative appximations can lead
to false positives, the fact that our tool identi es a possible vulnerability does
not mean that it is guaranteed to be a vulnerability.

The impressive part of our results is that for all the modi ed program seg-
ments our approach is able to prove that the sanitization is orrect. This indicates
that the approximations we use work quite well in real-world applications.

We also experimented with Saner [1] to check these benchmaskWe discuss
this tool in related work. The results are shown in table 5. Ou tool performs
slightly better than Saner in terms of time. It is interestin g to note that there are
some conicts on the veri cation results. Saner performs bainded veri cation
and approximates the value of out of bound computation as arltrary strings.
This rough approximation raises a false alarm while checkig the sanitized ver-
sion of PBLguestbook-1.32(1210). While checkingBloggIT-1.0 , Saner, in the de-
fault con guration, assumes that data from the database aresanitized; while we
assume that these data may be tainted and model them the samesadata from
users. Saner raises an error for the sanitization routine ifPBLguestbook-1.32 (182)
since it does not support the syntax of the replace operator sed in that routine.

6 Related Work

Due to its importance in security, string analysis has been wdely studied. Chris-
tensen, M ller and Schwartzbach [7] proposed a grammar-basd string analysis



Application Ver. |Res.|Final DFA | Peak DFA Time Mem || Saner Saner
File(line) ‘ state(bdd) ‘state(bdd) ‘user+sys(sec) (kb) Hn(type) ‘Time(sec)
MyEasyMarket-4.1 [8) y 17(133) 17(148) 0.010+0.002 444 || 1(xss) 1.173
trans.php(218) m n 17(132) 17(147) 0.009+0.001 451 0 1.139
PBLguestbook-1.32 [§) y 42(329) 42(376) 0.019+0.001 490 || 1(sql) 1.264
pblguestbook.php(1210) m n 49(329) 42(376) 0.016+0.002 626 || 1(sql) 1.665
PBLguestbook-1.32 [§) y | 842(6749) | 842(7589) 2.57+0.061 [13310(| 1(req) 4.618
pblguestbook.php(182) m | n |774(6192) | 740(6674) | 1.221+0.007 | 8184 || 1(reg) 4.331
Aphpkb-0.71 o[y 27(219) 289(2637) | 0.045+0.003 [ 2436 || 1(xss) 1.220
saa.php(87) m | n 18(157) |1324(15435) | 0.177+0.009 |11388 0 1.622
BloggIT 1.0 o[y 79(633) 79(710) 0.499+0.002 | 3569 0 0.558
admin.php(23,25,27) o |y | 126(999) | 126(1123)
o | y |138(1095) | 138(1231)
m [ n 79(637) 93(1026) 0.391+0.006 | 5820 0 0.559
m | n | 115(919) | 127(1140)
m | n [127(1015) | 220(2000)
proManager-0.72 [§) y |387(3166) [2697(29907) | 1.771+0.042 [13900|| 1(xss) 6.980
message.php(91) m | n |423(3470) [2697(29907) | 2.091+0.051 |19353 0 7.201

Table 1. Experimental results. Application: name of the applicatio n and the checked
program point. Version: o-original, m-modi ed. Res.: y-th e intersection of attack strings
is not empty (vulnerable), n-the intersection of attack str ings is empty (secure). Final
DFA is the minimized DFA at the checked program point, and Pea k DFA is the largest
DFA observed during the xpoint iteration. state: number of  states. bdd: number of
bdd nodes. n: number of warnings raised by Saner. type:(1) xss - cross site scripting
vulnerablity, (2) sqgl - SQL injection vulnerability, (3) re g - regular expression error.

(implemented in a tool called JSA) to statically determine the values of string ex-
pressions in Java programs. They convert the ow graph into acontext free gram-
mar where each string variable corresponds to a nonterminaland each string
operation corresponds to a production rule. Then, they conert this grammar to
a regular language by computing an over-approximation. Gold et al. [11] use
this grammar-based string analysis technique to check forreors in dynamically
generated SQL query strings in Java-based web applicationg’]. Christodorescu
et al. [8] present an implementation of the grammar-based sing analysis tech-
nique for executable programs for the x86 architecture. Mimmide [13] supports
string-based replacement operations by escaping replaceperations to nite-
state transducers, and describes a string analysis similato JSA to statically
detect cross-site scripting vulnerabilities and to validae pages generated by web
applications written in the PHP language. Wassermann et al.[18] proposed a
static analysis to detect SQL injections following Minamide [13]. There are some
other tools for string analysis [6,9, 15, 19]. Shannon et al[15] propose forward
bounded symbolic execution to perform string analysis on Jea programs. Simi-
lar to our approach, automata are used to trace path constrants and encode the
values of string variables. They support trim and substring operations. Xie and
Aiken [19] support string assignment and validation operatons. Fu et al. [9] and
Choi et al. [6] support string-based replacement (as opposkto language-based
replacement). None of the tools mentioned above addresseariguage-based re-
placement operations. This defect causes the approximatits computed by these
tools to be too coarse for some input sanitization routines.

Language-based replacement has been discussed in computatal linguis-
tics [10,12,14,17]. These algorithms are based on the comgition of nite state
transducers. By composing speci ¢ transducers, constraits like longest match



and rst match can be precisely modeled. However, each comsition may result

in a quadratic size of non-deterministic automaton, and is nore likely to blow-up

compared to our construction. The transducer-based replagment function [14]

has been implemented in Finite State Automata utilities (FSA) [16], where au-
tomata are stored and manipulated using an explicit represatation. We use a
symbolic DFA representation based on MBDDs. This symbolic ecoding enables
us to perform complex automata operations, such as closureoncatenation, re-
place, and widening, e ciently using the MBDDs.

Balzarotti et al. [1] combine both dynamic and static techniques to ver-
ify PHP programs. They support language-based replacemenby incorporating
FSA [16], but they only support bounded computation for loops and approxi-
mate variables updated in a loop as arbitrary strings once tle computation does
not converge within a xed bound. We incorporate the widening operator in [3]
to tackle this problem and obtain a tighter approximation th at enables us to
verify a larger set of programs.

Choi et al. [6] also investigates a widening method to analyg strings. The
widening operator is de ned on strings and the widening of a st of strings is
achieved by applying the widening operator pairwise to eachstring pair. The
widening operator we use is de ned on automata, and was origially proposed
for arithmetic constraints [3]. The intuition behind this w idening operator is
applicable to any symbolic xpoint computation that uses automata. In [3] it
is proved that for a restricted class of systems the wideningperator computes
the precise xpoint and we extend this result to our analysis. Moreover, in our
experiments, the over-approximation computed by this widening operator works
well to prove the properties we were interested in.

Finally, the use of automata as a symbolic representation fo veri cation
has been investigated in other contexts (e.g., [5]). In thispaper we focus on
veri cation of string manipulation operations in PHP progr ams.

7 Conclusion

We proposed a symbolic approach for string veri cation on PHP programs. Our
approach computes a conservative approximation of the set fovalues that a
string variable can take at a given program point. We use a syrbolic automata
representation based on MBDDs and implement the string opeations such as
concatenation and replacement on this symbolic representan. Our experiments
demonstrate that the proposed string analysis technique iapable of verifying
the correctness of string sanitization operations in realworld PHP programs.
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