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1 Introduction

The use of e-services (i.e., self-contained Web accessible programs and devices)
has revolutionized the way that business services are provided and deployed.
One recent trend is to provide value added composite e-services by integrating
existing services available on the Web. However, to make such a “composite
paradigm” prevail, one has to first resolve the modeling problem, i.e., how
to define the public invocation interface so that individual e-services can be
discovered and invoked by others (see [20]).

It has been recognized that the stateless function call models like WSDL [32]
are inadequate for describing long running complex services. For example,
Graunke et al [17] showed that the lack of stateful coordination of server
scripts causes problems in Orbitz reservation system, and similar flaws also
exist in many other services like Hertz Rental and Register.com. Emerging
standards such as BPML [7], BPEL [6] and WSCI [31] resolve this problem by
exposing the control flow skeleton of individual e-services, so that an invoker
knows how to interact with a service. In contrast to the process oriented view
of BPEL [6], the IBM Conversation Support Project [18] concentrates on the
interaction in a peer-to-peer conversation session, and proposes the notion of
conversation policy. In [9], we generalized the concept of a conversation policy
to that of a conversation specification (protocol), which describes the conversa-
tion logic globally for any number of peers and for finite length conversations.
A conversation protocol can be conveniently captured by a finite state au-
tomaton, with the set of messages exchanged among peers as the alphabet. In
this paper, we study conversation protocols for reactive composite e-services
by using Biichi automata to characterize infinite conversations.

Though increasingly many e-service standards [6, 32, 21] have been (and are
being) proposed by the industry, many fundamental issues remain unclear
[20]. For example, one issue is what the underlying communication model for e-
services should be. There has been extensive work on synchronous communica-
tion models, for example, CSP [19], I/O automata [24] and interface automata
[3]. However, the synchronous communication assumption used in these mod-
els, i.e., the assumption that the two communicating processes should execute
a send and a corresponding receive action synchronously, is not realistic in an
environment like the Internet, where there is no global clock, network delay is
significant, and moreover, processes are autonomous and may belong to differ-
ent enterprises. Although asynchrony can be simulated by introducing explicit
queue processes into the synchronous model (as in [16]), the introduction of
queue processes inhibits the direct application of finite state verification tools.

In our previous work [9], we developed a framework for modeling composite
e-services with asynchronous communication. Under this framework, peers (in-
dividual e-service components) communicate via asynchronous messaging and
each peer maintains a queue for incoming messages. A virtual global watcher



keeps track of messages as they occur, i.e., each sent message is simultane-
ously written to an input queue and concatenated to the watcher. A central
notion of a conversation, which is a finite sequence of messages observed by the
watcher, was studied. This model can be regarded as a theoretical abstraction
of the asynchronous message passing mechanisms provided by industry efforts
such as Java Message Service [30].

Continuing on the study of conversations, this paper extends the model in
[9] by focusing on reactive composite e-services, where the global conversation
is always infinite. (However, some peers may terminate in the composition.)
Similar to the results of [9] on finite words, in this paper we show that com-
position of finite state peers generates non w-regular languages. In addition,
we show that the problem of checking if the composition of finite state peers
satisfies an LTL property is undecidable due to the unbounded input queues
associated with peers. This motivates a top-down approach to specification
of composite e-services. We specify the desired set of global conversations of
a composite e-service using a Biichi automaton, which we call a conversation
protocol. A conversation protocol is realizable if the language it accepts is the
set of conversations generated by some composite e-service.

Unfortunately, not every conversation protocol is realizable. In this paper, we
present three realizability conditions and show that each conversation protocol
satisfying the three conditions is realizable. The first condition is called the
lossless join condition which requires that the protocol should be complete—
when projected to individual peers, the Cartesian product of the projections
should be exactly the same as the original protocol. The second condition is
the synchronous compatible condition which ensures that the protocol does
not have “illegal states” as specified in [3]. Finally, the third condition is the
autonomous condition which implies that at any point in the execution, each
peer is determined on the choice to send, or to receive, or to terminate. We
show that the LTL properties verified on a realizable conversation protocol
will be preserved by its synthesized peers. This result supports a top-down
verification strategy.

This paper is organized as follows. Section 2 defines the composite e-service
model and in particular the notion of a conversation. Section 3 discusses LTL
model checking of composite e-services. Section 4 defines the concept of a
conversation protocol and establishes the main results on the three realizability
conditions. Finally, Section 5 discusses related work, and Section 6 concludes
the paper.

2 A Model for E-Services

We introduce the formal model of composite e-services in this section. In
our model, a composite e-service consists of a set of peers where each peer



maintains one input queue for incoming messages and may send messages to
the input queues of other peers (Fig. 1). A global watcher listens silently to
the network and observes the global behavior

as a sequence of messages at the times of being >

sent (i.e. enqueued). The time a peer actually
consumes a message from its queue is a local

decision by the peer. Such a modeling of the —|
global behavior of a composite e-service (or a |
distributed system) departs from the traditional
approach of focusing on the behaviors of indi-
vidual peers (or subsystems). In this section,
we start with the modeling of individual peers.
Then, we move to the definition of composite Fig. 1. Composite e-service

e-services. Finally, we introduce the notion of
global configuration, based on which the concept of a conversation is defined.
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For an alphabet I', let I'*, ' be the set of all finite, infinite (resp.) words over
I, and I'S* = I U T'“. The definition of a peer is presented as follows.

Definition 1 A (finite state) peer is a nondeterministic Biichi automaton
(X 3eut Ts, ) A) where (1) 3™ and X are disjoint finite sets of incoming
and outgoing (resp.) messages, (2) T is a finite set of states, s € T is the initial
state, and F C T is a set of final states, (3) A CT x (XmUX™U{e}) x T is
the transition relation (e is the empty word).

A transition is among the following three types: an e-move in the form of
(¢1, €, q2), a receive-transition in the form of (¢, 7« ¢2), and a send-transition
in the form of (q1,!3, ), where a € ¥ 3 € X% and ¢, ¢, € T. A word is
accepted if some final state is visited infinitely often during the corresponding
run. Let £(p) represent the language accepted by a peer p. Due to the presence
of e-moves in a peer p, £(p) may contain finite words, i.e., £L(p) C L= where
= Zin U Zout‘

In the following, we define the notion of a “composite e-service” which is the
composition of multiple peers. For convenience, we use p; to denote a peer,
and the alphabets, the set of states, etc. of the peer p; also have subscript i.

Definition 2 A composite e-service is a triple (n, P,o) where

e n > 1 15 an integer,

o P ={pi,....,pn} is a set of n peers with pairwise disjoint input alphabets
Yoo X and pairwise disjoint output alphabets 39U ... 30" such that
U X = U2 and

e o:[l.n|x(U;X") — [1..n] is a partial mapping such that for eachi € [1..n],
each j € [1.n], and each 3 € X" NP, o(i, 5) = j.

Intuitively, o(i,5) = j means that the message [ can be sent by peer p; to
peer p;. Note that, based on Definition 2, a message can be transmitted on
only one peer to peer channel. Since Definition 1 requires the input and output



alphabet of a peer to be disjoint (note that :i* N 22?“ may be nonempty for
i # j), a peer may not send a message back to itself, and hence n is required
to be greater than 1 in Definition 2. In the remainder of the paper, we use X to
denote the entire alphabet of a composite e-service (n, P, o), i.e., 2 = J; 1"

Definition 3 Let S = (n,{p1,...,pn},0) be a composite e-service. A config-
uration of S is a (2n + 1)-tuple of the form (Q1,t1,...,Qn,tn, w) where for
each j € [1.n], Q; € (Zij“)* is the queue content of peer p;, t; is the state of
pj, w € X" is the message sequence recorded by the global watcher.

Given two configurations ¢ and ¢ of a composite e-service (n, {p1,...,pn},0),
where ¢ = (Q1,t1,...,Qn, ty, w) and ¢ = (Q),t),...,Q.,t,,w'), we say that

¢ derives ¢, written as ¢ — ¢/, if one of the following holds for some j € [1..n]:

e Peer p; executes an e-move, i.e., (t;,6,t:) € Aj, and Q) = Q;, and v’ = w,
and for each k # j, Q) = Q) and t) = t, or

e Peer p; consumes an input, i.e., there exists a € ¥I* such that (t;,?a,t}) €
Ay, and w' = w, Q; = aQ)}, and for each k # j, Q) = Qx and tj = t;, or

e Peer p; sends an output to peer p;, i.e., there exists 3 € E;’Ut NXi" such that
(tj,!18,t;) € Ay, and w' = wf, Q) = Q;3, and Q; = Q; for each [ # i, and
! =ty for each m # j.

Next we define the key notions of “run” and “conversation”. In the following
definition, the watcher content of a configuration ¢ = (Q1,t1,. .., Qn, tn, W),
i.e., w, is denoted as gw(c).

Definition 4 Let S = (n,{p1,...,pn},0) be a composite e-service. A run v of
S s a finite or infinite sequence of configurations vy = cocico - - - which satisfies
the first two of the following conditions, and a complete run is an infinite
configuration sequence satisfying all of the four conditions.

(1) co = (€ 51,...,€ 5n,€) (s; is the initial state of p; for each i € [1..n]),
(2) for each 0 <i < |vy|—1, ¢; — ci1,
(3) for each £ € [1..n] and each i > 0, there exist j > i and k > i such that
(a) t; is a final state, where t; is the state of p; in c;, and '
(b) if Q) # € then either Q¥ is empty or head(Q¥) # head(Q%), where
Q' and Q% are the queue contents of py in ¢; and c;, respectively.
(4) for each i > 0, there exists j > i such that gw(c;) # gw(c;).

An infinite word w € ¥¥ 1s a conversation of S if there exists a complete run
coc1C2 -+ of S such that for each i > 0, gw(c;) is a finite prefix of w. Let C(S)
denote the set of conversations of S.

In Definition 4, Condition (3) requires that during a complete run the Biichi
acceptance condition of each peer should be met, and all messages stored
in input queues should be eventually consumed; Condition (4) specifies that
global message exchange should always eventually advance. The notions of
a complete run and a conversation capture the global behaviors where each
peer proceeds correctly according to its specification. We call a finite run
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Fig. 2. Fresh Market Update Service

completable if it is the prefix of a complete run. During a complete run, a
peer is said to terminate at some configuration ¢; if after ¢; the peer takes e
transitions only. During a run, a peer is said to be receptive to a message « at
configuration c¢; if there is a transition starts from the state of the peer at ¢;,
and consumes «. During a run, a peer is said to be stuck at configuration c; if
each transition starting from the state of the peer at ¢; is a receive transition,
however the peer is not receptive to the message at the input queue head.

3 LTL Model Checking

Given a composite e-service specification, one interesting problem is to check
if its conversations satisfy an LTL property. We first define LTL properties [13]
on conversations, and then discuss the decidability of LTL model checking.

The set of atomic propositions (AP) of LTL on conversations can be defined
as the power set of messages, i.e., AP = 2*. Given a word w written as
w = wowyws ... where w; is the i-th message in w, w is said to satisfy an
atomic proposition ¢, written as w = v, if wy € 1. Then the syntax and
semantics of LTL formulas on conversations can be naturally extended from
the framework defined in [11]. We say that a composite e-service S satisfies an
LTL formula ¢ (denoted as S |= ¢) if for each conversation w € C(5), w = ¢.

One natural question concerning model checking a composite e-service S is
whether we can find a Biichi automaton to characterize the conversation set
C(S). A positive answer would imply that many verification techniques be-
come immediately available. Unfortunately, we show that the answer is nega-
tive. Consider the composite e-service shown in Fig. 2, which consists of three
peers. Each peer is described using a Biichi automaton where “!” and “?”
denote a send and receive transition respectively. In each round of message
exchange, Online Stock Broker sends a list of “RawData” to Research Depart-
ment for further analysis, where for each “RawData” one “Data” is generated
and sent to Investor. Messages “EndofRdata”, “Start”, and “Complete” are
intended to synchronize the three peers. Finally, Investor acknowledges On-
line Stock Broker with “Ack” so that a new round of data processing can
start. This seemingly simple example produces a non w-regular set of conver-



sations. Consider its intersection with an w-regular language (R*ESD*CA)¥
where each message is represented by its initial capital letter. It is easy to
infer that the result is (R'ESD!'CA)¥, because each “Data” sent by Research
Department should match a “RawData”, and note that during each round all
“RawData” are stored in the queue of Research Department before the first
“Data” is sent. In addition, “Start” should arrive earlier than “Data”, other-
wise Investor gets stuck. Using an argument similar to pumping lemma, we
can show that this intersection can not be recognized by any Biichi automata.

Proposition 5 There exists a composite e-service S such that C(S) is not
accepted by any Biichi automaton.

In fact, given a set of finite state peers, LTL model checking is undecidable. As
a two-peer composite e-service is essentially a system of two Communicating
Finite State Machines (CFSM) in [8], directly from the CFSM’s Turing equiv-
alence result in [8], for each Turing Machine M we can construct a two-peer
composite e-service S that simulates M and exchanges a special message (say
my) once M terminates. Thus M terminates if and only if the LTL formula
S E ¥ U {m} is true. Here U is the temporal operator meaning “until”
[11], and the meaning of the formula is “eventually message m; will appear”.

Theorem 6 Given a composite e-service S = (n, P,o) and an LTL property
¢, determining if S |= ¢ is undecidable.

4 Conversation Protocols

By Proposition 5, the conversation set of an arbitrary composite e-service is
not always w-regular, thus, it is natural to consider a “top-down” approach
to composite e-service design by specifying permitted conversations to restrict
the global behaviors of a composite e-service. In this section, we introduce the
notion of a conversation protocol specified using a Biichi automaton. Then we
study the concept of realizability: given a conversation protocol, is it possible
to obtain peers to form a composite e-service which produces exactly the same
set of conversations as specified by the protocol? We present three realizability
conditions which guarantee that a conversation protocol is realizable.

To facilitate the technical discussions, a peer prototype is defined as a pair of
disjoint sets (X, ¥°U). A peer p implements a peer prototype (X0, ¥°U) if the
input and output alphabets in p are X, ¥°" (resp.). Similarly, we can define
a composite e-service prototype as a composite e-service with peers replaced by
peer prototypes, and a composite e-service S implements a composite e-service
prototype STROTO if peers in S implement corresponding peer prototypes in
SPROTO A Biichi automaton A is non-redundant if for every state s in A there
is a run for some accepted word traveling through s.

Definition 7 Let STROTO pe q composite e-service prototype and X be the al-



phabet of STROTO " A conversation protocol A over STROTO s g non-redundant
Biichi automaton with ¥ as its alphabet. A is realizable if there exists a com-
posite e-service S which implements STROTO and C(S) = L(A).

Our definition of realizability here is similar to the weak realizability in [4].
A conversation protocol A satisfies an LTL property ¢, written as A = ¢ if
for all w € L(A), w = ¢. The following theorem follows from the well-known
results in LTL model checking [13].

Theorem 8 Given a conversation protocol A and an LTL property p, deter-
mining if A = ¢ is decidable.

Note that, Theorem 8 does not imply that a top-down approach for composite
e-service design is feasible, since not every conversation protocol is realizable.

Example 9 Consider a composite e-service prototype with four peer proto-
types, pi,pa,ps, 1, where X9 = Y= {a}, X9 = ¥ = {B}, and X =
Yout = 3 = Y394 = (). The conversation protocol A = (X, T, s, F, A) with ¥ =
{avﬁ}a T = {07 172}? s=0, F = {2}7 and A = {(Oaaa 1)7 (Lﬁv 2)7 (27572)}
1s not realizable, because there is no communication between py and ps, hence,
there is no way for them to make sure that o is sent before any 3 is sent.

4.1  Characterizing the Conversation Set

In the following, we introduce several interesting tools for the study of con-
versation set and realizability: (1) a succinct mathematical characterization of
the conversation set for each composite e-service, and (2) a powerful tool to
prove a conversation protocol is not realizable.

Before the presentation of these results, we need to introduce the notion of
projection and join. Given an alphabet X, its subset I' C 3, and a word
w € Y=¢ the projection of w onto I', written as 7r(w), is a subsequence of
w obtained from w by removing all the messages which are not in I'. The
projection to the alphabet ¥; of a peer prototype p; is usually written as m;
for simplicity. The projection operator can be naturally extended to a set of
words, and the result is the union of the application of projection on each
word in the input set. Given a composite e-service of n peers, and n languages
Ly, ..., L, where L; C X5 for each i € [1..n], a join operator is defined as:

JOIN(Ly,...,Ly,) = {w | we ¥=¥,Vi € [1.n] : m(w) € L;}.
It is not hard to infer the following is true:

L =3j0IN(Ly,...,L,) = Vie[l.n]:m(L) C L. (1)
Given a conversation protocol A over composite e-service prototype STROTO =
(n, PPROTO §) "and a peer prototype p; € PPROTO the projection of A onto

pi, written as m;(\A), is a Biichi automaton obtained from A by replacing each
move for a message not in ¥; by an e-move. We define STR9J(A) to be the
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composite e-service that implements and for each p; its
implementation A; in STROI(A) is 7;(A). Based on the above definitions, it
can be shown that £(m;(A)) = m;(L(A)) for each peer prototype p;.

Conversation Protocol Projection to Peers

peer A peer B peer C

Fig. 3. Ambiguous execution

Example 10 We present a conversation protocol and its projections to each
peer prototype in Fig. 3. The composition of these projections can generate a
conversation that does not belong to the original protocol. As indicated by the
dotted arrows in Fig. 3, at the beginning, peer B sends a message 3 to peer
A, and 3 is stored in the input queue of peer A. Then peer A sends message
a to peer B, and PBa is recorded by the global watcher. Now peer B continues
to execute the left path of the protocol, consumes the « in the queue; and peer
A executes the right path of the protocol, consumes the (3, and sends out 7.
FEventually, conversation faya® is generated. Later, we can prove that the
conversation protocol in Fig. 3 is not realizable, based on the above argument.

Let A4 be the projection of the conversation protocol in Fig. 3 to peer A.
Consider the projection of the conversation Saya® to peer A, i.e., faya®. It
is not accepted by A4, however, it is the result of swapping the messages «
and [ of an accepted word afya®. In fact we can show that the projection
of a conversation to each peer is the result of applying zero or more swapping
on consecutive output/input message pairs. The reason is that for a peer, an
input message can always arrive earlier than it is to be consumed, and be
stored in the input queue. To characterize such queuing effect, a swap closure
operator is defined for each peer prototype.

Let p; = (2", 20%) be a peer prototype. Given a word w € %5, the swap
closure of w at peer p;, written as SC;(w), is a subset of 957 which includes
every word w’ satisfying the following conditions:

(1) mgin(w') = Ty (w), and

(2) WE;uc(w’) = W;;?ut (w), and

(3) for each integer j7 > 0, the number of input messages (of peer p;) in the
prefix wp ... w; of w is no greater than that of the prefix wy ... w} of w'.
(w; and w} are the j-th message in w and w’, respectively.)

For example, it is not hard to see that SC4(afya®) = {Baya®, afya*}, and
SCa(Baya®) = {Baya”}. sc; can also be naturally extended to a set of words:
given a word set I', SC;(I') = Uyer SC;i(w). It is not hard to infer that sc; is



idempotent, i.e, for any word set I', sc;(sc;(I")) = sc;(I"). As suggested by
the discussion after Example 10, the projection of each conversation to a peer
can be regarded as the result of applying SC; on some accepted word of that
projection, we have the following lemma ! .

Lemma 11 For any composite e-service S = (n,{ A1, ..., A,},0), its conver-
sation set C(S) = JOIN(SC1(L(A1)), - .., SCh(L(AL))).

Note that Lemma 11 does not imply that analyzing conversation set of an
arbitrary composite e-service (e.g. verifying safety properties) is decidable.
However, based on Lemma 11 we have the following theorem.

Theorem 12 A conversation protocol A is realizable if and only if L(A) =
C(SPROJ<A)).

Proof: Since £(A) = C(STROI(A)) directly leads to the realizability of A,
and L(A) C C(SPROI(A)) is obvious, we only have to prove the following
statement: if A is realizable, then C(STROI(A)) C L(A).

Suppose A is realized by a composite e-service S” = (n,{A},..., A.},d), by
Lemma 11 we have £(A) = C(S") = JOIN(sC1(L(A})),...,8C,(L(A]))). Then
by Equation 1, for any i € [1..n],

L(mi(A)) = mi(L(A)) = mi(C(S")) C sCi(L(A})).

Apply sc; on both sides of the above equation, because of the idempotency
of s¢;, we can infer that sc¢;(L(m;(A))) € sc;(L£(A})). By Lemma 11 this
immediately leads to C(STROI(A)) C C(S’), which concludes the proof. |

Theorem 12 is a powerful tool to prove a conversation protocol is not real-
izable. For example, by Theorem 12 and the argument in Example 10, the
conversation protocol in Fig. 3 is not realizable.

4.2 Realizability conditions

In the following, we present three realizability conditions that guarantee a
realizable conversation protocol. We write w; < ws, to denote a word w; being
a prefix of wy (w; may be equal to wy). Let L£%(A) include all finite prefixes
of L(A) for a Biichi automaton A. Note that £*(A) is regular. For each
non-redundant Biichi automaton A we can construct a standard FSA A* by
making each state of A a final state. Obviously £(A*) = L% (A)

Lossless join condition Consider the conversation protocol A in Example
9, A is not realizable because a conversation Sa3% is not included in £(A).

1A similar result on characterizing the conversation set of a non-reactive composite
e-service via the use of join and local prepone operator (which is essentially one single
swap on a neighboring output/input message pair) is given in our earlier work [9].

10



In fact, B3 belongs to JOIN(my(L(A)), ma(L(A)), m3(L(A)), m4(L(A))). This
motivates us to propose a lossless join condition to enforce a conversation
protocol to be “complete” so that it includes all words in the join of its projec-
tions to peer prototypes. For example, when an additional transition (0, 3, 0)
is added into the transition relation of A4 in Example 9, it becomes complete
(w.r.t. the join of projections) and realizable.

Definition 13 Let A be a conversation protocol over a composite e-service
prototype STROTO = (n, PPROTO 5y~ A s lossless join if the following is true:

L(A) = 10IN(m1 (L(A)), ..., Tn(L(A))).

The check of lossless join condition is straightforward. Given a conversation
protocol A, construct STROJ(A) from A, and then construct the Cartesian
product (a generalized Biichi automaton [12] with multiple sets of accepting
states) of all peers in SPROI(A). Then verify whether the Cartesian product
is equivalent to A. Since the Cartesian product may contain e transitions, we
have to first check if it accepts words of finite length (note that the original
protocol accepts infinite words only). The check is to examine if there is a
state from which an infinite € path travels through at least one final state
infinitely many times. After confirming the Cartesian product does not accept
finite words, the elimination of e-transitions can be achieved by e-transition
elimination algorithm for standard Finite State Automata (FSA). Then the
Cartesian product can be converted from a generalized Biichi automaton to a
standard Biichi automaton, and compared with the original protocol.

Synchronous compatible condition Let us first revisit the Fresh Market
Update example presented in Fig. 2. Consider the peer Investor, it is possi-
ble that message “Data” arrives earlier than “Start”, and then Investor gets
stuck. This scenario (under the asynchronous communication assumption) is
similar to the case of “illegal state” [3] in the synchronous composition of
peers. During the synchronous composition of a set of peers, for each message
transmitted, its sender and receiver must synchronize their send and receive
actions, and hence peers do not need input queues to store incoming messages
because they are consumed immediately. The synchronous composition in [3]
is actually the Cartesian product of peers in our context. Formally, given a
Cartesian product of peers, an illegal state is a state in the product where
some peer is ready to send out a message but the receiver is not receptive
to the message. In the following, we define the synchronous compatible con-
dition, to disallow illegal states in the synchronous composition of peers. We
will show later, when combined with other conditions, the synchronous com-
patible condition ensures realizability for conversation protocols. In addition,
it prevents peers getting stuck for non-reactive composite e-services (where
peers and conversation protocols are described using standard FSA).

Given a composite e-service S = (n, P,¢), S is said to be synchronous compat-

11



ible if the Cartesian product of P does not have any illegal state. For example,
we can make the Fresh Market Update example synchronous compatible by
the following changes: (1) introduce an additional message “Ack2” to syn-
chronize the three peers in a lock-step fashion (i.e., for each “Data” received,
Investor sends an “Ack2” to Online Stock Broker, and Online Stock Broker
does not send out the next “RawData” until the “Ack2” is received), and (2)
move the transition for “Start” in Online Stock Broker so that “Start” is sent
before the first “RawData” in each round of message exchange.

A conversation protocol A is synchronous compatible if the “determinized”
SPROJ(A) is synchronous compatible. Formally, the condition is defined as
below.

Definition 14 Let A be a conversation protocol over STROTO = (n, P, §), and
Y be the alphabet of STROTO " A is said to be synchronous compatible if for
each word w € ¥* and each message o € Y™ N XM for a,b € [l..n], the
following holds:

(Vi € [L.n], m(w) € m(LL(A))) A m(wa) € m(LL(A))
=  m(wa) € m(LL(A)).

The decision procedure of synchronous compatible condition proceeds as fol-
lows: construct STROI(A) from A. Treat every peer in SPRO(A) as a standard
FSA, and make each state a final state, and then determinize each peer. Con-
struct the Cartesian product of all peers, and check if there is any illegal state.
A is not synchronous compatible if an illegal state is found.

Autonomous condition Synchronous compatible condition is not strong
enough to ensure a realizable protocol. It is easy to verify that the protocol
in Fig. 3 satisfies both lossless join and synchronous compatible condition.
However it is not a realizable protocol.

Take a close look at the execution paths of all peers, which are shown using
dotted arrows in Fig. 3. It is clear that the abnormal conversation is the
result of “ambiguous” understanding of the protocol by peers, and the racing
between A and B at the initial state is the main cause. Consequently, we
introduce an autonomous condition to restrict racing, so that at any point
each peer has exactly one choice: to receive, or to send, or to terminate (unlike
peer A can either send out « or receive 3 at the initial state). Note that here
the “determinism” about send/receive/terminate actions does not restrict the
nondeterministic decision on which message to send, once the next action is
determined to be a send-action.

Let A be a conversation protocol over SPROTO = (p PPROTO §) For a peer
prototype p; € PPROTO we say p; is output-ready (input-ready) at a word w €
Y7 if there exists a word w'a € L%(A) such that a is an output (respectively,
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input) message of p; and m;(w’) = w. Similarly p; is terminate-ready at a word
w € 3F if there exists a word w’ € L(.A) such that m;(vw') = w.

Definition 15 Let A be a conversation protocol over a composite e-service
prototype (n, PPROTO ). A is autonomous if for each peer prototype p; €
PPROTO and for each finite prefiv w € L%(A), p; at m(w) is exactly one of
the following: output-ready, input-ready, or terminate-ready.

SPROTO — (i PPROTO §) we can check

PROTO
ep ,

Given a conversation protocol A over
the autonomous condition as follows. For each peer prototype p;
let A; = (X, 290 T; 55, Fy, A;) be the corresponding peer in STROI(A), and
let T! C T; include each state s where an infinite € path starting at s passes
at least one final state for infinitely many times. Construct prefix automaton
A for each A; by making each state in A; a final state. Determinize A} by
a standard determinization algorithm for finite state automata. Each state s’
of determinized A} corresponds to a subset of T}, and we denote it by T;(s').
For each state s, when T;(s") N7} is not empty, we require that there is no
outgoing transitions starting from s'. If 7;(s") N7 is empty, then the outgoing
transitions from s’ are required to be either all send-transitions or all receive-
transitions. The complexity of the above check is EXPTIME because of the
determinization procedure. The following lemma summarizes the complexity
of checking three realizability conditions.

Lemma 16 Given a conversation protocol A over a composite e-service pro-
totype STROTO “whether A satisfies lossless join, synchronous compatible, and

autonomous conditions can be determined in EXPTIME in the size of A and
GPROTO.

We now proceed to present the main result (Theorem 18), which shows that if
the realizability conditions are satisfied, a conversation protocol is realizable.

Lemma 17 Let A be a synchronous compatible and autonomous conversation
protocol, and STROV(A) be the composite e-service obtained from the projection
of A to each peer, then for each conversation w € C(STROI(A)), the following
two statements are both true.

(1) during any complete run of w, each message is consumed eagerly, i.e., a
peer never sends nor terminates when its queue is not empty, and
(2) for each peer p;, mi(w) € m(L(A)).

Proof: Given a complete run « of a composite e-service (n, {p1,...,pn},9),
if each message is consumed eagerly during 7, i.e., a peer never sends nor ter-
minates when its input queue is not empty, we can infer the following fact: the
projection of the conversation generated during 7 to each peer is an accepted
word of that peer (when that peer is regarded as an automaton that “accepts”
words). Based on the above fact, it is not hard to see that statement (1) implies
statement (2). Notice that the above property (projection of conversation to
a peer is recognized by that peer) may not hold if messages are not consumed
eagerly. For example, consider the conversation Saya* generated by peers in
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Fig. 3. Its projection to peer A, i.e., faya®, is not an accepted word of peer
A. This is because message [ is not consumed eagerly by peer A — it is stored
in the input queue when peer A sends out «.

Since statement (1) implies statement (2), we concentrate on the proof for
statement (1) by contradiction. Assume that for conversation w = aga; .. .
there is a complete run v where a message a,, from p, to p, is the first
message that is not consumed eagerly. Since for each a < m, o, is consumed
eagerly by its receiver, the projection of word ag...q,, 1 to each peer is
the word which represents the path that the peer travels through until the
send of a,,. Hence for each peer p; we have m;(ag...am_1) € m(L(AY)).
We also know that since the input queue of p, is empty when it sends out
Qm,y Te(Qp - . . ayy) is contained in 7, (L(A*)). Now, by synchronous compatible
condition, m, (... ay,,) should also be contained in m,(L(A*)), hence p, is
input ready at word my(ayg ... aup_1).

According to the assumption that message a,, is not consumed eagerly, there
are three possibilities: 1) peer p, sends out a message (let it be a,,) during
run v when a, is still in its input queue, 2) peer p, terminates and never
consumes ., and 3) peer p, is stuck by message a,,. As Cases 2 and 3 are
directly refuted by their conflicts with the definition of a complete run, in
the following, we discuss Case 1 only. Consider peer p, in the run ~. Its
local run up to the send of «,, traversed the word m,(ay...am_104,) and
hence 7, (g ... am_10,) € m,(L(A*)). Thus peer p, is output ready at word
my( . .. upp—1). Combined with the proved fact that p, is input ready at the
same word, this contradicts with the autonomous condition. Therefore the
assumption is false, and statement (1) is true. |

The statement (2) of Lemma 17 implies the following theorem.

Theorem 18 A conversation protocol A is realizable if A is lossless join,
synchronous compatible, and autonomous.

4.8 Discussion

In the following we discuss several interesting issues about the realizability
conditions. First we show that all the three realizability conditions are inde-
pendent concepts, i.e., neither of them can be expressed as a boolean combi-
nation of the other two conditions. Next, we prove that the three conditions
are not redundant, in the sense that, for any two of the three realizability
conditions, there exists a non-realizable conversation protocol which satisfies
those two realizability conditions but not the remaining realizability condi-
tion. In other words, missing any one of the realizability conditions will not
guarantee realizability. Finally, we show how these conditions fit into practical
applications.

In Fig. 4, we show two non-realizable conversation protocols A; and A,. It is
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Fig. 4. Examples for Lossless Join and Synchronous Compatible Property

easy to verify that A; satisfies autonomous condition and synchronous com-
patible condition, however it violates the lossless join condition, because word
(ya)¥ is contained in JOIN(mw4(L(A1)), ..., mp(L(A1))). Also note that (ya)®
will be generated by STR9I(A;), and by Theorem 12, A, is not realizable.

Aj fails the synchronous compatible condition. The reason is that for empty
word €, T (€ey) is contained in me(L(Aj)) however m4(ey) & ma(L(A3)). Con-
cerning the lossless join condition and autonomous condition, it is not hard to
see that A, satisfies both of them. Because yaa® is a conversation generated
by SPROI(A,), however yaa® & L(As), by Theorem 12, A, is not realizable.

As we have shown, the non-realizable conversation protocol in Fig. 3 is one ex-
ample where synchronous compatible and lossless join conditions are satisfied
while autonomous condition is violated. As a summary of the above discussion
of Fig. 3 and Fig. 4, we have the following two propositions.

Proposition 19 FEach of the lossless join, synchronous compatible, and au-
tonomous conditions is not equivalent to any boolean combination of the other
two conditions.

Proposition 20 For each of the lossless join, synchronous compatible and au-
tonomous conditions, there exists a non-realizable conversation protocol which
violates that condition while satisfying the other two.

Now, the next question is, how restrictive are the realizability conditions?
We present some facts as a partial answer to this question. It is not hard to
see that lossless join condition is a necessary condition for the realizability;
however autonomous condition is not. For example, the protocol A3 in Fig.
5 is realizable but not autonomous. Synchronous compatible condition is not
a necessary condition for realizability either. Consider the protocol A4 shown
in Fig. 5. It is not synchronous compatible because at the initial state peer
B is not receptive to message v. However, the protocol is realizable, because
aya® is the only conversation successfully generated by STROI(A,). Note that,
during the run of va*, peer B is always stuck and hence the word does not
count as a conversation. Later we will show that for non-reactive composite
e-services we can avoid peers getting stuck. The Proposition 21, given below,
summarizes the above discussion.

Proposition 21 Lossless join is a necessary condition for realizability while
autonomous condition and synchronous compatible condition are not.

The three realizability conditions in Theorem 18 may seem restrictive, how-
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Fig. 5. Two more examples

ever, they are satisfied by many real life e-service applications. We verified
that four out of the six examples listed on the IBM Conversation Support site
[21] satisfy the conditions, and the other two examples both violate the au-
tonomous condition. For instance, one “Meta Conversation” example in [21],
allows the two peers in a meta conversation to race at the beginning to decide
who initiates the conversation first. Unfortunately, our autonomous condition
forbids such racing. In fact, except restricting the racing between send and
receive actions, our realizability conditions allow a certain level of parallelism,
which makes it acceptable for many e-services.

The results in this section can be directly applied to the framework in [9],
and even better results are achieved. The difference between the two frame-
works is that nondeterministic Biichi automata may not be determinized. For
a standard FSA conversation protocol A and its e-service prototype STROTO
we can determinize each peer implementation in STROI(A), and it is guar-
anteed that each run in their composition is completable. For example peers
can not get stuck by unexpected messages in the composition. For a standard
FSA conversation protocol A, L£L(A) C ¥* and a complete run is defined as
a finite configuration sequence v = coci¢ - - - ¢y)—1 Where in ¢,—; each peer
ends up in a final state and each input queue is empty. The extended results
are formalized as follows.

Lemma 22 Let A be a standard FSA conversation protocol which satisfies
synchronous compatible and autonomous conditions. Let SEROI(A) be the com-
posite e-service obtained by projecting A to each peer prototype and determiniz-
ing each projection. Then the following statements are true:

(1) During any run of SEROV(A), for each configuration, if the input queue of
a peer p; is not empty and let o be the message at the head of the queue,
p; must be in a non-final state which is receptive to o, and

(2) If both A and A* are lossless join, then every run of SEROI(A) is com-
pletable.

Proof: We assume that « is the shortest run violating statement (1), and
let w = apay ..., be the corresponding watcher content. Let p,, p, be the
sender and receiver of a,, respectively. By a similar argument as of Lemma
17, we can show that p, is input ready (for message a.,) at m,(ap ... Qm_1),
and my(ap . ..a,_1) is the word traversed by the local run of p,. As p, is a
Deterministic Finite State Automata (DFA), after running 7, (o . .. 1), it
advances to a unique state in DFA, and this state is receptive to message «y,.
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In addition, by autonomous condition the state is not a final state. Hence the
assumption is false and we have proved statement (1).

We provide a constructive proof for statement (2). Given a run + of SEROI(A),
and w the corresponding watcher content. From statement (1) we can infer the
following two facts: (1) by making each peer consume its queue content, vy can
be extended to a run 4’ so that all queues are empty in the last configuration
of ', and (2) for each peer p,, m,(w) € m,(L(A*)). Since A* is lossless join, w
is contained in L£(A*). Suppose w is the prefix of a word w’ € L(.A). We can
always find a run 7 for w’ s.t. during 7 each message is consumed immediately
after it is sent. Concatenate 7' and the part of n after producing w in the
watcher, we get an extension of v which is a complete run. |

5 Related Work

Our model of composite e-services is slightly different than the CFSM model
in [8], and almost identical to its variation named Single-Link Communicating
Finite State Machines (SLCFSM) [26], except that Biichi automata instead
of standard FSA are used in our model. In SLCFSM and our model mes-
sages are exchanged through a virtual common medium and stored in the
queue associated with the receiver, whereas in [8] each pair of communicating
machines use isolated communication channels and each channel has its own
queue. The idea of using CFSM with FIFO queues to capture indefinite delay
of messages (signals) is similar to many other published models like Codesign
Finite State Machine [10], and Kahn Process Networks [22]. Other formalisms
like m-Calculus [25] and the recent Microsoft Behave! Project [29] are used to
describe concurrent, mobile and asynchronously communicating processes.

Brand and Zafiropulo have shown in [8] that CFSM with perfect FIFO queues
are as powerful as Turing Machines. Thus it is not hard to infer that LTL
model checking on our e-service composition model is undecidable. This unde-
cidability result is caused by the unbounded FIFO queues, and in [14], many
problems are proved to be undecidable even for two identical communicat-
ing processes. The transaction sequential consistency problem in [5] provides
another perspective for understanding the queue effect, where independent
transactions are allowed to commute (which resembles our Prepone operator
in [9]). Although FIFO is the most popular assumption about network envi-
ronment for e-services, industry messaging platforms can provide services with
different qualities. For example, Java Message Service [30] allows users to tune
the priority, expire date, and persistence of messages to deliver. Undoubtedly,
different communication assumptions lead to different analysis complexity for
communicating systems. For example, in [2] it is shown that, if perfect FIFO
channels are replaced by lossy channels, many problems of analyzing CFSM
become decidable. As one of our future research plans, it is interesting to study
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the variations of our current framework with different network assumptions
(e.g. FIFO, non-lossy but reordering, and lossy message delivery).

To the best of our knowledge, the notion of realizability on open/concurrent
systems was first studied in the late 80’s (see [1, 27, 28]). In [1, 27, 28], re-
alizability problem is defined as whether a peer has a strategy to cope with
the environment no matter how the environment decides to move. The con-
cept of realizability studied in this paper is rather different. In our model,
the environment of an individual peer consists of other peers whose behaviors
are also governed by portions of the protocol relevant to them. In addition,
our realizability requires that implementation should generate all (instead of
a subset of) behaviors as specified by the protocol.

A closer notion to “realizability” in this paper is the concept of “weak real-
izability” of Message Sequence Chart (MSC) Graphs studied in [4]. However,
the MSC Graph model captures both “send” and “receive” events, while in
our composite e-service model we are interested in the ordering of “send”
events only. It can be shown that the MSC Graph model and our conversa-
tion protocol model are incomparable in expressiveness. In addition, the three
realizability conditions proposed in [4] are different than ours. For example,
a conversation protocol which defines the language m®“ does not satisfy the
bounded condition of [4], but it satisfies the realizability conditions in this
paper. Also, it is undecidable to check the other two realizability conditions
presented in [4] without the bounded condition; while in this paper, each re-
alizability condition can be independently checked in EXPTIME. A notion of
well-formedness is defined in [26] for SLCFSM, which is a necessary condi-
tion for free of deadlocks and free of unspecified receptions. The realizability
conditions proposed in this paper are sufficient conditions for realizability,
and for standard FSA conversation protocols, these conditions are the suffi-
cient conditions to guarantee free of deadlocks as well. It is interesting to note
that state space reduction techniques such as fair reachability analysis [23] for
CFSM have a similar idea to balance execution steps among machines, and
there are sufficient and necessary conditions to identify finite fair reachable
state space so that the detection of some specific logic errors such as deadlock
and unspecified receptions is decidable. Our results differ from the fair reach-
ability analysis in that we support general LTL model checking, and allow
arbitrary interconnection patterns among peers (fair reachability analysis in
23] requires a cyclic shape of interconnection).

6 Conclusions

In this paper, we studied the global behaviors of reactive composite e-services
in terms of the conversations they generate. LTL model checking on composite
e-services specified using the bottom-up approach was shown to be undecid-
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able. This suggests that specifying the permitted conversations as conversation
protocols in a top-down fashion is beneficial. However, not every conversation
protocol defined by a Biichi automaton is realizable by asynchronous peers. We
presented three conditions on conversation protocols which ensure realizability.
Studying the global behavior of composite e-services is a promising research
topic. The results in [9] and in this paper provide a starting point. While our
current model is a static model, many real-world composite e-services can have
dynamic behaviors, for example, dynamically instantiating a new business pro-
cess and dynamically establishing a new channel with another peer. Extending
our model to address these issues is interesting for our future research.
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