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Abstract —A crucial problem in service oriented computing is the specification and analysis of interactions among multiple peers
that communicate via messages. We propose a design pattern that enables the specification of behavioral interfaces acting as
communication contracts between peers. This “peer controller pattern” provides a modular, assume-guarantee style verification
strategy that consists of three phases. 1) Each individual peer is statically verified for conformance to its part of the contract,
using software model checking. 2) Alternately, a runtime enforcement mechanism blocks the communication events that violate
the interface specification at runtime. 3) Using either of these two mechanisms, it can be assumed that the participating peers
behave according to their interfaces and safety and liveness properties about the global behavior of the composite web service
can then be verified directly on the communication contract. The interface verification of each peer and the behavior verification
are hence handled in separate steps. A Java implementation of this pattern is developed and tested on a series of examples;
we show that by working in such a modular fashion, it is possible to automatically and efficiently verify properties about service
interactions that would otherwise be impossible to verify.

Index Terms —Web services, automated verification, runtime enforcement, asynchronous communication, design patterns
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1 INTRODUCTION send a message. Yet, asynchronous communication makes

The advent of web services in the last decade provid¥grification of web services more challenging, as senders
a framework for decoupling the interfaces of applicatior@Nd receivers consume messages at arbitrary times and can
from their implementations. Aompositeweb service con- drift into states inconsistent with one another. In thiselat
sists of a collection of individual web services, calle§ase the problem is not merely theoretical: asynchronous
peers working in a collaborative manner. A set of cordn€ssaging with unbounded message queues is supported by
characteristics contributes to the growing success of cofi€ssaging platforms such as Java Message Service (JMS),
posite web services: transmission of messages is standfiErosoft Message Queuing Service (MSMQ) and Java
ized by the use of XML, interacting services are loosel}P! for XML Messaging (JAXM). _
coupled through standardized and documented interfacesn this paper, we demonstrate that the challenges in
and communications can be performed asynchronously. ¥&/1Ying web services that use asynchronous communi-
an example of this growing trend, bandwidth utilized b§at|ons can be remedied using a “design for verification”
Amazon.com web services in the fourth quarter of 2008PProach that preserves the advantages of asynchronous
was greater than bandwidth consumed in the same perfgfnmunication V\_/h|Ie ena_bhng efficient verification. We
by all of Amazon.com’s global websites combined [1]. Propose a behavioral design pattern called Feer Con-

A fundamental problem in developing reliable web sefroller Pattern (PCP) that separates the operations related to

vices is to analyze their interactions. This has long bedp @pplication logic from the communication details, and
argued as asine qua noncondition for the emergenceShOW that this design pattern enables a modular verification

of compositions between services going beyond trivi@PProach. _ _
request-response patterns. The characteristics medtioneYPical implementations of peers include both
above present both opportunities and challenges in tiBPlication-specific code and asynchronous communication
direction. A loose coupling of services allows more flexibléoutines. A monolithic approach to contract compliance
interactions; on the other hand, interface descriptiotsrof @Ms at ensuring that the global system made of all
overlook constraints on the sequential ordering of thR€€r implementations interacts in a way that fulfills a
interactions. This can cause a service to diverge from tREedefined behavioral specification. This can be done
behavior expected by its peers. Similarly, without asyrilrough extensive testing of each peer (involving actual
chronous communication, performance can be degraded g@gmunications), or statically through software model

to latency, and the unresponsiveness of a peer can unrfetecking (by exhaustively exploring the execution traces

essarily block the progress of another peer that is trying 8 this composite system). .
However monolithic approaches are not feasible for
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for that purpose; the same applies for live testing of 21 Defining a Peer Interface

peer implementation. Even yyhen such a situation occUfihe peer interfaceis a formal description of the form,

in most cases the composition of each peers compl&igntent, and sequences of operations representing a valid

implementation generates a state space too large to explgk@raction with a given web service.

in reasonable time. This is especially true of asynchronousgqgrm and Content of Operations: We focus on SOAP

communications, where the presence of unbounded M@geractions, where web services interact through the ex-

sage queues at each receiver makgiori reasoning on change of XML messages. Obviously, not all XML doc-

their possible interactions impossible to check exhaabtiv yments are valid input or output messages for a given

In many situations. o service; this is why existing description languages such
In the PCP, the communication component respongjs \WspL refer to DTDs or XML Schemas specifying the

ble for asynchronous messaging is separated from tBPecise structure of each message type.

implementation and abstracted by an interface called ap large fraction of XML Schemas can be defined by

Communicator one for each peer. The Communicatog compact notation called the Model Schema Language

imposes the designer to specify a communication contragfis| ) [14]. We use a simplified version of MSL that han-

specifying acceptable sequences of incoming and outgoifigs all the portions of XML Schema we found necessary
messages. Compliance of the composite web service to thiSyr case studies, as follows:

communication contract is then broken down into three

subproblems. g—b |t | g+ | g*
First, the interface verification phase can be conduct@ﬂareg o gr are all MSL typesp is a basic data type

using apeer modulaapproach where each peer is analyzeg{lch as Boolean, integer, or stringjs a tag. The MSL

separately to guarantee that it conforms to its interfa e expressions are interpreted as follogs> b specifies
specification. The Communicator uses the specification Opasic typeh; ¢ — t[go] Specifies a type with tag at its

simulate the outside world and provide a closed envirops i ang with a sub-element whose contents are described
ment over which software model checkers can then veri[x, the type expressiono; ¢ — g1 gr specifies an
each peer in isolation. Second, the use of a Well-defingpdered sequence, with each of the listed one after the
behavioral interface for each peer allows the Communicatgf, . Optionally, the cardinality of any MSL type can be
to performruntime enforcementy tracking messages at.octrained with the use of “+” (the element can appear

a peer’s interface, and only allowing those that conform O R ore times) and ** (the element can appear zero
the specification to cross that interface. This is equcia%r more times)

useful_when model ch_ecking_ of a peer cannot bg perfprmequuipped with such a language, one can define a message
fpr various reasons. Flnally, in the third stémhaworvgrl- _ structure as in the following example:
fication is performed directly on the global communication ) _
contract, assuming that each peer conforms to its interface t€mSearchResponse[ Operation[string] ,
specification. Any of the previous two steps guarantees this ~ 't€ms[ ltem[ ASIN[int] , Price[int] ]* ] ]
assumption, either statically or at runtime. This expression describes a message called ItemSearchRe-
The contributions of this paper can be summarized as f@ponse, containing an Operation element holding a string
lows: The PCP provides a unique communication interfag@lue, and an Items element containing an arbitrary number
for three purposes: 1) simulate the outside environment fof Item structures. In turn, each Item contains two integer
testing or software model checking of a single peer implelements labeled ASIN and Price. The correspondence
mentation; 2) act as a contract enforcement mechanism isgtween MSL and XML documents is straightforward.
each peer at runtime; 3) use these mechanisms in an ass@uneh a message type can be used for two purposes: verify
guarantee strategy to verify properties of global commthat a message follows a given type, and provide rules
nication contracts efficiently. We develop a Java package generate a valid instance of a given type. These two
implementation of the PCP, and implement it on top dhcets are crucial in the framework we describe in Section
Java implementations of a set of web services, includirgg the first will be used in a communication component that
a client for the Amazon.com E-Commerce Service (AWSperforms runtime enforcement, while the second is utilized
ECS). A series of experiments is made on these servidasan alternatecommunication stulthat can simulate the
and show that the PCP can be seamlessly integrated witlitside environment.
an application to perform the previous tasks efficiently.  valid Sequences of Messagedo reason about a com-
posite web service, we need behavioral contracts desgribin
2 PEER INTERFACES AS CONTRACTS the behaviors of the individual services, i.e., peers. We
A web service exposes an interface through which othase finite state machines to specify behaviors of the peers.
peers can collaborate. Even when not explicitly docuonsider for example the state machine in Figure 1(a).
mented, this interface imposes constraints, acting asltaspecifies valid sequences of messages for one session
“contract”, that define valid interactions with other peerof a Loan Approver service. The transitions are labeled
In this section, we define the basic building blocks used &ther with Imessageor ?messagedenoting sending or
specify and analyze these contracts, and illustrate them m@eteiving of a message, respectively. They provide condi-
a set of examples. tions, calledguards made of two parts: the part before
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the “/”, called the guard condition states a constraint

on the last message processed by the state machine, and
the latter part, called theipdate condition expresses a
condition on the current message processed by the state
machine. As an example, consider the transition labeled
with !approval [risk. | evel =hi gh/ accept =f al se] .

This transition is taken only if thievel element of the last

risk message is “high”. If this guard condition holds, the
peer sends an approval message with dbeeptelement

set to “false”.

Using the peer interfaces, the global behavior of a
composite web service can be modeled as a set of state
machines communicating with asynchronous messages,
similar to the communicating finite state machine (CFSM)
model [12]. The interactions among peers in such a
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system are callecconversationsi.e., a conversation is

the sequence of messages exchanged among peers dur-
ing the execution of a session of the composite web
service, recorded in the order they are sent [22]. The
notion of a conversation captures the global behavior of
a composite web service where each peer executes cor-
rectly according to its interface specification, and every
message ever sent is eventually consumed. For exam-
ple, the following is a conversation of MSL messages
that can be generated by the Loan Approval example in
Figure 1(a): requestfamount[large]], check[amountglg
risk[level[high]], approval[accept[false]].

The conversation model gives us a convenient frame-
work for reasoning about and analyzing interactions of
web services. Linear Temporal Logic (LTL) can be used
to specify properties of conversations; a composite web
service satisfies an LTL property if all the conversations
generated by the service satisfy the property [19], [223].[2
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2.2 Examples

(€)

We shall now show, by means of a ;et of examples, hqx_zilg 1. Peer interfaces for (a) Loan Approver, (b)
MSL types and guarded state machines can be usedDuke’s Bookstore Cart, and (c) Amazon ECS Client
describe behavioral interfaces. ' '

Loan Approval: In the Loan Approval example, taken
from the BPEL 1.1 specification [2], a customer requests
a loan for some amount. If the amount is small, the loan Since this service is a composition of three services, one
request is approved. For large amounts, a risk assessnfet specify the peer interfaces with three finite state ma-
service decides a risk level. The loan request is approvedines. The state machine shown in Figure 1(a) represents
when the risk level is low and denied when the risk levdhe behavior of the Loan Approver peer.
is high. The scenario is composed of three individual The Duke’s Bookstore:The Duke’s Bookstore scenario
services (peers): CustomerRelations, LoanApprover argtaken from the example of the same name in the Java
RiskAssessor. Customers make loan requests using Ete 5 tutorial [27]. Our study focuses on three of its peers:
CustomerRelations service. This service sendeguest a Catalog service managing the bookstore’s inventory, a
message to the LoanApprover service. If the request @Gart service taking care of a user’s shopping cart contents
for a small amount, the LoanApprover service sends @md manipulations, and a FrontEnd service acting as an
approval message, with the accept field set to true, to thieterface between a client and the bookstore. For example,
CustomerRelations service. Otherwise, the LoanApprovire state machine in Figure 1(b) describes the behavior of
service sends eheckmessage to the RiskAssessor servicghe Cart peer. In this case, the guarded transitions prevent
Then, the LoanApprover service sendsagaprovalmessage nonsensical requests to be sent by the peers. For example,
to the CustomerRelations service with theceptfield set an item can only be deleted from the cart from a preceding
to true or false depending on the message received fraart listing. In the first state of the state machine, thiglgs
the RiskAssessor service. does not precede thgetCart request, hence thgetCart



transition in this state is only enabled if the “removetlients, which each use a different shopping cart instance.
parameters of the message is unspecified (representedrmally, the Amazon ECS also serves multiple clients at a
the L symbol). time. For the cases where multiple sessions are possible,
Amazon ECS: The last example is taken from the Ama-our behavioral specification isession modular—that is,
zon E-Commerce Service (ECS). The ECS is a free servittee same behavior is assumed for every session. Therefore,
that exposes Amazon'’s product data, and provides a numbee instance of state machine is required to keep track of
of operations to search for items in Amazon's catalogach session individually. Virtually all web services évihi
create and manipulate the contents cfhepping carthat this behavior; as a matter of fact, the opposite is not ap-
can eventually be “checked out” for payment directly opealing, since it would require a peer communicating with
Amazon’s web site. Any third-party developer can obtaisome service to have information about other transactions
a free Amazon account and create a web application thaicurring in parallel to correctly interact with it.
interacts in the background with the ECS, through SOAP Note that, during the execution of the Loan Approval
request-response messages. The documentation of the E€&ice which generates the above conversation, the input
is also publicly available. gueue of each peer contains at most one message. However,
Although each of the shopping cart operations in Amahis may not always be the case. It is easy to write
zon’'s ECS is intended as a simple request-response pattgsacifications with infinite state spaces where message
of interaction, the semantics of each operation is sugueues grow without a bound. In fact, model checking
that theordering of the operations is also important. Folconversations of asynchronously communicating finiteestat
example, it does not make sense (and is actually an erigrachines is an undecidable problem [22]. In Section 5.2
according to Amazon’s documentation) to add contents ¥ discuss conditions under which asynchronous commu-
a shopping cart if no shopping cart has first been createtication (with unbounded message queues) can be replaced
Similarly, one cannot delete an item from a shopping cafith synchronous communication without changing the
before adding anything to it. We produced the behaviorabnversation set generated by the composite web service.
specification shown in Figure 1(c) from the constraints on

message sequences stated in Amazon’s online documenta-
tion. 3% THE PEER CONTROLLER PATTERN

_ ) In this section we present thBeer Controller Pattern
2.3 Discussion (PCP), which resolves the following design forces thatearis

While a formal description of message types is generaliy the development of reliable composite web services:
easy to find, thanks to the widespread use of WSDMW) To achieve interoperability, the interface of a peer dtiou
the behavioral part of the specification, in the form of &e specified explicitly and should serve as a behavioral con-
state machine, is generally not readily available. In theact, specifying everything other peers need to know about
previous examples, we had to peruse the documentat@ipeer to interact with it. The interface of a peer should
of the respective examples, and generate a state machine be affected by the changes in the peer implementation
specification for each peer by hand; yet, all the informatiathat are not relevant to this contract. 2) The application
to build that state machine was available. For example, tlogjic of a peer should be implemented independent from
shopping cart constraints in Amazon ECS can all be foutlde communication logic handling the asynchronous com-
in the online documentation for the web service intendedunication. This separation is necessary for standaidizat
for developers. We argue that this interface specificatimf the communication and maintainability of the code.
step does not represent an undue burden for the applicat®)nThe implementation should be amenable to automated
developer. First, one can see from the examples that therification.
state machines are in general small, even for real-worldBy separating the application logic from the communica-
examples such as the Amazon ECS. Second, the develajmi component and by requiring the explicit identification
of an application should be aware of the protocol of interaof the peer interfaces, PCP enables the modular verification
tion in order to successfully interact with another peer. Fapproach presented in the next section, and, hence, is an
example, the Amazon ECS returns an error message whestance of design for verification [15].
a client tries to modify an empty cart. Hence, the required
use of state machine specifications in our framework simp] )
forces the developer topexplicitly provide a specification fp3¥1 Overview of the PCP
a protocol that should anyway be known by the developdrhe class diagram of the PCP is shown in Figure 2. The
and can be seen as an incentive for a good developmemin elements of this pattern are provided by the Java
practice. packageedu. ucsb. cs. pcp, which we briefly review

In all systems, the communication among the peers liglow. The classes a developer needs to write are drawn in
done through asynchronous messaging. The Loan Approtald. Other classes are helper classes that can be used as
service can process more than one customer applicatispnwithout modification. As was discussed previously, the
at a time; each loan request generates a new session. ptaposed pattern is session based. The application logic of
control logic described above is the same for each sespeer is the same for each session, and is implemented in
sion. Similarly, the Duke’s Bookstore can process multipline ApplicationThread class.

A



edu.cs.ucsb.pcp
>|| ApplicationThread Ii Communicator Transition
+send(String, Message) “source: Int
+receive(): Message *Harget: int
PeerServlet e +dir: Direction
+setEndpoint(String, int) +ouardExn: TransitionGuard
+send(SOAPMessage, Endpoint, Endpoint) +set(Communicator) guardbxp: lransitiontuar
+receive(): Message A
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Y Zﬁ 17”""”""”"7"W""W"d} 7777777777777777777777777777 3 TransitionGuard
ThreadContainer CommunicatonController CommunicatonMonitor CommunicationStub +Guard: before
sessionld +Guard: after
“+putMessage(M )
+getMessage(): Message +evaluate(Message,
+newSession() Message): boolean
Message MessagePrototype StateMachine
+getField(String) taccepts(Message): boolean +send(Message): boolean Guard
+toString(): String tinstantiate(Guard): Message +receive(Message): boolean
+parseFromString(String) tparseFromString(String) +pickTransition(Direction): Transition +evaluate(Message):
“+reset() boolean

Fig. 2. Class Diagram for the Peer Controller Pattern

Communicator: The Communicator is the interface State Machine: This class is a straightforward imple-
specifying the main communication functionalities. It promentation of a state machine, whose transitions are labeled
vides a send method, which takes a String representatinith TransitionGuards made of two parts identifying the
of an endpoint (such as an URL) and a Message to sendgasrd and the update conditions for that transition. The
arguments. Similarly, the next message in the input queuemékTransition method is used for selecting a transiticat th
a Communicator can be fetched through the receive methal consistent with the current state.

c ication C ler: This is the first imol Communication Stub: The CommunicationStub is the
_omrfnuhmcgnon or_1tr0 er. f's ISt ed ',rs,t m;lp emlen- third implementation of the Communicator interface. It
tation of the ommunlcator_lntgr g~ and L € ONy ONY ised during the static interface verification stage and
performing actual communication with the outside worl nables verification of each peer in isolation. Like the

Since 't_ is tedious _to write /such a class, we provide fonitor, the stub updates an internal state machine and
servlet implementation (_PeerS_ervIet) that uses J'AXM Wters outgoing messages. However, the stub does not
_asynchronoui mode. Thig hel_plng serv_let cég{l;spwnh Op%hy these messages to another communicator, nor does it
mgdan a(sjync/ ronous Conneztlgon, creatmgh h mesj:%&h incoming messages from an external source. Instead,
and sending/receiving a SOAP message through the Wlling its receive method makes it randomly pick a receive

provider. The CommunicationControIIer cla§s extgnds ﬂfﬁansition (using the StateMachine’s pickTransition noeh
PeerServlet and implements the Communicator interfa fom its current state, and generate a message that fulfills

The helping servlet is associated with a ThreadContaingl, o,ard conditions on this transition. This way, the stub

that _con_tains_z_;\pplication thread references indexed by_t &n simulate the outside world based on the behavioral
session identifier. Web services supporting multiple sessi interface definition.

(such as the Amazon ECS) provide a session identifier in . .
their messages that can be used to dispatch an incoming >>29€S and Prot(_)typesThe peers interact W'th each
message to the thread indexed with that session ID. othier with messages implementing the Mess‘?‘ge interface.
A Message must be constructable from a String represen-
Communication Monitor: This is the second implemen-tation, and must support a way of fetching values from a
tation of the Communicator interface and its purpose is /€1y string using the getField method. Depending on the
performruntime enforcementf a peer interface by keepingParticular message implementation, the syntax and meaning
track of the current state of a peer in its state machin@f query strings will vary.
When a message is to be sent by a peer, if the transitionEach message instance is expected to follow a description
is indeed allowed by the state machine, the monitor calt$ its structure called a MessagePrototype. The Communi-
the send method of its linked Communicator and the statationMonitor uses a prototype’s accepts method to check
machine is updated according to the appropriate transitiomhether a given message follows its expected structure. The
otherwise, the monitor can either fail an assertion, or repdCommunicationStub’s receive method uses the prototype’s
an error back to its servlet, or discard the message. Timstantiate method to generate a message that fulfills both
monitor filters incoming messages in the same way, prite prototype, and the additional conditions expressed by
venting messages that are incompatible with the receivette guard for the transition it picked. This way, the stub can
current state to be consumed. not only choose a transition, but also generate a realistic



instance of a message for that transition. transition relation of the system. The set of states is défine
MSL Package: In addition to these basic classes, wasST = SP; X Q1 X - - X SPg X Q, wherek is the number
developed a companion package, edu.cs.ucsb.pcp.msl, mfopeers in the composition an@; is the configuration of
viding implementations for the Messages and MessagePtiee message queue that holds the incoming messages to
totype, and Guard where messages and conditions opeerP; for 1 <i < k.
messages are expressed in the Model Schema Languagé/e introduce the following notation. Given a statec
described earlier. MSL Guards are conjunctions of ind67 and a peer identified, s(SP;) denotes the state of
vidual conditions of the form element = value. Nestethe peerP, in states, ands(Q;) denotes the configuration
elements of a message can be fetched using a perioflinput queue@); in states. We define two functions.
for example, to specify that the Operation element ifithe functionappend boM(Q) x DOM(Q) — DOM(Q) is
an ltemSearchResponse message is not null, one writsed for manipulation of the queue configurations, where
lltemSearchResponse.Operation = null. An additionaltfrorappend@1, Q2) appends@, to the front of Q. The
end is provided to convert MSL messages to/from thefunction first returns the first element in th@. () denotes
XML equivalents. an empty queue an{in) wherem € M denotes a queue
containing a single message.
The set of initial states of (W) is defined asIT =
{s]seST NN <i<k,s(Q) = As(SP)=1IP)}
In this section we formalize the semantics of the compositeWe define the following relation for a send operation:
web services developed based on the PCP. We use the
interface of a peer as the specification of its behavior. RT(yim ) = {(s,s") | s,s' € ST A (Tl <i <k,
This semantic definition is the formal model we use during (1, /) € TP, A s(SP) = r A 8/ (SP;) =’
behavior verification. We omit the guard and update con- . ., _
ditions in the semantic model to simplify our presentation. /\ (V1<j < kj#i,5(SP;) = s(SF)))
However, it is easy to extend the model below to handle /\ 'eceivetm) = P, A s'(Q,) = appends(Qy), (m))
guard and update conditions by adding the control data for ANV <I<Kk1+#p,s(Q)=s(Q))}
the messages to the model. In fact, as long as the control i . . . o
data is of finite domain, one can model the semantics of % define the following relation for a receive operation:
composite web se_rvice with g_uard and update cqnditions Tirtmry = {(5,8') | 5,8’ € STA (3L <i < k,
using the semantic model given below by storing the Y
contents of the messages in the states of the finite state

3.2 Semantics of Composite Web Services

(r,?m,r") € TP, ANs(SP;)) =1 As'(SP) =1

machines. ANV1<j<k,j#1i,5(SP;)=s(SP)))
In our semantic model, a composite web service is a tuple A first(s(Q;)) = m A append(m), s'(Q;)) = s(Q;)
W = (M,P,...,Py). M is a finite set of message types AWV <1< kD445 (Q) = s(Q))}

and P; is the interface of the peer, wherel < i < k
and & is the number of peers in the composition. Forhe transition relatiomRT for the T'(1W) is defined as

eachm € M, sendefm) € {Py,...,P:} and receiv- RT = |J RT

er(m) € {P,...,P.} denote the peers that send and T Pntmr)eTP 1<k T (ntm )

receive the message, respectively. We assume that there U U(r,?m,r/)GTPi,lgigk BT 7m0

is one sender and one receiver for each message type. o execution sequence = sp,si,... is a finite se-

Each peefrinterfaq?%: (SPi,TPi,_IPi,FPi) i.safini'te quence of states wherés;,s;;1) € RT and s, €
state machine specifying the behavior of the pe€fP; is 17 The conversationconv(e) generated by an exe-
the set of states, P € SP; is the initial state, and’p; S cution sequencee is defined recursively as follows:
SP; is the set of final states. The transition relatib®; is  The conversation conv(sy) is the empty sequence.

defin.ed. as follows. Letn € M andry,r € SP;. Eacht € e conversationconv(so, s, ..., Sn,Sni1) is equal to

TP is in the form oft = (ry, !m, ;) wheresendefm) = conv(sg, 81, .-, 5,),m if there exists Q; such that

P, ort= (rl,?m,rg)-wherere(-:elve(m) :P%'. sni1(Q;) = appends,(Q;),(m)), and it is equal to
Note that the peer interface is the semantic model for thg,,,,(s) s, ..., s,,) otherwise. A conversation is a com-

state machines used by the CommunicationMonitor and thete conversation if in the last state of the execution
CommunicationStub. Although we use finite state machinggquence each peer is in a final state and all the message
in this semantic model, a different representation can alggeues are empty.
be used as long as it implements the Communicator inter-
face. Therefore, our verification approach can in principl
be used with other languages, sggh as propositFi)onaI pa d AN ASSUME GUARANTEE VERIFICATION
first-order temporal logics [19], [24], and choreographys-'—RATEGY FOR THE PCP
languages such dset's Dance[18]. In this section we present a modular verification approach
The semantics of a composite web service is a transitifor composite web services implemented based on the Peer
systemT (W) = (IT,ST,RT) where ST is the set of Controller Pattern (PCP). Our approach follows assume-
states, /T C ST is the set of initial states, anRT is the guarantee style reasoning where the verification process is



divided to interface conformance and behavior verificatiotontroller in the PCP implements the session modular
phases. The properties verified during the behavior verificeemantics by delegating messages to the appropriateisessio
tion phase hold for the composite web service if each peesised on the session ID of each incoming message.
behaves according to its interface, and this assumption isTo perform the interface verification, the communication
checked during the interface verification phase. controller and the message instances are replaced with the
communication stub and the message stubs by a source-to-
source transformation. With this transformation, the asyn
chronous communication mechanism (which cannot be
During theinterface verificatiorphase we check that each,gngled by JPF) is abstracted away. However, we still
peer implementation conforms to its interface —whicheeq to write a small driver to instantiate the service. The
defines the order that a peer can send and receive messags,on is that JPF requires standalone programs as input,
A peer implementation conforms to its interface if alhyt 5 peer is a servlet without a main method. The simple
the call sequences to the Communicator are accepted fer class contains only a main method that consists of
the finite state machine defining the peer interface. F@ree statements: 1) instantiating the communicator stub,
example, in the Loan Approval service, the LoanApprovesy instantiating an application thread, and 3) starting the
peer should not sendaneckmessage before getting a loamppjication thread. After these steps, the resulting ogr
request with a large amount. is given to JPF to search for interface violations.

Interface conformance can be ensured in two different | the program that is given to JPF as input, each send
ways: 1) Statically, by model checking the code of the pegttion that the application thread performs is directed to
communicating with a stub of the actual communicatiofhe send method of the state machine class. This method
component, and making sure that every possible executigfmputes the set of next states from the current state. If
sequence conforms to the interface. 2) At runtime, bye set of next states is empty, it means that the application
having a component dynamically monitor the messagesiftead executed an illegal send action and JPF gives an
the peer’s interface and block any non-compliant behaviggsertion violation. Otherwise, the current state is ugdiat

4.1 Interface Conformance

on-the-fly. the previous value and the current value of the message to
) be sent is stored.
4.1.1 Software Model Checking Each receive action performed by the application thread

A first option is to perform static interface verificationis directed to the receive method of the state machine. This
directly from a peer's source code. To this end, we useethod computes the set of possible receive transitions
the program checker Java PathFinder (JPF) [13]. JRRailable in the current state and asserts that this settis no
is an explicit state model checker for Java. It suppor&mpty. If JPF does not report an assertion violation, this
property specifications via assertions that are embeddeeéans that a receive action is legal at this state. One of
in the source code. JPF exhaustively traverses all possitiie receive transitions is chosen nondeterministicallg an
execution paths to look for assertion violations. Using,JPthe associated incoming message is returned. All of the
we can check whether a peer implementation generatesandeterministic choices are made using the Verify.random
call sequence that is not allowed by the peer interfaceinction which is a special method of the program checker
As discussed in Section 3, the peer interface is specifi@BF that forces JPF to search every possible choice exhaus-
by the CommunicationStub which encodes the finite statigely (i.e., this is an exhaustive search, not randomrigti
machine using the StateMachine class. The assertions that
JPF checks are embedded in the StateMachine class. S#hde2 Runtime Enforcement
these stubs are finite state machines and abstract the asyhen performed successfully, static verification guarasite
chronous messaging with other peers, the efficiency of ttiee conformance of a peer's implementation to its interface
interface verification is improved significantly. specification. This is due to the fact that all possible
During the interface verification, we exploit two typesexecution paths are searched for violations of the state
of modularity based on the PCP: 1) Peer-modular interfacgachine. However, there are cases where static verification
verification: We check interface conformance for each peer not appropriate.
in isolation. The communication and message stubs provideFirst, the CommunicationStub used to close the envi-
an environment model for each peer enabling us to isolattnment assumes that the outside world communicates
them during interface verification. This is crucial for the e according to the peer interface; therefore, static vetifica
ficiency and feasibility of interface verification. 2) Sewssi  will only find errors that are caused by the peer under study.
modular interface verification: We check the peer impléFhis assumption is reasonable if all peers involved in a
mentations for a single session. Since, in the PCP, eazdmposite service are statically checked for conformance.
session is independent and does not affect other sesgionblawever, since web services can be dynamically composed
is sufficient to check the peer implementations for a singl runtime, a specific composition might involve a peer
session, which improves the efficiency of the verificatiowhose conformance to its part of the contract is not known
further. Note that the semantic model we discussed in advance. In such a case, sequences of messages can
Section 3.2 is inherently session modular since it considdye sent to a peer that violate the interface defined in
the semantics of a single session. The communicatibtre CommunicationStub, and can lead that peer into an



execution path that was not explored by JPF for that vesylt in blocking the message, and aborting the conversation
reason. failing an assertion or terminating the execution of therpee

Second, there exist situations where static verification @ompensating interface violations at runtime is out of the
a peer is not possible. This can be due to the complexity efope of this paper. However, even without compensation,
the peer’s source code, which makes exhaustive analysiswfitime enforcement can ensure interface conformance, and
its execution paths intractable. Moreover, while the Conisolate a misbehaving peer from affecting other peers.
municationStub closes a peer’s environment with respect to

its communications, its global environment might still NOL 5 Modular Behavior Verification with the PCP
be closed (for example, if the peer uses a back-end database

system, which is a common scenario), and hence impossibfe€ first phase of our analysis based on the Peer Controller
to verify without further abstracting its behavior. For exa Pattern (PCP) ensures that every peer conforms to its
ple, the JPF model checker is unable to handle native cdféerface. During thévehavior verificatiorphase, assuming
and can only verify pure Java programs automatically. Sg]at the peers behave acc_ordmg to their mterface_zs, we
any peer implementation that interacts with a database @Feck a set of LTL properties on the global behavior of
even writes to a file cannot be automatically verified usin%‘ef composite web service using the conversation model.
JPF. Such peer implementations would require manual?'s verification strategy s_olves the environment generai
written stubs that replace native methods. This results inP5oPlem for the peers (since we can safely substitute the
semi-automated partial search of the state space which dagrface machines as stubs for peers based on the guarantee
be effective in identifying interface violations but cannoProvided by the interface verification and enforcement
guarantee interface correctness. steps) and improves the efficiency of the verification and,

A complementary approach to static verification of intepence, makes automated verification of realistic web ser-

face conformance is to dynamically monitor the messag¥§es feasible.

sent and received by a peer, and enforce the interface ) o

contract, given as a state machine in the PCP, at runtinfe?-1 Bounded Behavior Verification

Independently of the previous considerations, such rumtifiVe use the explicit and finite state model checker SPIN
enforcement of peer interfaces can also be seen ag28] for the behavior verification. SPIN provides a struetur
good practice. As we shall see in Section 5.1, a runtingalled channelwhich is suitable for modeling the asyn-
enforcement mechanism incurs only a small processiggronous messaging among the peers.

overhead; moreover, when one of the peers violates anDuring the behavior verification, we use the peer inter-
interface, runtime enforcement acts as a barrier, which wfhaces to characterize the peer behaviors, and ignore the
prevent a bad message from being processed by its receipeer implementations (since conformance of peer imple-
or even prevent that message from being sent in the firsentations to the peer interfaces are checked during the
place. interface verification step). Recall that, the peer inteefa

The PCP is designed to support runtime enforcemente actually finite state machines (such as the ones shown in
In Section 3.1, we described the CommunicationMonitdfjgure 1) which are specified using the CommunicationStub
which, while working transparently like the Communicaclasses (Figure 2). We have implemented a translator that
tionController when every peer is well-behaved, can aldakes these state machine specifications and the message
block incoming or outgoing messages that violate a pestubs as input, and automatically generates a specification
interface. in Promela, which is the input language of SPIN.

The runtime enforcement mechanism is complementaryThe generated Promela specification consists of three
to the static interface verification and does not replace tparts. The first part of this specification declares the con-
need for the software model checking approach discussadnts, the types and the global channels. The message name
in the previous section. We eliminate as many interfactmain is defined withnt ype which is the enumerated
violations as feasible using static interface verificatiord type in Promela. The domains of the control data are
then use the runtime enforcement mechanism to block tHefined similarly. The message types are declared as type
execution of any violations that are not caught during theonstructs fypedef ) holding the control data values. The
static interface verification step. Moreover, our runtimglobal variablel ast nsg holds the last message transmit-
enforcement mechanism will not catch an interface erréed. This variable is of typeessage which combines all
that results from a peer terminating in a non-final state. thhe message types. The global channel variables are the
is possible to extend runtime enforcement using timeousynchronous communication channels simulating the input
to identify such problems, however this is not currently immessage queues of the peers. These channels are defined
plemented in our runtime enforcement mechanism. Finallyy store elements consisting of a message name and a
in our current implementation of runtime enforcement, weessage.
assume that the peer interface are deterministic. RuntimeThe second part is a set of process type definitions.
enforcement of non-deterministic interfaces can be doir Promela, thepr oct ype keyword is used for defining
by keeping track of all possible states of the interface. concurrent processes. One concurrent process definition is

As discussed earlier, the handling of runtime interfacgenerated for each peer. These definitions are used for
violations can be done in multiple ways, most of which redefining the behavior of a peer by implementing the state



machine specified by the CommunicationStub (i.e., the peetWe implemented the synchronizability analysis based
interface). In the generated code, each process definitiom the PCP. Given the communication stubs defining the
has a local variable calleslt at e. This variable holds the peer interfaces, we automatically check the synchroniz-
current state of the state machine. Each process also hasalniéty conditions by passing the peer interface definigion
local variable for each message type it sends or receivés.a tool called WSAT, which returns a Boolean verdict
The body of each process is a single loop which nondetevhether the service is synchronizable or not [22]. If the
ministically chooses an operation to execute depending oomposite service is synchronizable, the Promela code with
the st at e. At each state, there is a conditional selectiosynchronous communication semantics is generated. Note
which chooses a send, a receive or a termination operatihiat, when the synchronizability conditions are not met,
(which is enabled if the state is a final state) to executieounded verification can still be used. Our experiments
During execution, one of the operations whose enablirig Section 5.2 show how synchronizability analysis greatly
condition is true is selected nondeterministically. Thst lasimplifies the static verification of behavioral properties

part is thei nit block which instantiates the concurrent The Promela code generated for a synchronizable service
processes. has two differences from our earlier description. Firsg th
Using this automatically generated specification, we cajueue size is fixed to 0, which means that the processes syn-
check the LTL properties about the global behavior afhronize when exchanging messages. The other difference
the composite web service using the conversation modgl.the implementation of the receive operations. Instead of
The LTL properties are not generated automatically, theégquiring the queue contents, the messages are received firs
have to be specified by the user. An LTL property iand the appropriate action is performed depending on the
specified using the atomic properties, the boolean logigessage type. We need this modification because when the
operators {, v, —) and the temporal logic operators (G:channel size is 0, the channels do not store messages.

globally, F: eventually, U: until). The atomic propertie®a  jith the aid of the automated synchronizability analysis,
predicates on the messages. An example property for {§g can both reason about the global behavior with respect
Loan Approval service is as follows: “Whenever a requegh unbounded queues and improve the efficiency of the be-
message with a large amount is sent, eventually an approya{ior verification. Since the messages are not buffered, th
message (with accept field set to true or false) will be senkiate space of the specification is reduced which can lead

to a significant improvement in the behavior verification.
4.2.2 Unbounded Behavior Verification

SPIN is a finite state model checker, and therefore, the

sizes of the channels need to be bounded. For examp@le8 Discussion

in the above specification, the sizes of the channels are

bounded with thesi ze constant. Bounding the sizes of thdn general neither the interface verification step nor the
communication channels, however, poses a problem sifg@havior verification step can be done in a sound and com-
the verification results only hold as long as the channglete manner since automated verification of programs and
sizes remain within the set bounds. Hence, bounded verfPmmunicating finite state machines are both undecidable
cation using SPIN can only give web service developepsoblems. However, our modular assume-guarantee strategy
a certain level of confidence—it cannot ensure freedoffecomposes the verification problem to two independent
from violations (with respect to the specified LTL propsteps of interface and behavior verification. So, for ex-
erties)_ On the other hand, the genera| pr0b|em of mod@;ﬂnme, during behavior verification if the given behavior
Checking acomposite web service which uses asynchron@@@Ciﬁcation is Synchronizable, we can achieve sound and
communication with unbounded queues is undecidable.@@mplete verification. The verified properties will hold for
technique called theynchronizability analysisan be used any implementation as long as the peer implementations
to identify composite web services where replacing asyfbey the interfaces. On the other hand, if a property is
chronous communication with synchronous communicatiofiolated during behavior verification, that means that ¢her
does not change the generated conversations [22]. A se€¥fSts an implementation that obeys the interfaces and
sufficient synchronizability conditions on the control flew Violates the property. However, if a behavior specification
of the peer state machines can be checked [22], so that wifefiot synchronizable, then all we can achieve is bounded
these conditions are satisfied, the state machines genekgidfication and soundness cannot be guaranteed.

the same set of conversations under both the synchronoufor interface verification, sound and complete verifica-
and asynchronous communication semantics. Since ti@n can only be achieved if the peer implementations are
LTL properties are defined over the conversations, if the§aite state, in which case JPF can terminate its exhaustive
synchronizability conditions are satisfied, the verifioati search. However, for many systems this may not be the case
results obtained using the synchronous semantics also hadulting in a bounded search for interface violationsdeen

for the asynchronous semantics. Note that, verification sbundness cannot be guaranteed. On the other hand runtime
a system which consists of synchronously communicatimgpforcement mechanism is a complementary approach to
finite state machines is decidable since the state spacestttic interface verification that blocks interface viaat

the composed system is finite. at runtime.
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Fig. 3. Number of explored states by JPF (left) and
running time (right) for the Cart peer implementation in
the Duke’s Bookstore example.
5 EXPERIMENTS
We performed a set of experiments on the three examples
described in Section 2, corresponding to each step of th@rt. Therefore, it is not possible to close the environment
verification strategy described in the previous section. relative to each peer without first providing additionalkstu
We first tried to verify the whole Loan Approval servicefor database communications. The same applies to the
in a non-modular fashion using JPF, without separating tfgnazon client, which manipulates shopping cart elements
interface and the behavior verification steps. The first proBased on Amazon’s online catalog.
lem is that JPF cannot handle asynchronous communicatiofiowever, the definition of message prototypes can be
among peers. To overcome this pr0b|em, we wrote Sorﬁéed to simulate a back-end database or Catalog. Consider
Java code which simulates the JAXM provider and th@®r example the prototype for the ItemSearchResponse
asynchronous input queues and ran all peers in a singk&ssage in Amazon ECS described earlier. By modeling
JVM. In this simulation, for each peer (aside from théhe item ASIN and price as two bounded integers, the
application thread) there is a concurrent queue instande &nommunicationStub can generate arbitrary lists of catalog
a thread which is activated whenever a message arrivesSigments that reasonably simulate a query to Amazon’s
the queue. We ran JPF on this simulation program for onfigtual database. The boundedness of primitive data types
one session. JPF ran out of memory without producirg readily supported by our framework.
a conclusive result. Hence, without using the modular Yet, since the behavioral interface in these two eXampIeS

approach proposed in this paper, JPF is unable to Verﬁg)ntains loops, message traces can be arbitrarily long. In
properties of the Loan Approval service. addition, any combination of items and prices is considered
This demonstrates that a monolithic verification approa@$ & different message and will be explicitly considered
is unsuccessful even for small systems. In our experimeft% JPF. For larger examples, such an approach yields an
we evaluate the appropriateness of the proposed modig¥ponential blow-up in the number of states explored.
verification strategy based on PCP for resolving this prob-As an illustration, we computed the running time and
lem by answering the following questions: 1) Does theumber of states visited by JPF for the Cart peer in the
use of CommunicationStub enable peer-modular automafedke’s Bookstore example; the results are shown in Figure
interface verification by closing each peer's environmest These results are computed for data domains of size
and how efficient is it? 2) Does the runtime enforcemeft (i-€. the catalog simulated by the CommunicationStub
mechanism succeed in blocking interface violations §Pntains at most 4 different integer values). Even under
runtime without inducing significant overhead? 3) Doe8uch a restricted simulation, both figures quickly grow:
the use of modular verification strategy based on PCEhen stopping the simulation at 12 messages exchanged,
enable verification of properties about the global exchanestill takes JPF almost 10 minutes to explore the entire

of messages between peers where monolithic verificatigifite space. In addition, because of the boundednessyboth i
fails? terms of data domains and trace length, the simulation does

not guarantee that the peer follows its behavioral interfac

for all traces with arbitrary values.
5.1 Interface Conformance Runtime Enforcement: As explained in Section 4.1.2,
Static Verification: During static interface verification, we for the cases such as Duke’s Bookstore and Amazon ECS
used JPF to check whether all the peer implementationbere static interface verification is not feasible, rurgim
in the various examples obey their interfaces as describedforcement of interfaces can be used as an alternative
in Section 4.1.1. The interface verification performanae fapproach. However, unlike the static verification approach
the three peers of the Loan Approval example is given imhich does not require any modification to the system
Table 1. Memory (gc) gives the number of objects that haekiring execution, runtime enforcement needs the communi-
been garbage-collected during the run of the program, whitation component to monitor the messages at the interface
Memory (new) is the memory consumption in kilobytes. of a given peer, in order to block non-compliant behavior.

For the Duke's Bookstore exhaustive interface verifitherefore, this method incurs an execution overhead which

cation with JPF was not readily possible. The bookstoraust be taken into account in the total cost of the approach.
implementation uses a back-end database, both for the mann our experiments, we use a simple implementation of
agement of the catalog and each instance of the shoppargAmazon ECS client, communicating with a stub of the
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Amazon ECS simulating its shopping cart manipulations.
A web service running remotely on an Apache web server «
receives the requests, and keeps track of the shopping *
cart on its side. It returns the appropriate responses cor= z”

Frequency

. . . . 0
responding to the requests received by the client. On its |, 10
side, the Java client is programmed to generate random o 0
. . . 0 10 20 30 40 50 60 0 025 050 075 1.00 125
traces of catalog searches and shopping cart manipulations Overhead (KB) Overhead (%)

and keeps track of the shopping cart contents locally. All . .
generated traces are semantically sound, i.e. they folew @ Absolute (Igi) and relatl\{e (nght) RAM over-
constraints described earlier. For example, a CartRem ad for the Amazon ECS Java client using the PCP.
operation cannot be randomly chosen by the client if the
cart is currently empty. All communication is done through = 2
standard sockets, using the SOAP protocol over HTTP and J g
XML messages following the same structure as the ECS Z7. Ee
documentation prescribes. " :
100 random traces of 1,000 requests each were produced - o

0 20 40 60 80 100 120 140 160 180 200 0 12 34 5 6

by the client. For all these traces, we compared run time and ) Orerterd (0

memory consumption of a plain implementation of the ECBjg_ 5. Absolute (left) and relative (right) time overhead
client using HTTP sockets, with the same implementatiofy, the Amazon ECS Java client using the PCP.
sending its messages through the Communicator interface

before relaying them to the socket. Java’s pseudo-random

number generator was used with predefined seeds so tha#§ does not depend on the number of parallel sessions.
the same random traces could be reproduced for boffie recall that sessions are not inter-related —that is, the
implementations. All experiments were conducted in thérectness of each session with respect to the peer inéerfa
Eclipse IDE under Windows XP, on an Intel Quad Xeo@epends only on the messages exchanged in that session.
PC running at 2.66 GHz. Running times and memoryherefore, each parallel session on a peer requires one
consumption were recorded as reported by the Java Syst@tance of the CommunicationMonitor, running indepen-
class methods. Figures 4 and 5 show the distribution géntly of any other instance. The only overhead associated
memory and time overhead incurred by the use of thgith multiple sessions is the fact that each incoming
CommunicationController over the 100 message tracqfiessage must be dispatched to one (and only one) monitor
The same experiment has been performed on Java pg@fance, depending on the session it belongs to. However,
implementations for the two other scenarios shown in thigijs filtering must be done by the server code anyway,
paper. The results are summarized in Tabfe 2. either by passing a session ID as an XML element in
A first metric to analyze is memory consumption. Théhe messages, or as a cookie in the HTTP request that
interface specification for each peer session modular carries this message. The associated cost is negligibde, an
this entails that every session requires its own instance génce the presence of concurrent sessions is irrelevant to
the state machine to keep track of messages pertainingfieé performance overhead per session.
that particular session. According to the formal definition These figures allow us to conclude that runtime en-
of the PCP in Section 3, each peer controller keeps {grcement is indeed an adequate substitute to static veri-
memory the last instance of each message, along with figation for achieving interface conformance. In situation
data parameters; it also stores an explicit representafionyhere static verification is not possible, the addition of
the finite state machine, including its states, transitand 5 verification layer at runtime prevents violations of the
guards over transitions. The memory consumed averagffer interface from occurring, while imposing a reasonable
24.1 kilobytes per Communicator. overhead. Typical network latencies for major Internet
A second metric we measured was execution time ovejervice providers are more than 1,000 times larger than

head, using the same experimental setting. Again, one GaB overhead associated with the CommunicationMoAitor.
see that, due to the small size of the state machines,

processing overhead is kept to a minimum; whether a ) o
message is blocked or let through is irrelevant. In sonme?2 Behavior Verification
cases, the time difference is even below the JVM’s clodkased on our modular verification approach, we verified
resolution. the global behavior of the Loan Approval service with
Moreover, session modularity entails that this processitige SPIN model checker using the conversation model. An
cost per message is constant for a given state machaeample property we verified during behavior verification
is the following: “Whenever aequestmessage with a small
1. The Loan Approver example was statically verified with aJavgmount is sent, eventually aapproval message accepting

PathFinder, and therefore in theory no runtime enforcenemequired. - " .
However, we also measured the overhead of a runtime enf(mmxemthe loan request will be sent” The results are shown in

monitor on peers from that example, to have a wider range péiéxental
data. 2. http://www.verizonbusiness.com/about/networkfatg
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Peer | Memory (KB) | Time (us) |

5.3 Discussion

CustomerRelations | 16.63 (3 %) 0.000 (0 %) ) o »
LoanApprover 33.84 (6 %) | 0.000 (0 %) Our experiments show that the modularity in the verifi-
RiskAssessor 35.18 (6 %) | 0.000 (0 %) cation process based on the PCP improves the efficiency
Catalog 35.18 (6 %) | 0.020 (2 %) f th ificati f it b . ianificantl
Cart 33.84 (6%) | 0.000 (0 %) of the verification of composite web services significantly.
FrontEnd 16.54 (3 %) | 0.000 (0 %) Simple properties of conversations, which were impossible
Amazon ECS Client] 23.53 (1 %) | 0.795 (3 %) to check with JPF, now become verifiable in fractions of
TABLE 2 a second, thanks to the modular decomposition provided
Average overhead, both absolute and relative, for PCP by the PCP. We can verify asynchronously communicating
implementations of the three examples. web service implementations using reasonable amount of

time and memory which are otherwise too large for a Java
model checker to handle. With the aid of the synchroniz-

[Scenario T Memory (VB) [ Time (5] | ability analysis, during the be_havi_or verification, we can
Coan Approval 57302 0.015 reason about the global behavior with respect to unbounded
Duke’s Bookstore || 2.302 0.031 gueues and perform the behavior verification efficiently.
Amazon ECS 2.40 0.039 Furthermore, the usage of the stubs during the interface

TABLE 3 verification causes a significant reduction in the stateespac
Behavior verification performance thus improving the performance of the verification process.

6 RELATED WORK

_ ) - Preliminary results from this paper were reported by Betin-
Table 3. During the behavior verification, we observed thgty, et al. [10]. This paper extends these earlier result§ by 1

the reachable state space of the Loan Approval systemyi§cyssing the modular verification approach we developed
finite (154 states). Independent of the size of the messageseq on the Peer Controller Pattern and identifying and
queues, during any execution, there is at most one Mefxferentiating the types of modularity used in our anadysi
sage in each queue at any state; therefore, increasing ¥~ assume-guarantee reasoning used in the behavior
size of message queues did not increase the state SPgeffication and the peer and session modularity used in in-
Note that, this experimental observation is not a progérface verification), 2) extending the peer controlletgrat

of the fact that the results we obtained using boundgg, sypporting runtime enforcement and presenting a new
verification will hold for the Loan Approval service whenyntime enforcement mechanism to guarantee interface con-
unbounded message queues are used. To guarantee fhifhance at runtime, 3) providing an extended experimental
we used synchronizability analysis. Our automated SyByauation of the proposed modular verification approach,
chronizability analyzer identified Loan Approval service agng 4) providing an extended discussion on related work
synchronizable. Therefore, we were able to verify Loagg|ow.

Approval service using synchronous communication, andgenavior Specification: A number of approaches have

since this service is synchronizable, the verification itesupeean proposed for describing behaviors of web services
are guaranteed to hold when unbounded message QU&HERiding standards such as BPEL [2] or WSFL [28], a
are used. language called DyLOG based on agent theory for reason-
We applied the same process to the Duke’s Bookstafgy about conversations between services [4], extensions
example. We used SPIN to verify the property “Whenevest temporal logics for specifying sequential and data de-
a getCart message is sent, eventuallycart message is pendencies between messages [19], [24], and a graphical
received”, which was shown to be true in less than orghoreography description language called’s Dance[18].
tenth of a second. Again, since we were able to verify State machines have been extensively studied for spec-
that this model fulfills the synchronizability conditiortee  ifying behaviors of web services. Fu et al. [22] show
results obtained with a queue size of 1 imply that the sanfigat other behavioral descriptions (such as BPEL) can be
results hold for unbounded queues as well. Finally, we ran@nslated to state machines. Berardi et al. [8] use state
similar experiment on the Amazon ECS, with the propershachines as behavioral contracts. Unlike our work, their
“A CartModify message cannot be issued while the cart foal is to automatically synthesize composite web services
empty” and obtained similar results. Benatallah et al. [7] use statecharts to describe service
We shall stress that these properties cannot be proveghavior, specifically to declare a service composition.
by considering a single component, since the interfaddey present a framework for implementing web services
specifications for both ends of the communication must lvéthout addressing verification of service interactions.
compatible to ensure any communication at all. Nothing None of the earlier results mentioned above, address ver-
prevents the interface at one end to stipulate sendiifigation of interactions among web services implemented
message A, while the interface at the other end expeets Java programs. Although analysis of specifications writ-
message B. Only through model checking of deenposite ten in languages such as BPEL is an important research
system can we be sure that the properties like those abaleection, it does not eliminate the need to verify web
are indeed fulfilled. service implementations that are developed directly in a
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programming language such as Java without using suitfe code and eliminating procedure arguments. Unlike this
specification languages. work, we have restrictions on the environment interactions

Static Verification: There has been earlier attemptgaused by controllers via interfaces. Stoller [35] transi®
at applying model checking techniques to verification dafistributed programs communicating with RMI into one
composite web services [3], [21], [22], [29]-[31], [34]program for model checking. Unlike this centralization
Unlike these earlier verification efforts, we consider thapproach, we apply peer-modular model checking, decou-
correctness of the individual peer implementations as welle the remote processes, and reduce the state space. The
as the verification of the global properties of the compositechniques presented by Tkachuk et al. [36] generate envi-
web services. ronments for software components by using side effect and

De Alfaro et al. [17] introduce interface automata to forpoints-to analyses. Although the techniques we discuss for
malize temporal aspects of software component interfacélating peers are similar to these, we base our techniques
Later, this formalization is used for specifying interfaceon the behavioral interfaces that are supported by the Peer
as a set of constraints and algorithms for interface cor@ontroller Pattern.
patibility checking is presented by Chakrabarti et al. [11] Use of a design pattern to achieve modular verification
We use finite state machines to specify interfaces and afr concurrent programs has been proposed before [9].
approach to interface checking can be seen as a special ddeaever these earlier results focus on concurrent threads
of the interface compatibility checking. However, unlikeaccessing shared data using synchronization statemants. |
Chakrabarti et al., we do not require each method to lteis paper, we are focusing on interactions among web
annotated with interface constraints and also our goal $grvices and asynchronous communication; therefore, both
to verify both the controller behavior and conformance tthe application domain and the underlying semantic model
interface specifications. are different.

Rajamani et al. [32] address the conformance of anDevelopment tools like JMock allow developers to create
implementation model to a specification for asynchronotigock objects” for Java classes, that are intended to sim-
message passing programs. Unlike the interface verifitatiolate the behavior of some external component in order to
in our framework, their conformance check requires th&g¢st a class that uses that component. The Communication-
the actual implementation of the service be modeled fitub class defined in our Peer Controller Pattern fits that
the same formalism as the specification, so that the twiefinition. The process of providing an external object to
can be compared. The PCP works directly on top of theclass under test is calletbpendency injectiorHowever,
actual implementation of a service and does not requingocks still need to be implemented manually, while in the
this implementation to be formalized in any way. MoreoveRCP the formal definition of the peer interface is sufficient
their approach does not separate the interface and fhe the stub to automatically simulate the environment
behavior verification steps. without further manual intervention.

An alternate approach is followed by Rouached et al. Runtime Enforcement: A runtime monitoring tool
[33], who map BPEL constructs into equivalent Evergalled JavaMOP has been presented by Hills and Rosu [25].
Calculus (EC) expressions. Properties can then be proyyl treating a servlet as a special type of Java program,
statically against the resulting expression, which theplyap JavaMOP can be used to perform runtime enforcement
directly to the original BPEL code as well. Properties caproperties. However, the state machines in JavaMOP do
also be monitored at runtime; in such a case, the runningt handle guards and conditions on data parameters; to
web service generates events which are used to evaluéiie end one must use PTCaRet, an input language derived
the EC expression; should the expression evaluate to falsem temporal logic.

a violation of the specification is discovered at runtime. Halle et al. [23] present a runtime monitoring tool for
However, this approach is limited to web services composégax applications, using temporal logic as the specifizatio
with BPEL. In addition, the approach does not suggest th@nguage; however, the tool only applies for client-side-ve
use of a behavioral specification as a stub to simulate tfieation in web browsers, and not to web services in general.
external environment. The Runtime Monitoring Language (RTML) has been used

Modular Verification and Environment Generation: to specify and monitor properties of web services [5]. Also
Flanagan et al. [20] present a thread-modular reasoniggstems that turn design-time assertions on the behavéor of
and verifies each thread separately with respect to safégrvice into runtime checks have been developed before [6].
properties. This is similar to peer-modular reasoning usedNone of these works use runtime enforcement as a way
our approach, however, in their approach the effects ofrotH® complement and improve static behavior verification.
threads are modeled as environment assumptions wherdaig the same interface specification, our Peer Controller
we use stubs and drivers to reflect these effects. BesidBsftern can be used either as a runtime monitor, or as a
we combine peer-modular reasoning with assume-guarangé@nmunication stub to perform static verification of a web
reasoning and check the peer behavior against the interf&egvice.
contract and leave the property verification to the behavior
verification phase. 7/ CONCLUSION

Godefroid et al. [16] convert an open reactive progranm this paper, we presented a verifiable design pattern for
into to a closed program by inserting nondeterminism intdeveloping reliable composite web services. Based on this

1



pattern, we developed a modular verification approach ttjat]
enables developers to check both the global behaviors of
the composite web services (behavior verification) and tr[lg]
conformance of peer implementations to their interfaces
(interface verification). We showed that the global behavio

of a composite web service can be verified using tk[gs]
SPIN model checker, by automatically translating the peer
interfaces to a Promela specification. By adapting the
synchronizability analysis proposed in [22], we verifiegﬂ]
conversations of composite web services with respect to
unbounded queues and improved the efficiency of the
behavior verification. We showed that bounded interfage;
verification can be performed with the program checker JPF
using the peer interfaces as stubs for the communication

component. Since these stubs are finite state machines ggfl

abstract the asynchronous messaging, they improve the
efficiency of the interface verification. We also presented a

runtime enforcement mechanism that can prevent interfaﬁ
violations without incurring significant overhead. Anothe

benefit of the presented approach is the explicit specifica-
tion of the peer interfaces, which can be used to impro%l]
interoperability.

[22]
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