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Abstract

We introduce Minos, a microarchitecture that imple-
mentsBiba's low-water-markintegrity policyon individual
wordsof data.Minosstopsattacksthatcorruptcontrol data
to hijackprogramcontrol �ow but is orthogonalto themem-
ory model.Control datais anydatawhich is loadedinto the
programcounteron control �ow transfer, or anydataused
to calculatesuch data. Thekey is that Minostracksthein-
tegrity of all data,but protectscontrol �ow bycheckingthis
integrity whena programusesthedatafor control transfer.
Existingpolicies,in contrast,needto differentiatebetween
control andnon-control dataa priori, a taskmadeimpossi-
blebycoercionsbetweenpointersandotherdatatypessuch
asintegers in theC language.

Our implementationof Minos for RedHat Linux 6.2 on
a Pentium-basedemulatoris a stable, usableLinux system
on the networkon which we are currently running a web
server[3]. Our emulatedMinossystemsrunningLinuxand
Windowshavestoppedseveral actualattacks.We presenta
microarchitectural implementationof Minos that achieves
negligible impacton cycletime with a small investmentin
die area,andminor changesto theLinux kernel to handle
thetag bits andperformvirtual memoryswapping.

1 Intr oduction

Controldataattacksform theoverwhelmingmajority of
remoteattackson the Internet,especiallyInternetworms.
The costof theseattacksto commoditysoftwareusersev-
ery year now totals well into the billions of dollars. We
proposea generalmicroarchitecturalmechanismto protect
commoditysystemsfrom theseattacks,namely, hardware
thatprotectstheintegrity of controldata.

Controldatais any datawhichis loadedinto theprogram
counteron control �o w transfer, or any datausedto calcu-
latesuchdata.It includesnot just returnpointers,function
pointers,andjumptargetsbut variablessuchasthebasead-

dressof a library andtheindex of a library routinewithin it
usedby thedynamiclinker to calculatefunctionpointers.

Minos requiresonly a modicumof changesto thearchi-
tecture,veryfew changesto theoperatingsystem,nobinary
rewriting, andno needto specifyor minepoliciesfor indi-
vidualprograms.In Minos,every32-bitwordof memoryis
augmentedwith a singleintegrity bit at thephysicalmem-
ory level, and the samefor the generalpurposeregisters.
This integrity bit is setby thekernelwhenthekernelwrites
datainto a userprocess'memoryspace.Theintegrity is set
to either“low” or “high” baseduponthetrustthekernelhas
for the databeingusedascontrol data. Biba's low-water-
mark integrity policy [8] is appliedby thehardwareasthe
processmovesdataandusesit for operations.

Biba's low-water-markintegrity policy speci�esthatany
subjectmaymodify any objectif theobject'sintegrity is not
greaterthanthat of the subject,but any subjectthat reads
an objecthasits integrity loweredto the minimum of the
object's integrity andits own. Theonly otherimplementa-
tion of Biba'slow-water-markintegrity policy thatweknow
of is LOMAC [15] which appliedthis policy to �le opera-
tionsandraninto self-revocationproblems.Thismonotonic
behavior is theclassicsortof problemwith the low-water-
markpolicy, whichMinosameliorateswith acarefulde�ni-
tion of trust. Intuitively, any control transferinvolving un-
trusteddatais asystemvulnerability. Minosdetectsexactly
thesevulnerabilitiesandconsequentlyavoidsfalsepositives
underextensive testing. We choseto implementan entire
systemratherthandemonstratingcompatibilitywith just a
handfulof benchmarks.

If two datawordsareadded,for example,anAND gate
is appliedto the integrity bits of theoperandsto determine
theintegrity of theresult.A dataword's integrity is loaded
with it into generalpurposeregisters.A hardwareexception
trapsto the kernelwhenever low integrity datais usedfor
control�o w purposesby aninstructionsuchasa jump,call,
or return.

Minos securesprogramsagainstattacksthathijack their
low-level control�o w by overwritingcontroldata.Thedef-



inition of trust in our Linux implementationstopsall re-
moteintrusionsbasedon control datacorruption. We pro-
tectagainstlocalcontroldataattacksdesignedto raisepriv-
ilegesbut only becausethe line betweentheseandremote
vulnerabilitiesis notclear.

Virtually all remoteintrusionsarecontrol dataattacks.
The exceptionsaredirectorytraversalin URLs (for exam-
ple, “http://www.x.com/../../system/cmd.exe?/cmd”), con-
trol charactersin inputs to scriptsthat causethe inputs to
be interpretedasscriptsthemselves,or unchangeddefault
passwords. Thesekinds of softwareindiscretionsareout-
side the scopeof what the architectureis responsiblefor
protecting.

We begin by elaboratingon the motivation behindMi-
nos.This is followedby relatedworksin Section3 to com-
pareMinos to existing andhistoricalmethodsto addsecu-
rity to thearchitectureandsoftware. Thenwe describethe
architecturalsupportnecessaryfor thesystemby consider-
ing its implementationon an out-of-ordersuperscalarmi-
croprocessorwith two levelsof on-chipcachein Section4,
followedbySection5 discussingourimplementationof Mi-
nosfor RedHat Linux 6.2 on a Pentiumemulator, aswell
asanotherimplementationfor MicrosoftWindowsXP. Sec-
tion 6 explainsour evaluationmethodologyandshows that
control dataprotectionis a deeperissuethanbuffer over-
�o wsandC library formatstrings.Theresultsin Section 7
show thatMinos is very effective, that the low-water-mark
integrity policy is stable,andthattheperformanceoverhead
of virtual memoryswappingwith tagbits is negligible. A
securityassessmentof Minos in Section7.3attemptsto an-
alyze the securityof the Minos approachagainstpossibly
moreadvancedattacksthanareavailabletoday. This is fol-
lowedby recommendationsfor futureresearchandconclu-
sions.

2 Moti vation

Controldataattacksform theoverwhelmingmajority of
remoteattackson the Internet,especiallyInternetworms,
andareamajorconstituentof localattacksdesignedto raise
privileges.Thesevulnerabilitiesallow controldatasuchas
return pointerson the stack,virtual function pointers,li-
brary jump vectors,long jmp() buffers,or programmerde-
�ned hooksto beoverwritten.Whenthis datais readto be
usedin a procedurecall, return,a jump,or othertransferof
control�o w theattacker thenhascontrolof theprogram.

The costof control dataattacksto commoditysoftware
userseveryyearnow totalswell into thebillions of dollars.
The CodeRed worm spreadby a buffer over�ow in Mi-
crosoft'sInternetInformationServices(IIS) server, andthis
onewormaloneis estimatedto havecausedmorethan$2.6
billion in damage[23]. It infectedapproximately359,000
machinesin lessthanfourteenhours,anunimpressivenum-

bercomparedto morerecentwormsandtheoreticalpossi-
bilities [28].

In Juneof 2001,a monthbeforeCodeRed,Microsoft
publiclystatedthattheirnew WindowsXPoperatingsystem
containedno buffer over�ows becauseof a thoroughcode
inspection[33]. Four monthslater a buffer over�ow was
foundin theUniversalPlug-and-Playfunctionality[2, CA-
2001-37]. Control dataprotectionproblemsin Microsoft
softwaresincehave beena commonoccurrence,a batchof
abouta dozencan be found in [2, TA04-104A]. All this
suggeststhatperhapsthepersistenceof thebuffer over�ow
problemandcontroldataprotectionproblemsin generalis
notdueto lackof effort by softwaredevelopers.Everyma-
jor Linux distribution's securityerratalists containdozens
of control dataprotectionvulnerabilities. This problemis
anarchitectureproblem.

It is inevitable that large, complex systemswritten al-
most entirely in C are going to have memorycorruption
bugs. The architecture's failure to protectthe integrity of
control data,however, ampli�es every memorycorruption
vulnerabilityinto anopportunityto remotelyhijackthecon-
trol �o w of a process.

An integrity policy waschosenbecausethecon�dential-
ity andavailability componentsof a full securitypolicy are
not critical for control dataprotection. We choseBiba's
low-water-markpolicy overotherintegrity policiesbecause
it hasthepropertythataccesscontrolsarebasedonaccesses
a subjecthasmadein the pastand thereforeneednot be
speci�ed. For a morethoroughexplanationof this property
wereferthereaderto [15].

3 RelatedWork

The key distinctionof Minos is its orthogonalityto the
memorymodel. In Minos, integrity is a propertyof the
physicalmemoryspace,thereforeMinos is applicableeven
to �at memorymodelmachines.Minos shouldbe equally
aseasyto implementon architectureswith morecomplex
virtual addressing.

In the �at memorymodel,memoryis viewed asa lin-
ear array of untypeddatawords. The programmeris not
constrainedby thearchitectureto treatany dataword asa
particulartype. This hasobvious securitydisadvantages,
but this low-level control is the reasonthat the �at mem-
ory modelsurvived the vicissitudesof computerarchitec-
ture when betterdesigned,more securearchitecturesper-
ished.

Most commodityoperatingsystems,suchasWindows,
Linux, or BSD,arebasedon thismemorymodelandsoare
the languagesthey arebuilt upon: C andC++. The suc-
cessof Linux ondozensof architecturesis facilitatedby the
two minimalrequirementsof apagedmemorymanagement
unit (MMU) anda port of thegcccompiler. EventheADI



Black�n, a DSP, hasa pagedMMU andcanrun anembed-
dedversionof Linux calleduCLinux, but theMMU is not
currentlyusedbecauseuCLinux wasintendedfor a variety
of architectures,notall of whichhaveanMMU. Thishistor-
ical trendis similar to theonethat leadto the �at memory
modelandshows thathardwaresecuritymechanismsmust
beorthogonalanduniversallyapplicableto survive.

Thenetwork routermarket is tumultuousenoughto ne-
cessitatethesameportabilityandsothey alsouse�at mem-
ory modelarchitecturessuchasXScale(in Von Neumann
mode) or MIPS and C-basedoperatingsystems,leaving
them vulnerableto buffer over�ows [2, VU 579324]and
othercontroldataattacks.

A work verysimilar to Minos waspublishedin [30] and
wasdevelopedindependentlyin parallel.Thefocusin [30]
is on compressiontechniquesandtheir performanceover-
headwhile Minos' focusis moreat thesystemlevel. Also,
bothpoliciesin [30] aredifferentfrom Minos' policy.

Capabilitysystems[21] wereanearlyattemptto secure
entire systems. A capability is like a key that allows a
programto accesssomeobject. Capabilitiesmust not be
forged,andso therearerestrictionsasto how their values
maybemanipulated.Of specialinterestis theAS/400[24]
whichwaslooselybasedontheSystem/38andis still in use
todayastheIBM iSeries.TheAS/400hasa global,persis-
tentaddressspacesharedby all processesandin which all
�les anddataarepresent.Pointersaretaggedby theoper-
ating systemandcanonly be manipulatedthrougha con-
trolled setof instructions. ThusUNIX-basedC programs
canbecompiledbut only if pointerusageconformsto cer-
tain constraints.Suchconformity is not commonin com-
moditysoftware.

The ElbrusE2K [6] usesa type-basedapproachandis
ableto compileandrun C/C++programsef�ciently if they
obey three draconianmeasures:1) no coercionbetween
pointersand other typessuchas integers,2) no rede�ni-
tion of the new operator, and3) no referencesfrom a data
structurewith a longer lifetime to onewith a shorterlife-
time, suchas a pointer on the heapto dataon the stack.
All threeof theserulesarecommonlybroken. Also worth
noting is the Intel iAPX-432 [27] which wasa type-based
capabilitiesarchitecturewith memorymanagementsimilar
to Ada scopingrules. Ada scopingrulesarecertainlynot
orthogonalto the�at memorymodel.

More recentwork has aimed to enablenew applica-
tionssuchasrunningtrustedsoftwareon anuntrustedhost
whereeventheoperatingsystemandmainmemoryarenot
trusted[29]. Therehave alsobeenefforts to combatsoft-
warepiracy, suchasXOM [22, 36] or the Palladiumand
TCPA initiatives[31], which hasmoreto do with protect-
ing yourdataonanotherperson'smachineanddoesnotad-
dresscontroldataattacks.Codeinjectionattacksarea sub-
setof control dataattacksandhave beenconsideredwith

hardwaresolutionsbasedon embeddingprocessor-speci�c
constraintsin binarieswith semantics-preservingrewriting
techniques[19]. All of thesearchitecturesrequirethatma-
jor portionsof aprogram'smemorybeencryptedor moved.

Therehave, of course,beenattemptsto combatcontrol
dataattacksand codeinjection with software techniques.
The most notableis StackGuard[13] which placesa ca-
narybeforeeveryreturnpointeron thestackto detectstack
smashingattacks.Returnpointersareonly onetypeof con-
trol data,andaccordingto our independentanalysisof the
CodeRedII worm StackGuardwould not have prevented
Code Red II which overwrote a function pointer on the
stack,nota returnpointer.

PointGuard[12] attemptsto protectthe integrity of all
pointersby encryptingthemwhenaC programis compiled
using type information. Pointers,even function pointers,
may be the sum of a basepointerwith oneor more inte-
gers.Weagreewith Babayan[6] thatthiscoercionbetween
pointersandotherdatatypesforcesall controldataprotec-
tion mechanisms,evenMinos, into a fundamentaltrade-off
betweensecurityandcompatibilitywith existingC code.

Secureexecutionvia programshepherding[18] is asoft-
ware techniquethat prevents attemptsto hijack control
�o w with asecuritypolicy andbinaryrewriting techniques.
Thereareperformanceproblemsrelatedto virtual memory
andit is notorthogonalto thememorymodel,however this
paperhelpedinspiretheMinosconcept.

Mondrian Memory Protection[35] is an architectural
mechanismthat facilitates accesscontrols on individual
words of data, suchas readable,writable, or executable.
Thereisconsiderablestorageandperformanceoverheadbe-
causeaccesscontrolsare dependenton context. A word
maybewritablein onecontext of aprogrambut notanother
sopermissionsmustbeloadedandappliedspeculatively.

Minos' orthogonalityto the memorymodel cannotbe
overemphasized.The needto do pointerarithmetic,even
with control data,is not limited to applications. Middle-
ware,suchastheGNU linker andloader(ld), usespointer
arithmeticto relocatesharedlibrariesanddo dynamiclink-
ing from userspace(in anunprivilegedcontext). Movingall
of thelibrary functionalityinto thekernelspaceis anunde-
sirablealternative in termsof bothportabilityandsecurity.

Non-executable pages is now available for 64-bit
Pentium-basedarchitectures,but attackers already have
methodsfor subvertingthis [25]. Furthermore,we describe
an attackcalledhannibalin [14] thatdoesnot needto use
thestackframeforgingtechniquesof [25].

An interestingwork relatedto how Minos handlesvir-
tual memoryswappingwith tag bits is the AS/400. The
implementationevaluatedin [24] storestagbitsby building
a linkedlist of thetaggedpointersin eachpageon disk us-
ing reservedportionsof each16-bytepointerandstoringa
pointerto theheadof thelist in thedisk'ssectorheader.



Figure 1. Minos in an out-of-order executionmi-
croprocessorcore. *Basedon sizeand compatibil-
ity settings.**Ignor edfor 32-bit loadsand stores.

Babayan[6] discussestwo implementationsof virtual
swappingwith tag bits for the Elbrusline. Oneusessoft-
wareto transferdataandtagsto anintermediatebuffer large
enoughto hold bothwithout usingthememorytagbits and
thenwrites this largerbuffer to disk. Anotherusesspecial
I/O hardwareto do theunpacking.

4 Ar chitecture

The goal of the Minos architectureis to provide sys-
tem securitywith negligible performancedegradation.To
achieve this goal, we describea microarchitecturewhich
makessmall investmentsin hardwarewherethe tagbits in
Minosarein thecritical path.

At a basiclevel, every 32-bit word of datamustbeaug-
mentedwith an integrity bit. This resultsin a maximum
memoryoverheadof 3.125%(neglectingcompressiontech-
niques),whichcanbepaidfor with Moore'slaw in 26days.
The real cost,which we will try to addressin this section,
is the addedcomplexity in the processorcore. We argue
thatthiscomplexity is well justi�ed by thesecuritybene�ts
gainedandthehigh compatibilityof Minos with commod-
ity software. Given increasingtransistordensitiesandde-
creasingperformancegains,investmentsin reliability and
securitymakesense.

Figure1showsthebasicdata�o w of thecoreof aMinos-
enabledprocessor. One bit is addedto the commondata
bus. Whendataor addressesaretransmitted,their integrity
bit is alsotransmittedin parallel.Thereorderbuffer andthe
load buffer have an extra bit per tag to storethe integrity
bit. Thereservationstationshave two integrity bits,onefor

eachoperand.The integrity of the result is determinedby
applyinganAND gateto theintegrity bits of theoperands.
All of the integrity bit operationscan be donein parallel
with normal operationsand are never in the critical path,
andthereis noneedfor new speculationmechanisms.

TheL1 cachein a modernmicroprocessor, thePentium
4 for example,is typically about8KB andis optimizedfor
accesstime. To maintainthis low accesstime,we storethe
integrity bit with every 32-bit word asa 33rdbit. Thetotal
storageoverheadin an L1 cacheof this size is 256 bytes.
The on-chipL2 cache,on the otherhand,canbe as large
as 1MB and is optimizedfor hit rate and bandwidth. To
keepthe areaoverheadlow andthe layout simple,we use
thesametechniqueoftenusedfor paritybits: haveonebyte
of integrity for every256bit cacheline.

All of the �oating point, MMX, BCD, andsimilar ex-
tensionscanignoretheintegrity bits andalwayswrite back
to memorywith low integrity. This is becausecontroldata,
suchasjump pointersandfunctionpointers,arenever cal-
culatedwith BCD or �oating point. Onepossibleexception
is that MMX is sometimesusedfor fast memorycopies,
so theseinstructionsshouldjust preserve the integrity bits.
Theinstructioncache,tracecache,andbranchtargetbuffer
mustcheckthe integrity bits with their inputs,but do not
needto storetheintegrity bitsafterthecheck.If datais low
integrity, it is simply not allowedinto theinstructioncache
or branchtargetbuffer. Overall,theL1 cacheandprocessor
core's areaincreaseswill benegligible comparedto theL2
cache,sowe canproduceanestimateof theincreasein die
areafor Minosby looking at theL2 cachealone.

Intel's 90 ��� processcanstore52 Mbits, or 6.5MB, in
109.8 ����� with 330million transistors[16]. A 1 MB L2
cachewithout theextra integrity bits in this processwould
beabout51million transistorsand16.9 ���

� . Minoswould
addto this another1.59million transistorsand0.53 ���	�

for an additional32 KB. The Prescottdie areais reported
to be112 ����� , sothecontribution of theextra storagere-
quiredby Minosin theL2 cacheto theentiredieareais less
thanonehalf of onepercent.Usingthediecostmodelfrom
[26] andassuming300��� wafers, 
 = 4.0, and1 defect
per ����� this is lessthana penny on thedollar.

A 32-bit microprocessorwithout special addressing
modescanaddress4 GB of DRAM off chip. This requires
128MB to storethe integrity bits outsidethemicroproces-
sor. We proposea separateDRAM chip which we will call
theIntegrity Bit Stuffer (IBS). TheIBS cancoexist with the
bus controllerandstorethe integrity information for data
in theDRAM. WhentheDRAM �lls requestsfor data,the
IBS stuffs thestoredintegrity bitswith thisdataon thebus.

By usinga bankingstrategy thatmirrorsthatof thecon-
ventionalDRAM chipit canbeguaranteedthattheintegrity
bit will alwaysbereadyatthesametimeastheconventional
data. The busmustbe widenedfrom 64 to 66 bits. When



thedatabusis drivenby otherdevicesfor DMA or port I/O,
theIBS assumeshigh integrity.

Thehardwaresupportneededfor Minosis almostidenti-
calto whatis neededfor thesofterrorratereductionmecha-
nismproposedin [34]. Thesamepaperdiscussesotheruses
of tagbits. ThePowerPCAS hasa tagbit per64-bitsandis
usedfor runningthemicrocodeof iSeriesprograms.A 64-
bit Linux implementationwith MinossupportontheiSeries
maybepossibleby usingasimilar microcodeapproach.

5 Implementation

In this sectionwe describeour hardwareemulationplat-
form andoperatingsystemimplementation.

5.1 HardwareEmulation

WeemulatedMinosonaPentiumemulatorcalledBochs
[1] asa proof-of-concept.For performancereasonsarchi-
tecturalsupportwould be necessaryfor a real Minos sys-
tem. Our softwareMinos emulatoronly achievesabout10
million instructionspersecondona 2.8GHzPentium4.

Bochsemulatesthe full systemincluding bootingfrom
theBIOSandloadingthekernelfrom theharddrive. DMA,
port I/O, andextensionssuchas�oating point,MMX, BCD
andSSEaresupported.The�oating pointandBCD instruc-
tionsignoretheintegrity of their inputsandtheiroutputsare
alwayslow integrity. A singleintegrity bit wasaddedto ev-
ery32-bit word in thephysicalmemoryspace.All port I/O
andDMA is assumedto behigh integrity.

The Pentiumis also byte and 16-bit word addressable
but it suf�ces to only storeoneintegrity bit for every32-bit
word. Compilersalign all control dataalong32-bit words
for performancereasons.If a low integrity byte is written
into a high integrity 32-bit word, or a high integrity byte is
written into a low integrity word, theentireresultingword
is thenlow integrity. The sameappliesto 16-bit manipu-
lation of data. This is necessaryto keeplow integrity data
from evergoingupin integrity. Also, any misaligned32-bit
writeswill beforcedlow integrity to preventattackersfrom
buildingarbitraryhighintegrity 32-bitvaluesusingstriping.

Every instructionoperationappliesthe low-water-mark
integrity policy to its inputsto determinetheintegrity of the
result. All 8- and16-bit immediateloadsarelow integrity
unlessthe processoris running in a specialcompatibility
mode,and all memoryreferencesto load or store8- and
16-bit valuesalsohave thelow-water-markintegrity policy
appliedto theaddressesusedfor theloador store.

TheSUNJavaSDK wasrunonMinosandit gavealarge
numberof falsepositiveswhile runninga Hello World pro-
grambecauseof theJIT using8- and16-bit immediatesto
generatecontrol data. We addeda compatibility modeto

the architectureandthe kernelwhere8- and16-bit imme-
diatesarehigh integrity but the restof the policy remains
thesame.For securityreasonsit would bebetterif theJIT
wasslightly modi�ed to becompatiblewith Minos,because
with 8- and16-bit immediateloadsset to high integrity it
may be possibleto generatearbitraryhigh-integrity 32-bit
values.

Any attemptto run a setuid programin compatibility
modewill squashthe euid and egid down to the real uid
andgid, similar to a ptrace. It would alsobe possibleto
have a full compatibility modewhereall datais high in-
tegrity but we did not �nd any programswherethis would
benecessary.

String operationson the Pentium, such as a memory
copy, go from onesegmentto another. To give the kernel
theability to markdataaslow integrity asit copiesit into a
process'memoryspacethe reserved53rd bit in a Pentium
segmentdescriptorentry is interpretedto meanthat data
written into this segmentshouldbeforcedlow integrity. If
the53rdbit of thesegmentdescriptoris not setthenthein-
tegrity bit is simply copied. Thereis alsoanotherspecial
segmentdescriptorwhich, whenusedin string operations,
causesthesourceor destinationto haveastrideof 32words
andthevaluecopiedin or out of this segmentis the32 bits
of integrity informationfor this 32 word block. This way
thekernelcancopy theintegrity informationfrom anentire
4 KB pageinto a 128bytebuffer, or copy the integrity in-
formationof a 128byte buffer into the integrity bits of an
entirepageto enablevirtual memoryswapping.

5.2 Operating SystemChanges

Thesetwo segmentdescriptorswereaddedto theLinux
2.4.21kernelto cover thewholelinearaddressspaceasdo
theexisting segmentdescriptors(this is how a �at memory
modelis implementedon thePentium).A few othersmall
modi�cations weremadeto the kernel,so that now when
dataentersa process'memoryspaceMinos the dreadful
snarlsat thegate, andwrapshimselfin histail with asmany
turnsas levelsdownthat shadewill haveto dwell [5]. An
interrupttrapsto thekernelwheneveranattemptis madeto
transfercontrol�o w with low integrity data.

Ideally, control datashouldonly comefrom the origi-
nal ELF binary or dynamicallylinked librariesso that ev-
erythingelsecanbe marked low integrity. Unfortunately,
GNU ld doesnot usea systemcall for mostsharedobjects,
opting insteadto usethe read() systemcall and mmap()s
so that it canrelocatethemandalsoto keeplibrary mech-
anismsseparatefrom thekernel. Also, we discoveredthat
the pthreadslibrary createslightweight processeswith the
clone()systemcall andthenpassesthemfunctionpointers
to call throughpipes.And lastly, sometimeslegitimatepro-
gramssuchasplug-insandJITsarenot implementedwith



thenormallibrary codemechanisms.
Consequently, we choseto de�ne trust for our imple-

mentationin termsof how long the datahasbeenpart of
thesystem.In Minos, thekernelkeepsa timestampcalled
theestablishmenttimebeforewhichall librariesandtrusted
�les wereestablishedandafterwhich everythingcreatedis
treatedasvitriol and forced low integrity. More sophisti-
catedanduserfriendly de�nitions of trust andinstallation
procedurescould be devisedbut we aremostly concerned
with thearchitecturefor this work.

Static binariescan be createdafter the establishment
time andaretrustedfor their own control �o w andthat of
their childrenby beingmarkedhigh integrity whentheex-
ecutableELF binary is mounted(the executable�le must
be sync()edto disk). Any communicationwhereonepro-
cesspassesdatato anotherprocesswhich is not sharingits
memoryspacewill be forcedlow integrity, becauseit will
go throughthevirtual �le systemthroughaninodethatwas
eitherestablishedor modi�ed sometimeaftertheestablish-
menttime (An inodeis a structurethat storesinformation
aboutobjectsin the�lesystem,suchas�les, pipes,or sock-
ets).Thuswhenanattacker'sdatacomesfrom thenetwork
it will stay low integrity in the systemeven if it goesout
to disk andcomesback. Thereis no needto modify the
�lesystemon theharddrive.

More speci�cally, the read()systemcall forcesthedata
readby theprocessto below integrity unlessboththectime
(timeof lastinodechange)andmtime(timeof lastmodi�ca-
tion) of theinodearesetto a time beforetheestablishment
time of the system,or the �le descriptorpoints to a pipe
betweenlightweightprocessesthatsharethesamememory
space.Theread()systemcall in Linux is usedfor reading
from �les, theconsole,thenetwork, pipes,sockets,andjust
abouteverythingelse.

It is impossible,evenfor thesuperuser, to changeactime
backwardin time. Thectimeis usedby thekernelto keep
trackof inodechangesfor fault tolerancepurposes.Theex-
ceptionfor pipesbetweenlightweightprocesseswasadded
for compatibility with pthreads,but it doesnot diminish
securitybecausethe lightweight processessharethe same
memoryspaceanyway. A good,concisedescriptionof the
Linux virtual �lesystemis availablein [10].

On an execv()all of the argumentvariablesare forced
low integrity. Thereadv()andpread()systemcallsforcethe
datareadto low integrity. All readsfrom a network socket
arealsoforcedlow integrity without exception.Thus,a re-
moteattacker'sdatawill enterthesystemlow integrity and
will never be lifted to high integrity becauseof the estab-
lishmenttime requirement,even if the datagoesthrough
the virtual �le systemto the disk andback,or to another
process.

Whenmmap()ed�les aremappedby thekernela check
is doneto seeif the �le meetsthe establishmenttime re-

quirementor is the original binary mountedby the user,
otherwiseit is forcedlow integrity.

5.3 Virtual Memory Swapping

WhentheLinux kernelswapsout a pageit �rst putsthe
pagein theswapcache,thenchangesall pagetableentries
for any processesthat referencethe pageto swap entries,
thenwrites the pageto disk. Any processthat thenrefer-
encesthepageeither�nds it in theswapcacheor mustwait
for it to be readback from disk. The pageis not deleted
from theswapcacheuntil all processesthathave swapen-
triesfor it geta new mapping.The4 kilobyteblocksizeon
theswapdevicematchesthe4 kilobytepagesizeof thePen-
tium andshouldnot be modi�ed. Also, all readsof pages
from the swap device mustbe kept asynchronousbecause
they areoftenreadspeculatively in clusters.Theswapping
mechanismsare�nely tunedsowe chosea methodof han-
dling thetagbits thatdoesnotaddto this complexity.

WhentheMinos-enabledkernelwritesthepageto diskit
kmalloc()s128bytesandcopiestheintegrity tagbits to this
buffer. Any processthat tradesin its swapentry for a page
mappingwill notreceivethemappinguntil theintegrity bits
of thepagearerestoredandthe128bytebuffer is kfree()ed,
but this is donelazily whenthe�rst requestis madesothat
the actualreadoperationremainsasynchronous.The per-
formanceoverheadis negligible whichwewill demonstrate
in Section7.

5.4 Windows Implementation

WeinstalledbothMicrosoftWindowsXP andabetaver-
sionof XP calledWindowsWhistlerwith IIS 5.1ontheem-
ulatorandchangedthehardwareemulationsothatall reads
from thenetwork device port arelow integrity. This is not
secureif the attacker's input from the network goesto the
disk thencomesbackandoverwritescontroldata,but with-
out theWindows sourcecodewe cannottrackthis. Virtual
memoryswappingwasdisabled.Bothversionsof Windows
run in JIT compatibilitymodefull time.

6 Experimental Methodology

Thereare threeimportantmetricsin a systemsuchas
Minos: 1) the false positive rate, 2) the effectivenessat
stoppingthe attacksit is intendedto stop,and3) the per-
formanceoverhead. We have usedthe Minos systemfor
monthsnow for various testing and exploit analysisand
only encounteredfalsepositivestwice, bothof which have
been�x ed. One happenedwhen a freshly compiledpro-
gramwasmountedfor executionbeforeit was�ushed out
to disk. The binary programwas still in the kernel's �le
buffers with low integrity marksbecauseit hadbeendata



Figure 2. The gccstresstest

Figure 3. Linux web server over onemonth

for thecompiler. Thesolutionwasto sync()newly mounted
binary executablesto disk. Anothersourceof falseposi-
tiveswas the Java just-in-time(JIT) compiler, which was
discussedin Section5.1.

Figure2 shows the amountof low integrity datain the
systemfor a full runof thegccbenchmarkfrom SPEC2000
on the referenceinputs. This is just to demonstratethat
monotonic behavior, the usual criticism of Biba's low-
water-markintegrity policy, is not observedin Minos. This
is because,while datanever goesup in integrity during its
stay in the physicalmemory, it doesdie andget replaced
with otherdata.We did not run thefull setof SPECbench-
marksbecausethey areall staticallycompiledbinariesthat
donot usethenetwork or dynamiclinking sothereis noth-
ing interestingin themthatcouldcausea falsepositive.

Figure3 shows the amountof low integrity datain the
systemfor onemonthof our Apachewebserver beingup.
Thisgraphconstitutestrillions of instructionsfrom awhole
systemincludingthekernelwheretherewereno falsepos-
itives. This is a usablesystemon thenetwork thatwe can
accesswith a remoteshell andsende-mail, surf the web
with lynx, or debugprogramswith usinggdb.

In otherstudiesof securearchitectures,it is commonto
asserttheeffectivenessof anapproachandthenpresentper-
formanceevaluationnumbersbasedonbenchmarks[35, 19,
22, 30, 36, 29]. For Minos,wechoseanevaluationmethod-

ologymoresimilar to whatis seenin thecomputersecurity
researchcommunity. This is only becausewe feel thatreal
attacksgive moreinsight into our designdecisions.To see
the reasoningbehindthis approachconsiderthe many pa-
perswhich motivate return pointer protectionusingCode
RedasanexamplealthoughCodeRedandCodeRedII did
notoverwritea returnpointerbut insteada functionpointer
on thestack.Also, implementationsof mechanismsin real
systemsoftendiscoverthatcertainassumptionsdonothold.
In [32] it wasfoundthatreturnpointersarenotalwaysused
in a LIFO mannerin Linux, for example.

Our implementation-centricevaluationmethodologyis
not uncommon. A softwareattemptto enforcea security
policy on control �o w [18] wasevaluatedfor effectiveness
by demonstratingits defenseof four real exploits. Perfor-
manceandthe falsepositive rateweretestedon 23 bench-
marks.An intrusiondetectionsystemwastestedwith four
known attacks[20]. A protectionmechanismfor format
string attacks[11] was testedagainsteight known attacks
andstoppedsix. A methodof disruptingbinarycodeinjec-
tion attacks[7] wastestedwith 14known attacks.

While themicroarchitectureof Minoshasbeendesigned
to avoid performanceoverheads,theoperatingsystemmust
still save thetagbits duringvirtual memoryswapping.The
costof extractingandreplacingthesebitsis negligible com-
paredto the seektime andreadtime of the harddrive, so
only the 128 bytesaddedto the slab allocatorcan cause
performanceproblemsby usingmemorywhenmemoryis
scarce.We ranseveralSPEC2000benchmarks(which use
enoughmemoryto be interesting)to completionon their
referenceinputswith varyingamountsof memory. We did
not run the full set becausemost SPEC2000benchmarks
do not usemorethanseveralmegabytesof RAM. We used
mlock()s to lock variousamountsof memoryin RAM so
that the benchmarkwould have to sharethe restwith the
kernel.

All benchmarkswerecompiledwith gcc 3.2 andthe “-
O2” option. They wererun on a 1.6GHzPentium4 with
256MB of RAM and512MB of swap spaceon thesame
physicalhard drive as the root �lesystem. The operating
systemusedwasRedHat 9.0andall servicesincludingthe
network weredisabled.Extractingandreplacingintegrity
bits wassimulatedby memcpy()ing 128bytes. In orderto
obtainreproducibleresultswe foundit necessaryto reboot
the systembetweendatapointsbecauseLinux changesits
clusteringalgorithmover time to spreadthe load over dif-
ferentphysicalblockson thedisk.

6.1 Exploits and Attacks

This sectiondescribestheexploitswe testedMinoswith
andtheactualattacksMinoshasdetectedandstopped.



6.1.1 Exploits for RealLinux Vulnerabilities

RedHat6.2waschosenbecauseof thehighnumberof con-
trol dataprotectionproblemswith this particularversionof
theRedHat distribution.

The rpc.statdexploit [4, bid 1480] is a remoteformat
string attackon an NFS locking mechanismwhich over-
writes a return pointer on the stackto return to arbitrary
codeon thestack.

The traceroute exploit [4, bid 1739] is a local exploit
basedon a vulnerabilitywherefree() is calledtwice with a
pointerfor datathatwasonly malloc()edoncewhenmulti-
ple commandline argumentsaregivenwith thesame�ag.
It is nota buffer over�ow or a formatstringvulnerability.

Thesu-dtorsexploit [4, bid 1634]usesavulnerabilityin
glibc's localefunctionalitywhereit is possibleto link (with
an mmap()) a boguslanguagemodulelibrary into a pro-
gramandexploit a format string vulnerability. The .dtors
sectionof ELF binariescontainspointersto any destructors
thatneedto berunbeforetheprogramexitsandis thevictim
of an arbitrarywrite primitive in this exploit. This is a lo-
calattack,but couldpossiblybeexploitedremotelythrough
telnetd.

A remoteformatstringexploit for wu-ftpd[4, bid 1387]
basicallycanwrite an arbitraryvalueto an arbitraryloca-
tion.

An exploit for adifferentvulnerabilityin wu-ftpd[4, bid
3581]exploits anerror in the �le globbingfunctionality in
amannersimilar to thedoublefree()exploit for traceroute.

A morechallengingremoteexploit to catchis theremote
attackon theinnd news server [4, bid 1316],wherea news
messageis postedandthenlatercanceled.Thusthebuffer
over�ow is exploited with datathat goesto the �lesystem
andcomesback.

We createda seventhexploit, hannibal, which exploits
theformatstringvulnerability in wu-ftpdto basicallyover-
write rename(char *, char *)' s GlobalOffsetTable(GOT)
entrywith a pointerto execv(char *, char **)' s Procedure
LinkageTable(PLT) entry. A subsequentrequestto rename
a �le thenactuallyexecutesa binary �le. More detailscan
befoundin [14].

6.1.2 Exploits for Hypothetical Linux Vulnerabilities

We createdsix hypotheticalattacksaslocal attacks.They
aredesignedto testsetjmp()sandlongjmp()s(tigger), string
to integer conversion (str2int), off-by-one vulnerabilities
(offbyone), pointerarithmetic(alsostr2int), virtual function
pointers(virt), and environmentvariables(envvar). The
longstrexploit is astandardformatstringexploit exceptthat
nosizespeci�ersareused(SeeSection7.3).

6.1.3 WindowsExploits and Actual Attacks

The CodeRed II worm was releasedjust after the Code
Red worm but was built on an entirely different code
base. It attacksthe Microsoft IIS web server. It is a
buffer over�ow that is causedbecausea stringof the form
“XXXXXX%u1234%uABCD” in an HTTP GET request
hasits ASCII charactersconvertedto UNICODE makingit
longerthanwhenits lengthwas�rst calculated.The beta
versionof Windows XP calledWhistler wasusedto catch
CodeRedII.

Microsoft SQL Server 2000was installedon the same
versionandwasattacked�rst from Germany with a remote
stackbuffer over�ow basedon a vulnerability during au-
thentication[4, bid 5411].Thisis notthesamevulnerability
astheSQL/Slammerwormexploited.All of thesubsequent
attacksto this SQL port on our machineusedthesameex-
ploit andcamefrom differentplaces,but we arefairly cer-
tain thesewereindividual attackersandnot instancesof a
worm. Both this vulnerabilityandthe IIS vulnerability for
CodeRedII areexploited daily on our emulatedmachine
becausethey listenonportsthataretypically not �re walled.

TheDCOM vulnerability [4, bid 8205] is a buffer over-
�o w in an RPCinterface,andtheLSASSvulnerability [4,
bid 10108] is a buffer over�ow in a securitycomponent.
Thesewereexploitedby theBlasterandSasserworms,re-
spectively. We downloadedexploit codefor both vulnera-
bilities andattacked the Windows XP machine.Both ver-
sionsof Windows XP server thatwe useddo not appearto
bevulnerableto theUPnPbuffer over�ow vulnerability[2,
CA-2001-37].

6.1.4 Actual Linux Attack

Our Linux webserver wasattacked from SouthKoreaand
Minos SIGSTOPedthe processexactly the way it is sup-
posedto. Analysiswasdoneby launchinggdbandattach-
ing to thestoppedprocess.The attackexploited theheap-
globbingvulnerabilityin wu-ftpd. Theexploit itselfwasnot
thesameexploit we usedfor this vulnerabilityandis quite
interesting.Thereis a fakeNOPsledandalot of jumpsthat
changethe alignmentof the way the opcodesaredecoded
in anapparentattemptto makeanalysishard.

7 Results

7.1 Exploit Tests

All exploits testedwere stoppedby Minos. With the
integrity of the addressesof 8- and16-bit loadsnot being
checkedCodeRedII is not caught.

Early in the project we identi�ed threeways in which
low integrity datacould becomehigh integrity becauseof
information�o w. Statementssuchas



Table 1. The exploits that we attac ked Minos with.
Exploit Name RealVulnerability? Remote? VulnerabilityType Caught?

rpc.statd Yes Remote Format string Yes
traceroute Yes Local Multiple fr ee()calls Yes
su-dtors Yes Possibly Format string Yes
wu-ftpd Yes Remote Format string Yes
wu-ftpd Yes Remote Heapglobbing Yes
innd Yes Remote Buffer over�o w Yes
hannibal Yes Remote wu-ftpd format string Yes

Windows DCOM Yes Remote Buffer over�o w Yes
Windows LSASS Yes Remote Buffer over�o w Yes

tigger No Local long jmp() buffer Yes
str2int No Local Buffer over�o w Yes
offbyone No Local Off-by-one buffer over�o w Yes
virt No Local Arbitrary pointer Yes
envvar No Local Buffer over�o w Yes
longstr No Local Hypothetical format string attack Yes

Table 2. The exploits that other s actuall y attac ked Minos with.
Attack Known Exploit? Remote? VulnerabilityType Caught?

Linux wu-ftpd No Remote Heapglobbing Yes

CodeRed II Yes Remote Buffer over�o w Yes
SQL Server 2000 No Remote Buffer over�o w Yes

if (LowIntegrityData == 5)
HighIntegrityData = 5;

HighIntegrityData =
HighIntegrityLookupTable[LowIntegrityData];

HighIntegrityData = 0;
while (LowIntegrityData--)

HighIntegrityData++;

giveanattackercontrolover thevalueof high integrity data
via information�o w.

Theseweresupposedto be pathologicalcases,but they
arenot in thecaseof 8- and16-bit databecauseof theway
functionssuchasscanf()andsprintf() handlecontrolchar-
actersandalsobecauseof translationsbetweenstringsand
integer valuessuchasatoi() or conversionfrom ASCII to
UNICODEaswasexploitedby CodeRedII.

7.2 Virtual memory swapping

For mostSPEC2000benchmarkstestedtheperformance
of theMinos-enabledkernelandtheperformanceof theun-
modi�ed kernelareindistinguishable.The interestingcase
is mcf whichusesa lot of memoryandhasa largeworking
set. Figure4 shows that thereis a “clif f ” astheamountof
RAM availablecrossesthethresholdof theworkingsetsize
of thebenchmark.TheMinos-enabledkernelstartsthrash-
ingseveralmegabytesbeforetheunmodi�edkernelbecause
of theextra 128byteallocationfor every pageswap. This
is easilyamelioratedby investingin moreRAM.

7.3 Security Assessment

WehavedemonstratedthatMinosstopsabroadrangeof
existing control dataattacks,but we mustaddressthe se-
curity of Minos againstfutureattacksdevelopedwith sub-
versionof Minos in mind. A usefulway to think of how
attacksmoreadvancedthansimplebuffer over�owsarede-
velopedis to considerthatvulnerabilitiesleadto corruption,
corruptionsleadto primitives(suchasan arbitrarywrite),
andprimitivescanbeusedfor higherlevelattacktechniques
[17].

We will comparethe securityof Minos speci�cally to
theAS/400[24], theElbrusE2K [6], a similar architecture
with a differentpolicy [30], andthecurrentbestpractices.
Our estimationof thecurrentbestpracticesis executeper-
missionsonpages,randomplacementof library routinesin
memory, andreturnpointerprotectionsuchasStackGuard
[13].

Thefollowing threeclassesof controldataattacksmust
be considered:1) Can an attacker overwrite control data
with untrusteddataundetected?2) Canan attacker cause
the programto load/storecontrol datato/from the wrong
place? and3) Canan attacker causethe programto load
controldatafrom theright placebut at thewrongtime?

TheAS/400tagsall pointersandthesepointerscanonly
be modi�ed througha controlledsetof instructions,so an
attackercannotoverwritecontroldataor pointersto control
datasecuringit againstthe�rst two classesof attacks.This



Figure 4. Virtual memory swappingperformance
results

architecturealsohasa very largeaddressspace(64-bits)so
memoryneednot be reused,securingit againstthe third
kind of attack. The AS/400is secureagainstcontrol data
attackswhen this pointer protectionis enabled,but these
protectionsaredisabledfor Linux on theiSeries[9] simply
becauseC programswritten for Linux do not have the se-
manticinformationto distinguishpointersfrom otherdata.

The Elbrus E2K usesstrongruntime type-checkingto
protectthe integrity of all pointers,andpointersmay not
be coercedwith otherdatatypessuchasintegers. To pro-
tect itself againsttemporalreferenceproblemsC/C++pro-
gramsmaynot have uncheckedreferencesfrom datastruc-
tureswith a longerlifetime to thosewith a shorterlifetime
(suchasfrom thestackto theheap)andC++programsmay
not rede�ne the new operator. Theseconstraintsarevery
draconianbut would be necessaryto totally secureC/C++
programsagainstall threeclassesof controldataattacks.

Thecurrentbestpracticesdisallows theexecutionof ar-
bitrary codewith non-executablepages,andtries to thwart
return-into-libc[25] attacksby protectingthe integrity of
returnpointerson thestackandputtinglibrariesin random
locationsin memory. Unfortunatelythis is not enough.We
assumedtheseprotectionsonourdefaultRedHatLinux 6.2
installationandwereableto hijack control �o w of the ftp
serverdaemonwith anattacknamedhannibal, which is de-
scribedin moredetail in [14]. It takesadvantageof thefact
that the staticallycompiledbinary usesa ProcedureLink-
ageTable(PLT) to call library functionswhenit doesnot
know wherethey will bemapped.

Minos stopsthis kind of attackbecauseMinos protects
the integrity of all control data,not just returnpointerson
the stack. The possiblesecurityproblemswe foreseefor
Minosarecopying valid controldataoverothercontroldata
(which falls in thesecondclass),danglingpointersto con-
trol data(which falls in the third class),andgeneratingar-
bitraryhigh integrity valuesthroughlegitimatecontrol�o w
(which falls in the�rst class).

Minos preventsall attacksthat overwrite control data
with untrusteddata. To stopattacksthat copy other high
integrity dataovercontroldataMinos would needto check
the integrity of addressesusedfor 32-bit loadsandstores,
asis donein the both policiesof [30]. To seewhy this is
infeasibleconsiderthis exampleof how DougLea'smalloc
(which is usedin glibc) storesmanagementinformationon
theheapandusesit to calculatepointers:

chunk-> +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| prev_size of previous chunk (if p=1) | |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| size of chunk, in bytes |p|

mem-> +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| User data starts here... .
. .
. (malloc_usable_space() bytes) .
. |

nextchunk-> +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| size of chunk |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+



Thesize�eld is alwaysdivisible by eightso the lastbit
(p) is free to storewhetheror not thepreviouschunkis in
use. The addressesof all chunksarecalculatedusing the
sizeandpre sizeintegers(notethatthis is aviolationof the
ElbrusE2K's constraintthat pointersmay not be coerced
with integers).Thesesizesmaybereaddirectly from user
input so you would expectthemto be low integrity. That
meansthatall heappointerswill be low integrity if the in-
tegrity of thesesizesis checked,andif it is notcheckedthen
anattacker canusethis fact to modify heappointersunde-
tected.Thesesizesarenever bounds-checkedbecausethey
aresupposedto beconsistentwith thesizeof thechunk.

If all heappointersarelow integrity thenall controldata
or pointersto controldataontheheapwill alsobecomelow
integrity whenthey areloadedor storedusingthesepoint-
ers. An exampleof controldataor pointersto controldata
on theheapmightbeC++ virtual functionpointersor plug-
in hooks. This will createa lot of falsepositives. That is
why both 1) the integrity of addressesusedfor loadsand
storesof control dataand 2) the integrity of all operands
to anoperationcannotbecheckedwithout producingfalse
positives. Thus the �rst policy of [30] doesthe �rst and
Minosdoesthesecondbut neitheris ableto doboth.

Thesecondpolicy in [30] attemptsto dobothby assum-
ing thatall low-integrity valuesthatareusedin a compare
operationor a logical AND/OR are boundschecked and
thereforesafeto be lifted to high integrity. The bit p from
the malloc headerabove is extractedwith a logical AND
from thesize�eld but this is not a boundschecksoan at-
tackercouldwrite anarbitraryevenintegerinto thesize�eld
andit would becomehigh integrity.

Arbitrary copy primitivesappearto be much harderto
achieve than arbitrary write primitives. One possibility
wouldbeto overwriteboththesourceanddestinationpoint-
ersof a memcpy(void*, void *, sizet), but botharguments
would have to in writable memory. The strcpy(char *,
char*) function manipulatesdataat the byte level so the
integrity of theaddressesis checkedby Minos.

We do not believe arbitrarycopy attackswill bea prob-
lem, but if they arewe proposea SandboxedPLT (SPLT),
which splits pointersto critical library functions(suchas
execv(), system(), or chroot()) in the GOT into two pieces
with anXOR usinga32-bithashvalueof thelibrary'ssym-
bol. Thentheattackerwouldneednot justanarbitrarycopy
primitive but anarbitrarycopy andXOR at thesametime.
Calls to the SPLT would run specialsandboxingcodeto
checktheir validity.

We do not believe that danglingpointersare practical
to exploit in Minos either, becausetheattacker cannotput
arbitrarydatainto thelocationwherethevalid controldata
is expected,it would have to be high-integrity data,so in
practicaltermsthey wouldneedanarbitrarycopy primitive.

Note that an arbitrary read primitive and an arbitrary

write primitive (both of which are trivial with, for exam-
ple, a format string vulnerability) do not give the attacker
anarbitrarycopy primitivein Minosbecauseany datawhich
goesthroughthe�lesystemandcomesbackwill below in-
tegrity.

One methodof generatinghigh integrity arbitrary val-
uesmightbeto exploit a formatstringvulnerabilitybut use
“%s” formatspeci�ersinsteadof “%9999u”,where“%s” is
supplieda pointerto astringthatis 9999characterslong (a
controlledincrement).Fortunately, this arbitraryvaluewill
be low integrity in our Minos implementationbecausethe
countof charactersis keptby adding8-bit immediatesto an
initially zerointegerandour policy treatsall 8- and16-bit
immediatesaslow integrity.

We cannotsayperemptorilythatMinos is totally secure
againstcontroldataattacksfor every possibleprogrambut
we will assertthat it is very “securable.” Slight modi�ca-
tionsto thelibrary mechanismsandsandboxesin key areas,
suchastheSPLT, couldsecurea Minossystemwith a high
degreeof assuranceby takingawayprimitivessuchasarbi-
trary copiesor controlledincrements,andwould constitute
codechangesin centralizedlocationsbut not a changeto
thememorymodelexpectedby applications.

8 Future Research

BecauseMinos catchesattacksat the precisemoment
whencontrol �o w is beinghijackedandbecausethemem-
ory layout is identical to a vulnerablesystemall forensic
informationis preserved. We plan to investigatein collab-
orationwith otherresearchersif it is possibleto detectand
stopunknown polymorphicwormsin their incipiency this
way.

Recently, the Linux kernel was found to have an ex-
ploitableintegerover�ow in thedo brk() functionallowing
usersto get root privileges[2, VU 301156]oncethey al-
readyhave a shell. TheMinos approachcouldbeextended
to thekernelandto otherkindsof data.

9 Conclusions

Theuseof Biba's low-water-markintegrity policy in Mi-
nosallows a very generaldefenseagainstcontrol dataat-
tackswithout complicated,program-speci�csecuritypoli-
ciesthat aredif�cult to adaptto new applicationsandex-
ploits. Ourresultsshow thatdeployedMinos-enabledLinux
andWindows systemscanstablyprovide realservicesand
catchactualattacksin real time, even discovering previ-
ouslyunknownattacks.Giventhepopularityof controldata
attacks,we believe that the Minos approachhasgreatpo-
tentialandwill leadto moresecuresystemsin a varietyof
domains.
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