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Abstract

We introduce Minos, a microarchitecture that imple-
mentsBiba's low-watermarkintegrity policy on individual
wordsof data. Minosstopsattadksthatcorruptcontmol data
to hijack programcontmol ow butis orthogonalto themem-
ory model.Contol datais anydatawhich is loadedinto the
programcounteron control ow transfeyor anydataused
to calculatesud data. Thekey is that Minostracksthein-
tegrity of all data,but protectscontol ow by chedkingthis
integrity whena programusesthe datafor control transfer
Existingpolicies,in contrast, needto differentiatebetween
control andnon-contol dataa priori, a taskmadeimpossi-
ble by coercionsbetweemointeisandotherdatatypessudc
asintegersin the C language.

Our implementatiorof Minosfor RedHat Linux 6.2 on
a Pentium-base@mulatoris a stable usableLinux system
on the networkon which we are currently running a web
server[3]. Our emulatedMinossystemsunningLinuxand
Windowshavestoppedseveral actualattadks. We presenta
microarchitectural implementatiorof Minos that achieves
ngyligible impacton cycletime with a smallinvestmentn
die area, and minor changesto the Linux kernel to handle
thetag bits andperformvirtual memoryswapping

1 Intr oduction

Control dataattacksform the overwhelmingmajority of
remoteattackson the Internet,especiallylnternetworms.
The costof theseattacksto commoditysoftware usersev-
ery year now totals well into the billions of dollars. We
proposea generalmicroarchitecturamechanisnto protect
commoditysystemsrom theseattacks,namely hardware
thatprotectgheintegrity of controldata.

Controldatais ary datawhichis loadedinto theprogram
counteron control o w transfer or arny datausedto calcu-
late suchdata. It includesnot just returnpointers,function
pointers andjump targetsbut variablessuchasthe basead-

dressof alibrary andtheindex of alibrary routinewithin it
usedby thedynamiclinker to calculatefunction pointers.

Minos requiresonly amodicumof changego the archi-
tecture veryfew changeso theoperatingsystemnobinary
rewriting, andno needto specifyor mine policiesfor indi-
vidual programsIn Minos, every 32-bitword of memoryis
augmentedvith a singleintegrity bit at the physicalmem-
ory level, andthe samefor the generalpurposeregisters.
Thisintegrity bit is setby the kernelwhenthe kernelwrites
datainto a userprocessmemoryspace Theintegrity is set
to either“low” or “high” baseduponthetrustthekernelhas
for the databeingusedas control data. Biba's low-water
mark integrity policy [8] is appliedby the hardwareasthe
processnovesdataandusesit for operations.

Biba'slow-watermarkintegrity policy speci esthatary
subjectmaymaodify ary objectif the object'sintegrity is not
greaterthanthat of the subject,but ary subjectthat reads
an objecthasits integrity loweredto the minimum of the
objects integrity andits own. The only otherimplementa-
tion of Biba'slow-watermarkintegrity policy thatwe know
of is LOMAC [15] which appliedthis policy to le opera-
tionsandraninto self-revocationproblems.Thismonotonic
behaior is the classicsort of problemwith the low-water
markpolicy, whichMinos amelioratesvith a carefulde ni-
tion of trust. Intuitively, ary control transferinvolving un-
trusteddatais a systenmvulnerability Minosdetectsxactly
thesevulnembilitiesandconsequentlavoidsfalsepositives
underextensie testing. We choseto implementan entire
systemratherthandemonstratinggompatibility with just a
handfulof benchmarks.

If two datawordsareadded for example,an AND gate
is appliedto the integrity bits of the operandgo determine
theintegrity of theresult. A dataword's integrity is loaded
with it into generapurposeegisters.A hardwareexception
trapsto the kernelwhenever low integrity datais usedfor
control o w purposedy aninstructionsuchasajump, call,
or return.

Minos secureprogramsagainstattacksthathijack their
low-level control o w by overwritingcontroldata. Thedef-



inition of trustin our Linux implementationstopsall re-
moteintrusionsbasedon control datacorruption. We pro-
tectagainsiocal controldataattacksdesignedo raisepriv-
ilegesbut only becausehe line betweentheseandremote
vulnerabilitiesis notclear

Virtually all remoteintrusionsare control dataattacks.
The exceptionsaredirectorytraversalin URLs (for exam-
ple, “http://www.x.com/../../system/cmdxe?/cmd), con-
trol charactersn inputsto scriptsthat causethe inputsto
be interpretedas scriptsthemseles, or unchangediefault
passwerds. Thesekinds of softwareindiscretionsare out-
side the scopeof what the architectureis responsiblefor
protecting.

We begin by elaboratingon the motivation behind Mi-
nos.Thisis followedby relatedworksin Section3 to com-
pareMinos to existing andhistoricalmethodgo addsecu-
rity to the architectureandsoftware. Thenwe describethe
architecturabupportnecessaryor the systemby consider
ing its implementationon an out-of-ordersuperscalami-
croprocessowith two levelsof on-chipcachein Section4,
followedby Sectionb discussingurimplementatiorof Mi-
nosfor RedHat Linux 6.2 on a Pentiumemulator aswell
asanothelimplementatiorfor Microsoft Windows XP. Sec-
tion 6 explainsour evaluationmethodologyandshows that
control dataprotectionis a deeperissuethan buffer over

o wsandC library formatstrings.Theresultsin Section 7
shawv thatMinos is very effective, thatthe low-watermark
integrity policy is stable andthatthe performanceverhead
of virtual memoryswappingwith tag bits is negligible. A
securityassessmermtf Minos in Section7.3 attemptdo an-
alyze the securityof the Minos approachagainstpossibly
moreadvancedattacksthanareavailabletoday Thisis fol-
lowedby recommendationtor futureresearclandconclu-
sions.

2 Motivation

Controldataattacksform the overwhelmingmajority of
remoteattackson the Internet,especiallylnternetworms,
andareamajorconstituendf local attacksdesignedo raise
privileges. Thesevulnerabilitiesallow controldatasuchas
return pointerson the stack, virtual function pointers, li-
brary jump vectors,long_jmp() buffers, or programmene-

ned hooksto be overwritten. Whenthis datais readto be
usedin a procedurecall, return,ajump, or othertransferof
control o w theattaclerthenhascontrolof the program.

The costof control dataattacksto commaoditysoftware
usersavery yearnow totalswell into thebillions of dollars.
The Code Red worm spreadby a buffer over ow in Mi-
crosoftsInternetinformationServiceq1lS) sener, andthis
oneworm aloneis estimatedo have causednorethan$2.6
billion in damagg23]. It infectedapproximately359,000
machinesn lessthanfourteenhours,anunimpressie num-

ber comparedo morerecentwormsandtheoreticalpossi-
bilities [28].

In Juneof 2001, a month before Code Red, Microsoft
publicly statedhattheirnev Windows XP operatingsystem
containedno buffer over ows becausef a thoroughcode
inspection[33]. Four monthslater a buffer over ow was
foundin the UniversalPlug-and-Playunctionality[2, CA-
2001-37]. Control dataprotectionproblemsin Microsoft
softwaresincehave beena commonoccurrencea batchof
abouta dozencan be found in [2, TAO4-104A]. All this
suggestshatperhapghe persistencef the buffer over ow
problemandcontrol dataprotectionproblemsin generalis
notdueto lack of effort by softwaredevelopers Every ma-
jor Linux distribution's securityerratalists containdozens
of control dataprotectionvulnerabilities. This problemis
anarchitectureproblem.

It is inevitable that large, complex systemswritten al-
most entirely in C are going to have memory corruption
bugs. The architectures failure to protectthe integrity of
control data,however, ampli es every memorycorruption
vulnerabilityinto anopportunityto remotelyhijack thecon-
trol o w of aprocess.

An integrity policy waschoserbecausé¢he con dential-
ity andavailability component®f a full securitypolicy are
not critical for control dataprotection. We choseBiba's
low-watermarkpolicy over otherintegrity policiesbecause
it hasthepropertythataccesgontrolsarebasednaccesses
a subjecthasmadein the pastand thereforeneednot be
speci ed. For amorethoroughexplanationof this property
wereferthereaderto [15].

3 RelatedWork

The key distinctionof Minos is its orthogonalityto the
memorymodel. In Minos, integrity is a property of the
physicalmemoryspacethereforeMinosis applicablesven
to at memorymodelmachines.Minos shouldbe equally
aseasyto implementon architecturesvith more comple
virtual addressing.

In the at memorymodel, memoryis viewed asa lin-
ear array of untypeddatawords. The programmetis not
constrainedy the architectureto treatary dataword asa
particulartype. This hasobvious security disadantages,
but this low-level controlis the reasonthat the at mem-
ory model survived the vicissitudesof computerarchitec-
ture when betterdesigned more securearchitectureper
ished.

Most commodityoperatingsystemssuchasWindows,
Linux, or BSD, arebasedn this memorymodelandsoare
the languageghey are built upon: C and C++. The suc-
cesf Linux on dozenof architecturess facilitatedby the
two minimal requirementsf apagednemorymanagement
unit (MMU) anda port of the gcc compiler Eventhe ADI



Black n, aDSP hasa pagedvViIMU andcanrunanembed-
dedversionof Linux calleduCLinux, but the MMU is not
currentlyusedbecauseiCLinux wasintendedfor a variety
of architecturespotall of whichhaveanMMU. Thishistor

ical trendis similar to the onethatleadto the at memory
modelandshaws thathardware securitymechanismsnust
be orthogonalanduniversallyapplicableto survive.

The network routermarket is tumultuousenoughto ne-
cessitatehesameportability andsothey alsouse at mem-
ory modelarchitecturesuchas XScale(in Von Neumann
mode) or MIPS and C-basedoperatingsystems,leaving
them vulnerableto buffer over ows [2, VU 579324]and
othercontroldataattacks.

A work very similar to Minos waspublishedn [30] and
wasdevelopedindependentlyn parallel. Thefocusin [30]
is on compressiortechniquesandtheir performanceover
headwhile Minos' focusis moreat the systemlevel. Also,
bothpoliciesin [30] aredifferentfrom Minos' policy.

Capabilitysystemd21] werean early attemptto secure
entire systems. A capability is like a key that allows a
programto accesssomeobject. Capabilitiesmustnot be
forged,andsotherearerestrictionsasto how their values
may be manipulated Of specialinterestis the AS/400[24]
whichwaslooselybasednthe System/3&ndis still in use
todayasthelBM iSeries.The AS/400hasa global, persis-
tentaddresspacesharedby all processeandin which all
les anddataare present.Pointersaretaggedby the oper
ating systemand canonly be manipulatedhrougha con-
trolled setof instructions. Thus UNIX-basedC programs
canbe compiledbut only if pointerusageconformsto cer
tain constraints.Suchconformity is not commonin com-
modity software.

The ElbrusE2K [6] usesa type-basedpproachandis
ableto compileandrun C/C++programsef ciently if they
obey three draconianmeasures:1) no coercionbetween
pointersand other types such as integers, 2) no rede ni-
tion of the new operator and3) no referencegrom a data
structurewith a longerlifetime to onewith a shorterlife-
time, suchas a pointer on the heapto dataon the stack.
All threeof theserulesarecommonlybroken. Also worth
notingis the Intel IAPX-432 [27] which wasa type-based
capabilitiesarchitecturenith memorymanagemengimilar
to Ada scopingrules. Ada scopingrulesare certainly not
orthogonato the at memorymodel.

More recentwork has aimedto enablenew applica-
tions suchasrunningtrustedsoftwareon an untrustechost
whereeventhe operatingsystemandmain memoryarenot
trusted[29]. Therehave alsobeenefforts to combatsoft-
ware piragy, suchas XOM [22, 36] or the Palladiumand
TCRA initiatives[31], which hasmoreto do with protect-
ing your dataon anothempersons machineanddoesnot ad-
dresscontrol dataattacks.Codeinjectionattacksarea sub-
setof control dataattacksand have beenconsideredvith

hardwaresolutionsbasedon embeddingprocessoispeci ¢
constraintdn binarieswith semantics-preservingwriting
techniqueg19]. All of thesearchitecturesequirethatma-
jor portionsof a programs memorybeencryptedr moved.

Therehave, of course beenattemptsto combatcontrol
dataattacksand codeinjection with software techniques.
The most notableis StackGuard13] which placesa ca-
nary beforeevery returnpointeron the stackto detectstack
smashingttacks.Returnpointersareonly onetypeof con-
trol data,andaccordingto our independenanalysisof the
CodeRedIl worm StackGuardwvould not have prevented
Code Red Il which overwrote a function pointer on the
stack,notareturnpointer

PointGuard[12] attemptsto protectthe integrity of all
pointersby encryptingthemwhena C programis compiled
using type information. Pointers,even function pointers,
may be the sum of a basepointerwith one or moreinte-
gers.We agreewith Babayar{6] thatthis coercionbetween
pointersandotherdatatypesforcesall control dataprotec-
tion mechanismsgvenMinos, into a fundamentatrade-of
betweersecurityandcompatibility with existing C code.

Secureaxecutionvia programshepherdingi18] is a soft-
ware techniquethat prevents attemptsto hijack control

0 w with a securitypolicy andbinaryrewriting techniques.
Thereareperformanceroblemsrelatedto virtual memory
andit is not orthogonato the memorymodel,however this

paperhelpedinspirethe Minos concept.

Mondrian Memory Protection[35] is an architectural
mechanismthat facilitates accesscontrols on individual
words of data, such as readable writable, or executable.
Thereis considerablstorageandperformanceverheade-
causeaccesscontrolsare dependenbn context. A word
maybewritablein onecontext of a programbut notanother
sopermissionsnustbeloadedandappliedspeculatiely.

Minos' orthogonalityto the memory model cannotbe
overemphasizedThe needto do pointer arithmetic,even
with control data, is not limited to applications. Middle-
ware,suchasthe GNU linker andloader(ld), usespointer
arithmeticto relocatesharedibrariesanddo dynamiclink-
ing from userspacegin anunprivilegedcontect). Movingall
of thelibrary functionalityinto the kernelspacds anunde-
sirablealternatie in termsof both portability andsecurity

Non-executable pages is now available for 64-bit
Pentium-basedarchitectures,but attaclers already have
methoddor subvertingthis [25]. Furthermorewe describe
an attackcalledhannibalin [14] thatdoesnot needto use
the stackframeforgingtechnique®f [25].

An interestingwork relatedto how Minos handlesvir-
tual memory swappingwith tag bits is the AS/400. The
implementatiorevaluatedn [24] storegagbits by building
alinkedlist of thetaggedpointersin eachpageon disk us-
ing resened portionsof each16-bytepointerandstoringa
pointerto theheadof thelist in thedisk's sectorheader



Figure 1. Minos in an out-of-order executionmi-
croprocessorcore. *Basedon sizeand compatibil-
ity settings.**Ignor edfor 32-bit loadsand stores.

Babayan[6] discussedwo implementationsof virtual
swappingwith tag bits for the Elbrusline. One usessoft-
wareto transferdataandtagsto anintermediatéouffer large
enoughto hold bothwithout usingthe memorytag bits and
thenwritesthis larger buffer to disk. Anotherusesspecial
I/0 hardwareto do theunpacking.

4 Architecture

The goal of the Minos architectureis to provide sys-
tem securitywith negligible performancedegradation. To
achieve this goal, we describea microarchitecturenhich
makessmallinvestmentsn hardwarewherethe tagbits in
Minos arein thecritical path.

At a basiclevel, every 32-bit word of datamustbe aug-
mentedwith an integrity bit. This resultsin a maximum
memoryoverheadf 3.125%(neglectingcompressiotech-
nigues)which canbepaidfor with Moore'slaw in 26 days.
The real cost,which we will try to addressn this section,
is the addedcompleity in the processorcore. We argue
thatthis complexity is well justi ed by thesecuritybene ts
gainedandthe high compatibility of Minos with commod-
ity software. Givenincreasingtransistordensitiesand de-
creasingperformancegains,investmentsn reliability and
securitymake sense.

Figurel shovsthebasicdata o w of thecoreof aMinos-
enabledprocessar One bit is addedto the commondata
bus. Whendataor addressearetransmittedtheir integrity
bit is alsotransmittedn parallel. Thereorderbuffer andthe
load buffer have an extra bit per tag to storethe integrity
bit. Theresenationstationshave two integrity bits, onefor

eachoperand. Theintegrity of the resultis determinecby

applyingan AND gateto theintegrity bits of the operands.
All of the integrity bit operationscan be donein parallel

with normal operationsand are never in the critical path,

andthereis no needfor new speculatiormechanisms.

The L1 cachein a modernmicroprocessoqithe Pentium
4 for example,is typically about8KB andis optimizedfor
accesgime. To maintainthis low accesgime, we storethe
integrity bit with every 32-bitword asa 33rd bit. Thetotal
storageoverheadn an L1 cacheof this sizeis 256 bytes.
The on-chipL2 cache,on the otherhand,canbe aslarge
as 1MB andis optimizedfor hit rate and bandwidth. To
keepthe areaoverheadow andthe layout simple,we use
thesametechniqueoftenusedfor parity bits: have onebyte
of integrity for every 256 bit cachdine.

All of the oating point, MMX, BCD, and similar ex-
tensionscanignoretheintegrity bits andalwayswrite back
to memorywith low integrity. Thisis becauseontroldata,
suchasjump pointersandfunction pointers,arenever cal-
culatedwith BCD or oating point. Onepossibleexception
is that MMX is sometimesusedfor fastmemory copies,
sotheseinstructionsshouldjust presere the integrity bits.
Theinstructioncachetracecache andbranchtargethbuffer
must checkthe integrity bits with their inputs, but do not
needto storetheintegrity bits afterthe check.If datais low
integrity, it is simply not allowedinto the instructioncache
or branchtargetbuffer. Overall,theL1 cacheandprocessor
core'sareaincreasesvill be nggligible comparedo thelL.2
cache sowe canproduceanestimateof theincreasan die
areafor Minos by looking attheL2 cachealone.

Intel's 90 processcanstore52 Mbits, or 6.5MB, in
109.8 with 330 million transistord16]. A 1 MB L2
cachewithout the extra integrity bits in this processvould
beabout51 million transistorand16.9 . Minoswould
addto this anotherl.59 million transistorsand0.53
for an additional32 KB. The Prescottdie areais reported
tobel12 , Sothe contribution of the extra storagere-
quiredby Minosin theL2 cacheo theentiredie areais less
thanonehalf of onepercent.Usingthedie costmodelfrom
[26] and assuming300 wafers, = 4.0,and1 defect
per thisis lessthanapenry onthedollar.

A 32-bit microprocessorwithout special addressing
modescanaddres#t GB of DRAM off chip. Thisrequires
128 MB to storethe integrity bits outsidethe microproces-
sor. We proposea separat®RAM chip which we will call
thelntegrity Bit Stuffer (IBS). ThelBS cancoexist with the
bus controller and storethe integrity informationfor data
in the DRAM. WhentheDRAM lIs requestdor data,the
IBS stuffs the storedintegrity bits with this dataon thebus.

By usinga bankingstratey thatmirrorsthatof the con-
ventionalDRAM chipit canbeguaranteethattheintegrity
bit will alwaysbereadyatthesameime asthecornventional
data. The bus mustbe widenedfrom 64 to 66 bits. When



thedatabusis drivenby otherdevicesfor DMA or portl/O,
thelBS assumesigh integrity.
Thehardwaresupportneededor Minosis almostidenti-
caltowhatis neededor thesofterrorratereductionmecha-
nismproposedn [34]. Thesamepaperdiscussestheruses
of tagbits. ThePanverPCAS hasatagbit per64-bitsandis
usedfor runningthe microcodeof iSeriesprograms.A 64-
bit Linux implementatiorwith Minos supportontheiSeries
maybe possibleby usinga similar microcodeapproach.

5 Implementation

In this sectionwe describeour hardwareemulationplat-
form andoperatingsystemimplementation.

5.1 Hardware Emulation

We emulatedViinos ona PentiumemulatorcalledBochs
[1] asa proof-of-concept.For performanceaeasonsarchi-
tecturalsupportwould be necessaryor a real Minos sys-
tem. Our software Minos emulatoronly achievesabout10
million instructionspersecondn a 2.8 GHz Pentium4.

Bochsemulateghe full systemincluding bootingfrom
theBIOS andloadingthekernelfrom theharddrive. DMA,
portl/O, andextensionssuchas oating point, MMX, BCD
andSSEaresupportedThe oating pointandBCD instruc-
tionsignoretheintegrity of theirinputsandtheiroutputsare
alwayslow integrity. A singleintegrity bit wasaddedo ev-
ery 32-bitword in the physicalmemoryspace All portl/O
andDMA is assumedo be highintegrity.

The Pentiumis also byte and 16-bit word addressable
but it sufces to only storeoneintegrity bit for every 32-bit
word. Compilersalign all control dataalong 32-bit words
for performanceeasons.If alow integrity byteis written
into a highintegrity 32-bitword, or a high integrity byteis
written into a low integrity word, the entireresultingword
is thenlow integrity. The sameappliesto 16-bit manipu-
lation of data. This is necessaryo keeplow integrity data
from evergoingupin integrity. Also, any misaligned32-bit
writeswill beforcedlow integrity to preventattaclersfrom
building arbitraryhighintegrity 32-bitvaluesusingstriping.

Every instructionoperationappliesthe low-watermark
integrity policy to its inputsto determingheintegrity of the
result. All 8- and16-bitimmediateloadsarelow integrity
unlessthe processoiis runningin a specialcompatibility
mode, and all memoryreferencedo load or store 8- and
16-bit valuesalsohave the low-watermarkintegrity policy
appliedto theaddresseasedfor theloador store.

The SUNJava SDK wasrunonMinosandit gavealarge
numberof falsepositiveswhile runninga Hello World pro-
grambecausef the JIT using8- and 16-bitimmediatedo
generatecontrol data. We addeda compatibility modeto

the architectureandthe kernelwhere8- and 16-bit imme-
diatesare high integrity but the restof the policy remains
the same.For securityreasonst would be betterif the JIT
wasslightly modi ed to becompatiblewith Minos, because
with 8- and 16-bit immediateloadssetto high integrity it
may be possibleto generatearbitrary high-integrity 32-bit
values.

Any attemptto run a setuid programin compatibility
modewill squashthe euid and egid down to the real uid
andgid, similar to a ptrace It would alsobe possibleto
have a full compatibility modewhereall datais high in-
tegrity but we did not nd ary programswherethis would
benecessary

String operationson the Pentium, suchas a memory
copy, go from one seggmentto another To give the kernel
theability to markdataaslow integrity asit copiesit into a
process'memoryspacethe resened 53rd bit in a Pentium
segmentdescriptorentry is interpretedto meanthat data
written into this sggmentshouldbe forcedlow integrity. If
the 53rdbit of the sggmentdescriptoris not setthenthein-
tegrity bit is simply copied. Thereis alsoanotherspecial
segmentdescriptorwhich, whenusedin string operations,
causeshesourceor destinatiorto have a strideof 32 words
andthevaluecopiedin or out of this sggmentis the 32 bits
of integrity informationfor this 32 word block. This way
thekernelcancopy theintegrity informationfrom anentire
4 KB pageinto a 128 byte buffer, or copy the integrity in-
formationof a 128 byte buffer into the integrity bits of an
entirepageto enablevirtual memoryswapping.

5.2 Operating SystemChanges

Thesetwo segmentdescriptorsvereaddedto the Linux
2.4.21kernelto coverthewholelinearaddresspaceasdo
the existing sgmentdescriptorgthisis how a at memory
modelis implementedn the Pentium). A few othersmall
modi cations were madeto the kernel, so that now when
dataentersa process'memory spaceMinos the dreadful
sharlsatthegate andwrapshimselfin histail with asmany
turns aslevelsdownthat shadewill haveto dwell [5]. An
interrupttrapsto the kernelwhenerer anattemptis madeto
transfercontrol o w with low integrity data.

Ideally, control datashouldonly comefrom the origi-
nal ELF binary or dynamicallylinked libraries so that ev-
erything elsecanbe marked low integrity. Unfortunately
GNU Id doesnot usea systemcall for mostsharedbjects,
opting insteadto usethe read() systemcall and mmap()s
sothatit canrelocatethemandalsoto keeplibrary mech-
anismsseparatdrom the kernel. Also, we discoveredthat
the pthreaddibrary createdightweight processesvith the
clone()systemcall andthenpasseshemfunction pointers
to call throughpipes.And lastly, sometimesdegitimatepro-
gramssuchasplug-insand JITs arenot implementedvith



thenormallibrary codemechanisms.

Consequentlywe choseto de ne trust for our imple-
mentationin termsof how long the datahasbeenpart of
the system.In Minos, the kernelkeepsa timestampcalled
theestablishmenimebeforewhichall librariesandtrusted

les wereestablishe@ndafterwhich everythingcreateds

treatedas vitriol andforced low integrity. More sophisti-
catedanduserfriendly de nitions of trustandinstallation
proceduresould be devised but we are mostly concerned
with the architecturdor this work.

Static binaries can be createdafter the establishment
time andaretrustedfor their own control o w andthat of
their childrenby beingmarked high integrity whenthe ex-
ecutableELF binary is mounted(the executablele must
be sync()edto disk). Any communicationvhereone pro-
cesspasseslatato anothemprocessvhichis not sharingits
memoryspacewill beforcedlow integrity, becausét will
gothroughthevirtual le systemthroughaninodethatwas
eitherestablisheadr modi ed sometimeafterthe establish-
menttime (An inodeis a structurethat storesinformation
aboutobjectsin the lesystem, suchas les, pipes,or sock-
ets). Thuswhenanattacler's datacomesfrom the network
it will staylow integrity in the systemevenif it goesout
to disk and comesback. Thereis no needto modify the
lesystemontheharddrive.

More speci cally, the read() systemcall forcesthe data
readby theprocesgo below integrity unlesshoththectime
(timeof lastinodechangepndmtime(time of lastmodi ca-
tion) of theinodearesetto atime beforethe establishment
time of the system,or the le descriptorpointsto a pipe
betweerlightweight processethatsharethe samememory
space.Theread()systemcall in Linux is usedfor reading
from les, theconsolethe network, pipes,soclets,andjust
abouteverythingelse.

It isimpossiblegvenfor thesuperuseto changeactime
backwardin time. The ctimeis usedby the kernelto keep
trackof inodechangedor faulttolerancepurposesThe ex-
ceptionfor pipesbetweenightweightprocessesvasadded
for compatibility with pthreads,but it doesnot diminish
securitybecausehe lightweight processesharethe same
memoryspacearyway. A good,concisedescriptionof the
Linux virtual lesystemis availablein [10].

On an execv()all of the agumentvariablesare forced
low integrity. Thereadv()andpread()systencallsforcethe
datareadto low integrity. All readsfrom a network soclet
arealsoforcedlow integrity without exception.Thus,are-
moteattacler's datawill enterthe systemlow integrity and
will never be lifted to high integrity becauseof the estab-
lishmenttime requirementeven if the datagoesthrough
the virtual le systemto the disk and back, or to another
process.

Whenmmap()edles aremappedoy thekernela check
is doneto seeif the le meetsthe establishmentime re-

guirementor is the original binary mountedby the user
otherwiseit is forcedlow integrity.

5.3 Virtual Memory Swapping

WhentheLinux kernelswapsouta pageit rst putsthe
pagein the swap cache thenchangesll pagetableentries
for any processeshat referencethe pageto swap entries,
thenwrites the pageto disk. Any processhatthenrefer
enceghepageeither nds it in theswapcacheor mustwait
for it to be readbackfrom disk. The pageis not deleted
from the swap cacheuntil all processeghathave swap en-
triesfor it getanew mapping.The4 kilobyte block sizeon
theswapdevice matcheghe4 kilobyte pagesizeof thePen-
tium andshouldnot be modi ed. Also, all readsof pages
from the swap device mustbe kept asynchronousecause
they areoftenreadspeculatiely in clusters.The swapping
mechanismsire nely tunedsowe chosea methodof han-
dling thetagbits thatdoesnot addto this compleity.

WhentheMinos-enabledernelwritesthepageto diskit
kmalloc()s128bytesandcopiestheintegrity tagbitsto this
buffer. Any processhattradesin its swap entryfor a page
mappingwill notreceivethemappinguntil theintegrity bits
of thepagearerestorecandthe 128byte buffer is kfree()ed
but thisis donelazily whenthe rst requesis madesothat
the actualreadoperationremainsasynchronousThe per
formanceoverheads negligible whichwe will demonstrate
in Section?.

5.4 Windows Implementation

We installedbothMicrosoft Windows XP andabetaver
sionof XP calledWindows Whistlerwith IS 5.1 ontheem-
ulatorandchangedhe hardwareemulationsothatall reads
from the network device port arelow integrity. This is not
securef the attacler's input from the network goesto the
diskthencomeshackandoverwritescontroldata,but with-
out the Windows sourcecodewe cannottrack this. Virtual
memoryswappingwasdisabled Both versionsof Windows
runin JIT compatibilitymodefull time.

6 Experimental Methodology

Thereare threeimportantmetricsin a systemsuchas
Minos: 1) the false positive rate, 2) the effectivenessat
stoppingthe attacksit is intendedto stop, and 3) the per
formanceoverhead. We have usedthe Minos systemfor
monthsnow for varioustesting and exploit analysisand
only encounteredalsepositivestwice, both of which have
been x ed. One happenedvhen a freshly compiledpro-
gramwas mountedfor executionbeforeit was ushed out
to disk. The binary programwasstill in the kernel's le
buffers with low integrity marksbecauset had beendata



Figure 2. The gccstresstest

Figure 3. Linux web sewver over onemonth

for thecompiler Thesolutionwasto sync()nenly mounted
binary executabledo disk. Anothersourceof false posi-
tiveswas the Java just-in-time (JIT) compiler which was
discussedn Section5.1.

Figure 2 shows the amountof low integrity datain the
systemfor afull runof thegccbenchmarkrom SPEC2000
on the referenceinputs. This is just to demonstratehat
monotonic behaior, the usual criticism of Biba's low-
watermarkintegrity policy, is not obsenedin Minos. This
is becausewhile datanever goesup in integrity duringits
stayin the physicalmemory it doesdie andget replaced
with otherdata.We did not run thefull setof SPECbench-
marksbecausehey areall staticallycompiledbinariesthat
do not usethenetwork or dynamiclinking sothereis noth-
ing interestingin themthatcould causeafalsepositive.

Figure 3 shows the amountof low integrity datain the
systemfor onemonthof our Apacheweb sener beingup.
This graphconstitutegrillions of instructionsfrom awhole
systemincludingthe kernelwheretherewereno falsepos-
itives. This is a usablesystemon the network thatwe can
accesswith a remoteshell and sende-mail, surf the web
with lynx, or delug programswith usinggdh

In otherstudiesof securearchitecturesit is commonto
assertheeffectivenes®f anapproaclandthenpresenper
formanceasvaluationnumbersasednbenchmark§35, 19,
22, 30, 36, 29]. For Minos, we choseanevaluationmethod-

ology moresimilar to whatis seenin thecomputersecurity
researcttommunity Thisis only becausave feel thatreal
attacksgive moreinsightinto our designdecisions.To see
the reasoningbehindthis approachconsiderthe mary pa-
perswhich motivate return pointer protectionusing Code
RedasanexamplealthoughCodeRedandCodeRedll did
not overwriteareturnpointerbut insteada functionpointer
onthe stack. Also, implementation®f mechanismén real
system®ftendiscoverthatcertainassumptiongonothold.
In [32] it wasfoundthatreturnpointersarenotalwaysused
in aLIFO mannetin Linux, for example.

Our implementation-centrievaluation methodologyis
not uncommon. A software attemptto enforcea security
policy on control o w [18] wasevaluatedfor effectiveness
by demonstratingts defenseof four real exploits. Perfor
manceandthe falsepositive rateweretestedon 23 bench-
marks. An intrusiondetectionsystemwastestedwith four
known attacks[20]. A protectionmechanisnfor format
string attacks[11] was testedagainsteight known attacks
andstoppedsix. A methodof disruptingbinary codeinjec-
tion attackq7] wastestedwith 14 known attacks.

While the microarchitecturef Minos hasbeendesigned
to avoid performanceverheadsthe operatingsystemmust
still save thetagbits duringvirtual memoryswapping.The
costof extractingandreplacingthesebitsis negligible com-
paredto the seektime andreadtime of the harddrive, so
only the 128 bytesaddedto the slab allocatorcan cause
performanceproblemsby usingmemorywhenmemoryis
scarce.We ran several SPEC200Menchmarkgwhich use
enoughmemoryto be interesting)to completionon their
referencaénputswith varyingamountsof memory We did
not run the full setbecausemost SPEC200benchmarks
do notusemorethanseveralmegabytesof RAM. We used
mlod()s to lock variousamountsof memoryin RAM so
that the benchmarkwould have to sharethe restwith the
kernel.

All benchmarksvere compiledwith gcc 3.2 andthe “-
02" option. They wererun on a 1.6GHzPentium4 with
256 MB of RAM and512 MB of swap spaceon the same
physicalhard drive asthe root lesystem. The operating
systemusedwasRedHat 9.0 andall servicedncludingthe
network were disabled. Extractingandreplacingintegrity
bits was simulatedby memcyy()ing 128 bytes. In orderto
obtainreproducibleresultswe foundit necessaryo reboot
the systembetweendatapointsbecausd.inux changests
clusteringalgorithmover time to spreadthe load over dif-
ferentphysicalblockson thedisk.

6.1 Exploits and Attacks

This sectiondescribeshe exploits we testedVlinos with
andthe actualattacksMinos hasdetectedcandstopped.



6.1.1 Exploits for RealLinux Vulnerabilities

RedHat6.2waschoserbecaus®f thehigh numberof con-
trol dataprotectionproblemswith this particularversionof
the RedHat distribution.

The rpc.statdexploit [4, bid 1480] is a remoteformat
string attackon an NFS locking mechanismwhich over-
writes a return pointer on the stackto returnto arbitrary
codeon the stack.

The traceoute exploit [4, bid 1739]is a local exploit
basedon a vulnerabilitywherefree()is calledtwice with a
pointerfor datathatwasonly malloc()edoncewhenmulti-
ple commandine argumentsaregivenwith the same ag.
It is notabuffer over ow or aformatstringvulnerability.

Thesu-dtoss exploit [4, bid 1634]usesa vulnerabilityin
glibc'slocalefunctionalitywhereit is possibleto link (with
an mmap() a boguslanguagemodulelibrary into a pro-
gramand exploit a format string vulnerability The .dtors
sectionof ELF binariescontainspointersto ary destructors
thatneedo berunbeforetheprogramexits andis thevictim
of anarbitrarywrite primitive in this exploit. Thisis alo-
calattack,but couldpossiblybeexploitedremotelythrough
telnetd.

A remoteformatstring exploit for wu-ftpd[4, bid 1387]
basicallycanwrite an arbitraryvalueto an arbitraryloca-
tion.

An exploit for adifferentvulnerabilityin wu-ftpd[4, bid
3581]exploits anerrorin the le globbingfunctionalityin
amannersimilarto the doublefree() exploit for traceoute

A morechallengingemoteexploit to catchis theremote
attackon theinnd news sener[4, bid 1316],wherea news
messagés postedandthenlater canceled.Thusthe buffer
over ow is exploited with datathat goesto the lesystem
andcomesback.

We createda seventhexploit, hannibal which exploits
the formatstring vulnerabilityin wu-ftpdto basicallyover-
write rename(bar *, char *)' s Global Offset Table (GOT)
entrywith a pointerto execv(dar *, char **)' s Procedure
LinkageTable(PLT) entry. A subsequentequesto rename
a le thenactuallyexecutesabinary le. More detailscan
befoundin [14].

6.1.2 Exploits for Hypothetical Linux Vulnerabilities

We createdsix hypotheticalattacksaslocal attacks. They
aredesignedo testsetjmp()sandlongjmp()s(tigger), string
to integer corversion (str2int), off-by-one vulnerabilities
(offbyond, pointerarithmetic(alsostr2int), virtual function
pointers(virt), and ervironmentvariables(ervvar). The
longstrexploit is astandardormatstringexploit exceptthat
no sizespeci ersareused(SeeSection7.3).

6.1.3 Windows Exploits and Actual Attacks

The CodeRed Il worm was releasedust after the Code
Red worm but was built on an entirely different code
base. It attacksthe Microsoft IIS web sener. It is a
buffer over ow thatis causedbecause string of theform
XXXXXX%u1234%uABCD” in an HTTP GET request
hasits ASCII charactergonvertedto UNICODE makingit
longerthanwhenits lengthwas rst calculated. The beta
versionof Windows XP called Whistler wasusedto catch
CodeRedIl.

Microsoft SQL Sener 2000 wasinstalledon the same
versionandwasattacled rst from Germary with aremote
stackbuffer over ow basedon a vulnerability during au-
thenticatior{4, bid 5411]. Thisis notthesamevulnerability
asthe SQL/Slammewormexploited. All of thesubsequent
attacksto this SQL port on our machineusedthe sameex-
ploit andcamefrom differentplaces but we arefairly cer
tain thesewereindividual attaclersand not instanceof a
worm. Both this vulnerability andthe IS vulnerability for
CodeRedIl areexploited daily on our emulatedmachine
becausehey listenon portsthataretypically not re walled.

The DCOM vulnerability [4, bid 8205]is a buffer over

ow in anRPCinterface,andthe LSASSvulnerability [4,
bid 10108]is a buffer over ow in a securitycomponent.
Thesewereexploited by the Blasterand Sasseworms, re-
spectvely. We dawnloadedexploit codefor bothvulnera-
bilities and attacled the Windows XP machine. Both ver
sionsof Windows XP sener thatwe useddo not appeaito
bevulnerableto the UPnPbuffer over ow vulnerability[2,
CA-2001-37].

6.1.4 Actual Linux Attack

Our Linux web sener wasattacled from SouthKoreaand

Minos SIGSTOPedthe processexactly the way it is sup-

posedto. Analysiswasdoneby launchinggdb andattach-
ing to the stoppedprocess.The attackexploited the heap-
globbingvulnerabilityin wu-ftpd. Theexploit itself wasnot

the sameexploit we usedfor this vulnerabilityandis quite

interesting.Thereis afake NOPsledandalot of jumpsthat

changethe alignmentof the way the opcodesare decoded
in anapparenattemptto make analysishard.

7 Results
7.1 Exploit Tests

All exploits testedwere stoppedby Minos. With the
integrity of the addressesf 8- and 16-bit loadsnot being
checledCodeRedll is notcaught.

Early in the projectwe identi ed threewaysin which
low integrity datacould becomehigh integrity becauseof
information o w. Statementsuchas



Table 1. The exploits that we attacked Minos with.

[ Exploit Name | RealVulnerability? | Remote?] Vulnerability Type | Caught?]
rpc.statd Yes Remote Format string Yes
traceroute Yes Local Multiple free()calls Yes
su-dtors Yes Possibly Format string Yes
wu-ftpd Yes Remote Format string Yes
wu-ftpd Yes Remote Heap globbing Yes
innd Yes Remote Buffer over ow Yes
hannibal Yes Remote wu-ftpd format string Yes
WindowsDCOM | Yes Remote Buffer over ow Yes
WindowsLSASS | Yes Remote Buffer over ow Yes
tigger No Local long_jmp() buffer Yes
str2int No Local Buffer over ow Yes
offbyone No Local Off-by-one buffer over ow Yes
virt No Local Arbitrary pointer Yes
ervvar No Local Buffer over ow Yes
longstr No Local Hypothetical format string attack Yes

Table 2. The exploits that other s actuall y attac ked Minos with.

[ Attack | Known Exploit? [ Remote?| Vulnerability Type | Caught?]
[ Linux wu-fipd | No | Remote | Heapglobbing | Yes |
CodeRedIl Yes Remote Buffer over ow Yes
SQL Serwer 2000 | No Remote Buffer over ow Yes

if  (LowlntegrityData
HighlintegrityData

== 5)
= 5;

HighlintegrityData =
HighintegrityLookupTable[LowIntegrityData];

HighlintegrityData = 0;
while  (LowIntegrityData--)
HighintegrityData++;

give anattacler controloverthevalueof high integrity data
via information o w.

Thesewere supposedo be pathologicalcaseshut they
arenotin the caseof 8- and16-bit databecausef the way
functionssuchasscanf()andsprintf() handlecontrol char
actersandalsobecausef translationsetweerstringsand
integer valuessuchasatoi() or corversionfrom ASCII to
UNICODE aswasexploitedby CodeRedI!.

7.2 Virtual memory swapping

For mostSPEC200®enchmarksestedheperformance
of theMinos-enabledernelandthe performancef theun-
modi ed kernelareindistinguishable Theinterestingcase
is mcf which usesalot of memoryandhasa largeworking
set. Figure4 shaws thatthereis a “clif f” asthe amountof
RAM availablecrosseshethresholdbf theworking setsize
of the benchmark The Minos-enableckernelstartsthrash-
ing severalmegabytedeforetheunmodi ed kernelbecause
of the extra 128 byte allocationfor every pageswap. This
is easilyamelioratedby investingin moreRAM.

7.3 Security Assessment

We have demonstratethatMinos stopsa broadrangeof
existing control dataattacks,but we mustaddresshe se-
curity of Minos againstfuture attacksdevelopedwith sub-
versionof Minos in mind. A usefulway to think of how
attacksmoreadvancedhansimplebuffer over owsarede-
velopeds to considethatvulnerabilitiedeadto corruption,
corruptionsleadto primitives (suchasan arbitrary write),
andprimitivescanbeusedfor higherlevel attacktechniques
[17].

We will comparethe security of Minos speci cally to
the AS/400[24], the ElbrusE2K [6], a similar architecture
with a differentpolicy [30], andthe currentbestpractices.
Our estimationof the currentbestpracticess executeper
missionson pagesrandomplacementf library routinesin
memory andreturnpointerprotectionsuchas StackGuard
[13].

Thefollowing threeclasse®f control dataattacksmust
be considered:1) Can an attacler overwrite control data
with untrusteddataundetected?2) Canan attacler cause
the programto load/storecontrol datato/from the wrong
place? and 3) Canan attacler causethe programto load
controldatafrom theright placebut at thewrongtime?

The AS/400tagsall pointersandthesepointerscanonly
be modi ed througha controlledsetof instructions,soan
attacler cannotoverwrite controldataor pointersto control
datasecuringt againsthe rst two classe®f attacks.This



Figure 4. Virtual memory swappingperformance
results

architecturaalsohasa very largeaddresspacg64-bits)so
memory neednot be reused,securingit againstthe third

kind of attack. The AS/400is secureagainstcontrol data
attackswhen this pointer protectionis enabled,but these
protectionsaredisabledfor Linux ontheiSeries[9] simply
becauseC programswritten for Linux do not have the se-
manticinformationto distinguishpointersfrom otherdata.

The Elbrus E2K usesstrong runtime type-checkingto
protectthe integrity of all pointers,and pointersmay not
be coercedwith otherdatatypessuchasintegers. To pro-
tectitself againsttemporalreferencgproblemsC/C++ pro-
gramsmay not have unchecledreference$rom datastruc-
tureswith a longerlifetime to thosewith a shorterlifetime
(suchasfrom the stackto theheap)andC++ programsmay
not rede ne the new operator Theseconstraintsare very
draconianbut would be necessaryo totally secureC/C++
programsagainstll threeclasse®f controldataattacks.

The currentbestpracticesdisallons the executionof ar-
bitrary codewith non-executablepagesandtriesto thwart
return-into-libc[25] attacksby protectingthe integrity of
returnpointerson the stackandputting librariesin random
locationsin memory Unfortunatelythis is not enough.We
assumedheseprotectiononourdefaultRedHatLinux 6.2
installationand were ableto hijack control o w of the ftp
senerdaemorwith anattacknamedhannibal whichis de-
scribedin moredetailin [14]. It takesadvantageof thefact
that the statically compiledbinary usesa Procedurd.ink-
ageTable (PLT) to call library functionswhenit doesnot
know wherethey will bemapped.

Minos stopsthis kind of attackbecauseMinos protects
the integrity of all control data,not just return pointerson
the stack. The possiblesecurityproblemswe foreseefor
Minosarecopying valid controldataoverothercontroldata
(which fallsin the secondclass),danglingpointersto con-
trol data(which falls in the third class),andgeneratingar-
bitrary high integrity valuesthroughlegitimatecontrol o w
(whichfallsin the rst class).

Minos preventsall attacksthat overwrite control data
with untrusteddata. To stop attacksthat copy other high
integrity dataover controldataMinos would needto check
the integrity of addressesisedfor 32-bit loadsand stores,
asis donein the both policiesof [30]. To seewhy this is
infeasibleconsiderthis exampleof how DougLea's malloc
(whichis usedin glibc) storesmanagemennformationon
theheapandusest to calculatepointers:

(o] T T o o e T
| prev_size of previous chunk (if p=1) ||
+-t-t-t-ttttt-tt-ttttt-tt-t-t-t-+-+
| size of chunk, in bytes Ipl

MEM-> +-+-ttetototot bbbttt ottt ot obobobt -+
| User data starts here...

(malloc_usable_space() bytes)
Nextchunk->  +-t-t-tototbot ottt obot bbb bbb bbbt

| size of chunk |
+-t-t-t-t-tt-t-t-t-t-t-t-t-t-t-t-t-t-t-t-+-+



Thesize eld is alwaysdivisible by eightsothe lastbit
(p) is freeto storewhetheror not the previous chunkis in
use. The addressesf all chunksare calculatedusing the
sizeandpre_sizeintegers(notethatthisis aviolation of the
Elbrus E2K's constraintthat pointersmay not be coerced
with integers). Thesesizesmay be readdirectly from user
input so you would expectthemto be low integrity. That
meanghatall heappointerswill below integrity if thein-
tegrity of thesesizess checled,andif it is notchecledthen
anattacler canusethis factto modify heappointersunde-
tected.Thesesizesarenever bounds-cheokdbecausehey
aresupposedo be consistentvith the sizeof the chunk.

If all heappointersarelow integrity thenall controldata
or pointersto controldataon thehheapwill alsobecomdow
integrity whenthey areloadedor storedusingthesepoint-
ers. An exampleof controldataor pointersto controldata
ontheheapmightbe C++ virtual functionpointersor plug-
in hooks. This will createa lot of falsepositives. Thatis
why both 1) the integrity of addressesisedfor loadsand
storesof control dataand 2) the integrity of all operands
to anoperationcannotbe checled without producingfalse
positives. Thusthe rst policy of [30] doesthe rst and
Minos doesthe secondout neitheris ableto do both.

Thesecondoolicy in [30] attemptgo do bothby assum-
ing thatall low-integrity valuesthatareusedin a compare
operationor a logical AND/OR are boundschecled and
thereforesafeto be lifted to high integrity. The bit p from
the malloc headerabove is extractedwith a logical AND
from the size eld but this is not a boundscheckso an at-
tackercouldwrite anarbitraryevenintegerinto thesize eld
andit would becomehigh integrity.

Arbitrary copy primitivesappearto be much harderto
achiese than arbitrary write primitives. One possibility
wouldbeto overwriteboththesourceanddestinatiorpoint-
ersof amemcpy(void, void*, sizet), but botharguments
would have to in writable memory The strcpy(dar *,
char*) function manipulatesdataat the byte level so the
integrity of theaddressess checledby Minos.

We do not believe arbitrarycopy attackswill bea prob-
lem, but if they arewe proposea Sandbord PLT (SPLT),
which splits pointersto critical library functions(suchas
execv() system()or chroot()) in the GOT into two pieces
with anXOR usinga 32-bithashvalueof thelibrary'ssym-
bol. Thentheattaclerwould neednotjustanarbitrarycopy
primitive but anarbitrarycopy and XOR at the sametime.
Calls to the SPLT would run specialsandboxingcodeto
checktheir validity.

We do not believe that dangling pointersare practical
to exploit in Minos either, becausehe attacler cannotput
arbitrarydatainto thelocationwherethevalid controldata
is expected,it would have to be high-integrity data,soin
practicaltermsthey would needanarbitrarycopy primitive.

Note that an arbitrary read primitive and an arbitrary

write primitive (both of which are trivial with, for exam-
ple, a format string vulnerability) do not give the attacler
anarbitrarycopy primitivein Minosbecausany datawhich
goesthroughthe lesystemandcomesbackwill below in-
tegrity.

One methodof generatinghigh integrity arbitrary val-
uesmight beto exploit aformatstring vulnerability but use
“%s” formatspeci ersinsteadof “%9999u”, where“%s” is
supplieda pointerto a stringthatis 9999charactersong (a
controlledincrement).Fortunately this arbitraryvaluewill
be low integrity in our Minos implementatiorbecauséghe
countof characterss keptby adding8-bitimmediatego an
initially zerointegerandour policy treatsall 8- and 16-bit
immediatesaslow integrity.

We cannotsay peremptorilythat Minos is totally secure
againstcontrol dataattacksfor every possibleprogrambut
we will assertthatit is very “securabl€. Slight modi ca-
tionsto thelibrary mechanismandsandbogsin key areas,
suchasthe SPLT, could securea Minos systemwith a high
degreeof assurancéy takingaway primitivessuchasarbi-
trary copiesor controlledincrementsandwould constitute
codechangesn centralizedocationsbut not a changeto
thememorymodelexpectedby applications.

8 Future Reseach

BecauseMinos catchesattacksat the precisemoment
whencontrol o w is beinghijacked andbecausehe mem-
ory layoutis identicalto a vulnerablesystemall forensic
informationis presered. We planto investigaten collab-
orationwith otherresearchers it is possibleto detectand
stopunknowvn polymorphicwormsin their incipieng this
way.

Recently the Linux kernel was found to have an ex-
ploitableintegerover ow in thedo_brk() functionallowing
usersto getroot privileges[2, VU 301156]oncethey al-
readyhave a shell. The Minos approactcould be extended
to thekernelandto otherkinds of data.

9 Conclusions

Theuseof Biba's low-watermarkintegrity policy in Mi-
nosallows a very generaldefenseagainstcontrol dataat-
tackswithout complicated program-speci csecuritypoli-
ciesthat aredif cult to adaptto new applicationsand ex-
ploits. Ourresultsshav thatdeployedMinos-enabledLinux
andWindows systemscanstably provide real servicesand
catch actual attacksin real time, even discovering previ-
ouslyunknawn attacks Giventhepopularityof controldata
attacks,we believe that the Minos approachhasgreatpo-
tentialandwill leadto moresecuresystemsn a variety of
domains.
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