
BayesianEvent Classi�cation for Intrusion Detection

ChristopherKruegel DarrenMutz William Robertson FredrikValeur

ReliableSoftwareGroup
Universityof California,SantaBarbara

f chris, dhm, wkr, fredrikg@cs.ucsb.edu

Abstract

Intrusiondetectionsystems(IDSs)attemptto identifyat-
tacksby comparingcollecteddatato prede�nedsignatures
knownto be malicious(misuse-basedIDSs)or to a model
of legal behavior(anomaly-basedIDSs). Anomaly-based
approacheshavetheadvantageof beingableto detectpre-
viouslyunknownattacks,but they suffer from thedif�culty
of building robustmodelsof acceptablebehaviorwhich may
resultin a largenumberof falsealarms.Almostall current
anomaly-basedintrusion detectionsystemsclassifyan in-
puteventasnormalor anomalousbyanalyzingits features,
utilizing a numberof differentmodels.A decisionfor an in-
puteventis madebyaggregatingtheresultsof all employed
models.

We haveidenti�ed two reasonsfor the large numberof
falsealarms,causedby incorrectclassi�cationof eventsin
currentsystems.Oneis thesimplisticaggregationof model
outputsin the decisionphase. Often,only the sumof the
modelresultsis calculatedand compared to a threshold.
The other reasonis the lack of integration of additional
informationinto the decisionprocess.This additional in-
formationcan be relatedto the models,such as the con�-
dencein a model's output,or canbe extractedfrom exter-
nal sources. To mitigate theseshortcomings,we propose
an event classi�cation schemethat is basedon Bayesian
networks. Bayesiannetworksimprove the aggregation of
differentmodeloutputsandallow oneto seamlesslyincor-
porate additional information. Experimentalresultsshow
that theaccuracyof theeventclassi�cation processis sig-
ni�cantly improvedusingour proposedapproach.

1 Intr oduction

Intrusiondetectioncanbede�ned astheprocessof iden-
tifying maliciousbehavior thattargetsa network andits re-
sources.Intrusiondetectionsystemshavetraditionallybeen
classi�ed as eithermisuse-basedor anomaly-based. Sys-

temsthatusemisuse-basedtechniquescontaina numberof
attackdescriptions,or `signatures',thatarematchedagainst
a streamof auditdatalooking for evidenceof themodeled
attacks. The audit datacanbe gatheredfrom the network
[18, 25], from theoperatingsystem[7, 17], or from appli-
cation[23] log �les. Signature-basedsystemshave thead-
vantagethat they usuallygeneratefew falsepositives(i.e.,
incorrectly�agging aneventasmaliciouswhenit is legiti-
mate).Unfortunately, they canonly detectthoseattacksthat
have beenpreviously speci�ed. That is, they cannotdetect
intrusionsfor which they donothavea de�ned signature.

Anomaly-basedtechniquesfollow an approachthat is
complementarywith respectto misusedetection.Theseap-
proachesrely on models,or pro�les, of thenormalbehav-
ior of users[4, 8], applications[5, 26] andnetwork traf�c
[10, 14, 15]. Deviations from the establishedmodelsare
interpretedasattacks.Anomalydetectionsystemshave the
advantagethatthey areableto identify previouslyunknown
attacks.By de�ning anexpected,normalstate,any abnor-
malbehavior canbedetected,whetherit is partof thethreat
modelor not. This capabilityshouldmake anomaly-based
systemsa preferredchoice.However, theadvantageof be-
ing able to detectpreviously unknown attacksis usually
paidfor in termsof a largenumberof falsepositives. This
canmake the systemunusableby �ooding andeventually
desensitizingthe systemadministratorwith large numbers
of incorrectalerts.

We have identi�ed two main problemsthat contribute
to the large numberof falsepositives. First, the decision
whetheran event shouldbe classi�ed asanomalousor as
normal is madein a simplistic way. Anomaly detection
systemsusually containa collection of modelsthat eval-
uatedifferent featuresof an event. Thesemodelsreturn
an anomalyscoreor a probability value that re�ects the
`normality' of this eventaccordingto their currentpro�les.
However, the systemis facedwith the task of aggregat-
ing the differentmodel outputsinto a single, �nal result.
The dif�culty is the fact that this aggregation is not easy
to perform,especiallywhen the individual model outputs



differ signi�cantly. In mostcurrentsystems,the problem
is solved by calculatingthe sum of the outputsand com-
paringit to a staticthreshold.Thedisadvantageof this ap-
proachis thefactthatthis thresholdhasto besmallenough
to detectmaliciouseventsthatonly manifestthemselvesin
a singleanomalousfeature(i.e., only onemodeloutputsa
high valueindicatingmaliciousbehavior). This canleadto
falsepositives,becauseeventswith many featuresthatdevi-
ateslightly from thepro�le mightreceiveaggregatedscores
thatexceedthethreshold.

The second problem of anomaly-basedsystems is
that they cannotdistinguishbetweenanomalousbehavior
causedby unusualbut legitimateactionsandactivity that
is the manifestationof an attack. This leadsto the situa-
tion whereany deviation from normalbehavior is reported
assuspicious,ignoringpotentialadditionalinformationthat
might suggestotherwise.Suchadditionalinformationcan
beexternalto thesystem,receivedfrom systemhealthmon-
itors (e.g.,CPUutilization, memoryusage,processstatus)
or otherintrusiondetectionsensors.Considertheexample
of anIDS thatmonitorsa webserver by analyzingthesys-
temcallsthattheserverprocessinvokes.A suddenjump in
CPUutilizationandacontinuousincreaseof thememoryal-
locatedby theserverprocesscancorroboratethebelief that
a certainsystemcall containstracesof a denial-of-service
attack. Additional informationcanalsobe directly related
to themodels,suchasthecon�dencein amodeloutput.De-
pendingonthesite-speci�cstructureof inputevents,certain
featuresmight notbesuitableto distinguishbetweenlegiti-
mateandmaliciousactivity. In sucha case,thecon�dence
in theoutputof themodelbasedonthesefeaturesshouldbe
reduced.

We proposeto mitigate the two problemsdescribed
above by replacing the simple, threshold-baseddecision
processwith aBayesiannetwork. Insteadof calculatingthe
sumof individual modeloutputsandcomparingthe result
to a threshold,we utilize a Bayesiandecisionprocessto
classifyinput events.This processallows us to seamlessly
incorporateavailableadditionalinformationinto thedetec-
tion decisionandto aggregatedifferentmodeloutputsin a
moremeaningfulway. Thecontributionof this paperis the
descriptionof thisdecisionprocess,anovelmethodof event
classi�cationin anomaly-basedintrusiondetectionsystems.
Experimentalresultscon�rm thatourapproachis capableof
signi�cantly reducingthenumberof falsealarms.

The paperis structuredas follows. Section2 provides
backgroundinformationon Bayesiannetworks to help the
readerin understandingtherestof thepaper. Section3 de-
scribesrelatedwork anddiscussesprevious efforts to uti-
lize Bayesiantechniquesfor intrusiondetection.Section4
introducesour approachof Bayesianevent classi�cation.
Section5describesthesystemimplementationandprovides
detailsof theunderlyinganomaly-basedmodels.Section6

showsexperimentalresultsthatcon�rm thatour solutionis
moreaccurate(i.e., reportsfewer falsealerts)thanprevious
approaches.Finally, Section7 brie�y concludes.

2 BayesianNetworks

A Bayesiannetwork is usedto modela domaincontain-
ing uncertainty[9, 13]. It is adirectedacyclic graph(DAG)
whereeachnoderepresentsa discreterandomvariableof
interest.Eachnodecontainsthestatesof the randomvari-
able that it representsand a conditionalprobability table
(CPT).TheCPTof anodecontainsprobabilitiesof thenode
beingin a speci�c stategiventhestatesof its parents.The
parent-childrelationshipbetweennodesin a Bayesiannet-
work indicatesthedirectionof causalitybetweenthecorre-
spondingvariables.Thatis, thevariablerepresentedby the
child nodeis causallydependentontheonesrepresentedby
its parents.

Considerthe following examplewherea farmerhasa
bottleof milk thatcanbeeitherinfectedor clean.Shealso
hasatestthatcandeterminewith ahighprobabilitywhether
themilk is infectedor not (i.e., theoutcomeof thetestis ei-
therpositiveor negative). Thissituationcanberepresented
with two randombooleanvariables,infected andpos-
itive . Thevariableinfected is truewhenthemilk is
actuallyinfectedandfalseotherwise.Thevariableposi-
tive is truewhenthe testclaimsthat themilk is infected
and falsewhen the outcomeof the test is negative. Note
that it is possiblethat themilk is cleanwhenthe testhasa
positiveoutcomeandviceversa.
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Figure 1. Bayesian Network and CPTs

A possibleBayesiannetwork that modelsthis situation
is shown in Figure1. The two randomvariablesare rep-
resentedas two nodesin the network. It is assumedthat
thefarmerknowstheCPTfor thevariablepositive , that
is, theprobabilityof a positive resultgiventhat themilk is



infectedand the probability of a positive test resultgiven
thatthemilk is clean.ShealsoknowstheCPTfor thevari-
able infected , which statesthe probability that a bot-
tle containsinfectedmilk. Thearrow from theinfected
to thepositive nodeindicatesa causalrelationshipbe-
tweentherespective variables.In this case,we expectthat
theoutcomeof thetestis dependenton thetruestateof the
milk (infectedor clean). Variableswithout parentsarenot
in�uenceddirectly by othervariables.

Thenodethat representstheoutcomeof the testin Fig-
ure 1 is often calledan informationvariable. The stateof
thesevariablesareusuallygiven or canbe measuredin a
straightforwardmanner. Thenodethatrepresentstheactual
stateof themilk is calleda hypothesisvariable.Thestates
of suchvariablescannotbeobtainedimmediately. Thepur-
poseof a Bayesiannetwork is to allow oneto calculatethe
probabilityof thehypothesisvariable(s)giventheevidence
gatheredfrom informationvariables. In our example,the
farmermight wantto calculatetheprobabilitythatthemilk
is infectedgivena positive testresult. By enteringtheevi-
dence(e.g.,positive is true)into theBayesiannetwork,
theprobabilitythatinfected is truecanbederived.The
numericalvaluefor this probability, calledthea-posteriori
probability given the supportof the observed evidence,is
0.33. Intuitively, one would expect a higher value, espe-
cially whenconsideringthatthetestis veryaccurate.How-
ever, the low initial probabilityof the milk beinginfected,
called the a-priori probability beforeany observationsare
made,explainsthis result.

In thedomainof intrusiondetection,informationnodes
are associatedwith measurablepropertiesof input events
or correspondingmodel outputs. The hypothesisnodeis
a classi�cation that determinesthe state of the event –
whetherit is anomalousor not.

3 RelatedWork

Axelsson[1] wrote a well-known paperthat usesthe
Bayesianrule of conditionalprobability1 to point out the
implicationsof thebase-ratefallacyfor intrusiondetection.
Similar to our examplewith the infectedmilk in theprevi-
oussection,heobservedthatthepositiveresultof averyac-
curatetest(suchasthetestfor infection)doesnotnecessar-
ily imply ahighprobabilityof thehypothesisvariableto be
true(i.e., themilk to beactuallyinfected).For thedomain
of intrusiondetection,this �nding meansthateventestsor
modelsthat identify maliciouseventsvery accuratelymay
raisemany falsealarmsbecausethea-priori probabilityof
an attackin the input datastreamis usuallyvery low. Al-
though Axelsson's paper is only remotely relatedto our

1The Bayesianrule of conditionalprobability is given asp(B jA ) =
p( A j B ) p( B )

p( A ) .

work throughthe applicationof Bayesianprobability the-
ory, it clearly demonstratesthe dif�culty andnecessityof
dealingwith falsealarms.

Several researchershave adaptedideasfrom Bayesian
statisticsto createmodels for anomaly-basedIDSs. In
[16], a behavior model is introducedthat usesBayesian
techniquesto obtain model parameterswith maximal a-
posterioriprobabilities. In [6], a model is presentedthat
simulatesanintelligentattacker usingBayesiantechniques
to createaplanof goal-directedactions.Their work is sim-
ilar to oursto theextent thatBayesianstatisticsis applied.
Theirworkdiffersfromourapproachbecauseit usesBayes'
ruleto optimizeor createmodels,while weutilize Bayesian
networksto classifyeventsbasedonmodeloutputsandad-
ditional informationfrom theenvironment.

Two anomaly-basedIDS have beenproposedthat use
nä�ve Bayesiannetworks to classify input events based
on the output of several models. A nä�ve Bayesiannet-
work is a restrictednetwork that hasonly two layersand
assumescompleteindependencebetweenthe information
nodes(i.e., the randomvariablesthat canbe observedand
measured).Theselimitations result in a tree-shapednet-
work with a single hypothesisnode (root node) that has
arrows pointing to a numberof information nodes(child
nodes).All child nodeshave exactly oneparentnode,that
is, the root node,andno othercausalrelationshipbetween
nodesare permitted. In [24], a nä�ve Bayesiannetwork
(shown in Figure2) is employed to performintrusionde-
tectionon network events. In [19], a systemis described
thatdetectsmaliciousproxylets(executablecode)in active
networks.

Unfortunately, the classi�cation capability of a nä�ve
Bayesiannetwork is identical to a threshold-basedsystem
that computesthe sum of the outputsobtainedfrom the
child nodes.This is dueto thefactthatall models(i.e., the
child nodes)operateindependentlyandonly in�uence the
probability of the root node. This singleprobability value
at the root nodecanbe representedby a thresholdin tra-
ditional approaches.In addition, the restrictionof having
a singleparentnodecomplicatestheincorporationof addi-
tional information. This is becausevariablesthat represent
suchinformationcannotbelinkeddirectly to thenodesrep-
resentingthemodeloutputs.

Alternatively, we proposean event classi�cation that
makes full useof Bayesiannetworks. This allows us to
modelinter-modeldependencies(i.e.,droppingtheassump-
tionsof independentchild nodes)andto integrateadditional
datasuchasmodelcon�dence(i.e.,droppingtherestriction
of atmostasingleparentnode).Ourexperimentsshow that
theseextensionsimprovethequalityof thedecisionprocess
andsigni�cantly reducethenumberof falsealarms.
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Figure 2. Na�̈ve Bayesian Network

4 SystemDesign

Given an ordered stream of input events S =
f e1; e2; : : : g, thetaskof theeventclassi�cationmechanism
is to decidefor eachei 2 S whetherit is normalor anoma-
lous. This decisionis basedon theoutputsf oi ji = 1 : : : kg
of k modelsM = f m1; : : : ; mk g andpossiblyadditional
informationI . Eachmodelm i 2 M analyzesoneor more
features(or properties)of agiveninputeventandcompares
theevent's feature(s)to themodel's previously established
pro�le (i.e., the descriptionthat speci�es the normal fea-
turesor properties). The result of this comparisonis the
outputvalueoi thatcharacterizesthedeviationof theevent's
featuresfrom theexpected̀ normal' values,onefor eachof
thek models.Therestrictionof a singlereturnvalueoi per
modeldoesnot result in a lossof generality. Every model
that returnsmorethat oneresultcanbe easilyrepresented
by multiple logicalmodels,eachreturninga singleoutput.

Given thesede�nitions, the event classi�cation can be
de�ned more formally as a function EC that, for a cer-
tain input evente, acceptsasparametersthecorresponding
modeloutputsf oi ji = 1 : : : kg andadditionalinformation
I . Theresultof theeventclassi�cationfunctionis a binary
valuethat identi�es the input evente asnormalor anoma-
lous. That is, for a certainevente, the eventclassi�cation
functionEC is de�ned asfollows.

EC(o1; o2; : : : ; ok ; I ) = f normal; anomalousg (1)

In mostcurrentanomaly-basedintrusiondetectionsys-
tems,EC is a simple function that calculatesthe sum of
theoi values(oftenreferredto asanomalyscores)andcom-
paresthe result to a threshold,representedby I . That is,
EC is de�ned asfollows.

EC(o1; o2; : : : ; ok ; I ) =
(

e is normal:
P k

i =1 oi � I

e is anomalous:
P k

i =1 oi > I
(2)

Weproposeto replacethissimplesummationschemeby
a Bayesiannetwork. Our network consistsof a root node
(i.e., hypothesisnode)that representsa variablewith two
states,namelynormalandanomalous.In addition,weintro-
duceonechild nodefor eachmodelto capturethemodel's
respective outputsf oi ji = 1 : : : kg. The root nodeis con-
nectedto eachchild node,re�ecting thefactthatthemodel
outputsdependon the input event– that is, theoutputsare
expectedto bedifferentwhentheinput eventis anomalous
andwhenit is normal.

Dependingonthedomain,causaldependenciesbetween
modelsare identi�ed andappropriatelinks are introduced
into thenetwork. Undercertaincircumstances,it is possi-
ble that theoutputsof two modelsarecorrelated.This can
beassimpleasapositiveor anegativecorrelation(i.e.,one
anomalousfeaturemakesit moreor lesslikely thatanother
oneisalsoanomalous),butcouldalsobemoresophisticated
suchasthesituationwherethevalueof acertainfeaturein-
dicatesthatthequalityof atestperformedby anothermodel
is reduced.Section5 shows examplesof modeldependen-
ciesthatwe have identi�ed for our intrusiondetectionsys-
temandSection6 presentsexperimentalresultsthatdemon-
stratethat incorporatingdependenciesreducesthe number
of incorrectclassi�cations.

Additional information sources might indicate that
anomalousbehavior is in fact legitimateor might support
thedecisionthatthehostis underattack.This couldbein-
formationfrom otherintrusiondetectionsystemsor system



healthmonitors(e.g.,CPUutilization,memoryusage,pro-
cessstatus).An importantpieceof additionalinformationis
thecon�dencevalueassociatedwith eachmodel. Depend-
ing on the input eventsthatareutilized for establishingthe
pro�le, acertainfeaturemightnotbeverysuitableto distin-
guishbetweenattacksandregularbehavior. It might bethe
casethatthesamevaluesof a featureappearin bothregular
behavior andattacksor thatthevarianceof a featureis very
high. In thesesituations,it is usefulto reducethein�uence
of the modeloutputon the �nal decision. The con�dence
in theoutputof amodelis anindicationof theexpectedac-
curacy of this model.In our Bayesiannetwork, eachmodel
con�denceis representedby a nodethat is connectedto its
correspondingmodelnode.Notethattheseadditionalnodes
requirea non-nä�ve network becauseeachmodelnodehas
at leasttwo parentnodes(therootnodeandthecorrespond-
ing con�dencenode). Section5 discussesthe modelsthat
we utilize for our intrusiondetectionsystemandprovides
detailsabouttheir con�dencelevels.

Another possibility is to model dependenciesbetween
eventsin the input stream.Attackstendto manifestthem-
selvesin burstsof suspiciousevents.Therefore,it might be
usefulto includeanodein theBayesiannetwork thatkeeps
trackof recentanomalies.However, this extensionhasnot
beenimplementedandis left for futurework.

5 SystemImplementation

We have implementedanintrusiondetectionsystemthat
analyzesoperatingsystemcalls to detectattacksagainst
daemonapplicationsandsetuidprogramsonmachinesrun-
ning Linux or Solaris. In contrastto the work by Forrest
[5, 26], we do not performdetectionon a sequenceof sys-
temcallsbut onindividualsystemcallsandtheirarguments.
Eachsystemcall invocationperformedby a monitoredap-
plication is translatedinto an input event,representedby a
featurevector. A featurevectorcapturesinformationspe-
ci�c to eachsystemcall suchasthesystemcall number, its
returncode,and its arguments(suchas �le systempaths,
modebit-�elds, anduser/processcredentials).

Thefeaturevectorservesasinput to theanalysisprocess
of theanomalydetectionmodels.Eachmodelevaluatesone
or morefeaturesof theinput eventandoutputsa valuethat
re�ects the deviation of this event's featuresfrom its pro-
�le. We have developedfour differentmodels,described
below in moredetail,thatanalyzeindividualsystemcall ar-
guments(alsocalledsystemcall parameters).Threemodels
areparticularlydesignedto characterizefeaturesof string-
typeparameters,while onecanbe usedfor arbitraryargu-
ment types. For every monitoredsystemcall, we bind a
numberof modelsto eachof its arguments.

The taskof the event classi�cation processis to deter-
minewhethera certainsystemcall is anomalous,giventhe

outputsof the individual modelsfor all arguments.A sim-
ple event classi�er was implementedthat aggregatesthe
modeloutputsandcomparesthe result to a threshold.We
also implementedour proposedBayesianevent classi�ca-
tion schemeandobservedasigni�cant decreasein thenum-
berof falsealarms.

In orderto provideasuitableinputeventstreamonmul-
tiple platforms,a modularevent provider architecturewas
createdto abstractawaytheplatform-speci�cdetailsof sys-
temcall logging.We implementedaLinux auditingfacility
thatconvertsSnare[21] auditdatainto featurevectorsand
a tool that offers a similar functionality for Solaris' Basic
SecurityModule(BSM) [3].

5.1 Models

This section brie�y describesour underlying models
with their detectionmechanismsand motivateswhy our
chosencharacterizationis useful.In thefollowing sections,
we discussthemodelcon�denceandthedependenciesbe-
tweenmodelsintroducedin oursystem.

String Length

In many cases,the lengthof a string canbe usedto detect
anomalousinput. Systemcall argumentstringsareusually
relatively short and human-readable.However, the situa-
tion might look differentwhenmaliciousinput is present.
For example,to over�ow a buffer, it is often necessaryto
ship the shell codeand additionalpadding,dependingon
thelengthof thetarget.As aconsequence,astringcancon-
tain up to several hundredbytes. The goal of this model
is to approximatetheactualbut unknown distributionof the
lengthsof astringargumentanddetectinstancesthatsignif-
icantlydeviatefrom theobservednormalbehavior. Clearly,
we cannotexpect that the probability density function of
theunderlyingrealdistributionfollowsasmoothcurve. We
alsohave to assumethat it hasa largevariance.Neverthe-
less,themodelis ableto identify signi�cant deviations.

Character Distrib ution

Thecharacterdistribution modelcapturestheconceptof a
`normal' systemcall parameterstringby lookingat its char-
acterdistribution. It is basedon theobservation that regu-
lar stringscontainmostly printable,human-readablechar-
acters.A largepercentageof charactersin thesestringsare
drawn from a smallsubsetof the256possible8-bit values
(mainly from letters,numbers,and a few specialcharac-
ters).Like in Englishtext, thecharactersarenot uniformly
distributed,but occurwith differentfrequencies.Theanal-
ysis is basedonly on the frequency valuesthemselvesand
doesnot rely on the distributionsof individual characters.
That is, it doesnot matterwhetherthe characterwith the



mostoccurrencesis an`a' or a`@'. For aregularparameter,
onecanexpectthat the sorted, relative frequenciesslowly
decreasein value.In caseof manifestationsof attacks,how-
ever, thesefrequenciescandropextremelyfast(becauseof
a peakcausedby a very high frequency of a singlecharac-
ter)or barely(in caseof anearlyuniformcharacterdistribu-
tion). The`normal' characterdistribution is determinedas
theaverageof thecharacterdistributionsof thestringsen-
counteredduring the trainingphase.Themodeloutputfor
anew stringinstanceis calculatedusingthePearson� 2-test
statisticaltest [2] that estimatesthe similarity of the new
characterdistribution to the onederived asthe averageof
thetrainingset.

Structur e

Oftenthemanifestationof anexploit is immediatelyvisible
asunusuallylong strings,or asstringsthat containrepeti-
tionsof non-printablecharacters.Suchanomaliesareeasily
identi�able by thetwo mechanismsexplainedabove. There
are situations,however, when an attacker is able to craft
herattackin a mannerthatmakesthemanifestationappear
more regular. For example, to exploit a vulnerability, it
mightnotbenecessaryto injectlongchunksof exploit code.
As anotherexample,repetitionsof non-printablecharacters,
oftenfoundin thesledof abuffer over�ow, canbereplaced
by constructsthat behave similarly but containonly print-
ablecharacters.

In suchsituations,it is necessaryto usea moredetailed
modelof thestring thatshows thetraceof theattack.This
modelcanbe acquiredby analyzingthe string's structure.
For our purposes,the structureof a parametermeansthe
regular grammarthat describesall its normal, legitimate
values. When structural inferenceis applied to a set of
strings,the result hasto be a grammarthat can derive at
leastall trainingexamples.Unfortunately, thereis nosingle
grammarthatcanbeuniquelyde�nedfor asetof samplein-
puts. Whenno negative examplesaregiven(i.e., elements
that shouldnot be derivableby the grammar),it is always
possibleto createeitheragrammarthatcontainsexactly the
training dataor a grammarthat allows oneto derive arbi-
trary strings.The�rst caseis calledover-simpli�cation, as
theresultinggrammaris only ableto derive thelearnedin-
put without providing any level of abstraction.This means
that no new informationis deduced.The secondcaseis a
form of over-generalization;althoughthegrammaris capa-
ble of producingall possiblestrings,thereis no structural
informationleft.

The basicapproachusedfor our structuralinferenceis
to generalizethe grammaras long as it seemsto be `rea-
sonable'andstopbeforetoomuchstructuralinformationis
lost. Thenotionof reasonablegeneralizationis formalized
usinghiddenMarkov modelsandBayesianprobability[22].

The outputvalueof this modeldependson whethera new
inputstringcanbederivedfrom thegrammaror not.

Token Finder

The purposeof the token �nder model is to determine
whetherthe valuesof a systemcall parameterare drawn
from a limited setof possiblealternatives(i.e., they areto-
kensor elementsof an enumeration).An applicationof-
ten passesidenticalvaluesvia APIs, suchas�ags or han-
dles. When an attackchangesthe normal �o w of execu-
tion andbranchesinto maliciouslyinjectedcode,suchcon-
straintsareoftenviolated. Whenno suchenumerationcan
beidenti�ed in thetrainingdata,it is assumedthattheval-
uesarerandomlydrawn from theargumenttype'svaluedo-
main(i.e., randomvaluesfor everysystemcall). Thetoken
�nder techniquecanbe appliedto any parametertype,but
it is mostlyusedfor numericalvalues.In casethatthemon-
itoredvaluesaretokensdrawn from anenumeration,every
new valueis expectedto appearin thesetof known identi-
�ers. Otherwise,thetoken�nder cannotprovideany useful
information.

5.2 Model Con�dence

The con�dence that the systemhas in the output of a
modelshouldbe an importantfactor in the event classi�-
cationprocess.Whena modelclaimsa high con�dencein
its output,thismodel'sanomalyscoreshouldclearlyhavea
higherimpactonthe�nal decisionthanthescoreof amodel
thatcanonly provide low-con�denceinformation.In tradi-
tional systems,thecon�denceis oftenneglectedor approx-
imatedwith staticweights. Whena model is expectedto
producemoreaccurateresults,it receivesa highera-priori
weight. However, this is not suf�cient, asthecon�dencein
amodelcanvarydependingonthetrainingdatausedto cre-
atethecorrespondingpro�le. Consider, for example,theto-
ken�nder model.Whenthis modeldetectsanenumeration
duringthelearningphase,its anomalyscoresareconsidered
highly accurate.Whenrandomidenti�ers areassumed,the
anomalyscoreis not meaningful.With staticallyassigned
weights,thisdistinctioncannotbemade.Althoughit is pos-
sibleto choosebetweentwo staticweightsin thecaseof the
token�nder, thesituationbecomesmorecomplicatedwith
othermodels.Therefore,aseamlessintegrationof dynamic
weightsthatarecalculatedafter thetrainingphaseis desir-
able.

Wetakethemodelcon�dencesinto accountby including
a con�dencenodefor every model. Eachcon�dencenode
in theBayesiannetwork hasa link to thenodewhich repre-
sentsits correspondingmodel. Theconditionalprobability
tablesareadjustedso that the modeloutputhasa signi�-
cantin�uence on thedecisionwhenthecon�denceis high-
estandno in�uence on the�nal resultwhenthecon�dence
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Figure 3. Bayesian Network for open and execve System Calls

is lowest. The modelcon�denceis representedasoneof
� vediscretelevels: veryhigh,high,medium,low andnone.
Whenmodelscreatetheir pro�les of normalbehavior, the
varianceof the input training datais evaluated.Whenthe
varianceof the analyzedfeatureis high, a low con�dence
value is assumed.When a small, coherentset of feature
valuesis observedduringthetraining,thecon�dencein the
correctnessof themodeloutputis high.

5.3 BayesianNetwork

Figure3 shows the structureof the Bayesiannetworks
for theopen andexecve systemcall. Both systemcalls
havetwo parametersandaremonitoredby our intrusionde-
tection system. The three string models(String Length,
CharacterDistribution and Structure)are attachedto the
�rst stringparameter(�le pathandnamein thecaseof the
open call, executionargumentsin thecaseof theexecve
call). Thetoken�nder is attachedto thenumericalparame-
ter in thecaseof theopen call (mode�ags) andto another
stringparameterin caseof theexecve call (programim-
ageexecuted). Similar but simplernetworks areusedfor
othermonitoredsystemcalls that have only a singleargu-
ment.A differentBayesiannetwork instanceis utilized for
everysystemcall; however, mostof thesenetworkshavean
identicalstructure.

In addition to the structureof the Bayesiannetworks,
conditional probability tables (CPTs) were speci�ed for
eachnode. We usedour domain-speci�cknowledgeto es-
timateappropriateprobabilityvaluesfor thevarioustables.
For eachnode,onehasto provide the probabilitiesfor all
statesof the correspondingvariable,conditionally depen-

dent on the statesof all parentnodes. When a suitable
structureof the network is chosen,theseprobabilitiesare
mostly intuitive andcanbedeterminedin a suf�ciently ac-
curatewayby adomainexpert.Notethatwehavenottuned
theCPTsin any wayfor ourexperiments.Theprobabilities
wereselectedbeforetheevaluationwasstartedandwerenot
modi�ed thereafter.

The outputof the modelsis a real valuein the interval
[0,1] that describesthe deviation of the input event fea-
ture(s)from the pro�les. This value is mappedonto one
of � ve possiblestatesassociatedwith eachmodelnodein
the network. The mappingof a continuousfunction out-
putontoanumberof differentstatesis calleddiscretization.
This processis requiredto keeptheCPTsof theBayesian
network manageableand to allow ef�cient calculationsof
theprobabilitiesat thehypothesisnodes.As shown in Ta-
ble 1, modeloutputscloseto zeroindicatenormalfeatures
while outputscloseto oneindicateanomalousones.

AnomalyScoreRange Level
[0:00; 0:50) Normal
[0:50; 0:75) Uncommon
[0:75; 0:90) Irregular
[0:90; 0:95) Suspicious
[0:95; 1:00] VerySuspicious

Table 1. Anomal y Score Inter vals

TheBayesiannetwork in Figure3 shows thetwo model
dependenciesthatwe have introducedfor our intrusionde-
tection system. One dependency connectsthe nodecor-



respondingto the outputof the string lengthmodel to the
quality of the characterdistribution (which is also in�u-
encedby thecon�dencein theoutputof thecharacterdis-
tribution). The mediatingnode`Char Distribution
Quality ' in our network expressestheideathatthequal-
ity of theanomalyscorecalculatedby thecharacterdistri-
bution is notonly dependenton the`a-priori' con�denceof
themodelin thequalityof its pro�le, but alsoon thelength
of the string that is currently analyzed. When this string
is very short,thequality of thestatisticaltestthatassesses
the characterdistribution is signi�cantly reduced. This is
re�ectedby theconditionalprobabilitytablesof the`Char
Distribution Quality ' node.

The otherdependency is introducedbetweenthe nodes
representingthe characterdistribution and the structure
model. The reasonis that an `abnormal'characterdistri-
bution is likely to be re�ected in a structurethat doesnot
conformto the learnedgrammar. This is an exampleof a
simplepositive correlationof outputvaluesbetweenmod-
els.

During the analysisphase,the outputof the four mod-
els and their con�dencesareenteredas evidenceinto the
Bayesiannetwork. Then,theprobabilitiesof thetwo states
(normal,anomalous)associatedwith therootnode(Clas-
sification ) arecalculated.Whenthe probability that
an event is anomalousis high enough,an alarmis raised.
Note that the requirementthat the probability valuebeing
`high enough' to raise an alarm could be interpretedas
a thresholdas well. However, the differenceis that this
probability value directly expressesthe probability that a
certainevent is an attack, given the speci�c structureof
the Bayesiannetwork. The sum of model outputs in a
threshold-basedsystem,on the other hand, is not neces-
sarily proportionalto the probability of an event beingan
attack. It is possible,due to the assumptionof indepen-
denceof modeloutputsandthepotentiallackof con�dence
information in thesesystems,that the sum of the outputs
is increasingwhile the probability of an attackis, in fact,
decreasing.

Both the thresholdin a traditional systemand the no-
tion of asuf�ciently highprobabilityfor raisinganalarmin
theBayesianapproachcanbe utilized to tunethesensitiv-
ity of theintrusiondetectionsystem.However, theresultof
theBayesiannetwork directlyreportstheprobabilitythatan
event is anomalous,giventhemodeloutputsandthestruc-
ture of the network, while a simple summationof model
outputsis only an approximationof this probability. The
differencebetweenthe exact valueandthe approximation
is important,andaccountsfor a signi�cant numberof false
alarms,asshown in Section6.

5.4 BayesianNetwork Library ­ Smile

Weimplementedthemodelsaspartof aC++ library and
utilized a Bayesianstatisticslibrary calledSmile [20], de-
velopedby the DecisionSystemsLaboratoryat the Uni-
versity of Pittsburgh, for our event classi�cation module.
Smile was the bestchoiceamongthe available statistical
softwaregiventherequirementsthat thepackagemustim-
plementactualBayesiannetworks ratherthan performing
Bayesianstatisticalanalysisandmustprovidea usableAPI
ratherthansolelya GUI.

A problemwith Smile is the fact that the sourceis not
freely available,and that its licensingprecludesonefrom
usingit in any opensourcesoftware. Therefore,we wrote
adapterclassesto provideanabstractionlayerbetweenour
modulesandSmile. This allows for Smile's replacement
shouldtheissuesbecometoogreata liability.

Theproblemof belief propagation– that is, thecalcula-
tion of probabilitiesat thehypothesisnodeswhenevidence
is enteredatinformationnodes– is, in general,NP-hard[9].
Despitethisfact,Smileimplementsef�cient algorithmsthat
can solve almostall problemsin a reasonableamountof
time. Note also that the NP-hardcalculationsneedto be
doneonly once,given that the informationandhypothesis
nodesdo not change.In addition,thesecalculationscanbe
doneoff-line. The computationalcost during run-time to
evaluateparticularvaluesis linear in the numberof nodes
in the network. Our proposedsolutiontakesadvantageof
this factasthesetsof informationandhypothesisnodesre-
mainstatic. This allows our systemto analyzea streamof
systemcalls in real-timewithout incurringnoticeablecom-
putationalor memoryoverhead.

6 Evaluation

For thepurposesof evaluatingourapproach,weusedthe
MIT Lincoln Labs1999dataset[11]. Thisdatasetconsists
of a seriesof network packet dumpsandBSM systemcall
recordswhichhavebeenwidely usedfor intrusiondetection
systemdevelopmentandevaluation.Weuseddatarecorded
during two attack-freeweeksto train our modelsandthen
ranthesystemon thecompletetestdatathatwasrecorded
during the two following weeks.Although severalaspects
of theLincolnLabsdatahavebeencriticized,it still remains
themostusedlarge-scaledatasetto evaluateintrusionde-
tectionsystems[12].

Thetruth �le providedby MIT Lincoln Labslists all at-
tackscarriedoutagainstthenetwork installationduringthe
two weektestperiod.Whenanalyzingtheattacks,it turned
out that many of thesewerereconnaissanceattemptssuch
asnetwork scansor port sweeps,which areonly visible in
the network dumps,anddo not not leave any tracesat the
systemcall level. Therefore,we couldnotdetectthemwith
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Figure 4. ROC Comparison between Bayesian Network and Threshold­based System

ourapproach,whichis limited to theanalysisof systemcall
parameters.

Anotherclassof attacksarepolicy violations.Thisclass
of attackscontainsintrusionsthat do not exploit a weak-
nessof thesystemitself, but ratherexploit amistakethatan
administratormadein settingup theaccesscontrolmecha-
nism. Theseattacksarenot visible to our systemeither, as
informationis leakedby `normal' but unintendeduseof the
system.

The most interestingclassof attacksare thosethat ex-
ploit a vulnerability in a remoteor local serviceand al-
low anintruderto elevateherprivileges.TheMIT Lincoln
Labs datacontainsseveral instancesof attacksthat try to
exploit vulnerabilitiesin four differentprograms:eject ,
fbconfig , fdformat , andps . Figure4 shows theRe-
ceiver OperatingCharacteristic(ROC) curvesfor our sys-
tem when monitoring theseapplications. The ROC of a
classi�er shows its performanceasa tradeoff betweense-
lectivity and sensitivity; a curve of the falsepositive rate
versusthe true positive rate is plotted,while a sensitivity
or thresholdparameteris varied. Ideally, a classi�er hasa
true positive rate of 1 anda falsepositive rate of 0. The
ROC curve for the Bayesianevent classi�er is plottedby
varying the `anomalous'probability value that is required
for an event to be reportedasan attack. The ROC curve
for the threshold-basedclassi�er is determinedby vary-
ing the thresholdthat is comparedto the sum of outputs.
The graphsshow that both classi�ers output somefalse
alarmswhen all attacksare correctly detected. However,
theBayesianapproachconsistentlyperformsbetter– when
all attacksarecorrectlydetected(i.e., the truepositive rate

is 1), it only reportshalf asmany falsepositives.Notethat
theshapesof thecurvesarenot a consequenceof aninsuf-
�cient numberof datapoints. The horizontalandvertical
lines containintermediatepoints,re�ecting changesin ei-
therthefalsepositiveor thetruepositiveratealone.

Whenanalyzingthefalsepositivesraisedby bothclassi-
�cation approaches,we observedthattheBayesianscheme
always reporteda subsetof the falsealarmsraisedby the
threshold-basedmechanism.The falsepositivescommon
to both mechanismsarecausedby systemcall invocations
thathaveargumentswhichsigni�cantly deviatefrom all ex-
amplesencounteredduring the trainingphase.This is due
to the fact that the trainingdatafor theseparticularsystem
calls wasvery homogeneous,leadingto pro�les that were
very sensitive to changes.During the detectionphase,le-
gitimatesystemcallswith signi�cantly differentarguments
wereobserved. This resultedin their incorrectclassi�ca-
tion.

Thesystemcallsthatwerereportedasanomalousby the
threshold-basedapproachbut correctlyclassi�edasnormal
by theBayesianschemewereinstanceswith shortstringar-
guments.As explainedin Section5.3,shortstringscansig-
ni�cantly in�uence thequality of thecharacterdistribution
model,causingit to reportincorrectanomalies.This prob-
lem is addressedby theBayesiannetwork usingthemedi-
ating`Char Distribution Quality ' node(seeFig-
ure3), correctlyevaluatingthesesystemcallsasnormal.



7 Conclusions

In this paper, we presenteda novel methodfor perform-
ing Bayesianclassi�cationof input eventsfor intrusionde-
tection.We have improveduponthenä�ve threshold-based
schemestraditionally usedto combinemodel outputsby
employing Bayesiannetworks. This allows us to naturally
incorporatemodel con�dence and dependenciesbetween
modelsinto the event classi�cation process. The exper-
imental resultsshow that a signi�cant reductionof false
alertswasachieved. Whenall attacksin our testdataset
aredetected,theBayesianeventclassi�cationreportsonly
half asmany falsealertsasthe traditionalapproach,based
on thesamemodeloutputs.
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