








ATTACK “CodeRed X”
[ detector, dns, www ]
detector {

send(www): PortScan [
Port == 80; ]

}

www {
HTTPGetRequest [ SrcAddr == $x; ]

}

$x = SrcAddr;

dns {
send(www): HardwareQuery [ SrcAddr == $x; ]

}

Pattern Graph
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ATTACK "Sample"
[ n1, n2, n3 ]
n1 {

e1 [ $x = a0; ]
send(n3): e2 [ $y = a1; ]

}
n2 {

send(n3): e1 [ a2 == $y; ]
}
n3 {

e1 [ ]
e2 [ a3 == $x; ]

}

1n2.e1

n1.e1

n1.e2

n3.e2

Dynamic Constraints
m(2).a1 == m(1).a2

The occurrence of event n1.e2 results in the creation of message
<2, time of occurrence, (a1, value of a1)>

n3.e1

Dynamic Constraints
m(4).a3 == m(0).a0

ATTACK “Cluster”
[ n1, n2, n3 ]
n1 {

send(n3): e1 [
}
n2

e4 [ a3 == $x;
a3 < $y; ]

}

$x = a1; ]

{
send(n3): e2 [ a2 == $x;

$y = a2; ]
}
n3 {

e3 [ ]
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Dynamic Constraints
m(0).a1 == m(1).a2

No Clustering
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With Clustering

m(x).y indicates the value of attribute y of a message with id x

Dynamic Constraints
m(0).a1 == m(1).a2

Dynamic Constraints
m(3).a3 == m(0).a1
m(3).a3 < m(1).a2

Dynamic Constraints
m(3).a3 == m(0).a1
m(3).a3 < m(1).a2

m(0).a1 == m(1).a2
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{<0,0,2>,<2,1,1>} { }

{ } { }

{ } { }<2,1,1> <0,0,2>
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{<0,0,2>} { }

{ } { }

Step 2: insert <2,1,1>
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{<0,0,2>} { }

{<0,0,2>} { }

{ } { }

{ } { }

{ } { }

Step 1: insert <0,0,2>
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{<0,0,2>} { }

{<0,0,2>,<2,1,1>} { }

{ } { }<2,1,1>,<1,4,1> <0,0,2>

{<1,4,1>} { }

Step 3: insert <1,4,1>

{ } { }
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{<0,0,2>} { }

{<0,0,2>,<2,1,1>} { }

{ }
{ }
<2,1,1>,<1,4,1>,<3,6,->
<0,0,2>

{<1,4,1>} { }

Step 4: insert <3,6,->

{ } { }<0,0,2>,<3,6,->

0

2

3

4

1

{<0,0,2>} { }

{<0,0,2>,<2,1,1>} { }

{ }
{ }
<2,1,1>,<1,4,1>,<3,6,->
<0,0,2>

{<1,4,1>} { }

Step 5: insert <4,7,2>

{ } { }<0,0,2>,<3,6,->,<4,7,2>
Pattern Detected






