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Abstract

Real-time detection of worm attacks, port scans and Dis-
tributed Denial of Service (DDoS) attacks, as network pack-
ets belonging to these security attacks flow through a net-
work router, is of paramount importance. In a typical worm
attack, a worm infected host tries to spread the worm by
scanning a number of other hosts thus resulting in signif-
icant number of network comnnections at an intermediate
router. Detecting such attacks amounts to finding all hosts
that are associated with unusually high number of other
hosts, which is equivalent to solving the classic heavy dis-
tinct hitter problem over data streams. While several heavy
distinct hitter solutions have been proposed and evaluated
in a standard CPU setting, most of the above applications
typically execute on special networking architectures called
Network Processing Units (NPUs). These NPUs interface
with special associative memories known as the Ternary
Content Addressable Memories (TCAMs) to provide giga-
bit rate forwarding at network routers. In this paper, we de-
scribe how the integrated architecture of NPU and TCAMs
can be exploited to develop high-speed solutions for heavy
distinct hitters.

1 Introduction

During the last decade, researchers have developed di-
verse solutions for answering summarization queries over
data streams. Given a continuous stream of elements, data
steam techniques are essentially one-pass algorithms which
answer a variety of summarization queries such as finding
the most frequent elements [11, 12], quantiles [7] and super-
spreaders [17]. The frequent element problem involves find-
ing the data elements whose frequency of occurrence in the
data stream is beyond a certain threshold. Quantile summa-
rization provides other statistics over the data stream such
as the median and histograms. The super-spreader prob-
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lem, also referred to as the heavy distinct hitter, operates
on a stream of pairs and outputs all the elements which are
uniquely paired with more than a certain number of other el-
ements. These problems have a wide range of applications
such as click fraud detection, network-traffic summariza-
tion, on-line analysis of stock market data, detecting port
scans etc.

In this paper, we focus on the heavy distinct hitter prob-
lem. Given a stream of pairs (x, y), the heavy distinct hit-
ter problem involves finding all the x’s which are paired
with a large number of distinct y’s. This problem is mo-
tivated by the network security monitoring applications of
detecting worms and Distributed Denial of Service attacks
(DDoS). When a network host is infected by a worm, it
tries to spread this worm by infecting other hosts. For
this purpose, the compromised host does a fast scan for
other machines thereby making an unusually large number
of network connections. For example, a host infected by
the Slammer worm [13] sent around 26,000 scans per sec-
ond and hence these infected hosts are referred to as super-
spreaders [17]. At a network router which sees network
connections as (source, destination) pairs, detecting source
hosts which contact significant number of destination hosts
is referred to as the super-spreader problem which is essen-
tially the problem of finding heavy distinct hitter problem
in a stream of source-destination pairs. The converse of this
problem is to find all the destination hosts (y’s) which are
uniquely paired with more than a certain number of source
hosts (2’s). This version of problem finds application in the
Distributed Denial of Service attack, where a destination
host is attacked by a number of source hosts. This problem
can be extended to a the problem of finding heavy distinct
hitters over a sliding window. Unlike the unrestricted ver-
sion of the problem which finds heavy distinct hitters over
the entire processed stream, the sliding window version of
the problem returns all the heavy distinct hitters with-in the
window of last n pairs.

Estan et al. [8] have proposed a series of bitmap based
techniques for finding DDoS and worm attacks. Although
these hashing-based solutions are efficient in terms of mem-
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ory usage, they are prone to approximation errors due to
the hashing collisions. Further, these solutions are not
suited for finding heavy distinct hitters over a sliding win-
dow. Venkataraman et al. [17] formalized the problem of
the heavy distinct hitters and proposed two hashing based
solutions referred to as 1-level and 2-level filtering tech-
niques. Their solutions adapt well to the problem of find-
ing heavy distinct hitters over sliding windows. However,
apart from the errors induced by hash-collisions, they in-
cur implementation overheads such as bucket-chaining and
sorting-based implementations [8, 17]. On the other hand,
widely deployed solutions, such as NetFlow [1] and Snort
Intrusion Detection System [16], use a relatively simple ap-
proach. Each unique pair in the already processed stream is
stored and compared with every incoming pair of elements.
For each source, if the destination count increases beyond
a certain threshold, it is output as a heavy hitter. Although
this approach is accurate, it becomes computationally ex-
pensive as the number of unique pairs increases. On a net-
work router, where the number of unique flows is in the
order of a million, the solution proposes to use sampling
to reduce the number of times a flow is compared with the
existing flows. However, this process introduces estimation
errors depending on the sampling rate. Ideally, it is desir-
able if the performance cost and the error is invariant to the
number of flows and still achieves exact guarantees on the
accuracy.

We observe that both the worm attack detection and the
DDoS applications execute on network routers which oper-
ate on non-conventional hardware called the Network Pro-
cessing Units (NPUs). While the conventional processor ar-
chitectures have not changed much over the last decade, net-
working hardware has evolved significantly. In particular,
the memory hierarchy of NPUs features a Ternary Content
Addressable Memory (TCAM) which enables constant time
lookup for an element among a large collection of elements.
Off-the-shelf TCAMs provide constant time searches at
speeds of 100 million searches per second and provide this
throughput irrespective of the size of data repository. In this
paper, we describe how NPUs and TCAMs can be exploited
to provide faster solutions for heavy distinct hitter problem.

The main contributions of our paper are :

e Although NPU and the integrated TCAM architecture
is widely used in the networking world for providing
fast packet forwarding, to the best of our knowledge,
we are the first to use this architecture to develop sev-
eral TCAM-conscious solutions for the heavy distinct
hitter problem.

e We present a TCAM-conscious technique, referred to
as the TCAM heavy distinct hitter (THDH), for find-
ing the heavy distinct hitters in a data stream. We ex-
tend this technique to answer the heavy distinct hitter
queries over sliding windows. These techniques in-

cur a constant number of TCAM operations per stream
element and provide bounded error guarantees unlike
other software based techniques which do not provide
any such exact guarantees.

e We also adapt a popular heavy distinct hitter algorithm,
the 1-Level Filter, to the TCAM model and present un-
restricted and sliding versions of this algorithm. These
algorithms, although lacking the exact guarantees of
the THDH technique, are relatively much faster.

In Section 2 we describe the architecture of an NPU fol-
lowed by a description of TCAMs. In Section 3, we present
an overview of the heavy distinct hitter problem, summarize
various proposed solutions and their implementation issues,
and motivate the need for more efficient solutions. In Sec-
tion 4, we present TCAM-based solutions for heavy distinct
hitters over unrestricted and sliding windows. Section 5
presents the experimental evaluation of the techniques. Due
to space constraints, we present a more detailed version of
this paper in [5].

2 Advanced Networking Architecture

In this section, we describe the architectures of Network
Processing Units (NPU) and Ternary Content Addressable
Memories (TCAM) and discuss the integrated setup of
NPUs and TCAMs which we use to develop high speed
data stream solutions. While the conventional processor ar-
chitecture has not changed much over the past decade, net-
working hardware has witnessed significant advances both
in terms of processor and memory architectures. Network-
ing software which powers routers was initially developed
to operate on conventional machines. As the traditional
hardware was not built to be optimal for networking ap-
plications, custom application specific hardware were built
which can operate at multi-gigabit speeds [2]. However
such systems offer limited configurability and software pro-
grammability thereby limiting the reuse of existing systems.
In order to enable re-usability, high-performance micropro-
cessors called the Network Processing Unit (NPU) have
been developed with a very flexible software programming
capability.

A typical network processor, such as the Intel
IXP2800 [2], has one control plane processor (CPP) and
16 data plane processors on a single die. The CPP is a stan-
dard 32-bit low-power high-performance Xscale processor
which runs an embedded operating system such as Monta
Vista Linux. The data plane processor, also referred to as
a micro-engine (ME), is a 32-bit low-power RISC proces-
sor with 8 thread contexts thus providing the IXP2800 NPU
with 128 (16*8) parallel threads of raw computation power.

Both the CPP and all of the 16 MEs share a variety of re-
sources : Dynamic RAM (DRAM), Static RAM (SRAM),
hashing unit, cryptography unit and the TCAM unit. In ad-
dition to the widely used memories like SRAM and DRAM,
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NPUs feature TCAMs used for IPV4 forwarding applica-
tion which routes network packets to the appropriate des-
tination according to the routing table. The routing table
is stored inside the TCAM and when a packet arrives, the
NPU looks-up the destination address in constant time in-
side the TCAM and forwards the packet accordingly. A
TCAM stores the data in an array like fashion and given a
key word, it compares the key with entire array in parallel
in a SIMD like fashion. If there is a match with the key
word, the address of the top-most match is returned. In case
there are multiple matches, a special multiple hit flag is set.
Commodity TCAMs store hundreds of thousands of data
entries and support searches of up to 100 million searches
per second. They support search keys of width up to 572
bits. A TCAM is usually associated with an SRAM to store
additional information regarding each TCAM entry. For ex-
ample, in the IPV4 application, the next hop information of
the routing table is typically stored in an associated SRAM
whereas the destination information is stored in the TCAM.

TCAM also supports selective searching, where certain
bits can be masked from being included in the search. This
is enabled by two levels of masking : global and local.
Global masking masks certain bits of all the data words to
be masked out while the local masking precludes certain
bits of a particular data word from the search. For each data
word, there is an associated mask word which enables the
local masking. The masking feature of the TCAM enables
the representation of ranges and range matching inside the
TCAM which enables high speed packet classification [10]
at routers.

We observe that the integrated setup of NPU and TCAMs
has been used predominantly for building routing applica-
tions. Recently there has been significant interest in exploit-
ing NPUs and TCAMs for developing non-routing applica-
tions, e.g. giga-bit rate intrusion detection[9], giga-bit rate
pattern-matching [18], linear time sorting [15]. In the con-
text of data streams, we have shown that the NPU/TCAM
integrated setup can be used to develop data stream algo-
rithms for finding frequent elements which are significantly
faster than software-based implementations [6]. Using the
state-of-the-art NPU platform, the IXDP2801, which fea-
ture an IXP2800 NPU and using TCAMs from Integrated
Devices Technology, we built an integrated setup for devel-
oping our solutions. In the rest of this paper, we discuss
how we use our setup towards developing and evaluating
solutions for finding heavy distinct hitter over data streams.

3 Heavy Distinct Hitters: Background

In this section, we summarize existing solutions for find-
ing heavy distinct hitters and motivate the need for TCAM-
based solutions. As described before, a heavy distinct hitter
algorithm finds all the elements which are uniquely paired
with most other elements in the data stream. Similarly, the

heavy hitter technique finds the most frequent elements in
a data stream. Although the heavy distinct hitter problem
appears very similar to the heavy hitter problem, the seman-
tics of the two problems is mostly orthogonal. For example,
a network host which accounts for a significant amount of
traffic (i.e. a heavy hitter) need not be a heavy distinct hitter
as the traffic might correspond to a large regular file transfer
to just a single host. Experimental results from [17] reveal
that some heavy distinct hitters account for only 0.004% of
total traffic. This implies that the solutions (both software
and TCAM-conscious) for finding heavy hitters are not ap-
plicable in the context of heavy distinct hitters.

Most of the widely deployed solutions for the heavy
distinct hitter problem owe their origins to the port scan
application. Popular solutions such as NetFlow [1] and
Snort [16] use a naive approach: For each active connec-
tion, they maintain a record and for each source, a counter
to count the number of connections. Although this tech-
nique provides accuracy, it is expensive to maintain both in
terms of performance and memory utilization.

In [8], the authors present a series of bitmap algorithms
which are updated for each incoming flow. For each source
in the network traffic, they maintain a bit map which es-
timates the number of unique destinations it contacts. In
[8], the authors proposed algorithms for finding k-super-
spreaders, which are essentially heavy distinct hitters with
a threshold k. They describe two hashing-based algorithms
referred to as the 1-level and 2-level filtering techniques.

In the 1-level filtering technique, two hash tables 73 and
T, represent the state of the algorithm. 73 stores < s,d >
pairs and 75 stores connection count information for all the
sources. For each incoming pair, the pair is hashed using a
hashing function h; and only those pairs whose hash value
fall in the range [0, % ), where r is the sampling rate, are
chosen. Using this value, an index into the table 7} is cal-
culated and the corresponding location is checked for the
given pair. If it is present, the algorithm proceeds to the next
input pair. Otherwise, a pair is added at the particular loca-
tion. The hash table 75 contains the counter information of
each source. If an input pair does not have a match in 77,
it means that the pair has not arrived before and hence the
connection count for the respective source has to be incre-
mented. The source component of the pair is hashed into 75
and if the source is present, its count is incremented. Oth-
erwise, a new bucket is added in the hash table to account
for the new source. All sources in the table 75 whose count
is greater than % are labeled as heavy distinct hitters. Us-
ing the core sampling approach, a more space-efficient and
faster technique referred to as the 2-level filtering technique
is proposed [17].

Next, the basic algorithm is extended to handle the case
of finding heavy distinct hitters over sliding windows. In
the sliding window version, only those sources which are
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heavy distinct hitters over the last n pairs are required. That
is, upon a new pair’s arrival, an old pair needs to be dis-
counted from the results. This is done by adding time stamp
information to the pairs inside 77. Apart from the source-
destination information, each pair is assigned a time stamp
which can be the actual arrival time stamp or the logical
sequence number of a network packet. When a pair gets
through the sampling process, its time stamp information is
reset to reflect the latest arrival. After the addition of the
new pair whose time stamp is T'S.yrrent, 11 18 searched for
a pair whose time stamp iS T'Scyrrene — 71 and removed
from the table. The connection count for the source in table
T is decremented to reflect this change.

We now discuss implementation issues of each of these
techniques and motivate the need for TCAM-Conscious so-
lutions. The naive approach used by Netflow and Snort does
not scale well with the number of network flows. It incurs
errors in estimation due to the proposed sampling approach.
The bitmap algorithms are hashing based and provide prob-
abilistic bounds on the accuracy of results. Further, this
approach does extend to finding heavy distinct hitters over
sliding window. The 1/2-level filtering techniques suffer
from the bucket-chaining and duplicate sampling problem.
If more than one pair maps to the same location in 7}, Es-
tan et al. propose to use bucket-chaining which results in a
performance hit. In the case of a large regular network flow,
if the first packet gets sampled, then all of its successors get
sampled. This requires looking up for the pair every time it
occurs and can become expensive if the hit entails search-
ing inside a bucket chain. In the sliding window version
of the algorithm, it is necessary to search for the smallest
time stamp after each packet’s arrival. In order to expe-
dite this search, a sorted ordering of all the pairs is recom-
mended [17]. However this requires pointer re-arrangement
at each arrival and is very expensive to implement. Ideally,
it is preferable to have the accuracy of the non-sampling
naive approach while providing the speed of the hashing
based solutions. We observe that the TCAMs, which are
used by many networking applications, enable high speed
constant time searching irrespective of the size of the data
repository.

4 TCAM-Conscious Heavy Distinct Hitter
Algorithms

In this section, we present TCAM-Conscious algorithms
for the heavy distinct hitter problem over unrestricted and
sliding windows. In all cases, we start with abstract formu-
lation of the algorithms, discuss various bottleneck issues in
their software implementations, and present how TCAMs
can be used to alleviate the bottleneck issues. First, we
present the algorithm for unrestricted window size, which
we refer to as Heavy Distinct Hitter algorithm (HDH), and

show that searches contribute for most of the per-stream-
element cost. We then show how this search cost can be
efficiently reduced using the constant-time search capabil-
ity of TCAMs. Next, we present Heavy Distinct Hitter al-
gorithm over Sliding Windows (HDHSW), the sliding win-
dow version of HDH, and show how TCAMs can be ex-
ploited for an efficient implementation. We then describe
the TCAM-adapated versions of the 1-Level Filtering tech-
nique for both unrestricted and sliding windows [17].

4.1 Heavy Distinct Hitter Algorithm for Unre-
stricted Windows

We first present the Heavy Distinct Hitter algorithm
(HDH) as shown in Algorithm 1. Basically, the algorithm
stores source-destination pairs and per-source-connection-
count information in two separate tables. The source-
destination pairs are stored to check if a given source-
destination pair has already been seen in the data stream.
Algorithm 1 is based on the intuition that a heavy distinct
hitter with a threshold of £ is indeed a heavy hitter with
a threshold of k£ if only the source component of the flow
is used in aggregation. For example, if a source A makes
10000 distinct connections, then it corresponds to at least
10000 packets at the router whose source component is
set to A. If this data stream is aggregated only on the
source component, then A becomes a heavy hitter with a
threshold of at least 10000. By only storing the source-
destination pairs for those flows whose source contributes
network traffic which is more than a fraction of the heavy
distinct hitter threshold (k), we can avoid storing informa-
tion of all the flows whose source makes a small number of
low-bandwidth connections. For example, if we store only
those flows whose source contributes for more than 10% of
the threshold, this avoids all the sources which contribute to
traffic of less than 1000 packets.

Algorithm 1 Heavy Distinct Hitter (HDH) algorithm

for each element ( s, d ) in stream do
if T contains ( s, d ) then
g0 to next pair
else
if 75 contains s then
READC(s, frequency) from 75
frequency = frequency + 1
if frequency> € * k then
add (s,d ) toTy
end if
else
add s to T»
end if
end if
end for
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HDH keeps a per-source-connection counter for all the
sources seen till now. This counter is incremented ini-
tially for each packet seen irrespective of the destination.
Once this counter crosses a certain threshold, all the source-
destination pairs for that source are stored from then on.
Once the threshold is crossed, the per-source-connection
counter is incremented only upon the addition of a new pair.
Formally, if a source is a heavy distinct hitter with a thresh-
old k, then it occurs at least k times in the data stream. By
only storing source-destination pairs for a flow which has a
packet count of more than exk where € is the error threshold,
the error in estimating the actual number of unique connec-
tions per source is exk. That is, the actual number of distinct
connections in the data stream for a source can be offset
from the estimate from the per-source-connection counter
by at most € * k.

It can be noted that the above approach generates false
positives. A flow corresponding to a genuine large file trans-
fer from a source A can potentially result in HDH storing
all the flows from A. However, this is acceptable as the
number of distinct connections from a genuine source are
typically small compared to an infected source thus wast-
ing little space. This approach is a more general version
of the naive approach used by Netflow [1] and Snort [16].
Instead of storing every distinct flow in the traffic, Algo-
rithm 1 stores only those flows whose source contributes
to more than a certain amount of traffic. However, this
technique also suffers from the same scaling issues as the
above mentioned techniques [8]. That is, searching for a
given pair among the stored pairs becomes expensive as the
number of stored pairs increases. Although hashing and in-
dexing can be used to expedite the search, they suffer from
their respective drawbacks. For example, indexing incurs
logarithmic search cost while hashing suffers from unused
memory problem and bucket-chaining. We now present the
TCAM-Conscious version of Algorithm 1 which efficiently
addresses the search issue.

The HDH algorithm has a direct mapping to the as-
sociative memory model of a TCAM. A TCAM can be
configured to store multiple databases of different widths.
The source-destination pairs are stored inside the TCAM
in one of the databases while the other database contains
the source-counter information. Using the tables stored in-
side the TCAM, the TCAM-Conscious algorithm as illus-
trated in Algorithm 2 is a straight-forward adaptation of the
HDH algorithm. The search for a source-destination pair or
a source for counter information is replaced by the constant-
time SEARCH command on the TCAM. New entries to the
tables are added by simply adding TCAM entries to the re-
spective databases inside the TCAM.

It can be seen that the TCAM-conscious HDH incurs a
constant number of TCAM operations per flow in the data
stream. If the given flow is already accounted for, it incurs

Algorithm 2 TCAM-Conscious Heavy Distinct Hitter
(THDH) algorithm

for each element ( s, d ) in stream do
if LOOKUP(71, ( s,d ), address_if_hit) == hit then
£0 to next pair
else
if LOOKUP(T%, ( s), address_if_hit) == hit then
READ(T5, frequency, address_if_hit)
WRITE((T%, ( s, frequency + 1), address_if_hit)
if frequency> € * k then
WRITE(T7, ( s,d), next_free_address_T})
end if
else
WRITE(T},( s, 1), next_free_address_T5)
end if
end if
end for

only one LOOKUP. If it is not being accounted for, it in-
curs another LOOKUP for finding the source’s entry inside
T5. If the source is not encountered till now, it incurs one
WRITE for adding a new entry. Otherwise, depending upon
the current frequency, it incurs at most 2 WRITES. Thus
each flow might incur costs varying from 1 TCAM opera-
tion to 5 TCAM operations. In the case of a typical flow
which corresponds to a large file transfer, it only incurs 1
LOOKUP operation. In the case of a heavy distinct hitter, it
incurs 5 TCAM operations. Since the heavy distinct hitter
traffic is usually a rare phenomenon, this algorithm incurs a
little more than 1 TCAM operations for most of the flows.

4.2 HDH over Sliding Window (HDHSW)

In the rest of this section, we extend the HDH algorithm
to address the problem of finding heavy distinct hitters over
a sliding window of size n. As before, we first present the
HDH algorithm over Sliding Window (HDHSW), discuss
the implementation issues in software, and show how this
technique can be efficiently adapted to the TCAM model.
As shown in the Algorithm 3, the HDHSW algorithm is
an augmented version of the HDH algorithm. Unlike the
case of the unrestricted window problem where source-
destination pairs are only added, the sliding window prob-
lem also needs to take care of deletion of pairs as the
window moves. We use time stamps [17] to augment the
HDH algorithm to manage the information regarding which
pairs need to be stored or removed from the data struc-
tures. An entry in sliding window version of 7 stores
(sre, dst, timestamp ) where timestamp may be the ar-
rival time or the logical sequence number of a packet. In
the case of multiple occurrences of the same pair with in
the current window, the timestamp of the pair is set to the
timestamp of the latest pair.
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Upon the arrival of a new packet, the source-destination
pair is either added to 77 if pair is new or the timestamp of
the pair is updated if the pair already exists. It needs to be
checked if the pair corresponding the last packet in the mov-
ing window has to be dropped. It should be noted that since
the windows can be large, storing all the elements in the
current window is not feasible and hence we do not know
which pair is actually being dropped. The only information
we have is that the outgoing packet can potentially have a
time stamp of T'S¢yrrent — 1. If there are no duplicate oc-
currences of the outgoing pair, then this pair will have a
time stamp of T'S¢y,rent — m and hence it can be dropped.
Therefore for each incoming pair, the HDHSW algorithm
needs to check if there is another pair with the time stamp of
T'Scurrent — n. In [17], the authors propose to order all the
pairs inside 7} based on the time stamp so that this search
can be done faster. Once the pairs are stored in a sorted
list, a comparison with the least time stamp in this sorted
list with T'S;yr-rent — 1 after each window moment reveals
whether an old pair needs to be dropped. However, main-
taining the sorted list requires a lot of pointer rearrangement
which is not desirable. We now present an efficient adapta-
tion of this algorithm to the TCAM model.

Algorithm 3 Heavy Distinct Hitter (HDH) algorithm over
Sliding Window of size n

for each element ( s, d ) in stream do
if 77 contains ( s, d ) then
Update { s,d, T'Soq ) with ( s,d, T'Scurrent )
else
if T5 contains s then
READ(s, frequency)
frequency = frequency + 1
if frequency> € x k then
add ( s,d ), T'Scurrent to Ty
end if
else
add s to T
end if
if search for ( s*,d¥, T'Scyrrent — n ) in T is suc-
cess then
delete ( s, d", T'Scurrent —n ) from Ty
update { s*,count) in Ty to { s, count — 1)
dropping the tuple if count was 1
end if
end if
end for

In addition to the straight-forward mapping of the HDH
algorithm to the TCAM model, the TCAM adaptation
of HDHSW as shown in Algorithm 4 also efficiently
searches for a flow with the minimum time stamp. This
is achieved using the masking feature of TCAMs. The

masking feature allows a TCAM to selectively include
only the specified bits of each TCAM entry during a
search. For example, if a SEARCH command with search
key ( sre,dst, timestamp) and a mask with the source-
destination component masked out is issued on the database
T1, it returns the first 7 entry which has a matching time
stamp while ignoring the source-destination component. By
issuing such a SEARCH command with the time stamp set
to T'S.urrent — M, this feature enables constant-time search
cost for finding the required pair. Based on this observation,
this algorithm (see Figure 4) uses two global mask words
mask; and masky, which mask out the time stamp and
the source-destination components respectively. mask is
used for searching using the source-destination components
while masks enables the search for a particular time stamp.

Algorithm 4 TCAM-conscious Heavy Distinct Hitter algo-
rithm over Sliding Window (THDHSW) of size n

/* masky, masks mask out { count) and ( src,dest)
components for the elements in 77 respectively */
for each element ( s, d ) in stream do
if LOOKUP(T1, ( s,d ), masky, address_if_hit) == hit
then
WRITE(T2, ( s,d), T'Scurrent, address_if_hit)
else
if LOOKUP(T%, { s), address_if_hit) == hit then
READ(T5, frequency, address_if_hit)
WRITE(T3, ( s, frequency + 1), address_if_hit)
if frequency> € x k then
WRITE(T?, { s,d ), next_free_address_T})
end if
else
WRITE(T%, { s,1), next_free_address_Ts)
end if
if LOOKUP(T5, { sT,d™, T'Scyrrens — 1 ), masks,
address_if_hit) == hit then
DISABLE(T5, address_if_hit)
UPDATE ( s™, count) in T} to { sT, count — 1)
disabling the entry in 75 if count is 1
end if
end if
end for

This algorithm incurs varying number of TCAM oper-
ations depending upon the incoming pair. If the incoming
pair is already stored, then the THDHSW algorithm incurs a
search and a write for updating the time stamp. On the other
hand, if the incoming source-destination pair is not yet seen
and if the packet is the first from the given source, the al-
gorithm can incur an overall cost of 3 TCAM operations.
In the sliding phase, irrespective of the type of traffic this
algorithm incurs a lookup for the search of the out-going
time stamp, followed by a decrement of source frequency
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count in the case of a match. In the case of regular traf-
fic, search for a particular timestamp typically fails, thereby
incurring only one TCAM operation in the sliding phase.
Henceforth, the THDHSW algorithm incurs 3 TCAM op-
erations for most of the traffic unlike the case of 1| TCAM
operation for the unrestricted version.

4.3 TCAM-conscious 1-Level Filtering technique

The 1-Level Filtering technique also adapts well to the
the TCAM model. When a new source-destination pair ar-
rives, the 1-Level Filtering technique uses a hash table to
find if the given element is present in the data structure 7T}
which stores the source-destination pairs. While this re-
quires only a constant time operation to lookup in the hash
table, the hash table incurs a lot of space wastage when the
pairs do not get mapped to any buckets. Further, in the case
of hash collisions, this requires bucket chaining which is
not desirable. We observe that this hash table can be effi-
ciently mapped to a regular table inside the TCAM. When a
new pair has to be added, we just add it at the next available
entry inside the TCAM. A lookup for a source-destination
pair in the hash table gets mapped to a LOOKUP command
on the TCAM. Similarly the hash table 75 can also be re-
placed with a table inside the TCAM. By replacing the hash
tables 17, T, with TCAM tables, we present the TCAM-
conscious 1-Level Filtering technique, which we refer to
as TCAMILEF. Due to space constraints, the pseudocode
for this algorithm is given in [5]. This algorithm samples
the packets and updates the data structures 73, T5 inside
the TCAMs in the same way as a software implementa-
tion of the 1-Level Filtering technique does. Here, we only
present the unrestricted window version of the algorithm.
The sliding window version of this algorithm can be easily
developed using the THDHSW algorithm described in this
section. We refer to TCAM-conscious unrestricted and the
sliding window versions of the algorithm to as TCAMI1LF
and TCAMI1LFSW respectively.

5 Experimental evaluation

We now present an experimental evaluation of the
TCAM-conscious techniques described in the previous
section. We compare the TCAM-conscious techniques
(THDH, THDHSW, TCAMILF, TCAMILFSW) with the
software implementations of the 1-level Filtering tech-
nique [17] for unrestricted and sliding windows. We chose
1-Level Filtering technique because this is the only tech-
nique which is suitable for both unrestricted and slid-
ing window problems. We evaluated the techniques on
IXDP2801, Intel’s platform for developing networking ap-
plications. This platform features IXP2800 [2], Intel’s lat-
est NPU which has 16 micro-engines and 1 control plane
processor. Each of these 16 micro-engines has 8 thread

contexts thus providing 128 parallel threads of execution.
This system has 32MB of SRAM and 768MB of DRAM.
It contains one TCAM that contains 128K entries of 72-bits
each. The TCAM interfaces with the processors through the
SRAM bus. For this purpose, the TCAM comes with a con-
troller which interfaces with the TCAM on one side through
a 72-bit LA-1 interface and the processors on the other side
through an SRAM interface.

The Content Plane Processor (CPP) runs Monta Vista
Linux, an embedded operating system and the micro en-
gines run Teja Network Operating System [4]. Program-
ming is done using Teja C, a version of Intel C enhanced
for NPU. All the TCAM-conscious techniques (THDH,
THDHSW, TCAMILF, TCAMILFSW) are developed on
Micro Engines (MEs) running at 1.4GHz. For comparison
purposes, we developed software implementations for un-
restricted and sliding window versions of the 1-level Filter-
ing technique [8]. Since a ME does not have L1 cache and
is not ideally designed to handle programs with extensive
pointer manipulations, as required by an efficient software
implementation of these algorithms, we implemented these
techniques on the CPP. This processor is a more conven-
tional Xscale processor from Intel with 32K of L1 cache
and operates at 700MHz accessing 768MB of DRAM and
32MB of SRAM. For comparison purpose, we also eval-
uated the same algorithms on a Pentium 4 processor run-
ning at 3GHz interfacing with 1GB of DRAM. It should
be noted that Pentium 4 is much more sophisticated than
the CPP and each of the MEs. Therefore, a direct com-
parison does not ideally reflect the true comparison with
the TCAM-conscious techniques as they operate on a ME
which has lesser computation power. However, we note that
the NPU derives its tremendous computation power from
multiple MEs (16MEs with 128 threads of execution).

5.1 Datasets and TCAM cost analysis

Evaluation of the three TCAM based techniques and the
software implementations of the 1-Level Filtering technique
is done with respect to the following metrics: query pro-
cessing time and accuracy. We refer to the software imple-
mentation of the 1-Level Filtering technique on the Xscale
and the Pentium platforms as XscalelLF and Pentium1LF
respectively. For experimentation, we use network traces
from the NLANR repository [3] suitably injected with the
heavy distinct hitter traffic. This experimental trace con-
tains 684000 packets corresponding to 850 sources. We
injected this traffic with 200 heavy distinct hitter sources
which are associated with 500 different destinations. This
injected data exhibits a uniform distribution. That is, we
assign the threshold & for a source to be defined as a super-
spreader to be 500. We set the user-defined threshold factor
e for the THDH and THDHSW to be 0.1. Therefore, any
source which contributes more than 50 packets can poten-
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tially be monitored by the THDH and the THDHSW algo-
rithms. In order to test the accuracy of the 1-Level filtering
technique, we also added sources with just under & * e (=50)
destinations. For the 1-level filtering algorithms, we moni-
tor the performance for sampling factors ranging from 1 to
0.25. In all the cases, we report the performance time and
the corresponding accuracy. We first report the results for
the unrestricted windows followed by the restricted window
version where the window size is set to 10000.

First, we present an analysis of various TCAM opera-
tions: READ, WRITE, SEARCH, LEARN, DISABLE. Ta-
ble 1 shows the processing cost for a million consecutive ex-
ecutions of each of these from a single micro-engine thread.
It can be seen that we were able to achieve a throughput of
2.5 million searches per second. However, the TCAM can
provide a much higher throughput of 100 million searches
per second. The lower performance in the current prototype
is due to the controller which interfaces with the TCAM
and the micro-engines. Currently, for each TCAM com-
mand, the micro-engine thread has to write the necessary
command into the controller’s memory which in turn inter-
faces with the TCAM and executes the command on the
micro-engine’s behalf. This results in significant overhead
in terms of the command execution time and hence the
lower throughput. In this paper, we show the results of our
TCAM-conscious techniques with this overhead included.
However, it should be noted that if a TCAM interfaces di-
rectly with an ASIC device over its native LA-1 interface
instead of an NPU through a controller and the SRAM bus,
each of the TCAM operations can be potentially speed up
by 40 times. Implementation of TCAM-based algorithms
on an ASIC device is a standard practice [14, 10, 18] for
providing high speed networking solutions, as these devices
can fully utilize the capacity of TCAMs.

[ TCAM Operation [ Time (seconds) for million operations ]

READ 0.366
WRITE 0.34
SEARCH 0.34
LEARN 0.34
DISABLE 0.308

Table 1. Statistics of TCAM operations

5.2 Unrestricted Window

Figure 1 presents the results for the THDH, TCAMI1LF,
XscalelLF and Pentium1LF techniques. The x-axis rep-
resents various sampling factors used in the experiments
while the y-axis represents the processing cost. The Xs-
calelLF, PentiumlLF and TCAMILF techniques show a
predictable linear scaling with the sampling rate as num-
ber of source-destination pairs accessed reduce linearly with
the sampling rate. The results for THDH do not vary with
the sampling factor, as THDH accesses every stream el-

ement. Figure 1 shows that the THDH and TCAMILF
algorithms perform much better than the XscalelLF tech-
niques at all the sampling factors. On the other hand, THDH
performs comparably with the Pentium1LF implementation
while TCAMILF’s performance is almost the same as the
Pentium1LF at all sampling rates. When all the elements
are sampled, the performance of THDH and TCAMILF is
almost the same as Pentium1LF. Sampling rate of 1 is of im-
portance, because the 1-Level Filtering technique does not
incur any false-negatives at this rate, as is always the case
with the THDH technique. At lower sampling rates, where
1-Level Filtering technique can incur false negatives, Pen-
tium1LF’s and TCAM1LF’s performance improves over the
THDH algorithm. Furthermore, it should be noted that
the results for THDH are from the evaluation on a proto-
type which can exploit only 2.5% of the processing capac-
ity of the TCAM. In a more efficient ASIC implementation
where TCAM operations can be potentially speeded up by
40 times, significant performance enhancement over the re-
ported results of both THDH and TCAMILEF is plausbile.

Accuracy results show that THDH and the 1-Level Fil-
tering technique achieve 100% accuracy in finding the
heavy distinct hitters. Although these results are as ex-
pected in the case of the THDH algorithm, this high level of
accuracy in the case of the 1-Level Filtering technique can
be attributed to the distribution characteristic of the input
data. The injected heavy distinct hitter traffic has a uniform
distribution and hence hashing leads to uniform distribution
of the elements. In a more realistic setting where the heavy
distinct hitter traffic can be non-uniform, the 1-Level Filter-
ing technique is known to have false negatives [17].

16 | XscalelLF Unrestricted Window —%— |
Pentium1LF Unrestricted Window —&—
14 F THDH Unrestricted Window —e— |

TCAMILF Unrestricted Window —&—

Processing cost (seconds)

4 T -
0.2 0.4 0.6 0.8
Sampling Factor

Figure 1. Performance results

5.3 Sliding Window

Figure 2 presents the performance results for the
THDHSW, TCAMILFSW, XscalelLF, PentiumILF tech-
niques over a sliding window of size 10000. At this point, it
should be noted that while XscalelLF and Pentium1LF im-
plementations use a sorted list implementation for window
slide phase of the algorithm, TCAM1LFSW and THDHSW
use TCAM-based approach for the same purpose. A com-
parison of Figure 2 and Figure 1 shows that the THDHSW
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and TCAMILF algorithms perform slower than the case
of the unrestricted window versions. This is because both
THDHSW and TCAMILFSW algorithms have an addi-
tional window slide phase, which requires deleting the
source-destination pair from the other edge of the window.
On the other hand, the software implementations of the
1-Level filtering technique (XscalelLF and Pentium1LF),
which also have this window slide phase, perform rela-
tively better than the unrestricted versions. This is because,
the sliding window version maintains a much smaller data
structure compared to the unrestricted version as it needs to
take care of only the elements in the current window. Al-
though the TCAM-conscious techniques also have to man-
age only few elements, TCAM operations incur the same
cost irrespective of the size of the data structure. This shows
that although TCAM-conscious techniques perform well in
the case of unrestricted windows, they are not so ideal for
sliding window cases which manage only a few elements.

XscalelLF Sliding Window —%—

7t PentiumILF Sliding Window —&— |
THDHSW Sliding Window

TCAMILFSW Sliding Wind

e
S

Processing cost (seconds)
IS

0.2 0.4 0.6 0.8 1 12
Sampling Factor

Figure 2. Performance results

6 Conclusion and Future Work

In this paper, we explored the heavy distinct hitters prob-
lem in data streams from a networking systems perspective.
We proposed the HDH algorithm for finding heavy distinct
hitters, which does not generate any false negatives, and ap-
plied it to both unrestricted and sliding window versions of
the problem. We proposed to exploit TCAMs, a special kind
of memories found in NPUs, for providing fast implemen-
tations for both the algorithms. We also adapted the unre-
stricted and sliding window versions of a popular heavy dis-
tinct hitter solution, the 1-Level Filter, to the TCAM model.
While the TCAM-conscious HDH techniques provide exact
accuracy guarantees, the faster TCAM-conscious 1-Level
Filtering techniques provide probabilistic guarantees and
are prone to false negatives. We implemented all the four
TCAM-conscious techniques on an Intel’s IXDP2801 NPU
platform, and evaluated them over real network traces in-
jected with heavy distinct hitter traffic. Even though the
current prototype exploits only 2.5% of the processing ca-
pacity of the TCAM, experimental evaluation reveals that
these techniques perform well in comparison to the exist-
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ing software solutions. We plan to include real-life DDoS
attack datasets to our experimental setup in the future.
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