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Abstract

Data mining over multiple data sources has emerged as an important practical problem with applications in different areas
such as data streams, data-warehouses, and bioinformatics. Although the data sources are willing to run data mining algo-
rithms in these cases, they do not want to reveal any extra information about their data to other sources due to legal or com-
petition concerns. One possible solution to this problem is to use cryptographic methods. However, the computation and
communication complexity of such solutions render them impractical when a large number of data sources are involved.
In this paper, we consider a scenario where multiple data sources are willing to run data mining algorithms over the union
of their data as long as each data source is guaranteed that its information that does not pertain to another data source will
not be revealed. We focus on the classification problem in particular and present an efficient algorithm for building a decision
tree over an arbitrary number of distributed sources in a privacy preserving manner using the ID3 algorithm.
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1. Introduction

In a changing world, data management does not only mean to store and retrieve data efficiently, but also
derive meaningful information out of it. Recent advances in networking technologies enabled the collection
and sharing of large amounts of data, which rendered distributed data mining an essential part of the data
management. For example, enterprises have been using data mining algorithms such as association rule min-
ing and decision tree learning for business logic. Most of the time, they make decisions based on the results of
data mining algorithms over their data. Recent trends in global economy require enterprises to collaborate
with each other to mine the union of their data to get more accurate and representative results for the market
to be used in their business decisions. However, due to legal constraints or competition among enterprises,
they do not want to reveal their data to other enterprises during the data mining process. The task of running
data mining algorithms over multiple data sources without revealing any information other than the output of
the algorithm to other sources is often referred to as privacy preserving data mining.
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A straightforward solution for privacy preserving data mining is to use a trusted third party to gather data
from all data sources and then send back results after running the desired data mining process. However, the
level of trust is not acceptable in this scheme since the privacy of the data sources cannot be protected from
the third party. There have been several approaches to support privacy preserving data mining over multiple
private data sources [23,16,15,33,22] without using third parties. These solutions are usually based on crypto-
graphic techniques such as commutative encryption and secure multi-party computations. Although these tech-
niques are very secure, the excessive computation and communication cost associated render them impractical
for scenarios involving a large number of parties. However, increasing the number of data sources usually results
in more accurate and representative results since the training set is larger. For example, a decision tree built over
data collected from a large number of enterprises will return more accurate predictions about the market.

In this paper, we propose a novel privacy preserving distributed decision tree learning algorithm that is
based on the ID3 algorithm [27] and Shamir’s secret sharing [30]. The proposed algorithm is scalable in terms
of computation and communication cost, and therefore it can be run even when there is a large number of
parties involved. Our goal, in particular, is to implement the ID3 algorithm for constructing decision trees
over an arbitrary number of distributed data sources in a privacy preserving manner.

The rest of the paper is organized as follows. Related work is surveyed in Section 2. In Section 3, we provide
some background information. Section 4 introduces a technique based on Shamir’s secret sharing to calculate
the summation of multiple secret values without revealing any other information. Section 5 builds on this tech-
nique to implement the ID3 algorithm over multiple data sources in a privacy preserving manner. We show
our experimental results in Section 6. The last section concludes the paper.

2. Related work

In data mining, several efforts have been made to preserve the privacy of individual records using randomi-
zation techniques[7,8,18,29,16]and to preserve the privacy of the database while running data mining algorithms
over multiple data sources using cryptographic techniques such as secure multi-party computation and encryp-
tion [13,23,15]. Agrawal and Haritsa [8] proposed a privacy preserving data mining scheme using random per-
turbation. Vaidya and Clifton [33] studied privacy preserving distributed association rule mining over vertically
partitioned data and Kantarcioglu and Clifton [22] studied the privacy preserving association rule mining over
horizontally partitioned data using cryptographic tools such as secure multi-party computation and commuta-
tive encryption. In addition to these, Evfimievski et al. [18] proposed an approach to conduct association rule
mining based on randomized response techniques. In particular, our work is closely related to [16,23,15], which
are proposed to build decision trees in a privacy preserving manner. Du and Zhan [16]use randomization to build
approximate decision trees. In their scheme, all data sources gather their data in a central database after pertur-
bation and the central database runs the decision tree learning algorithm on the approximate data. Furthermore,
Du and Zhan [15] propose a method to build a decision tree over vertically partitioned data using secure scalar
product protocol. Lindell and Pinkas [23] propose a secure algorithm to build a decision tree using ID3 over hor-
izontally partitioned data among two parties using secure multi-party computation. Although their technique
can be generalized to more than two parties, it is inefficient and not scalable for a large number of parties
[26]. Similar to these efforts, we propose a method to build decision trees over a large number of horizontally par-
titioned data. Our scheme is efficient and can scale up to thousands of private data sources.

Privacy preserving data management has been studied in the areas of databases and information retrieval.
Recently, there has been a great interest in the database area for privacy preserving database operations such
as intersection, join and aggregation operations. The goal is to answer queries over multiple databases without
revealing any additional information other than the query result [3,17]. Agrawal et al. [3] use a commutative
encryption to answer intersection and join queries over two private databases. Emekci et al. [17] answers the
aggregation queries as well as intersection and join queries using Shamir’s secret sharing with third parties. In
this paper, we adapted the solution in [17] to be used in privacy preserving decision tree learning. The differ-
ence between this work and [17] is that we eliminate the need for third party and propose a new method with-
out using third parties. Furthermore, a new method to check the correctness of results is introduced since the
data sources can be malicious. Similar to [3,17], Aggarwal et al. [2] propose a method for finding the kth
ranked element approximately in the union of more than two databases using secure multi-party computation.
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In addition to these, there are several proposals in privacy preserving data outsourcing [20,21], which propose
a new approach for data management, i.c., database as a service, and the goal is to protect the content of the
data from database service provider while ensuring efficient query processing. Several high level design efforts
and requirement specifications have been made to support the privacy of individual information while still
supporting some degree of sharing [1,4-6,9,31,32]. On the other hand, in privacy preserving information retrie-
val, several methods has been introduced to preserve the privacy of the query poser by hiding the records
retrieved from the data source [10,12,11,19].

3. Background

Data mining aims at extracting useful information out of a large collection of data. The rapid increase in
the amount of available data in many fields, such as data streams, data-warehouses and bioinformatics, makes
data mining an essential part of data management. Example data mining tasks include classification, clustering
and association rule mining. We focus on classification problems. Given a set of of possible categories and
descriptions of objects (training set), the goal is to assign the correct category of the new objects. Classification
has many applications in real world, such as stock planning of large superstores, medical diagnosis, etc.

3.1. Decision trees

A well known algorithm for classification is the decision tree algorithm. A decision tree is a tree whose
internal nodes and leaf nodes are associated with object attributes and categories, respectively. Each internal
node corresponds to a test on a single attribute and has outgoing edges that are the possible outcomes of the
test (possible values of the associated attribute). Each leaf node is assigned a single category. In order to clas-
sify an object into a category, starting from the root of the decision tree, the object is tested for the correspond-
ing attribute at each internal node and then moved down the tree along the edge corresponding to the object’s
value for that attribute. The traversal of the tree is continued until a leaf node is reached. Thus each object
follows a single path from the root to a leaf of the decision tree depending on its attribute values and then
assigned the category associated with the leaf node.

Fig. 1, adopted from [25], shows a simple example of a training data set and the resulting decision tree. In
this example, the objects are days with four attributes related to the weather conditions (with possible values
shown in parenthesis): outlook (sunny, overcast, rain), temperature (cool, mild, hot), humidity (high,
normal), and windy (true, false). The goal here is to learn the weather conditions suitable for playing tennis
using the training set given in Fig. la. The resulting decision tree that correctly classifies each object in the
training set is shown in Fig. 1b.

3.2. ID3 algorithm

The ID3 algorithm constructs a decision tree in a top—-down manner from a given set of samples. It starts at
the root and determines the attribute, among all, that provides the best classification of the objects by itself.

a ATTRIBUTES . b
DAY PLAY?
Outlook Temp.  Humidity Windy
1 sunny hot high false No
2 sunny hot high true No
3 overcast hot high false Yes
4 rain mild high false Yes
5 rain cool normal false Yes Overcast
6 rain cool normal true No
7 overcast cool normal true Yes
8 sunny mild high false No @
9 sunny cool normal false Yes
10 rain mild normal false Yes
11 sunny mild normal true Yes High False
12 overcast mild high true Yes
13 overcast hot normal false Yes
14 rain mild high true No @ @

Fig. 1. Decision tree example. (a) Training set. (b) Decision tree.
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This attribute is designated as the test attribute for the root and an outgoing edge is created for every possible
value of the attribute. The new nodes are then constructed recursively in a similar manner by only considering
the objects that have the corresponding values for the attributes associated with the nodes on the path from
root to that node, and the attributes that are not selected yet. The tree generation along a path is terminated
when all the attributes are used (the last node is assigned dominant category among the remaining objects) or
all the remaining objects belong to the same category (the last node is assigned this category).

The attribute that gives the best prediction at each internal node is determined using information theory.
The attribute that reduces the entropy of the category information the most is selected as the best attribute.
Assume that there are k categories ¢y, .. .,¢x, and a set T of objects whose categories are known. Let 7{(c;) be
the set of objects with category ¢;. Then the information needed to classify an object in 7 is:

k T(c; T(c;
s £( 75w 7)

Let us assume that the objects have n attributes 4,—4,,. In order to assess the prediction quality of an attribute
A, we need to calculate the information needed to classify an object in 7T given its value for attribute 4. As-
sume that 4 can have p values a;—a,. Then the information of T given 4 is:

mria) =y e e

The information gain for each attribute A4 is:
Gain(4) = E(T) — E(T | A)

The best attribute A4 is then the one that has the maximum gain, i.e., minimum E(7]A4), among all considered
attributes.

3.3. Distributed ID3

In our discussion of classification and ID3 so far we have assumed that the training data is available at a
single location so that all necessary information such as the number of objects with a certain attribute value or
category can be computed easily. One natural question that arises at this point is if the ID3 algorithm can be
implemented efficiently in a setting where the training set is distributed over multiple sources instead of being
stored at a single central location. The straightforward solution would of course be to have each data source
send their data to a certain location (can be one of the data sources), compute the corresponding tree there
over the entire data, and then send the resulting tree back to the data sources. However, this solution is
not efficient since it requires the transfer of the entire data. Fortunately, it is possible to construct the tree with
less communication cost. As explained in Section 3.2, the tree can be constructed if the distributed parties can
compute E(T]A) for every attribute 4. Now, we will show how E(7]A4) can be computed for a given attribute
A. Assume that there are k categories ¢; to ¢, and 4 can have p values a;—a,. Let T(a;) be the set of objects
whose A attribute value is a; and T{(a;,c;) be the set of objects with value of 4 is a; and category c;.

17| gy =L ¥ - (L)1 o (17000
E) Z 7y ) |T|;lT DIE 1°g<|r<af>|>>]

Jj=1

p

_ |1T| =33 (1 T(aey) | log(| Tlaies) )+ (| T(a) | log(| T(a) |>>] (M)

=1 j=1

Eq. (1) suggests that E(T|A4) value for an attribute 4 can be computed if all |7(a;)| and |T(a;c;)| values are
known. Note that in this case, |7{a,)| and |T(a;c;)| should be computed over all data sources. If there are s
data sources D; to D,, then

a)|=Y | Tia)| and | T(a,e) =) | Ti(aie)) |,
=1 =1
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where T)(a;) is the set of objects whose value for attribute 4 is a; in D;’s data set (T{(a;c;) is also defined
similarly).

Thus, the value of E(T|A) can be calculated efficiently as follows. Data sources send their values for all
|T(a;)| and |T(a;c;)| to a certain location, which then calculates the result using Eq. (1) and sends it back to
data sources. Using the above algorithm for finding the gain for an attribute, the whole decision tree can
be constructed as follows: Starting from the root node, the value of E(7]A) is calculated for each attribute
as described above and the attribute with the minimum value is assigned to the root node. Then each data
source is notified of the result so that they partition their data accordingly. Thereafter the other nodes of
the tree are constructed recursively in a similar manner.

3.4. Secure ID3 construction

In Lindell and Pinkas [24] have proposed a method for running approximate ID3 algorithm' over two par-
ties in a privacy preserving manner such that no party learns any extra information other than the output of
the algorithm, i.e., the resulting tree.

Since, the algorithm only needs to determine the name of the attribute that minimizes E(7|4), they ignore ﬁ
and replace log, with natural logarithm in Eq. (1). Thus, E(7]4) can be computed as the sum of expressions of
the form (vl + v2) - In(v] + v2) where vl and v2 are the values known to the first party P, and second party P,,
respectively (such as vl = |T(a;)| and v2 = |T»(a;)|). Then they propose a method (called private xlnx protocol)
for privately computing x - In x value. This protocol takes as input the values x; and x, from parties P, and P,,
respectively and outputs random shares of an approximation of x - Inx value where x = x; + x.

The attribute 4 with minimum E(7|A) value is then privately determined through a two stage process: In
the first stage, the parties use the private xlnx protocol to obtain random shares of the corresponding condi-
tional entropy value for every attribute 4. To compute these shares, both parties invoke the private xInx pro-
tocol for every attribute, every possible value of that attribute and every category. In the second stage, the
parties use Yao’s two-party computation protocol [34] to determine the attribute with minimum conditional
entropy. The protocol constructs a circuit that takes the random shares obtained by each party for each attri-
bute in the first stage as input, computes the corresponding conditional value for each attribute, and then out-
puts the name of the attribute with minimum value.

As discussed in [26], this method can be generalized for multiple parties, however it is impractical to use it
for a large number of parties due to high communication and computation costs involved.

4. Privacy preserving summation of multiple secrets

In this section, we will describe how to compute the summation of the secret values over n parties without
revealing the secrets to other parties, where n > 2. We will first describe Shamir’s secret sharing scheme in Sec-
tion 4.1 and then explain how it can be used for privacy preserving summation of multiple secrets (Section
4.2). Finally, we propose an efficient technique to verify the correctness of the computation in Section 4.3.

4.1. Shamir’s secret sharing

Shamir’s secret sharing method [30] allows a dealer D to distribute a secret value v, among n peers
{Py,P>,...,P,}, such that the knowledge of any k (k < n) peers is required to reconstruct the secret. Shamir’s
method is information theoretically secure since the complete knowledge of up to k — 1 peers does not reveal
any information about the secret. Dealer D chooses a publicly known set X of n values and a hidden random
polynomial ¢(x) of degree k — 1, where the constant term of ¢(x), i.e., ¢(0), is the secret value v,;. The dealer
then computes the share of each peer P; as ¢(X;) and sends it to P;. The method is summarized in Algorithm 1.

! Approximate ID3, ID3;, includes a small modification to the ID3 algorithm such that instead of selecting the attribute that gives the
maximum gain, any attribute whose gain is within J-neighborhood of the maximum gain can be selected at each internal node during the
construction of the tree, i.e., Gain(Ageieciea) = (GaIN(Amax_gain) — 0) at each attribute selection step.
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Algorithm 1. Shamir’s secret sharing algorithm executed at D

Require: v,: Secret value,
P: Set of parties Py,..., P, to distribute the shares,
k: Number of shares required to reconstruct the secret.
: Select a random polynomial ¢(x) = a;_ XN 4 agx! + o, where g # 0.
: Choose n publicly known distinct random values xi,...,x, such that x; # 0
: Compute the share of each peer, P;, where share; = ¢(x;)
cfori=1tondo
Send share; to peer P;
: end for

In order to construct the secret value v, any set of k& peers will need to share the information they have
received. Using k shares, the polynomial ¢(x), and thus the secret value vy, can be determined. ¢g(x) can be
reconstructed using Lagrange interpolation such that p(x;) = share; where i = 1, .. .,k (This is further explained
in Section 4.2). The key observation here is that at least k shares are required to determine the random poly-
nomial ¢(x) of degree k — 1.

4.2. Privacy preserving summation

In this section, we show how Shamir’s secret sharing algorithm can be used to privately compute the sum of
secret values of multiple parties without revealing the secret values to others. The goal is to compute the sum
> Vi, where v; is the secret value of party P; without revealing any other information to parties. Thus at the
end of the computation, each party P; only knows its own value v; (that it already knew) and the sum of the
secret values of all parties involved, but nothing else.

A naive way to compute the sum of secret values of 4 parties P1—Py, i.e., Zf: \U;, such that parties would only
learn the sum is as follows: P; chooses a random number r and sends v; + r to P, P, adds its value and sends
v1 + vy + rto P3, and so on. Finally, P4 sends vy + v, + v3 + v4 + r back to Py, which then subtracts the random
number 7 from the results and sends the value for the sum Z?:, v; to all parties. This scheme, however, is not very
secure since two parties could collude and learn the secret value of another party. For example, P, and P; could
exchange the temporary result and learn the value of P, without revealing their values. A more sophisticated
protocol to solve the problem could consist of two rounds. During the first round, every party P; adds its value
v;and a random number r; to the intermediate result. Therefore, P; sends vy + rq to P>, P> sends vy + vy +r; + 75
to P3, and so on. P; then receives Z?:, (v; + r;) from Py. In the second round, every party starting from P1 sub-
tracts its random number r; it added in the first round from the intermediate result and passes it to the next party.
At the end of the second round, P; gets the sum Ef: ,v; and sends it to other parties. Although this scheme seems
more secure than the first one, it still has some vulnerabilities. For example, P, and P4 could learn the value of P,
as follows. In the first round, P4 would have the value Z?Zl(v,- + ;) and in the second round P, would get
vy + vy +ry +v3+ 13+ vy + 1y from Py, thus, P, and P, could figure out the random value r; of Py. Since, P,
would also know vy + ry from the first round, they could deduce the secret value v; of P;.

In order to compute the sum of secret values in a privacy preserving manner, we use Shamir’s secret sharing
method. The main observation is that Shamir’s secret sharing method allows one to compute any linear combi-
nation of secrets. We first outline the general solution and then further discuss its correctness and security aspects.

This technique computes the sum in three phases: Distribution phase, Intermediate computation phase and
Final computation phase. In the distribution phase, n parties decide on the degree k£ of a polynomial that is
going to be used in Shamir’s secret sharing (The degree of the polynomial, k, should be less than or equal
to n — 1). They also agree on m > n random values X = {x1,...,x,,}. For the sake of simplicity and without
loss of generality, we will assume that the degree of the polynomial is n — 1 and m = n. Each party P; has a
secret value v; and chose a random polynomial ¢,(x) of degree k and ¢{0) = v;. P; then creates n shares of its
secret value, sh(v;,P,),...,sh(v;,P,), using Shamir’s secret sharing algorithm for each of the parties including
itself. P; computes the share of each party P; as sh(v;,P;) = g{x;), using Algorithm 1. At the end of the distri-
bution phase, every party P; sends out the shares such that sh(v;,P)) is sent to party P;.
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Example 1. Assume that there are 4 parties P—P, with secret values vy =2, v, =4, v3=06 and vy =28
respectively and they want to compute v, + v, + v3 + vy without revealing their values to each other. They
decide on a polynomial degree k =3 and m = 4 values X = {3,5,7,8}. Each party P, then chooses a random
polynomial g{x) of degree k = 3 whose constant term is the secret value v;. Py picks ¢1(x) = x> — 2x*> +3x +2
and computes the shares for other parties such that the share of party P;, sh(vy,P)), is equal to ¢,(x;), where x; is
the jth element of X. Thus the shares computed by P; are as follows: sh(v(,P;) = ¢;(3) =20,
sh(vy, P) = q1(5) =92, sh(vy, P3) = ¢q1(7) =267, and sh(vy,P4) = q1(8) = 408. Similarly, other parties P,, P;
and P, pick random polynomials ¢»(x) = x* + x* — 6x + 4, g3(x) = x° —4x? — 3x + 6, qu(x) =2x°> — x> — x
+ 8, and compute the shares for other parties:

Share(Ui,Pj) Pl P2 P3 P4

vy q2(3) q2(5) q2(7) q2(8)
U3 q3(3) 93(5) q3(7) q3(8)
V4 qa(3) q4(5) qa(7) q4(8)

During the intermediate computation phase, each party adds up all the shares it received from other parties
and then sends this intermediate result to all other parties. Party P; gets the shares g;(x;), ¢2(x;), - - -, ¢,(x;) and
sends the intermediate result, INTERRES; = ¢q(x;) + g»(x;) + ... + g,(x;) to all parties.

In the final computation phase, each party P;can compute the sum of secret values using the intermediate results
it received during the previous phase. Note that each party P;uses a random polynomial with degreek =n — 1 =13
and constant term v; and therefore the sum of all these polynomials results in another polynomial
S(x) = q1(x) + ga(x) + ... + g,(x) of degree 3 with the constant term equal to the sum of all secret values,
vy + vy + ...+ v, The intermediate results computed during intermediate computation phase corresponds to
the values of S(x) at n points, x;—x,. At the beginning of the final computation phase, each party P; will have
the n values of polynomial S(x) of degree n — 1 and thus it can determine all the coefficients of S(x). Since the con-
stant term of S(x) isequal to Y ,v;, each party will learn the sum of all values, but none of the individual ones. In
Example 1, the sum polynomial S(x) = Y77 ¢,(x) isequal to 5x* — 7x* — 7x + 20, where 20 is the sum of the secret
values 2 + 4 + 6 + 8. In addition, S(x;) = > __,¢,(x;) for alli < n = 4. Hence each party can determine the coef-

]
ficients of S(x) (since it is of degree 3 and its value at 4 points are known) and thus the sum of all the secret values.

4.2.1. Summary and proof of correctness

In the above algorithm, each party P; selects a random polynomial of the form ap/.xl’."1 + bp/x;”2 +..Fvp
After generating its random polynomial, P; sends other parties their shares where the share of each party P; is
computed as sh(v;, P;) = ap_/xl’.”l + bpx!"2 4 ...+ vp,. After a party P; receives its share from all other parties,
it computes its intermediate result by summing its shares:

-1 -2
ap X; +bp X" ...+ vp +

i

-1 -2
ap,X;" +bp, X" ...+ vp,+

i

ap X!+ bp X7+ vp,
P; then sends its intermediate result INTERRES, = (ap, + ap, + ... +ap,)x'"' + ...+ SUM, where SUM is the
sum of secret values (SUM = vp, + vp, + ...+ vp,). Each party receives n results from every other party and
has n intermediate results:

INTERRES, = (ap, +ap, + ... +ap,)X/"" + ...+ SUM

INTERRES, = (ap, +ap, + ... +ap)¥s ' + ...+ SUM

INTERRES, = (ap, +ap, + ... +ap,)x" ' + ...+ SUM
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Since there are n unknown coefficients (including SUM) and n equations, each party P; can solve the above set
of equations and determine the value of SUM = "  vp,, however it cannot determine the secret values of the
other parties since the individual polynomial coefficients selected by other parties are not known to P,. The
whole process is summarized in Algorithm 2.

Algorithm 2. Privacy preserving summation of secrets, executed at each party P;

Require: P: Set of parties Py,..., P,
v;: Secret value of P;,
X: A set of n publicly known random values xy,...Xx, such that x; # 0,
k: Degree of the random polynomial

1: Select a random polynomial ¢{x) = a_x* '+ ...+ a;x' + v;
2: /* Distribution phase */

3: Compute the share of each party, P;, where sh(v;,P;) = g{Xx;)
4: for j=1 to n do

5: Send sh(v;,P;) to peer P;

6: end for

7: /" Intermediate computation phase */

8: Receive the shares sh(v;,P;) from every party P;

9: Compute INTERRES; = >7_sh(v;, Pi)

10: for j =1 to n do

11:  Send INTERRES, to peer P;

12: end for

13: /* Final computation phase */

14: Receive the intermediate results INTERRES) from every party P;
15: Solve the set of equations to find the SUM = >~ v,

In this method, the parties cannot learn the secret value of another party even if they exchange their shares
with each other (stated in Lemma 1). The secret value v; of P; can only be revealed if all the remaining n — 1
parties collude and subtract the sum of their values from the overall sum, however there is no way to avoid this
problem since the algorithm is expected to output the sum of all secret values to all parties. Note that this
scenario is very unlikely considering that a large number of parties will be participating in the computation.
Furthermore, a malicious party may not be willing to participate in such a plot, because then the remaining
parties might also collude to learn its own value.

Lemma 1. The secret value v; of a party P; cannot be revealed even if all the remaining parties exchange their
2
shares.

Proof. Since each party P; executes Shamir’s secret sharing algorithm with a random polynomial of degree
n — 1, the value of that polynomial at » different points are needed in order to compute the coefficients of
the corresponding polynomial, i.c., the secret value of party P;. P; computes the value of its polynomial at
n points as shares, and then keeps one of these shares for itself and sends the remaining n — 1 shares to other
parties. Since all n shares are needed to reveal the secret in Shamir’s secret sharing method, other parties can-
not compute v; even if they combine their shares. [

Additionally, an external adversary listening to the network traffic of the parties will not be able to obtain any
useful information if it does not know the selected X = xy, x,, . . ., x,, values (see Lemma 2). Therefore, the par-
ties can exchange the X values through some secure means of communication and then safely execute the pro-
tocol over arbitrary, not necessarily secure, channels.

2 Note that if the remaining n — 1 parties collude, they cannot reveal v; by combining their shares, but they can do so by subtracting the
sum of their secret values from the overall sum.
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Lemma 2. An external adversary listening to the network traffic of the parties cannot learn any useful
information, such as the secret values or the sum of those values.

Proof. An adversary listening to the network traffic of the parties will be able to obtain all the shares and the
intermediate values, however these values cannot be used to determine the coefficients of the sum polynomial
without knowing the x values for which the intermediate results are calculated. [

4.3. Computation with malicious parties

The technique proposed in Section 4.2 assumes that all parties do the computations honestly in the distri-
bution and intermediate computation phase. In cryptography, there are several methods to verify the correct-
ness of the shares distributed by a dealer [28]. In our case, the dealer is the data source itself. Hence the
dishonest computation of party P; during the distribution phase, i.e., reporting of incorrect share values,
means that P; is not willing to share its correct value with others. Since a party can always change its own
data, it is impossible to detect such kind of malicious behavior. Therefore, we will assume all parties are honest
during the distribution phase. However, a party P; may start behaving dishonestly during the intermediate
computation phase. P; can send an incorrect intermediate result to other parties so that they will not able
to compute the correct final result. On the other hand, P; can still compute the correct result since it knows
the correct value of its intermediate result. In this section, we propose a computation efficient technique to
verify the correctness of the final result assuming that the parties compute the shares honestly but they might
act maliciously during the intermediate computation phase.

In the original technique, at the final computation phase every party will have n intermediate results from
which it can compute the final sum value. Even if one of the intermediate results is not correct, then the final result
computed will be incorrect and the parties will not be able to detect this. The observation here is that if there are
more than n equations with n unknowns, then a party can choose any 7 of these intermediate results to solve the
equation set. Furthermore, it verifies the correctness of the final result by solving different sets of # equations.

To implement this scheme for verifying the final result, the parties can use random polynomials of degree
2n — 2 instead of n — 1. In this case, the parties agree on a set of 2n points, X = {x,x,,...,X2,}, and each party
P; selects a random polynomial ¢/x) with degree 2n — 2 and constant coefficient v;, Now each party P; com-
putes 2 shares for each of the n parties, such that the shares for party P; are shy(v;, P;) = g{x2_1) and
sho(v;, Pj) = q{x»;). After a party receives all 2n of its shares, it computes the intermediate result for each of
its shares separately and sends both intermediate results to other parties. As a result, each party will have
2n equations at the final computation phase in order to compute 2n — 1 unknowns, one of which is the final
result. The unknowns can be solved by selecting any 2n — 1 intermediate results from the available 2n results.

This selection can be made in (gz _ 1) = 2n different ways. Thus, the parties can now compare the final

result of different solutions to ensure the correctness. If all parties behave honestly, then all possible equation
sets produce the same value as the final result. Note that both Lemma 1 and Lemma 2 still hold for this scheme
(the proofs are similar) so that:

e The secret value v; of a party P; cannot be revealed even if all other parties exchange their shares.
e An external adversary listening to the network traffic of the parties cannot learn any useful information,
such as the secret values or the sum of those values.

The above technique might be computationally intensive for large n because in the worst case all 2n different
sets of equations need to be solved. We try to optimize this when at most ¢ of n parties can be malicious, and
give a probabilistic guarantee on the correctness of the final result. Our optimization is based on comparing
the results of any 2 equation sets rather than comparing all 2n possible equation sets. If the results of the two
equations sets are not equal, then there is at least one malicious party and the final result is incorrect. How-
ever, if they are equal, we cannot say the final value is correct but we can give probabilistic guarantees on the
correctness.
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We assume that the parties will not be able to know the intermediate results of other parties before sending
out their intermediate results. We will look at two different scenarios: (1) Individual attack where malicious
parties do not collude, (2) Collaborative attack where all ¢ malicious parties collude. For individual attacks,
in order to get the same final result from two different sets, the malicious party needs to guess the intermediate
results of other parties correctly. Thus the probability of obtaining the same final result for two different equa-
tion sets is 1/|domain|*"~2, where domain is the possible values that the sum polynomial can take. Since, the
malicious parties do not collude, this probability does not change with the number of malicious parties. In
the case of collaborative attack, since ¢ malicious parties know their own intermediate results, the probability
of obtaining the same final result for two different equation sets is 1/|domain|**~*'. Since domain is usually arbi-
trarily large, above probabilities are very small, and thus the parties can be confident about the correctness of
the final result they computed.

The above scheme assumes that the parties cannot know the intermediate results of other parties before
sending their intermediate results. In order to satisfy this assumption, the parties can change their intermediate
results in two rounds. In the first round, each party sends its intermediate results to other parties in an
encrypted format. After receiving all the encrypted intermediate results, it sends the corresponding decryption
key to other parties in the second round.

5. Privacy preserving ID3
In Section 4.2, we showed how to compute the summation of secret values available at multiple parties

without revealing the actual values to other parties. Algorithm 3 shows how this could be used to implement
the ID3 algorithm over multiple data sources in a privacy preserving manner.

Algorithm 3. Privacy preserving construction of a decision tree over multiple parties using ID3 algorithm

Require: R: Set of attributes to be considered,
O: Set of objects to be considered,
C = {cy,¢a,...,cx }: Set of possible categories.
1: if R is empty then
2:  Return a leaf node whose category is set to the dominant category among the objects in O
/* For each category c;, parties compute the number of objects with category c; using the private
summation protocol described in Section 4.2 (each party uses the number of objects with category ¢; in its
data set as its secret value). Then the category with the maximum sum value is selected. /*
3: end if
4: if All objects in O have the same category c¢; then
5:  Return a leaf node whose category is set to ¢;
/* Using the total number of objects within each category calculated in the previous case, parties can
check if all but a single category ¢; still has objects. /*
6: end if
7: Determine the attribute 4 that best classifies the objects in O and assign it as the test attribute for the
current tree node
/" For every attribute 4 in R, the parties compute |7(a;)| and |7(a;,c;)| for every possible value a; of 4, and
for every possible category c;, using the private summation protocol. The conditional entropy value
E(T|A) for each attribute 4 is obtained using Eq. (1), and the attribute with the minimum E(7]4) value
(i.e., the highest gain) is selected as the best attribute./*
8: Create a new node for every possible value @; of 4, and recursively call this method on it with
R =(R—{A4})and O' = O(a) /"
Each party knows the attribute selected and the attribute values, and thus partitions its local data set
accordingly./*

The communication complexity for each node in the above algorithm (mainly step 7) is as follows. As seen
in Section 3.3, the private summation protocol is executed p(k + 1) times for each attribute, where p is the pos-
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sible values of the attribute and k is the number of categories. Since there are | R| attributes to be considered,
the private summation protocol is executed O(p - k - |R|) times. For the private summation protocol, each
party sends and receives n shares in the distribution phase, and then sends and receives n intermediate results
in the intermediate result computation phase. Thus the communication cost for private summation protocol at
each party is O(n). We also measured the time it takes for Matlab to compute the final result from a set of 1000
intermediate results (this corresponds to the multiplication of two matrices with sizes 1000 x 1000 and
1000 x 1) and it took approximately 2.5 s.

Note that this protocol allows all the parties to learn the conditional entropy values of each attribute while
determining the best attribute at a node. Additionally, as a result of the computations at step 2 of Algorithm 3,
a party can learn that no other party has any objects with a certain category c¢, if the total number of objects
with category ¢; computed is equal to the number of such objects it has in its data set. We believe that these
types of information leakages are acceptable considering the efficiency and scalability properties offered by our
protocol.

6. Experimental results

In this section, we will present experimental results. In our experiments, we showed how collaboration
reduces classification error and how our system scales in terms of the number of parties collaborating. We used
two datasets from [14]:

e Mfeat-feature Dataset: The dataset consists of features of handwritten numerals extracted from a collection
of Dutch utility maps. It contains 10 classes and 649 attributes. 200 patterns per class have been digitized in
binary images (for a total of 2000 patterns), where each pattern instance is in one of the 10 classes.

e Nursery Dataset: This dataset was derived from a hierarchical decision model originally developed to rank
applications for nursery schools in Ljubljana, Slovenia in 1980s. The dataset contains a total of 12,960
instances and 8 attributes, where each instance belongs to one of the 5 classes.

In our experiments, we use 2/3 of the datasets for training and use the remaining for measuring the accu-
racy of classification. We distribute the datasets to 128 parties such that the distribution of instances in parties
are similar. After that, we build a decision tree over the union of k parties’ data by varying k from 1 to 128,
and then measure the accuracy of the resulting decision tree. Fig. 2 shows the accuracy of the resulting deci-
sion tree for different values of k. The accuracy of the decision tree increases if the number of parties involved
increases. If parties build their decision trees by themselves without collaborating with other parties, the accu-
racy of classification is 40.6% in Mfeat dataset and 71.3% in Nursery dataset. The reason of low accuracy is
that we need more samples to avoid over-fitting. The accuracy for the Mfeat dataset is less than the accuracy
for Nursery dataset, since the number of instances is less and the number of attributes and classes are more in
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Fig. 2. The accuracy of the decision tree with different number of parties collaborating.
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Table 1
Running time for Mfeat dataset
The number of parties Running time (in s) Running time (in h)
1 10.80 0.0030
2 43.20 0.0122
4 172.82 0.0480
8 691.28 0.1920
16 2765.11 0.7680
32 11060.37 3.0723
64 44241.36 12.2892
128 176965.17 49.1569
Table 2
Running time for nursery dataset
The number of parties Running time (in s) Running time (in h)
1 8.00E-4 2.22E-7
2 0.0032 8.89E—7
4 0.012 3.55E—6
8 0.051 1.42E-5
16 0.204 5.67E-5
32 0.819 2.27E-4
64 3.277 9.10E—4
128 13.10 0.0036

Mfeat dataset. If all parties build decision tree over the union of their data the accuracy of the final decision
tree is 88% in Mfeat dataset and 95.7% in Nursery dataset. In order to get an accuracy over 80%, at least 16 of
the parties should collaborate and build the decision tree together in a privacy preserving manner. These
results demonstrate that in order to build accurate decision trees we need more training data and thus parties
should build decision trees collaboratively.

In addition to accuracy, we also measure how well our approach scales for large number parties in terms of
running time. Tables 1 and 2 show the running time of the proposed algorithms for different number of parties
for Mfeat and Nursery datasets, respectively. In both cases, the running time is reasonable and scales well with
the increasing number of parties. The running time over Mfeat dataset is more than the running time over
Nursery dataset since it has more attributes, more possible values for each attribute, and more classes (we need
more rounds of secure summation).

7. Conclusions

In this paper, we propose a novel method to build a decision tree over an arbitrary number of data sources
using the well known ID3 algorithm. Furthermore, we propose an efficient method to verify the correctness of
the final results even when a large number of parties are involved. Our method uses communication and com-
putation efficient techniques to construct the decision tree in a privacy preserving manner and thus it can scale
up to thousands of data sources.
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