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Abstract— We investigate the custody transfer mecha-
nism proposed for enhancing reliability in delay-tolerant
networks. This mechanism, which utilizes hop-by-hop
transfer of reliable delivery responsibility, shares many
features in common with a database transaction. By
considering custody transfer in this light, we observe that
it can cause the creation of duplicate message fragments
within the network that ordinarily may pose no significant
problem, but can be cause for concern if in-network
processing and data fusion are employed. We also extend
the DTN architecture with the concept of a transaction
abort, and show how it can be used for helping to free
network resources being consumed by fragments that
remain after completion of a previous message transfer.

I. INTRODUCTION

The delay-tolerant networking architecture proposes
a store-and-forward message-oriented routing overlay as
an approach to deal with problems of disconnection,
high latency, and heterogeneity in challenged internet-
works [1], [2]. One of its suggested components, called
custody transfer, offers a way to enhance end-to-end
reliability in these networks by moving the responsibility
for reliable delivery of a message toward its ultimate
destination. Applications may request an (optional) end-
to-end acknowledgment in addition to the enhanced
reliable delivery provided by custody transfer.

In this paper, we further describe the operation and
architectural implications of custody transfer, indicating
an analysis of custody transfer as a database-style trans-
action. We first review the concept of custody transfer
in DTNs and its approach to reliability and implications
for congestion. We then consider details of the custody
transfer mechanism itself, and note its similarity to
database transactions. We conclude with its potential
impact on the creation of duplicate messages within
the network and how such duplicates can affect the

operation of functions executed within the network itself
that operate on queued data.

II. DTN AND CUSTODY TRANSFER

A delay tolerant network consists of a directed graph
G = (E,V) where the set of directed edges E are
derived from a list of contacts. A contact describes a
link’s tail and head vertex, existence interval (from the
tail’s point of view), plus its (constant) capacity and
latency during the interval.! An edge e = (¢, h) is placed
in the set E if ¢t and h ever appear in a contact.

The set of vertices V' consist of store-and-forward
message routers which may optionally provide custody
transfer. Accepting a message with custody transfer
amounts to promising not to delete it until it can be
reliably delivered to another node providing custody
transfer (or to the message’s destination), to the best of
the ability of the forwarder. Nodes holding a message
with custody are called custodians. Ordinarily, there is a
single custodian for a message (called sole custody), but
in some circumstances more than one custodian owns a
message or message fragment (called joint custody, see
below). Applications optionally request custody transfer
to be performed on a per-message basis, and are deliv-
ered a custody acknowledgment when their host system
has been able to move the message to one or more
other nodes that are willing to take custody for it. In
particular, the custody acknowledgment is not an end-
to-end acknowledgment, but instead indicates that the
responsibility for end-to-end reliable delivery has been
delegated to some other party apart from the sending
node.

Although routers may offer custody transfer, this de-
cision is at their own discretion and may be subject

'In cases of variable capacity or delay, we assume a piecewise
constant approximation is adequate, given sufficiently small time
intervals.



to change. In some circumstances a node that had
previously been accepting messages and custody for
them may cease accepting custody (while continuing
to accept messages) if local node resources become
substantially consumed. It may resume accepting custody
when resources become more plentiful. It may also make
individual decisions as to whether to accept a particular
incoming message (and custody for it) based on routing,
message priority or size, security, maximum message
lifetime, and local policy constraints. Algorithms using
only local state for this decision are under investigation.

Messages may be fragmented or aggregated as they
traverse the network. Fragmentation may be employed
by a sending node in circumstances where a contact
may not be of sufficient volume to move an entire
message to its next hop. Another form of fragmentation,
called reactive fragmentation, may be employed by a
receiving next-hop node if a link should become inoper-
ative while a message is transferred (and the receiver
is able to conclude at least a portion of a message
has been received correctly). Given that communication
opportunities in DTNs may be occasional and valuable,
whenever messages can even be partially moved over an
intermittent link successfully, it is valuable to do so and
to not have to re-start anew with subsequent contacts.
Re-assembly of fragments into complete messages (or
larger fragments) is possible when multiple fragments
for the same destination together await an outgoing
communication opportunity. If reassembly of fragments
does not occur in the network, it is accomplished at the
end (receiver).

One of the advantages of custody transfer is to allow
an an endpoint to free storage resources comparatively
quickly—when a custody transfer acknowledgment ar-
rives. Given that custody transfers are likely to take
place with comparatively nearby nodes, the round-trip-
time to complete a custody transfer is expected to be
significantly shorter than an end-to-end round trip. For
end nodes responsible for collecting data (e.g. remotely
deployed sensors), the ability to free buffers quickly can
be of great importance.

III. CUSTODY TRANSFER AND “THE END-TO-END
PRINCIPLE”

As suggested in [1], the custody transfer mechanism
may appear to be in contradiction to a design principle
called the end-to-end argument [3] which states that
placement of functionality at low layers of a system may
be redundant and not properly address the true needs
of applications (the final arbiters of what functionality

they require). It also argues that functions placed at
low layers of the system should only offer performance
enhancements. In consideration of this, we must focus on
where the application is placed, and if its needs could
adequately be conveyed to another location (i.e. other
than at the sender). If this is possible, then we may accept
such a “movement of the application” as consistent with
the argument.

A distinct but related argument often arising in the
context of Internet discussions is the principle of fare
sharing [4]. In essence, this principle states that one
should avoid placing critical (connection) state in the
middle of the network, and strive to place it only at
the end stations. If end stations fail, it is reasoned, any
network connections between them would as well, so
connection robustness is enhanced by placing this critical
state only at endpoints. In the DTN case, we assume
that the network’s longevity may exceed that of end
nodes, and that in general it can be assumed to have
comparatively reliable storage. Furthermore, in a case
where no end-to-end network path may ever exist, the
concept of an end-to-end connection is not present in
the same way as it is for the Internet. Thus, it seems
inherently problematic to apply the principle of fate
sharing to DTNs. In some extreme cases it is worth
noting that an end-to-end round-trip time might actually
exceed the sending node’s effective lifetime.

IV. DTN CONGESTION

In a DTN router, the resources that may receive
contention for access are storage at each node, and use
of link bandwidth when contact opportunities arise. If
we assume that allocation of link bandwidth is a local
assignment problem with straightforward solutions, the
remaining problem is to handle buffer allocation. While
most packet networks can simply discard packets when
volatile memory is exhausted, DTN messages received
consume permanent storage, and generally cannot be
safely discarded if custody has been accepted for them.
The only available mechanisms to safely re-use the
storage associated with a message for which custody
has been accepted is either to move the message to
another custodian, or delete the message because its
application-specified expiration time has been reached.
Other messages (without custody) can be discarded as
required, and generally operate best-effort.

A. Head-of-line Blocking

If a node with limited storage is acting as custodian for
many messages, it may have little ability to accept addi-
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Fig. 1. A simple DTN topology that could cause head-of-line
blocking. R acts as a custodian for traffic from S to B awaiting
the (R, B) contact to open. Message traffic destined to A from S
may be unable to transit R even if the (R, A) link is always available.

tional traffic. Furthermore, if it is naively implemented,
it may be unable to forward traffic that only needs to
pass through it. Figure 1 illustrates a case where this
problem can arise. Here, router R’s persistent storage
is filled by messages originating at S and destined for
B. No R — B contact is currently available, yet the
R — A link is always available. Thus, even though
R provides “always-on” connectivity between S and A,
traffic headed from S to A may be unable to flow.

A more careful implementation of R may alleviate this
problem. Three strategies (at least) may be employed:
reservation of persistent storage to non-custody trans-
fer messages, in-memory store-and-forward, and “cut-
through” in-memory routing. If the reservation strategy
is adopted, the amount of storage to reserve becomes
the primary question, but this value is highly dependent
on the dynamics of topology, link bandwidth, maximum
available storage and expected sizes of messages.’ The
in-memory approach is limited to the amount of available
volatile memory, and is subject to loss upon node out-
age (which could negatively affect end-to-end delivery
probability). The cut-through strategy is only applicable
to always-available links, but has the advantage of mini-
mizing overhead at the router (thereby reducing latency)
and using less overall memory resources.

Given the constraints, an individual node must be
careful when agreeing to accept custody for messages,
as it would appear careful management of storage re-
sources is required (especially when disconnection may
be prevalent). While this problem remains to be fully
investigated, it may prove worthwhile to look to a game-
theoretic approach. A local decision to accept custody for

“More experience is required to postulate a reasonable allocation
scheme in this case.

a message mimics a decision to purchase a perishable
commodity, wherein a larger message corresponds to a
higher price, and time to next contact corresponds to
liquidity.

V. SEMANTICS OF THE TRANSFER OPERATION

The purpose of a custody transfer is to move the
responsibility for reliable delivery of a message from one
node to another, starting at the sender and completing at
the final destination. Messages (and message fragments)
indicate their current custodian in the DTN protocol
header, and this field is updated as custody of the mes-
sage is moved from custodian to custodian. The ability to
transfer fragments (created by the different types of frag-
mentation operations described above) complicates this
situation somewhat: an end-node considers a message to
have been successfully delivered with custody when all
of its fragments have been transferred to one or more
custodians. Custody transfer is typically accomplished
when a node has a contact available to a next-hop router
offering custody transfer. Note that the location of routers
which provide custody transfer could have an effect on
the routing computation, as a path that contains one or
more routers with custody transfer capability may be
preferential to a (shorter) path that does not.

A. Custody Transfer as a Transaction

The end-to-end custodial delivery of a DTN message
can be viewed as a single database-style ACID trans-
action. Because of the potential long delays in a DTN,
this is a so-called long-lived transaction in the database
literature. Long-lived transactions are inefficient to run as
a single transaction because large long-lived transactions
cannot take advantage of partially-completed work. It
is therefore more efficient to run a long-lived transac-
tion as a nested transaction, in which individual sub-
transactions can be committed, in order to checkpoint
forward progress (or rolled back in case of local failures).
An interesting question for many long-lived database
transactions is how to efficiently partition them into
sub-transactions. This transaction partitioning problem
is analogous to the problem of assigning custody to
fragments of DTN messages.

For the end-to-end delivery of a DTN message, the
finest-grain partitioning is to treat each fragment travers-
ing each single hop as a transaction. Coarser granularity
partitionings are possible: multiple message fragments
across multiple hops. The choice of granularity is in-
fluenced by the overhead involved in using a finer
granularity partitioning versus the probability of delivery



across multiple hops. If the network is able to deliver
message fragments over multiple hops with few errors, it
is advantageous to use a coarser granularity partitioning.

B. Distributed Commit Protocol for Custody Transfers

The custody transfer of fragments from node A to
node B is essentially a distributed commit of the sub-
transaction between A and B. It can be implemented by
the standard 2-phase commit protocol [5] with node A
as the commit coordinator. Basically, A sends fragments
to B; B sends back an acknowledgment to A after stor-
ing the fragments in persistent storage. Upon receiving
B’s acknowledgment, A deletes the fragments from its
storage and sends a “custody transfer complete” message
to B. Finally, upon receiving A’s completion message,
B assumes custody of the fragments it received from A.
As we will show, this protocol does not always work in
DTNs because in some cases it is unable to complete.

C. Distributed Abort

In considering custody transfer as a transaction, we
are drawn to the concept of a transaction abort. As
such, we suggest augmenting the DTN architecture to
allow the sender of a message to recall the message (or
fragments of it) after it has been sent. This constitutes a
distributed abort of the transaction. The simplest way
to support this is to send an abort message towards
the destination. Along the way, each intermediate node
will drop any fragments of the aborted message upon
seeing the abort message. If fragment routing paths do
not change drastically over time, this strategy is likely
to be effective. Once the destination receives an abort
message, it can notify the application of the cancellation.
If the application has not yet consumed the aborted
message, then the message and any of its constituent
fragments may be simply discarded without involving
the application.

Another case for distributed abort is for pro-actively
suppressing duplicate fragments in the network. As will
be shown in the next subsection, duplicate fragments
can be common in DTN. Once the destination receives
a fragment that potentially has duplicate copies in the
network, the destination can send an abort message to
all the intermediate nodes that might own a copy of the
fragment. This can be accomplished either directly (if
the destination is able to ascertain the path by which a
message arrived) or indirectly by sending an indication
back to the source of the message requesting it to issue

an abort for the fragment’.

D. Network Partitions

The custody transfer protocol proposed above cannot
provide transactional guarantees in the face of certain
kinds of permanent network disconnections. Consider
a sender A and a receiver B, exchanging a message
fragment f. Once f has been transferred to and ac-
knowledged by B, A will send an acknowledgment
indicating custody transfer is complete. If A and B
are disconnected at this point, before B receives the
acknowledgment, A will have ceded custody of the
message and B will not be able to verify this fact. The
commit protocol could be extended with a third phase,
such that A will not cede custody until B acknowledges
the previous acknowledgment — however, this protocol
is susceptible to partitioning in the same manner as the
previous approach if B’s acknowledgment is lost.

Of course, in many situations, such network partitions
will not be permanent — and so these protocols typically
involve timeouts and retries at various points, with the
ability to reconcile the state of a transaction when the
connection is reestablished. However, there will certainly
be situations in delay tolerant networks where a receiver
or transmitter simply wanders away, never to be heard
from again. Such partitionings lead to potential semantic
problems, as we will see.

E. Availability vs. Consistency: The Rise of Duplicates

Our problem is related the CAP theorem [6] posed
by Fox and Brewer — no network can be simultaneously
consistent, available, and tolerant to partitions. Following
the logic of this theorem, when a delay tolerant network
is subject to this kind of disconnection, we have two
choices: either sacrifice availability by holding the mes-
sage at A until it comes into contact with B again, or
sacrifice consistency at A by trying to transfer custody
of f to some other receiver, possible leading to multiple
nodes that believe they are the custodian of f and the
possibility of duplicate fragments being transmitted.

In a traditional networking environment, the latter so-
Iution (possibly sending duplicates) would likely be the
preferred solution, as duplicate elimination is considered
relatively easy to do at the transport layer using sequence
numbers. Duplicates also arise quite frequently in some
routing protocols used in intermittently connected and
high-delay networks, such as epidemic and gossip based

3This may involve piggy-backing this indication on the the end-
to-end acknowledgment message (if enabled).



protocols [7], [8], but even here duplicate elimination
is still considered straightforward.

VI. RELATIONSHIP BETWEEN DUPLICATES AND
IN-NETWORK PROCESSING

We assert that, in many delay tolerant networks, dupli-
cates may pose a larger problem: they hinder the ability
to partially process data within the network. In-network
processing is seen as desirable because it can dra-
matically reduce bandwidth requirements. Unfortunately,
as we will see, if data is coarsely aggregated within
the network it can be difficult to detect or eliminate
duplicates, which can lead to incorrect answers.

In-network processing has been proposed in a number
of delay-prone environments. For example, in sensor
networks, bandwidth is generally scarce, especially at
the edges of the network, and thus doing some fusion
or aggregation of sensor readings as data is routed is
potentially beneficial. A number of papers [9], [10], [11]
note the benefits of in-network aggregation, citing order-
of-magnitude or greater bandwidth reductions for some
classes of operations given particular network topologies.
Similarly, when moving data between different classes of
networks (e.g. the Internet and GPRS), it may be useful
to transcode or downsample data items, sometimes in a
non-deterministic way, as when dithering an image.

If the network cannot guarantee duplicate-free seman-
tics, some in-network operations might produce incor-
rect answers: consider a sensor network attempting to
compute an average over the readings from a number
of sensors. If one of these readings is duplicated, it will
obviously skew answers. We call such operations dupli-
cate sensitive. Of course, some in-network operations are
duplicate insensitive — computing a minimum of a set of
readings, for example, has this property.

Thus, we have seen that, unless we wish to sac-
rifice the availability of our network, duplicates may
arise in disconnection-prone delay tolerant networks.
Furthermore, because many such networks may wish to
perform in-network computation, duplicates can be more
problematic than in traditional networks. In the next
section, we examine possible techniques for mitigating
the overhead of duplicate elimination.

A. Alternatives to Explicit Duplicate Elimination

One option for handling duplicates would be to add
explicit duplicate elimination to duplicate sensitive op-
erations. However, in many cases, this will completely
eliminate the benefit of in-network processing. For ex-
ample, consider a sensor network organized into an

ad-hoc routing tree that is collecting the average of
some physical attribute a over all of its nodes. In the
simple in-network protocol proposed in TAG [10], every
node transmits a {sum, count} pair where count is the
number of devices in its locally rooted subtree and sum
is the sum of the value of a over all of those nodes. This
has the benefit that only a pair of values are transmitted
from every node on the tree, dramatically reducing the
bandwidth requirements in a large network. Unfortu-
nately, to add duplicate elimination to this approach, each
of these pairs would need to be extended with a list of
sensors that contributed to the sum and the amount of
their contribution, effectively requiring the entire set of
readings to be transmitted up to the root of the network.

We propose a simple alternative to explicit duplicate
elimination: when a delay tolerant network chooses to
attempt to transfer a fragment to another node, it may
assert joint custody over that fragment. This means that,
if the node cannot determine that custody transfer was
successful (due to a partition), it reserves the option
of attempting to transfer the fragment to a different
recipient. A node that initially asserts joint custody may
grant sole custody to the recipient once the two phase
commit protocol has successfully completed. However,
if this conversion to sole ownership is not done, or if
the notification of sole ownership is lost, any subsequent
forwarding of a joint custody fragment must include a tag
indicating the fragment is in joint custody. The presence
of this joint custody tag means that other nodes may
expect to see duplicates of this fragment, and should
compensate for this when doing in-network processing.

For example, we can attach to our {sum,count}
records a list of the joint-custody values and their con-
tribution. When combining two such records together,
duplicates can be easily eliminated. We expect that the
size of these joint-custody lists will be small, since rela-
tively few fragments should experience partitioning, and
thus we are still able to perform in-network processing
despite the presence of a few duplicates.

There are several open policy issues related to joint
custody. First, the notification of sole custody introduces
an extra message indicating that the sender has ceded
joint custody along every hop in the network. In some
cases, the cost of sending this extra message may out-
weigh the benefit of duplicate elimination, especially
if the in-network processing is duplicate insensitive or
no in-network processing is being done. Second, it
is unclear how aggressive the network should be in
forwarding notifications of sole custody; for example,
if a node receives sole custody after it has already



forwarded a fragment in joint custody it could attempt
to forward this sole custody notification as well. A node
is, however, always free to suppress the notification
and forwarding of sole custody, as more aggressive
duplication elimination will never affect the correctness
of in-network processing.

VII. CONCLUSIONS

We investigate the custody transfer mechanism pro-
posed for delay tolerant networks, with particular empha-
sis on its implications for congestion management and
the semantics of its protocol operation. The congestion
management problem can lead to a form of head-of-line
blocking, and several techniques are available to handle
the problem (at least in part). We discuss the relation-
ship of this protocol to traditional transaction commit
protocols, and observe that the problem of network
partitioning can create duplicates that pose troubles if
in-network message fusion is to be utilized. We propose
the concept of joint custody to mark messages that may
have been duplicated, which can help to ameliorate this
problem. We believe the techniques we propose are an
important first step for incorporating custody transfer
techniques in delay tolerant networks, especially those
operating in constrained environments where in-network
data processing can offer significant performance gains.
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