Ad-hoc On-Demand Distance Vector Routing

Charles E. Perkins Advanced Network Development Sun Microsystems Menlo Park, CA cperkins@eng.sun.com

Elizabeth M. Royer Dept of Electrical and Computer Engineering University of California, Santa Barbara eroyer@alpha.ece.ucsb.edu

AODV February 26, 19992

Ad-hoc Networks • I\{∇⊣∫⊔∇⊓⌋⊔⊓∇⌉↕⌉∫∫ \⌉⊔⊒≀∇‖∫ • A↕↕ \≀⌈⌉∫ ⌋⊣√⊣⌊↕⌉ ≀{ ⇕≀⊑⌉⇕⌉\⊔ • L⟩\‖∫ ⊣√√⌉⊣∇ ⊣\⌈ ⌈⟩∫⊣√√⌉⊣∇ ⌈†\⊣⇕⟩⌋⊣↕↕† • S√⌉⌋⟩⊣↕ ⌋≀\∫⊔∇⊣⟩\⊔∫¬ – limited bandwidth – limited power – high error rates • P∇≀⊔≀⌋≀↕ \⌉⌉⌈⌉⌈ ⊔≀ ⌋∇⌉⊣⊔⌉ ⊣\⌈ ⇕⊣⟩\⊔⊣⟩\ ∇≀⊓⊔⌉∫ • C≀\⊑⌉\⊔⟩≀\⊣↕ ∇≀⊓⊔⟩\} √∇≀⊔≀⌋≀↕∫ \≀⊔ ⊣√√↕⟩⌋⊣⌊↕⌉

AODV F⌉⌊∇⊓⊣∇† ∈⇎ ∞∃∃∃3

Desired Characteristics of an Ad-hoc Routing Protocol • A⌊⟩↕⟩⊔† ⊔≀ ⊘\⌈ ⇕⊓↕⊔⟩↖⟨≀√ √⊣⊔⟨∫ • U\⟩⌋⊣∫⊔⇔ ⌊∇≀⊣⌈⌋⊣∫⊔⇔ ⊣\⌈ ⇕⊓↕⊔⟩⌋⊣∫⊔ ∇≀⊓⊔⟩\} ⊣⌊⟩↕⟩⊔† • D†\⊣⇕⟩⌋ ⊔≀√≀↕≀}† ⇕⊣⟩\⊔⌉\⊣\⌋⌉ • A⌊⟩↕⟩⊔† ⊔≀ ∫⌉↕{↖∫⊔⊣∇⊔ • L≀≀√↖{∇⌉⌉⌈≀⇕ ⊣\⌈ ∇⊣√⟩⌈ ∇≀⊓⊔⌉ ⌋≀\⊑⌉∇}⌉\⌋⌉ • L≀⊒ ⌋≀\∫⊓⇕√⊔⟩≀\ ≀{ ⇕⌉⇕≀∇†⇔ ⌊⊣\⌈⊒⟩⌈⊔⟨ • S⌋⊣↕⊣⌊↕⌉ ⊔≀ ↕⊣∇}⌉ ⇐≥ ∞′′′⇒ √≀√⊓↕⊣⊔⟩≀\∫ ≀{ \≀⌈⌉∫ • M⟩\⟩⇕⊣↕ ⌋≀\⊔∇≀↕ ≀⊑⌉∇⟨⌉⊣⌈ • N≀ ⌈⊣⊔⊣ ≀⊑⌉∇⟨⌉⊣⌈

AODV F⌉⌊∇⊓⊣∇† ∈⇎ ∞∃∃∃4

Ad-hoc On-Demand Distance Vector Routing (AODV) • P∇⟩⇕⊣∇† O⌊|⌉⌋⊔⟩⊑⌉∫ – Provide unicast, broadcast, and multicast capability – Initiate forward route discovery only on demand – Disseminate changes in local connectivity to those neighboring nodes likely to need the information • C⟨⊣∇⊣⌋⊔⌉∇⟩∫⊔⟩⌋∫ – On demand route creation, resulting in localized effect of

topology changes, and minimized control trafffc.

– Two dimensional routing metric: ¡Seq#, Hop Count¿ – Storage of routes in Route Table

Perkins, Royer Sun, UCSB

AODV February 26, 19995

Route Table • F⟩⌉↕⌈∫¬ – Destination IP Address – Destination Sequence Number – Hop Count – Next Hop IP Address – Active Neighbors – Expiration time • E⊣⌋⟨ ⊔⟩⇕⌉ ⊣ ∇≀⊓⊔⌉ ⌉\⊔∇† ⟩∫ ⊓∫⌉⌈ ⊔≀ ⊔∇⊣\∫⇕⟩⊔ ⌈⊣⊔⊣⇔ ⊔⟨⌉ ⌉§√⟩∇⊣⊔⟩≀\ ⊔⟩⇕⌉ ⟩∫ ⊓√⌈⊣⊔⌉⌈ ⊔≀ current time + active route timeout • R≀⊓⊔⌉ ⌉\⊔∇⟩⌉∫ ⇕⊣† ⌊⌉ ⊓√⌈⊣⊔⌉⌈ ⟩{ ⊣ ∇≀⊓⊔⌉ ⊒⟩⊔⟨ }∇⌉⊣⊔⌉∇ ∫⌉∐⊓⌉\⌋⌉ \⊓⇕⌊⌉∇ ≀∇ ∫⇕⊣↕↕⌉∇ ⟨≀√⌋≀⊓\⊔ ⟩∫ ⌈⟩∫⌋≀⊑⌉∇⌉⌈

AODV F⌉⌊∇⊓⊣∇† ∈⇎ ∞∃∃∃6

Route Discovery • S≀⊓∇⌋⌉ ⌊∇≀⊣⌈⌋⊣∫⊔∫ Route Request (RREQ) • RREQ ⌋≀\⊔⊣⟩\∫¬ ℜSource Addr, Source Seq#, Broadcast ID, Dest Addr, Dest Seq#, Hop Count¿ • A \≀⌈⌉ ⌋⊣\ ∇⌉√↕† ⊔≀ ⊔⟨⌉ RREQ ⟩{ – It is the destination – It has a �fresh enough� route to

the destination • O⊔⟨⌉∇⊒⟩∫⌉ ⟩⊔ ∇⌉⌊∇≀⊣⌈⌋⊣∫⊔∫ ⊔⟨⌉ RREQ • N≀⌈⌉∫ ‖⌉⌉√ ⊔∇⊣⌋‖ ≀{ ℜSource Addr, Broadcast ID¿ and discard redundant broadcasts

Perkins, Royer Sun, UCSB

AODV February 26, 19997

Reverse Path Setup • N≀⌈⌉∫ ⊓√⌈⊣⊔⌉ ⊔⟨⌉⟩∇ R≀⊓⊔⌉ T⊣⌊↕⌉ ⊒⟩⊔⟨ ∫≀⊓∇⌋⌉ \≀⌈⌉ ⟩\{≀∇⇕⊣⊔⟩≀\ ⌊⌉{≀∇⌉ {≀∇⊒⊣∇⌈⟩\} RREQ • R⌉⊑⌉∇∫⌉ √⊣⊔⟨ ⌉\⊔∇† ⊓∫⌉⌈ ⊔≀ {≀∇⊒⊣∇⌈ Route Reply (RREP) back to source if one is received • E§√⟩∇⊣⊔⟩≀\ ⊔⟩⇕⌉ ⟩∫ ↕≀\} ⌉\≀⊓}⟨ {≀∇ ⊣ RREP ⊔≀ ⌊⌉ ∇⌉⌋⌉⟩⊑⌉⌈ ⊣\⌈ {≀∇⊒⊣∇⌈⌉⌈

AODV F⌉⌊∇⊓⊣∇† ∈⇎ ∞∃∃∃8

Forward Path Setup • D⌉∫⊔⟩\⊣⊔⟩≀\⇔ ≀∇ ⟩\⊔⌉∇⇕⌉⌈⟩⊣⊔⌉ \≀⌈⌉ ⊒⟩⊔⟨ ⌋⊓∇∇⌉\⊔ ∇≀⊓⊔⌉ ⊔≀ ⌈⌉∫⊔⟩\⊣⊔⟩≀\⇔ ⊓\⟩⌋⊣∫⊔∫ Route Reply (RREP) back to source • RREP ⌋≀\⊔⊣⟩\∫¬ ℜSource Addr, Dest Addr, Dest Seq#, Hop Count, Lifetime¿ • N≀⌈⌉∫ ⊣↕≀\} √⊣⊔⟨ ∇⌉⌋≀∇⌈ forward route in Route Table, use reverse route to forward RREP • S≀⊓∇⌋⌉ ⌋⊣\ ⌊⌉}⟩\ ∫⌉\⌈⟩\} ⌈⊣⊔⊣ ⊒⟨⌉\ ⟩⊔ ∇⌉⌋⌉⟩⊑⌉∫ ⊘∇∫⊔ RREP • I{ ⟩⊔ ↕⊣⊔⌉∇ ∇⌉⌋⌉⟩⊑⌉∫ ⊣ RREP ⊒⟩⊔⟨ ⌊⌉⊔⊔⌉∇ ⇕⌉⊔∇⟩⌋⇔ ⟩⊔ ⊓√⌈⊣⊔⌉∫ ⟩⊔∫ ∇≀⊓⊔⌉ ⌉\⊔∇†

AODV F⌉⌊∇⊓⊣∇† ∈⇎ ∞∃∃∃9

Path Maintenance • M≀⊑⌉⇕⌉\⊔ ≀{ \≀⌈⌉∫ \≀⊔ ⊣↕≀\} ⊣⌋⊔⟩⊑⌉ √⊣⊔⟨ ⌈≀⌉∫ \≀⊔ ⊔∇⟩}}⌉∇ √∇≀⊔≀⌋≀↕ ⊣⌋⊔⟩≀\ • I{ ∫≀⊓∇⌋⌉ \≀⌈⌉ ⇕≀⊑⌉∫⇔ ⟩⊔ ⌋⊣\ ∇⌉⟩\⟩⊔⟩⊣⊔⌉ ∇≀⊓⊔⌉ ⌈⟩∫⌋≀⊑⌉∇† • W⟨⌉\ ⌈⌉∫⊔⟩\⊣⊔⟩≀\ ≀∇ ⟩\⊔⌉∇⇕⌉⌈⟩⊣⊔⌉ \≀⌈⌉ ⇕≀⊑⌉∫⇔ \≀⌈⌉ ⊓√∫⊔∇⌉⊣⇕ ≀{ ⌊∇⌉⊣‖ ∫⌉\⌈∫ unsolicited RREP to all active upstream neighbors – ∞ ⇕⌉⊔∇⟩⌋⇔ ⟩\⌋∇⌉⇕⌉\⊔⌉⌈ S⌉∐↓ – Used to �ush stale routes • RREP ⟩∫ √∇≀√⊣}⊣⊔⌉⌈ ⊔≀ ⊔⟨⌉⟩∇ ⊣⌋⊔⟩⊑⌉ \⌉⟩}⟨⌊≀∇∫⇔ ⊣\⌈ ∫≀ ≀\ ⌊⊣⌋‖ ⊔≀ ∫≀⊓∇⌋⌉ • S≀⊓∇⌋⌉ ⌋⊣\ ∇⌉⟩\⟩⊔⟩⊣⊔⌉ ∇≀⊓⊔⌉ ⌈⟩∫⌋≀⊑⌉∇† ⟩{ ∇≀⊓⊔⌉ ⟩∫ ∫⊔⟩↕↕ \⌉⌉⌈⌉⌈ • RREQ∫ {≀∇ ∇⌉⟩\⟩⊔⟩⊣⊔⌉⌈ ∇≀⊓⊔⌉ ⌈⟩∫⌋≀⊑⌉∇† ⌋≀\⊔⊣⟩\ ⌈⌉∫⊔⟩\⊣⊔⟩≀\ ∫⌉∐⊓⌉\⌋⌉ \⊓⇕⌊⌉∇ ≀{ ≀\⌉ }∇⌉⊣⊔⌉∇ ⊔⟨⊣\ ↕⊣∫⊔ ‖\≀⊒\ \⊓⇕⌊⌉∇

AODV F⌉⌊∇⊓⊣∇† ∈⇎ ∞∃∃∃10

Path Maintenance (cont.)

• N≀⌈⌉ ∋ ⇕≀⊑⌉∫ ⊔≀ \⌉⊒ ↕≀⌋⊣⊔⟩≀\ ∋≃ • N≀⌈⌉ ∈ \≀⊔⟩⌋⌉∫ ↕≀∫∫ ≀{ ↕⟩\‖⇔ ∫⌉\⌈∫ ↕⟩\‖ {⊣⟩↕⊓∇⌉ ⊔≀ N≀⌈⌉ ∞ • N≀⌈⌉ ∞ {≀∇⊒⊣∇⌈∫ ↕⟩\‖ {⊣⟩↕⊓∇⌉ ⊔≀ S≀⊓∇⌋⌉ • S≀⊓∇⌋⌉ ∇⌉⟩\⟩⊔⟩⊣⊔⌉∫ ∇≀⊓⊔⌉ ⌈⟩∫⌋≀⊑⌉∇†⇔ ⊘\⌈∫ \⌉⊒ ∇≀⊓⊔⌉ ⊔⟨∇≀⊓}⟨ N≀⌈⌉ △

AODV F⌉⌊∇⊓⊣∇† ∈⇎ ∞∃∃∃11

Local Connectivity Management • N≀⌈⌉ ⇕⊓∫⊔ √⌉∇⟩≀⌈⟩⌋⊣↕↕† ⟨⌉⊣∇ {∇≀⇕ active neighbors to know they are still within range • E⊣⊑⌉∫⌈∇≀√ ≀\ \⌉⟩}⟨⌊≀∇ ⊔∇⊣\∫⇕⟩∫∫⟩≀\∫ • I{ \≀ ≀⊔⟨⌉∇ ⊔∇⊣\∫⇕⟩∫∫⟩≀\∫ ⊒⟩⊔⟨⟩\ hello interval, broadcast Hello packet • F⊣⟩↕⊓∇⌉ ⊔≀ ⟨⌉⊣∇ {∇≀⇕ ⊣ \⌉⟩}⟨⌊≀∇ {≀∇ (1 + allowed hello loss) ∗ hello interval

 indicates loss of link

Perkins, Royer Sun, UCSB

AODV February 26, 199912

Simulation Environment • O⌊|⌉⌋⊔⟩⊑⌉∫ – AODV route establishment is quick and accurate – AODV scales to networks with large numbers of nodes – Determine optimal value for allowed hello loss and

rreq retries parameters

• A↕↕ ∫⟩⇕⊓↕⊣⊔⟩≀\∫ ⌉§⌉⌋⊓⊔⌉⌈ ⟩\ PARSEC • E⊣⌋⟨ \≀⌈⌉ ⌋⟨≀≀∫⌉∫ ⌈⌉∫⊔⟩\⊣⊔⟩≀\⇔ ∫√⌉⌉⌈ • A{⊔⌉∇ ∇⌉⊣⌋⟨⟩\} ⌈⌉∫⊔⟩\⊣⊔⟩≀\⇔ \≀⌈⌉ ∇⌉∫⊔∫⇔ ⊔⟨⌉\ ∫⌉↕⌉⌋⊔∫ \⌉⊒ ⌈⌉∫⊔⟩\⊣⊔⟩≀\⇔ ∫√⌉⌉⌈ • C⊣∇∇⟩⌉∇ S⌉\∫⟩\} √⌉∇{≀∇⇕⌉⌈ ⌊⌉{≀∇⌉ ⌉⊣⌋⟨ ⊔∇⊣\∫⇕⟩∫∫⟩≀\

AODV F⌉⌊∇⊓⊣∇† ∈⇎ ∞∃∃∃13

Simulation Environment (cont.) • S⟩⇕⊓↕⊣⊔⌉⌈ L⌉\}⊔⟨ ≀{ T⟩⇕⌉¬ ′̸′ ∫⌉⌋≀\⌈∫ • D⊣⊔⊣ R⊣⊔⌉¬ ∞↙′ M⌊⟩⊔∝∫⌉⌋ • T∇⊣\∫⇕⟩∫∫⟩≀\ R⊣⌈⟩⊓∫¬ ∞′⇕ • S⌉∫∫⟩≀\ T†√⌉∫ – 64 byte data packets – 170 byte data packets • R≀≀⇕ S⟩‡⌉ – 50, 100 Nodes: 50m×▽′⇕ – 500 Nodes: 100m×∞′′⇕ – 1000 Nodes: 150m×∞▽′⇕

AODV F⌉⌊∇⊓⊣∇† ∈⇎ ∞∃∃∃14

Goodput Ratio

• ▽′ N≀⌈⌉∫ ↖ ≀⊑⌉∇ ∃∀↗ • ∞′′ N≀⌈⌉∫ ↖ ⊣√√∇≀§⟩⇕⊣⊔⌉↕† ∃△↗ • O√⊔⟩⇕⊣↕ V⊣↕⊓⌉∫¬ – rreq retries = 2 – allowed hello loss = 2

Perkins, Royer Sun, UCSB

AODV February 26, 199915

Route Acquisition Latency

• ▽′ N≀⌈⌉∫ ↖ ⊣√√∇≀§⟩⇕⊣⊔⌉↕† ∈′′ ⇕∫⌉⌋ • ∞′′ N≀⌈⌉∫ ↖ ⊣√√∇≀§⟩⇕⊣⊔⌉↕† ∈′′ ⇕∫⌉⌋ • O√⊔⟩⇕⊣↕ V⊣↕⊓⌉∫¬ – rreq retries = 2 – allowed hello loss = 2

Perkins, Royer Sun, UCSB

AODV February 26, 199916

Comparison of Network Sizes

# of Nodes 50 100 500 1000 Goodput Ratio at Sim End 98.75% 93.92% 87.46% 70.53% Goodput Ratio Avg 97.98% 95.91% 86.43% 72.32% Bandwidth Overhead Ratio 1.14 1.11 1.31 1.49 Avg Rte Acq Latency (msec) 206 202 454 548 Avg Path Length (hops) 3.94 4.57 6.83 10.45 Loss to Collision 1.43% 5.74% 22.80% 26.37% • ▽′⇔ ∞′′ N≀⌈⌉∫ ↖ ⟨⟩}⟨ }≀≀⌈√⊓⊔⇔ ↕≀⊒ ⌊⊣\⌈⊒⟩⌈⊔⟨ ≀⊑⌉∇⟨⌉⊣⌈ • ▽′′⇔ ∞′′′ N≀⌈⌉∫ ↖ ↕≀⊒⌉∇ }≀≀⌈√⊓⊔⇔ ⟨⟩}⟨⌉∇ ⌊⊣\⌈⊒⟩⌈⊔⟨ ≀⊑⌉∇⟨⌉⊣⌈ • R⌉⊣∫≀\∫ {≀∇ ⌈⌉}∇⊣⌈⌉⌈ √⌉∇{≀∇⇕⊣\⌋⌉¬ – Greater likelihood of collision – Greater chance of mid-session route rebuilding

Perkins, Royer Sun, UCSB

AODV February 26, 199917

Comparison of Session Types

# of Nodes 50 100 Data Packet Size 64 bytes 170 bytes 64 bytes 170 bytes Goodput Ratio at sim end 98.75% 86.18% 93.92% 83.38% Bandwidth Overhead Ratio 1.14 1.06 1.11 1.06 Avg Rte Acq Latency (msec) 206 388 202 580 # Generated Sessions 24 45 62 89 • L≀\}⌉∇ √⊣⌋‖⌉⊔ ↕⌉\}⊔⟨∫ ≀{ ⊑≀⟩⌋⌉ ∫⌉∫∫⟩≀\ ⇒ }∇⌉⊣⊔⌉∇ ↕⟩‖⌉↕⟩⟨≀≀⌈ ≀{ ⌋≀↕↕⟩∫⟩≀\ • B⌉⊔⊔⌉∇ ⌊⊣\⌈⊒⟩⌈⊔⟨ ≀⊑⌉∇⟨⌉⊣⌈ ∇⊣⊔⟩≀ ⇒ ∫⊣⇕⌉ ⊣⇕≀⊓\⊔ ≀{ ⌋≀\⊔∇≀↕ ≀⊑⌉∇⟨⌉⊣⌈ ⌊⊓⊔ ⇕≀∇⌉ ⌈⊣⊔⊣ ⌊†⊔⌉∫ • L≀\}⌉∇ ⊒⊣⟩⊔ ⌊⌉⊔⊒⌉⌉\ ⊔∇⊣\∫⇕⟩∫∫⟩≀\∫ ⇒ ↕≀\}⌉∇ ∇≀⊓⊔⌉ ⊣⌋∐⊓⟩∫⟩⊔⟩≀\ ↕⊣⊔⌉\⌋†

AODV F⌉⌊∇⊓⊣∇† ∈⇎ ∞∃∃∃18

Conclusion • O\↖⌈⌉⇕⊣\⌈ ∇≀⊓⊔⌉ ⌉∫⊔⊣⌊↕⟩∫⟨⇕⌉\⊔ • M⟩\⟩⇕⊓⇕ ⌈⌉↕⊣† {≀∇ ∇≀⊓⊔⌉ ⌈⟩∫⌋≀⊑⌉∇† • Q⊓⟩⌋‖ ∇⌉∫√≀\∫⌉ ⊔≀ ↕⟩\‖ ⌊∇⌉⊣‖⊣}⌉ ⟩\ ⊣⌋⊔⟩⊑⌉ ∇≀⊓⊔⌉∫ • M⊣⟩\⊔⌉\⊣\⌋⌉ ≀{ ↕≀≀√↖{∇⌉⌉ ∇≀⊓⊔⌉∫ ⌊† ⊓∫⌉ ≀{ ⌈⌉∫⊔⟩\⊣⊔⟩≀\ ∫⌉∐⊓⌉\⌋⌉ \⊓⇕⌊⌉∇∫ • S⌋⊣↕⊣⌊↕⌉ ⊔≀ ↕⊣∇}⌉ √≀√⊓↕⊣⊔⟩≀\∫ ≀{ \≀⌈⌉∫ W⟩⊔⟨⟩\ ⊔⟨⌉ ↕⟩⇕⟩⊔∫ ⟩⇕√≀∫⌉⌈ ⌊† ⇕≀⌊⟩↕⌉⇔ ⊒⟩∇⌉↕⌉∫∫ \⌉⊔⊒≀∇‖∫⇔ AODV ⟩∫ ⊣\ ⌉{{⌉⌋⊔⟩⊑⌉ √∇≀⊔≀⌋≀↕ {≀∇ ∇≀⊓⊔⟩\} ⊒⟩⊔⟨⟩\ ⊣⌈↖⟨≀⌋ \⌉⊔⊒≀∇‖∫↙

AODV F⌉⌊∇⊓⊣∇† ∈⇎ ∞∃∃∃19

Future Work • M⊓↕⊔⟩⌋⊣∫⊔ ⟨⊔⊔√¬∝∝⊒⊒⊒↙⟩⌉⊔{↙≀∇}∝⟩\⊔⌉∇\⌉⊔↖⌈∇⊣{⊔∫∝⌈∇⊣{⊔↖⟩⌉⊔{↖⇕⊣\⌉⊔↖⊣≀⌈⊑↖′∈↙⊔§⊔ • E↕⟩⇕⟩\⊣⊔⟩≀\ ≀{ Hello Messages • Q⊓⊣↕⟩⊔† ≀{ S⌉∇⊑⟩⌋⌉ – Delay – Bandwidth • L≀⌋⊣↕ R⌉√⊣⟩∇ – RREQ sent by intermediate node with small TTL – Tradeoff between route reconstruction time and number of packets dropped? • A⊓⊔⟨⌉\⊔⟩⌋⊣⊔⟩≀\ ⊣\⌈ S⌉⌋⊓∇⟩⊔†

AODV F⌉⌊∇⊓⊣∇† ∈⇎ ∞∃∃∃20

Author Contact Information Charles Perkins

http://www.svrloc.org/∼⌋⟨⊣∇↕⟩⌉√ ⌋√⌉∇‖⟩\∫ℵ⌉\}↙∫⊓\↙⌋≀⇕ E↕⟩‡⊣⌊⌉⊔⟨ R≀†⌉∇ ⟨⊔⊔√¬∝∝⊣↕√⟨⊣↙⌉⌋⌉↙⊓⌋∫⌊↙⌉⌈⊓∝∼⌉∇≀†⌉∇ ⌉∇≀†⌉∇ℵ⊣↕√⟨⊣↙⌉⌋⌉↙⊓⌋∫⌊↙⌉⌈⊓