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Abstract— Initial work in ad hoc routing hasconsideredonly the
problemof providing ef�cient mechanismsfor �nding pathsin very
dynamic networks, without considering security. Becauseof this,
there are a number of attacks that can be used to manipulate
the routing in an ad hoc network. In this paper, we describe
these threats, speci�cally showing their effects on AODV and
DSR. Our protocol, named Authenticated Routing for Ad hoc
Networks (ARAN), usespublic-key cryptographic mechanisms to
defeatall identi�ed attacks.Wedetailhow ARAN cansecurerouting
in environments where nodes are authorized to participate but
untrustedto cooperate,as well as environmentswhereparticipants
donot needto beauthorizedto participate.Through bothsimulation
and experimentationwith our publicly-available implementation,
we characterizeand evaluateARAN and show that it is able to
effectively and ef�ciently discover secureroutes within an ad hoc
network.

I . INTRODUCTION

Securingprotocols for mobile ad hoc networks presents
uniquechallengesdue to characteristicssuchas lack of pre-
deployed infrastructure,centralizedpolicy andcontrol. In this
paper, we make a numberof contributions to the designof
securead hoc routing protocols1. First, we describeexploits
that are possibleagainstad hoc routing protocols.We show
speci�cally that two protocols that are under consideration
by the IETF for standardization,AODV [9] and DSR [10],
althoughef�cient in termsof network performance,arereplete
with security�a ws.

Second,we de�ne anddistinguishthe heterogeneousenvi-
ronmentsthat make useof ad hoc routing and differ in their
assumedpre-deploymentand securityrequirements.This ap-
proachis importantbecausesatisfyinga tightersetof security
requirementsthanan applicationrequiresis unwarrantedand
wastefulof resources.

Third, we proposea securerouting protocol,Authenticated
Routing for Ad hoc Networks (ARAN), that detects and
protectsagainstmaliciousactionsby third partiesand peers.
ARAN introducesauthentication, message integrity, andnon-
repudiationto routing in an ad hoc environmentas a part of
a minimal securitypolicy.

We detail how ARAN can be usedin two environments:
wheremobileusersarefederatedandcanbepre-certi�ed(e.g.,
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on a campus)though remain untrusted;and where they are
unknown to each other and cannot be pre-certi�ed (e.g., a
“rooftop” accesspoint). To our knowledge,ARAN is the �rst
proposalfor securingad hoc routing for rooftop networks.

We analyzethe security of ARAN and evaluate its net-
work performancethroughmeasurementof bothour publicly-
available implementationand extensive simulations.We �nd
that althoughthereis a greaterperformancecost to ARAN as
comparedto DSR or AODV, the increasein cost is minimal
andoutweighedby the increasedsecurity.

This paper is organized as follows. Section II presents
an overview of recent work on ad hoc network security.
SectionIII describesthe securityexploits possiblein ad hoc
routingprotocols.Threeadhocenvironmentsandthesecurity
requirementsof any adhocnetwork arede�ned in SectionIV.
SectionV presentsour secureadhocroutingprotocol,ARAN.
A securityanalysisof ARAN is providedin SectionVI, while
section VII evaluates ARAN through implementationand
simulations.Finally, sectionVIII offers concludingremarks.

I I . BACKGROUND

Severalproposedadhoc routingprotocols,for example[9],
[10], [11], [12], [13], have security vulnerabilities and ex-
posuresthat easily allow for routing attacks. While these
vulnerabilitiesare commonto many protocols,in this paper
we focuson two protocolsthatareunderconsiderationby the
IETF for standardization:AODV [9] andDSR [10].

The fundamental differencesbetween ad hoc networks
and standardIP networks necessitatethe development of
new security services.This point has been recognized,and
several researchershave examined security problems in ad
hoc networks. Numeroussolutions have been proposedfor
providing a secureand reliable certi�cation authority in ad
hoc networks [14], [15], [16], [17]. Anotherproblemthat has
received attention is that of stimulating cooperationamong
nodesin an ad hoc network and addressingmaliciouspacket
dropping [18], [19], [20], [21], [22], [23]. Strategies used
include detectingand punishing non-cooperatingnodes,re-
warding nodes for forwarding packets, concealingthe true
destinationof packets from intermediatenodes,and using
redundantdatatransmissionsover multiple paths.

The issue of secure routing in particular has received
signi�cant attention.Hu et al. have proposedAriadne [6], a
secureversionof DSR.Ariadnecanusepre-deployedpairwise
symmetrickeys or pre-deployedasymmetriccryptographyfor
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authentication.The former is more ef�cient, but requires
sharedsecretsbetweencommunicatingnodes,which may not
always be feasible to establish.A third option for Ariadne
is the TESLA authenticationscheme,which is also basedon
asymmetricencryption,thusrequiringa certi�cation authority
or pre-deployedkeys.TESLA requiresthatpacketsaredelayed
by the longestRTT in the network beforethey aresent(thus
route creationincurs this delay in both requestand response
phases).

Chu et al. developeda secureproactive routing protocol
basedon DSDV [13] calledSEAD [24], which is also based
on public-key signedhashchains.

SAODV [25], an earlyattemptto securetheAODV routing
protocol,hasnumeroussecurityvulnerabilities.For instance,
it allows a malicious intermediatenodeto spoof its identity,
illegally modify thehopcounton routerequestmessages,and
fabricaterouteerror messages.

The use of security parameters,such as the trust level of
a node in a hierarchicalorganization,as a routing metric is
proposedin [26]. To securethe scheme,the authorssuggest
that all nodes at the same level of trust should share a
commonsecret.This is not very practical,andhasmany key-
managementissues.

In an alternative scheme,Papadimitratoset al. [27] propose
theSecureRoutingProtocol(SRP);however, this is vulnerable
to attackssuch as fabricatedroute error messages.Routing
securityin sensornetworks hasbeenanalyzedin [28].

The wormholeattackagainstsecuread hoc routing proto-
cols is studied and a solution is presentedin [29], though
implementingthe solution requiresspecializedhardware to
achieve a high degree of clock synchronization.Awerbuch
et al. designa �ooding-free reactive routing protocol based
on Swarm Intelligence and the Distributed Reinforcement
Learning paradigm[30], which is secureagainsta dynamic
Byzantineadversarialmodel.Finally, intrusiondetectiontech-
niquesfor ad hoc networks have beenstudied[31], [32].

Our work differs from otherwork in thatwe do not assume
any hardwaremodi�cations or synchronizedclocks,andonly
minimal advance keying from a trusted authority. We also
accountfor the costs of distributing cryptographicmaterial
insteadof assumingit is pre-deployed.

In comparisonagainstrelatedwork (e.g.,[6], [7]), ARAN
hashigher computationalcostsat eachnode,which has im-
plicationsfor power costsandlatency. However, thedominant
energy cost of wireless networking on handhelddevices is
the idle systemwith an idle radio [3]; the costsof ARAN's
cryptographyrepresenta small price in comparison.ARAN's
computationaldelaysarecomparableto themandatoryauthen-
tication delays required by TESLA [7], a hash-chain-based
approachto security. TESLA mandatesdelaysequalto twice
the diameterRTT of the network in addition to processing
delays,even if the path is betweendirect neighbors.

I I I . EXPLOITS AGAINST EXISTING

PROTOCOLS

Severalpopularadhocroutingprotocolsallow for many dif-
ferent typesof attacks.In this section,we classifyandbrie�y

Attack AODV DSR ARAN
Remoteredirection

modif. of seq.numbers Yes No No
modif. of hop counts Yes No No
modif. of sourceroutes No Yes No
tunneling Yes Yes Yes,but only

to lengthen
path

Spoo�ng Yes Yes No
Fabrication

fabr. of error messages Yes Yes Yes,but non-
repudiable

fabr. of sourceroutes No Yes No
(cachepoisoning)

TABLE I

VULNERABIL ITIES OF AODV, DSR, AND ARAN.

describemodi�cation, impersonation, andfabrication exploits
againstad hoc routing protocols.Detaileddescriptionsof the
attackscan be found in our previous work [8]. In addition,
several attacksarepossiblein the forwardingoperation.Data
packetscanbe dropped,replayed,or redirected.In SectionV,
we proposea protocol that is not exploitable in theseways.

Our focus is on vulnerabilities and exposuresthat result
from the speci�cation of the ad hoc routing protocol, and
not from problemswith IEEE 802.11.Additionally, denial-of-
serviceattacksbasedon non-cooperationandpacketdropping,
or resourcedepletionby aggressive routerequest�ooding, are
possiblein all ad hoc routing protocols.We do not dealwith
the issueof ensuringprotocol compliance,and look only at
security problemsarising from manipulationof the network
routing.

The attackspresentedbelow are describedin termsof the
AODV and DSR protocols,which we useas representatives
of ad hoc on-demandprotocols.Table I providesa summary
of eachprotocol's vulnerability to the following exploits.

A. Attacks Using Modi�cation

Malicious nodescan causeredirection of network traf�c
and DoS attacks by altering control message�elds or by
forwardingrouting messageswith falsi�ed values.Below we
brie�y describeseveral modi�cation attacksagainstAODV
andDSR.

1) Redirection by Modi�ed Route SequenceNumbers:
Protocolssuch as AODV and DSDV assignmonotonically
increasingsequencenumbersto routestowardsspeci�c desti-
nations.A route with a higher sequencenumberis preferred
over onewith a lower sequencenumber. Thus,in AODV, any
node may divert traf�c through itself by advertising a route
to a node with a destinationsequencenum greaterthan the
authenticvalue.

2) Redirection with Modi�ed Hop Counts: In AODV, a
redirectionattackis possibleby modi�cation of thehopcount
�eld in route discovery messages.When routing decisions
cannotbe madeby other metrics,AODV usesthe hop count
�eld to determineashortestpath.Maliciousnodescanincrease
the chancesthey are included on a newly createdroute by
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resettingthe hop count �eld of the RREQ to zero.Similarly,
by settingthehopcount�eld of theRREQto in�nity , created
routes will tend to not include the malicious node. Such
an attack is most threateningwhen combinedwith spoo�ng,
describedin SectionIII-B.

3) Denial-of-servicewith Modi�ed Source Routes: DSR
utilizes sourceroutes,therebyexplicitly statingroutesin data
packets.Theserouteslack any integrity checksand a simple
denial-of-serviceattackcan be launchedin DSR by altering
the sourceroutesin packet headers,suchthat the packet can
no longerbe deliveredto the destination.

4) Tunneling: Ad hoc networks have an implicit assump-
tion that any nodecanbe locatedadjacentto any othernode.
A tunnelingattackis wheretwo or morenodescollaborateto
encapsulateandexchangemessagesalongexisting datapaths.
Such collaboratingnodescan pretendto be neighbors,and
falsely representthe length of available pathsby preventing
honest intermediatenodes from correctly incrementingthe
path lengthmetric.

It is alsopossiblethat insteadof tunnelingthroughexisting
multi-hop routes,the malicious nodescan use a long-range
directionalwirelesslink or a wired link betweenthem.Sucha
link givestheattackersan unfair advantagetowardsoccurring
on the shortestdelay routebetweena sourceanddestination.
Thishasbeenreferredto asthewormholeattackin recentliter-
ature[6], [29]. However, if themaliciousnodestruly lie on the
shortestdelaypath,it couldbearguedthattheselectionof this
pathis not a subversionof the routingprotocol.A mechanism
for defendingagainstwormholeattacksis presentedin [29].

B. Attacks Using Impersonation

Spoo�ng occurs when a node misrepresentsits identity
in the network, such as by altering its MAC or IP address
in outgoing packets, and is readily combined with other
attacks,suchas thosebasedon modi�cation. The advantage
of spoo�ng is that the attack cannotbe tracedback to the
maliciousnode.

C. Attacks Using Fabrication

Fabricationattacksinvolve the generationof false routing
messages.Such attackscan be dif�cult to verify as invalid
constructs,especiallyin the caseof fabricatederror messages
that claim a neighborcannotbe contacted.

1) Falsifying RouteErrors in AODV and DSR: In AODV
and DSR, if the destinationnode or an intermediatenode
along an active path moves, the node upstreamof the link
breakbroadcastsa routeerror messageto all active upstream
neighbors.This messagecausesthecorrespondingrouteto be
invalidatedin all upstreamnodes.A denial-of-serviceattack
canbe launchedby continuallysendingrouteerror messages
indicating a broken link on the route, therebypreventing the
sourcefrom communicatingwith the destination.

2) RouteCache Poisoningin DSR: In DSR, a nodeover-
hearingany packet mayaddtherouting informationcontained
in that packet's headerto its own route cache,even if that
nodeis not on thepathfrom sourceto destination.An attacker
couldeasilyexploit this methodof learningroutesandpoison

routecachesby transmittingpacketscontaininginvalid routes
in their headers.

IV. SECURITY REQUIREMENTS OF

AD HOC NETWORKS

Applications for ad hoc networks include military opera-
tions, emergency rescuemissions,and simple provisioning
of wirelessnetwork access,such as at a conferenceor in a
classroom.In this section,we classify ad hoc networks into
three distinct environmentsthat differ in security needsand
assumedpre-deployment.Theseclassesarede�ned becauseit
is dif�cult to constructa singlesecureadhocroutingprotocol
to suit theneedsof many heterogeneouswirelessapplications.
The lower security requirementsof some environmentsdo
not justify useof costly protocolsthat satisfystrictersecurity
policies. The environmentsde�ned in this sectionenableus
to clearly statewherewe expectto apply our secureprotocol.

A good securerouting algorithm preventseachof the ex-
ploits presentedin SectionIII; it mustensurethatno nodecan
prevent successfulroute discovery and maintenancebetween
any othernodesother thanby non-participation.

We de�ne a set of three discretead hoc wireless envi-
ronments:open, managed-open, and managed-hostile. These
differ not only in the level of securityneeded,but alsoin that
somehave opportunity for exchangeof security parameters
beforethe nodesaredeployed.

In sum, all securead hoc routing protocols must satisfy
the following requirementsto ensurethat pathdiscovery from
sourceto destinationfunctions correctly in the presenceof
maliciousadversaries:(1) Routesignalingcannotbe spoofed;
(2) Fabricatedrouting messagescannotbe injected into the
network; (3) Routing messagescannotbe alteredin transit,
except accordingto the normal functionality of the routing
protocol; (4) Routing loops cannotbe formed throughmali-
ciousaction;(5) Routescannotberedirectedfrom theshortest
pathby maliciousaction.

Theserequirementshelp de�ne an openenvironmentalong
with the following distinction: all nodescan be considered
authorized.This scenario might exist, for example, for a
userwalking through an urbanenvironmentor driving on a
highway.

Managed-openenvironmentsare accordinglydistinguished
by an additional requirement:(6) Unauthorizednodesmust
be excluded from route computation and discovery. This
requirementdoesnot precludethefactthatauthenticatedpeers
may act maliciously as well. Additionally, we assumethat
the managed-openenvironment has the opportunity for pre-
deployment or exchangeof public keys, sessionkeys, or
certi�cates.We expectmobilenodesin this environmentreside
within somecommoncontext or geographicproximity. Such
an ad hoc network might be formedby peersat a conference,
or studentson a campus.

We de�ne a managed-hostileenvironmentto have require-
mentslisted above aswell as the following: (7) The network
topology must neither be exposedto adversariesnor to au-
thorized nodesby the routing messages.A managed-hostile
environment is formed, for example,by military nodesin a
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K A + Public key of nodeA.
K A � Privatekey of nodeA.
K AB Symmetrickey sharedby nodesA andB .
f dgK A + Encryptionof datad with key K A + .
[d]K A � Datad digitally signedby nodeA.
certA Certi�cate belongingto nodeA.
e Certi�cate expiration time.
NA Nonceissuedby nodeA.
IPA IP addressof nodeA.
RDP RouteDiscovery Packet identi�er.
REP REPly packet identi�er.
t timestamp.

TABLE II

TABLE OF VARIABLES AND NOTATION.

battle environment,or perhapsby emergency responsecrews
in a disasterarea.In suchanenvironment,nodesaredeployed
by a commonsource.Consequently, theremaybeopportunity
for pre-deployedexchangeof securityparameters.The distin-
guishingsecuritythreatof themanaged-hostileenvironmentis
thateverynodeis vulnerableto physicalcaptureandtake-over
of equipment,wherehostileentitiescanthenposeasfriendly
entitiesat a compromisednode.Therefore,exposureof node
location from the routing protocol messagesis not desirable,
elseadversariesmay gain an opportunityto annihilateusers.

In the next sectionwe presentthe ARAN protocol,which
meetstheneedsof themanaged-openandopenenvironments.
It doesnot provide a solutionto themanaged-hostileenviron-
mentbecauseit exposesthe routing topology.

V. AUTHENTICATED ROUTING FOR

AD HOC NETWORKS

In this section,we detail the operationof ARAN. ARAN
usescryptographiccerti�cates to prevent most of the attacks
presentedin SectionIII anddetecterraticbehavior.

ARAN consistsof a preliminary certi�cation processfol-
lowed by a route instantiationprocessthat guaranteesend-
to-end authentication.The protocol is simple comparedto
most non-securedad hoc routing protocols, and does not
include routing optimizationspresentin the latter. It should
be notedthat theseoptimizationsare the chief causeof most
exploits listed in Section III. Route discovery in ARAN is
accomplishedby a broadcastroute discovery messagefrom
a source node that is replied to by the destinationnode.
The routing messagesare authenticatedend-to-endand only
authorizednodesparticipateat eachhop betweensourceand
destination.

A. Certi�cation of AuthorizedNodes

ARAN uses cryptographiccerti�cates to bring authenti-
cation, message-integrity and non-repudiationto the route
discovery process.ARAN therefore requires the use of a
trusted certi�cate server T , whose public key is known to
all valid nodes(or multiple serversmay be used[17]). Nodes
usethesecerti�catesto authenticatethemselvesto othernodes
during the exchangeof routing messages.The useof public

keys andcerti�catesis commonin many secureadhocrouting
protocols,but mostassumethe existenceof suchinformation
without any explicit descriptionof how it is transmitted.While
ARAN may appearmore expensive, it is in part because
we accountfor the distribution of the cryptographickeying
material.

In managed-openenvironments,keys are a priori gener-
atedandexchangedthroughan existing, perhapsout-of-band,
relationshipbetweenT and eachnode. Before entering the
ad hoc network, each node must requesta certi�cate from
T. Each node receives exactly one certi�cate after securely
authenticatingits identity to T . Details of how certi�cates
arerevoked areexplainedbelow in SectionV-G. SectionV-H
describesthe certi�cation processfor openenvironments.

A nodeA receivesa certi�cate from T asfollows:

T ! A : certA = [I PA ; K A + ; t; e]K T � (1)

The certi�cate containsthe IP addressof A (IPA ), the public
key of A (KA + ), a timestampt of when the certi�cate was
created,anda time e at which the certi�cate expires.TableII
summarizesournotation.Thesevariablesareconcatenatedand
signedby T. All nodesmust maintainfresh certi�cates with
the trustedserver.

B. AuthenticatedRouteDiscovery

The goal of end-to-endauthenticationis for the sourceto
verify that the intendeddestinationwas reached.The source
truststhe destinationto selectthe returnpath.

Thesourcenode,A, beginsrouteinstantiationto destination
X by broadcastingto its neighborsa route discovery packet
(RDP):

A ! broadcast: [RDP; IPX ; NA ]K A � ; certA (2)

The RDP includesa packet type identi�er (“RDP”), the IP
addressof the destination(IPX ), A's certi�cate (certA ) and
a nonceNA , all signedwith A's private key. Note that the
RDP is only signedby the sourceand not encrypted,so the
contentscan be viewed publicly. The purposeof the nonce
is to uniquely identify an RDP coming from a source.Each
time A performsroute discovery, it monotonicallyincreases
the nonce.The nonce is 5 bytes in size, and is thus large
enoughthat it will not needto be recycledwithin the lifetime
of the network.2 Note that a hop count is not includedwith
the message.

Whena nodereceivesanRDP message,it setsup a reverse
pathbackto thesourceby recordingtheneighborfrom which
it received the RDP. This is in anticipation of eventually
receiving a reply messagethat it will needto forward back
to the source.The receiving nodeusesA's public key, which
it extracts from A's certi�cate, to validate the signatureand
verify that A's certi�cate hasnot expired.The receiving node
alsochecksthe(NA ; IPA ) tupleto verify thatit hasnotalready
processedthis RDP; nodesdo not forward messageswith
already-seentuples. The receiving node signs the contents
of the message,appendsits own certi�cate, and forward

2If a sourcesendsa new RDP every millisecond,with a 5 byte nonce,it
would take morethan34 yearsfor the value to wrap around.
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broadcaststhemessageto eachof its neighbors.Thesignature
prevents spoo�ng attacks that may alter the route or form
loops.

Let B be a neighbor that has received from A the RDP
broadcast,which it subsequentlyrebroadcasts.

B ! broadcast: [[RDP; IPX ; NA ]K A � ]K B � ; certA ; certB
(3)

Upon receiving the RDP, B 's neighborC validatesthe sig-
naturesfor both A, the RDP initiator, and B , the neighbor
it received the RDP from, using the certi�cates in the RDP.
C then removes B 's certi�cate and signature,recordsB as
its predecessor, signs the contentsof the messageoriginally
broadcastby A and appendsits own certi�cate. C then
rebroadcaststhe RDP.

C ! broadcast: [[RDP; IPX ; NA ]K A � ]K C � ; certA ; certC
(4)

Eachintermediatenodealongthe pathrepeatsthe samesteps
asC.

C. AuthenticatedRouteSetup

Eventually, the messageis received by the destination,X ,
who repliesto the �rst RDP that it receivesfor a sourceanda
given nonce.This RDP neednot have traveledalongthe path
with the leastnumberof hops; the least-hoppath may have
a higher delay, either legitimately or maliciously manifested.
In this case,however, a non-congested,non-least-hoppath is
likely to be preferredto a congestedleast-hoppath because
of the reductionin delay. BecauseRDPsdo not containa hop
countor speci�c recordedsourceroute,andbecausemessages
are signedat eachhop, maliciousnodeshave no opportunity
to redirecttraf�c with theexploits we describedin SectionIII.

After receiving the RDP, the destinationunicastsa Reply
(REP) packet back along the reversepath to the source.Let
the �rst nodethat receivesthe REPsentby X be nodeD.

X ! D : [REP; IPa ; NA ]K X � ; certx (5)

The REP includes a packet type identi�er (“REP”), the IP
addressof A (IPa), the certi�cate belongingto X (certx ) and
the noncesentby A. Nodesthat receive the REPforward the
packet back to the predecessorfrom which they received the
original RDP. Each nodealong the reversepath back to the
sourcesigns the REP and appendsits own certi�cate before
forwardingthe REPto the next hop. Let D 's next hop to the
sourcebe nodeC.

D ! C : [[REP; IPa ; NA ]K X � ]K D � ; certx ; certD (6)

C validatesD 's signatureon the received message,removes
the signatureand certi�cate, then signs the contentsof the
messageandappendsits own certi�cate beforeunicastingthe
REPto B .

C ! B : [[REP; IPa ; NA ]K X � ]K C � ; certx ; certC (7)

Each node checksthe nonceand signatureof the previous
hop as the REPis returnedto the source.This avoids attacks
wheremaliciousnodesinstantiateroutesby impersonationand
re-playof X' s message.Whenthe sourcereceivesthe REP, it

veri�es the destination's signatureand the noncereturnedby
the destination.

D. RouteMaintenance

ARAN is an on-demandprotocol. When no traf�c has
occurredon an existing route for that route's lifetime, the
route is simply de-activatedin the route table.Data received
on an inactive routecausesnodesto generatean Error (ERR)
message.Nodes also use ERR messagesto report links in
active routesthatarebrokendueto nodemovement.All ERR
messagesmust be signed.For a route betweensourceA and
destinationX , a nodeC generatesthe ERR messagefor its
neighborB as follows:

C ! B : [ERR; IPA ; IPX ; Nc]K C � ; certc (8)

This messageis forwardedalong the path toward the source
without modi�cation. A nonceensuresthat the ERR message
is fresh.

It is extremely dif�cult to detect when ERR messages
are fabricatedfor links that are truly active and not broken.
However, thesignatureon themessagepreventsimpersonation
and enablesnon-repudiation.A node that transmitsa large
number of ERR messages,whether the ERR messagesare
valid or fabricated,shouldbe avoided.

E. Responsesto Erratic Behavior

Erratic behavior can come from a malicious node, but it
can also come from a friendly node that is malfunctioning.
ARAN's responsedoesnot differentiatebetweenthe two and
regards all erratic behavior as the same. Erratic behavior
includestheuseof invalid certi�cates,improperlysignedmes-
sages,andmisuseof routeerror messages.ARAN's response
to erratic behavior is a local decisionand the detailsare left
to implementors.We discusshow susceptibleARAN is to this
behavior in the next section.

F. Potential Optimizations

Although we have speci�ed the use of public certi�cates
here, it is clear that intermediarynodes(B and C in our
examples)can easily agreeupon and exchangesessionkeys
using the certi�cates that authenticatetheir participation in
route creation.Two nodescan easily sharea symmetrickey
generatedwith their own private key and the public key
of the other. A sessionkey can last the duration of their
juxtapositionand can be a symmetric key, K B C to reduce
processingcosts; equivalently, juxtaposedpeers can create
low-cost hashchainsbetweenthemselves for authentication
of futuremessages.Using theseoptimizationswould decrease
computationaloverheadand power consumption.However,
even if theseoptimizationsare used,we requirethat sources
and destinationsmust include full public-key signaturesfor
end-to-endroutediscovery andsetupmessages.

G. Key Revocation

In someenvironmentswith strict security criteria, the re-
quiredcerti�cate revocationmechanismmustbe very reliable
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and expensive. Due to the desiredlow overheadin wireless
networks and the lower standardsof security sought in the
managed-openandopenenvironments,abest-effort immediate
revocationservicecan be provided that is backed up by the
useof limited-time certi�cates.

In theeventthata certi�cate needsto berevoked,thetrusted
certi�cate server, T , sendsa broadcastmessageto the ad
hoc groupthat announcesthe revocation.Calling the revoked
certi�cate cert r , the transmissionappearsas:

T ! broadcast: [r evoke;certr ]K T � (9)

Any node receiving this messagere-broadcastsit to its
neighbors.Revocation notices need to be stored until the
revokedcerti�cate wouldhaveexpirednormally. Any neighbor
of thenodewith therevokedcerti�cate needsto reformrouting
asnecessaryto avoid transmissionthroughthe now-untrusted
node.

This methodis not failsafe. In somecases,the untrusted
node that is having its certi�cate revoked may be the sole
connectionbetween two parts of the ad hoc network. In
this case,the untrustednode may not forward the notice of
revocation for its certi�cate, resulting in a partition of the
network, that lasts until the untrustednode is no longer the
soleconnectionbetweenthe two partitions.

At the time that the revokedcerti�cate shouldhave expired,
the untrustednode is unable to renew the certi�cate, and
routing acrossthat node ceases.Additionally, to detect this
situationand to hastenthe propagationof revocationnotices,
whenanodemeetsanew neighbor, it canexchangeasummary
of its revocationnoticeswith thatneighbor;if thesesummaries
do not match,the actualsignednoticescanbe forwardedand
re-broadcastedto restartpropagationof the notice.

H. ARANin OpenEnvironments

One of the key characteristicsof ARAN is that attack-
ers gain little advantagewithin ARAN by having additional
certi�cates. This makes ARAN well suited for use in open
environmentswhere no user is unauthorizedto participate
in route creation (see Section IV). Open 802.11 networks
(often called “rooftop networks”) in particular have become
widespread:http://www.nodedb.com lists 8,900 open
accesspointsaroundthe world.

OpenwirelessaccesspointsrunningopenDHCPcanextend
their coverageif participatingnodesrun ARAN. Nodescan
register for a DHCP addressand then requestthat a public
key they provide is signedby the DHCP/certi�cateserver.

Until now, we have assumedthat only authorizednodes
can participatein ARAN route creation;however, even par-
ticipating nodesare prevented from malicious actions such
as introducing loops, blackholes,and other attackscovered
in SectionIII. Therefore,ARAN itself doesnot needto be
modi�ed. The remaining risk is that attacking nodes can
repeatedlychangetheir MAC addressesand continually ask
for new DHCPaddressesaswell asnew certi�cates.Thus,the
openenvironmentdoeshave limitations.In particular, it allows
certi�cate holdersto �ood thenetwork with datapackets.This
attackis anoptionin themanagedenvironment,exceptthatthe

certi�cate can be revoked without giving the user the ability
to receive renewed authorization.

JakobssonandJuelshave anexcellentmethodof combating
this problem:proof of work protocols[33]. To summarizethis
approach,clientsarerequiredto solveapuzzlebeforearequest
is satis�ed, such as factoring a number. The puzzlescould
requireadditionalwork asresourcesbecomemorescarce.This
increasesthe resourcesrequiredof attackers to successfully
attack the system proportional to the threat of the attack.
Alternatively, certi�cates can cost money, limiting the ability
of the attackers to requestthem limitlessly. A short lifetime
on certi�cates canalsohelp managethe network.

VI . SECURITY ANALYSIS

In this section,we provide a security analysisof ARAN
by evaluating its robustnessin the presenceof the attacks
introducedin Section III. As mentionedearlier, we do not
considerdenial-of-serviceattacksbasedon non-cooperation
or aggressive participation,which are possibleagainstall ad
hoc routing protocols.

Unauthorized participation: Sinceall ARAN packetsmust
be signed,a nodecannotparticipatein routing without autho-
rization from the trustedcerti�cate server. This accesscontrol
therefore rests in the security of the trusted authority, the
authorizationmechanismsemployed by the trustedauthority,
thestrengthof theissuedcerti�cates,andtherevocationmech-
anism.Although we do not detail thesefunctionsexplicitly,
except for certi�cate revocation, they have beenextensively
studiedby others.

In practice,many single-hop802.11 deploymentsalready
useVPN certi�cates; this is the caseon the UMasscampus.
Mechanismsfor authenticatingusersto a trusted certi�cate
authority are numerous;a signi�cant list is provided by
Schneier[34]. The trustedauthority is also a single point of
failureandattack;however, multiple redundantauthoritiesmay
be used(e.g.,asby Zhou andHaas[17]).

SpoofedRoute Signaling: Routediscoverypacketscontain
the certi�cate of the sourcenode and are signed with the
source's private key. Similarly, reply packets include the
destinationnode's certi�cate andsignature,ensuringthatonly
the destinationcan respondto route discovery. This prevents
impersonationattackswhereeither the sourceor destination
nodesis spoofed.

Fabricated Routing Messages:Sinceall routingmessages
must include the sending node's certi�cate and signature,
ARAN ensuresnon-repudiationand prevents spoo�ng and
unauthorizedparticipationin routing.ARAN doesnot prevent
fabricationof routing messages,but it doesoffer a deterrent
by ensuringnon-repudiation.A nodethat continuesto inject
falsemessagesinto the network may be excludedfrom future
routecomputation.

Alteration of Routing Messages:ARAN speci�es that all
�elds of RDP and REP packets remain unchangedbetween
sourceanddestination.Sinceboth packet typesaresignedby
theinitiating node,any alterationsin transitwould bedetected,
and the alteredpacket would be subsequentlydiscarded.Re-
peatedinstancesof alteringpacketscouldcauseothernodesto
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excludetheerrantnodefrom routing,thoughthatpossibility is
not consideredhere.Thus,modi�cation attacksareprevented.

Securing Shortest Paths: We believe there is no way to
guaranteethat one path is shorter than anotherin terms of
hop count. Tunneling attacks,such as the one presentedin
Section III-A.4, are possible in ARAN as they are in any
securerouting protocol. Securinga shortestpath cannotbe
done by any meansexcept by physical metrics such as a
timestampin routing messages.Accordingly, ARAN doesnot
guaranteea shortestpath,but offers a quickest pathwhich is
chosenby theRDPthatreachesthedestination�rst. Malicious
nodescould save someprocessingtime by not verifying the
previous hop's signatureon the RDP packet, thus increasing
their chancesof beingon thequickestroute.However suchan
attack is likely to succeedonly if it is executedby multiple
maliciousnodesonaroute,or if amaliciousnodeis alreadyon
oneof many quick routesto the destination.Malicious nodes
alsohave the opportunityin ARAN to lengthenthe measured
time of a path by delaying REPsas they propagate,in the
worse caseby dropping REPs,as well as delaying routing
after pathinstantiation.Finally, maliciousnodesusingARAN
could alsoconspireto elongateall routesbut one,forcing the
sourceand destinationto pick the unalteredroute; clearly, a
dif�cult task.

Forwarding Attacks: We have not detailed a speci�c
method of secureforwarding. This could be accomplished
using the cryptographic material available to ARAN, but
would addoverheadto thecostof datatransmission.A simple
methodof protectingdatapackets would be to usethe route
replyprocessto instantiatesharedkeysbetweenneighbors,and
to usethat sharedkey the basisfor a pair-wise HMAC. This
enforcesthat only certi�cate ownerscanforwarddata.It does
not prevent certi�cate holdersfrom replayattacks,but in any
protocol,authorizedparticipantscan just aseffectively attack
thesystemby �ooding thenetwork with valid datapacketsfor
routesthey create.End-to-endintegrity canbe ensuredby the
sharedkey derivablefrom the two peers'public keys.

Denial-of-Service Attacks: Denial-of-serviceattackscan
be conductedby nodeswith or without valid ARAN certi�-
cates.In thecerti�catelesscase,all possibleattacksarelimited
to the attacker's immediateneighborsbecauseunsignedroute
requestsaredropped.Therearemoresevereattacksavailable
at the MAC and physical layer than ARAN provides.Nodes
with valid certi�cates canconducteffective attacks,however,
by sendingmany unnecessaryroute requests.Becausethese
are broadcastand forwardedacrossthe network, an attacker
cancausewidespreadcongestionandpower-loss to all nodes
in thenetwork. Becauseit is dif�cult to infer thenode's intent
at the network level, it can be hard to differentiatebetween
legitimateandmaliciousRREQs.

VI I . NETWORK PERFORMANCE

In this section,we evaluatetheperformanceof ARAN using
measurementsobtainedthrough both simulation and imple-
mentation.Simulationsenableus to measuretheeffectiveness
and ef�ciency of ARAN in reasonablylarge networks, with
and without the presenceof maliciousnodes.Although sim-
ulation is a useful tool for anticipatingprotocol performance

in real networks, it needsto be complementedwith protocol
implementationin orderto obtainamorerealisticevaluationof
the protocol.With this motivation,we begin this sectionwith
a characterizationof our ARAN implementationover a three-
nodenetwork; we thenusethequantitative resultsobtainedas
input to a simulationof a 50-nodenetwork.

A. ARANImplementation

Our open-sourceimplementationof the ARAN protocol,
called arand , is publicly available from http://signl.
cs.umass.edu/software/arand . It is a user-space
routingdaemondesignedto run on Linux systemswith kernel
2.4 or higher. The daemonis written in C and utilizes the
Ad hoc SupportLibrary (ASL) written by Kawadia, Zhang,
andGupta[35]. The ASL andits accompanying Linux kernel
module are designedto provide a layer of abstractionthat
servesasaconsistentinterfaceto systemfunctionalityrequired
by all adhocnetwork protocols.Theseservicesincludeadding
anddeletingkernel routesas well as noti�cation to the user-
spacedaemonthat a route to anotherhost is needed.The
library andmodulealsoprovide functionality to keeptrack of
when routeswere last used.This allows routing daemonsto
deleteroutesthatmay no longerexist dueto nodemovement.

The cryptographicfunctions of arand make use of the
OpenSSL library (http://www.openssl.org ), which
provides functions for general purposecryptographictasks
suchaspublic andprivatekey encryption/decryption,signing,
and certi�cate management.Each mobile node is issuedan
X.509 certi�cate signedby a commonCerti�cation Authority.
Thecerti�cation authorityandmobilenodecerti�catescanbe
createdandmanagedusingthearanca scriptthatis available
on thearand projectsite.All routing relatedcommunication
betweenthe mobile nodes is done using UDP datagrams.
Thesemessagesinclude the messagetypes speci�ed by the
ARAN protocolsuchasRDP, REP, andERR,aswell assigned
hello messagesthat areusedby nodesto discover neighbors.

A typical interactionbetweenmobilenodesrunningarand
proceedsas follows. A useron nodeA attemptsto establish
a network connectionto nodeC. The kernel on A searches
its routing table for a route to C, but doesnot �nd one if A
andC areout of signalrangeandcannotreceive eachother's
hello messagesor if a previous route betweenA and C has
expiredandbeendeletedfrom thekernelroutingtable.arand
is noti�ed of theneedfor a routeto C by theAd hocSupport
Library, which in turn usestheTUN/TAP featureof theLinux
kernel.arand runningon A checksits stateinformationand
determinesthatit doesnot have any pendingrouterequestsfor
destinationC. It thencreatesa new RDPmessagesignedwith
its privatekey andbroadcaststhis routerequestonthenetwork.
The protocol then follows the stepsspeci�ed in SectionV.

Eachnodemustcryptographicallysignandverify eachrout-
ing messagealonga path.Thesecryptographicoperationsare
relatively expensive,especiallywhencomparedto otheradhoc
routing protocolsthat do very little computationper message.
It is importantto note however, that only the routing control
messagesbetweennodesaresubjectto signing/verifying. Data
packets exchangedbetweennodesafter a route hasbeenset
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Average(ms) � Std. Dev.
Laptop:
512 bit RSA key: 2.2 � 0.44
768 bit RSA key: 4.3 � 0.52

1024bit RSA key: 7.6 � 0.62
iPAQ:
512 bit RSA key: 45.4 � 1.14
768 bit RSA key: 109.2 � 1.64

1024bit RSA key: 199.7 � 2.21

TABLE III

RAW TIME TO PROCESS AN RDP PACKET. LAPTOP: 1200MHZ PENTIUM

3, 512MB RAM. HANDHELD: HP IPAQ 3850 206MHZ INTEL STRONG

ARM 32-BIT RISC PROCESSOR, 64 MB RAM

up arenot processedby arand in any way; they do not have
attachedcerti�cates and are not signed.Once a route is set
up, the routing daemonis out of the picture until that route
becomesinvalid and is neededagain.

B. ARANDPerformance

We have conductedtwo types of tests to determinethe
overheadof usingcerti�catesandsignaturesin ARAN. These
testsincludemeasurementsof raw processingtime perrouting
packet for differentkey sizes,andmeasurementsof theaverage
routeacquisitionlatency.

We note that the energy cost of cryptographicoperations
couldbeof someconcern,particularlyin resource-constrained
mobile devices. However, the energy consumedby wireless
communicationis signi�cantly higher; a single bit transmis-
sion consumesover 1000 times more energy than a single
32-bit computation[36]. Additionally, route discovery is per-
formed infrequently in most ad hoc networks. We therefore
do not consider the energy consumptionof cryptographic
computationsto be signi�cant, and do not measureit in
our experiments.The wireless communicationoverheadis
quanti�ed in sectionVII-C.

1) Message ProcessingTime: We examinedthe raw pro-
cessingtime expendedat a nodefor anARAN packet.Specif-
ically, we measuredtheprocessingtime requiredfor a nodeto
receive anRDPmessagefrom a neighborthat is not the initial
senderof the RDP, verify that the certi�cate attachedby the
neighborthe messagewas received from is valid, verify the
neighbor's signatureon the message,strip off the neighbor's
certi�cate, addits own certi�cate, sign the message,andthen
rebroadcastthe message.We make the distinction between
a forwardedRDP and one received from the initial sender
becausethe former is larger since it includesthe certi�cate
and signatureof the neighboras well that of the node that
originally sentthe RDP: both signaturesarechecked,andour
simulationsre�ect this.Measuringpernodeprocessingtimeon
this typeof messagegivesusanupperboundon theprocessing
time for a routing messageat eachnode.Hello messagesand
error messages(RERR)requirelessprocessingtime.

We conductedthis testby mirroring the sequenceof func-
tion callsthatareperformedwhenanRDPmessageis received

by arand ; however, we do not consider the time spent
performingoperationsonthestatethatis maintainedin arand
(suchaslooking througha list of RDPsto determinewhether
we have alreadyseena particular message).This simpli�ed
the test and allowed us to focus on the time spent on the
cryptographicoperationsinsteadof statemaintenance,which
is negligible in comparison.

The main purposeof this performancetestwasto illustrate
theexpenseof processingroutingmessageswith two different
types of devices that are likely to participatein an ad hoc
network usingtheARAN protocol.TableIII showsour results.
We measuredprocessingtime for botha laptopanda handheld
computerover three different RSA key sizes:512, 768, and
1024 bits. For both devices, increasingthe key size by 256
bits roughly doublesprocessingtime. Perhapsmost striking
in Table III is the differencein processingtimesbetweenthe
laptop and the handheld.For eachkey size, the processing
time is between20 and30 timesslower on the handheldthan
on the laptop.From this, it is clear that the processingpower
of the nodesexpectedto participatein an ad hoc network
can limit key sizes if routing overheadis a limiting factor.
In other words, ARAN is not appropriatefor low-resource
devices when node mobility is high and route changesare
very frequent.

2) RouteAcquisitionLatency: We alsomeasuredthe aver-
age route acquisitionlatency, which is the delay from route
requestinitiation to the receiptof a correspondingreply. The
resultsof measuringlatency in this way dependon thenumber
and topology of network nodes.For simplicity, and because
creatingan elaboratetopology with actual machineswould
be unwieldy, we createda simple topology with threenodes
orientedin a straightline topology: A $ B $ C. The node
in the middle is within rangeof the two end nodes,but the
end nodesare not in rangeof eachother. We measuredthe
routeacquisitionlatency for a routerequestfrom A to C. All
routing messagesaresentthroughthe intermediatenode,B .

For comparison,we have executed this experiment for
both AODV using the AODV-UIUC version 0.5 (http://
aslib.sourceforge.net ), which is an AODV daemon
written to usetheAd hocSupportLibrary, andfor ARAN us-
ing arand version0.3.2.All nodesrunningarand areusing
version0.9.6dof the OpenSSLlibrary. Both routing daemons
weremodi�ed to recordthe time whena routerequestis sent
andwhenits correspondingroutereply is received.Also, when
a routereply is received,we disabledtheactualadditionof the
newly discoveredrouteto thekernelto allow usto continually
requestrouteswithout restartingthe daemon.On the sender
nodeA, we ran a script that automaticallygeneratednetwork
traf�c for destinationC, causingthedaemonto requesta route.
Thescript thensleepsfor a randomnumberof secondsbefore
generatingtraf�c again.We measureroutelatency acrossthree
differentRSA key sizesusedby the nodes.However, in each
casetheCA signedclient certi�catesweresignedwith a 1024-
bit RSA key.

We measuredaverageroute acquisitionlatency using two
topologiesconsistingof different typesof devices. Table IV
showsaveragerouteacquisitionlatency for thetopologywhere
nodeA was a laptop,and nodesB and C were iPAQs. The
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Laptop! iPAQ! iPAQ Laptop! Laptop! Laptop
avg. (ms) � std. dev. avg. (ms) � std. dev.

arand:
512 bit RSA key: 237.0 � 16.8 22.2 � 0.9
768 bit RSA key: 435.3 � 34.8 31.9 � 0.9

1024bit RSA key: 729.3 � 71.0 46.2 � 1.4
aodvd:

no keys used 4.2 � 1.4 2.0 � 0.2

TABLE IV

THE AVERAGE LATENCY TO ACQUIRE A ROUTE IN TWO NETWORKS: FROM A LAPTOP THROUGH TWO IPAQS, AND THROUGH A ROUTE CONSISTING OF

THREE LAPTOPS.

last column of Table IV shows the averageroute acquisition
latency for the topology where nodesA, B , and C are all
Pentium 3 laptops. As can be seenfrom Table IV, in the
iPAQ topology, the route acquisitionlatency using arand is
between56 and 175 times slower than aodvd , depending
on the size of the key used on the nodesrunning arand .
When laptops, which have signi�cantly greater processing
power than the iPAQs, are used,arand is only between11
and 23 times slower than aodvd , dependingon the size of
the key. Even with the comparatively high route acquisition
latenciesexperiencedwith the iPAQ topology, theselatencies
arestill rathersmall comparedwith thedurationof the typical
connectionbetweennodesin anadhocnetwork. It is important
to note that after a route is set up betweentwo nodes,data
packets exchangedbetween the nodes do not involve the
ARAN routing daemonin any way, so this cost is incurred
only once unlessthe route breaks.The lifetime of a route
betweena pair of nodeswill typically be much longer than
thetime necessaryfor routeacquisitionin all adhocnetworks,
except thosewith the most rapidly changingtopologies.The
initially higher cost to acquirea route will likely turn out to
be an acceptableprice to pay to ensurenode authentication
andpreventionof modi�ed or forgedrouting messages.

C. SimulatedNetworkPerformance

We performed our evaluations using the Global Mobile
Information SystemsSimulation Library (GloMoSim) [37].
We usedan IEEE 802.11MAC layer and CBR traf�c over
UDP.

We simulatedtwo types of �eld con�gurations: 20 nodes
distributedover a 670mx 670mterrain,and50 nodesover a
1000mx 1000mterrain.Theinitial positionsof thenodeswere
random.Nodemobility wassimulatedaccordingto therandom
waypoint mobility model. The node transmissionrangewas
250m.We ran simulationsfor constantnodespeedsof 0, 1, 5
and10 m/s,with pausetime �x edat 30 seconds.We simulated
� ve CBR sessionsin each run, with random source and
destinationpairs. Each sessiongenerated1000 data packets
of 512 byteseachat the rateof 4 packetsper second.

ARAN was simulatedusing a 512 bit key and 16 byte
signature.Thesevaluesarereasonableto preventcompromise
during the short time nodesspendaway from the certi�cate
authorityand in the ad hoc network.

For both ARAN and AODV, we assumeda routing packet
processingdelay of 1ms. This value was obtainedthrough
�eld testingof the AODV protocol implementation[38]. An
additional processingdelay of 2.2ms was addedfor ARAN
to accountfor the cryptographicoperations.This value was
obtained through the implementationtesting of ARAN, as
reportedin table III. Additionally, a randomdelay between
0 and 10ms was introduced before the transmissionof a
broadcastpacket in order to minimize collisions. This is
required since the 802.11 MAC protocol does not perform
an RTS/CTS exchangefor broadcastpackets. Since we are
workingwith fairly densenetworks,theprobabilityof collision
of broadcastpacketsbecomesquitehigh in theabsenceof this
randomdelay.

In orderto comparetheperformanceof ARAN andAODV,
both protocolswere run under identical mobility and traf�c
scenarios.A basicversionof AODV wasused,which did not
include optimizationssuchas the expandingring searchand
local repairof routes.This enablesa consistentcomparisonof
results.

We evaluatedsix performancemetrics:
(1) Packet Delivery Fraction: This is the fraction of the

datapacketsgeneratedby the CBR sourcesthat aredelivered
to thedestination.This evaluatesthe ability of theprotocolto
discover routes.

(2) Routing Load (bytes): This is the ratio of overhead
bytes to delivered data bytes.The transmissionof a control
byte at eachhop along the route was countedas one trans-
missionin the calculationof this metric. ARAN suffers from
largercontroloverheaddueto certi�catesandsignaturesstored
in packets. Notice that many other securerouting protocols
assumethe existenceof key information without accounting
for thecostsof distributing it; while ARAN may appearmore
expensive it is in part becauseour analysisis morecomplete.

(3) Routing Load (packets): Similar to the above metric,
but a ratio of controlpacket overheadto datapacket overhead.

(4) Average Path Length: This is the averagelength of
the paths discovered by the protocol. It was calculatedby
averagingthe numberof hops taken by eachdata packet to
reachthe destination.

(5) Average Route Acquisition Latency: This is the av-
eragedelaybetweenthe sendingof a route request/discovery
packet by a sourcefor discovering a route to a destination
and the receipt of the �rst correspondingroute reply. If a
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(d) RoutingLoad (packets).
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(f) End-to-EndDelay of DataPackets.

Fig. 1. SimulationResults.

route requesttimed out and neededto be retransmitted,the
sendingtime of the �rst transmissionwasusedfor calculating
the latency.

(6) Average End-to-End Delay of Data Packets: This is
the averagedelay betweenthe sendingof the datapacket by
the CBR sourceand its receipt at the correspondingCBR
receiver. This includes all the delays causedduring route
acquisition,buffering and processingat intermediatenodes,
andretransmissiondelaysat the MAC layer.

1) PerformanceResults:Figures1(a)through1(f) show the
observed resultsfor both the 20 and50 nodenetworks. Each
datapoint is an averageof 10 simulationruns with identical
con�guration but different randomlygeneratedmobility pat-
terns.Error barsreport95%con�denceintervalsandaresmall
in all cases.

As shown in Figure 1(a), the packet delivery fraction
obtainedusing ARAN is 95% or higher in all scenariosand
almost identical to that obtainedusing AODV. This suggests
that ARAN is highly effective in discoveringandmaintaining
routesfor delivery of datapackets,even with relatively high
nodemobility.

Traditionally, the shortestpathto a destination(in termsof
numberof hops) is consideredto be the best routing path.
AODV explicitly seeksshortestpaths using the hop count
�eld in the route request/replypackets.ARAN, on the other
hand,assumesthat the �rst route discovery packet to reach
the destinationmust have traveled along the best path (i.e.,
the pathwith the leastcongestion).

The averagepathlengthgraphsarealmostidentical for the
two protocols,as shown in Figure 1(b). This indicatesthat
even though ARAN doesnot explicitly seekshortestpaths,
the�rst routediscoverypacket to reachthedestinationusually
travels along the shortestpath. HenceARAN is as effective
in �nding the shortestpath as AODV. It should be noted,
however, thatin networkswith signi�cantly heavier datatraf�c
loads,congestioncould prevent the discovery of the shortest
pathwith ARAN.

Figs. 1(c) and 1(d) show the routing load measurements
in bytesandpackets,respectively. ARAN's byte routing load
is signi�cantly higher and increasesto nearly 94% for 50
nodesmoving at 10 m/s, as comparedto 42% for AODV.
This is due to the security data. However, the number of
control packets transmittedby the two protocols is roughly
equivalent.Figure 1(d) shows the averagenumberof control
packets transmittedper delivereddatapacket. AODV hasthe
advantageof smallercontrol packets; smallerpackets have a
higher probability of successfulreceptionat the destination.
However, due to the IEEE 802.11MAC layer overheadfor
unicast transmissions,a signi�cant part of the overheadof
controlpacketsis in acquiringthechannel.In this respect,the
two protocolsdemonstratenearly the sameamountof packet
overhead.

Figure1(e)shows that theaveragerouteacquisitionlatency
for ARAN is approximatelydouble that for AODV. While
processingARAN control packets, eachnode has to verify
the digital signatureof the previous node,and then replace
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Fig. 2. Effect of maliciousnodebehavior.

this with its own digital signature,in addition to the normal
processingof thepacket asdoneby AODV. Thecryptographic
operationscauseadditionaldelaysateachhop,andsotheroute
acquisitionlatency increases.

We found throughour implementationtestingthat the route
acquisition latency using ARAN is 11 to 23 times higher
than that using AODV, as reportedin table IV. On the other
hand,our simulationsshow that it is lessthan twice as high,
as shown in �gure 1(e). The reasonfor this discrepancy is
the randomdelaywe introducedbeforetransmittingbroadcast
packetsin thesimulations,asdescribedin sectionVII-C. Since
the network usedin the implementationtestingis simpleand
not dense,the randomdelaywasnot requiredthere.However,
it is necessaryin the relatively densesimulatednetworks for
reducingcollisions.

The data packet latenciesfor the two protocolsare again
almost identical as shown in Figure 1(f). Although ARAN
has a higher route acquisition latency, the numberof route
discoveriesperformedis a small fractionof thenumberof data
packets delivered.Hence the effect of the route acquisition
latency on averageend-to-enddelay of data packets is not
signi�cant. The processingof datapackets is identical when
usingeitherprotocol,andso the averagelatency is nearly the
same.

2) Effect of Malicious Node Behavior: The experiments
describedin the previous sectionscomparethe performance
of ARAN and AODV whenall the nodesin the network are
well-behavedor benign.We conductedadditionalexperiments
to determinetheeffect of maliciousnodebehavior on the two
protocols.Weuseda�eld con�gurationof 50nodesdistributed
over a 1000mx 1000marea.

As illustratedearlier, varioustypesof maliciousbehavior are
possiblewhenusingAODV. Themaliciousbehavior simulated
in theseexperimentsis asfollows: whenever a maliciousnode
forwardsanRREQor RREPpacket, it illegally resetsthehop
count�eld to 0, thuspretendingto beonly onehopaway from
the sourceor destinationnode,respectively. The objective of
a maliciousnodeis to try to force the selectedroutesto pass
throughitself by exploiting the routing protocol,so that it is
able to overhearandpotentiallymodify or drop datapackets.

Theeffectof thisbehavior is thatnon-shortestpathscontaining
malicious nodesare likely to be selected,and the average
path length increases.ARAN, on the other hand,cannotbe
exploited in this fashion.When using ARAN, the selected
routecould still passthrougha maliciousnode;however, the
routingprotocolcannotbe manipulatedto force this behavior.

We ran simulationswith 10%, 20% and 30% malicious
nodesfor eachprotocol. The maliciousnodeswere selected
randomly. We measuredthe following metrics:

Averagepath length: Malicious nodescanexploit AODV so
that non-shortestpathsare selected,while such exploitation
is not possiblewith ARAN. This metric indicatesthe extent
of pathelongationin AODV in the presenceof differentper-
centagesof maliciousnodes.The metric is importantbecause
longerroutesresultin greaterroutingoverheadandlongerdata
packet delays.

Fraction of data packets received that passed thr ough
malicious nodes: This metric indicatesthe fraction of data
packetsthat traversemaliciousnodeswhenusingeachrouting
protocol,in thepresenceof differentpercentagesof malicious
nodes.The metric is importantbecausedatapackets passing
through malicious nodesare overheardby thesenodes,and
could potentiallybe modi�ed or dropped.

Figure2 illustratesthe resultsof the experiments.As seen
in Figure2a, the averagepathlengthincreasesabout10% for
AODV in the presenceof maliciousnodes.Figure 2b shows
thatwhenusingAODV, a muchlarger fractionof datapackets
passesthroughmaliciousnodes,ascomparedto usingARAN.
For instance,in the presenceof 10% malicious nodeswith
no node mobility, only 22% of data packets pass through
maliciousnodeswhen using ARAN, as comparedto almost
40% whenusingAODV. This is becausemaliciousnodescan
potentially manipulateAODV to make routes passthrough
themselves.

D. Energy Costs

ARAN's energy expenditureis high in comparisonto pro-
tocols that employ hashchains,like Ariadne.This is because
ARAN spendslonger time verifying signatures.Thesecosts
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must be viewed in context of other energy costs of the
handhelddevice. It is important to realize that in an ad hoc
network, thehandhelddevice mustbepoweredat all timesfor
successfulreceptionof route requests.The questionwe must
ask is, what is the additional energy spentduring ARAN's
cryptographicoperations?

The largest energy drain on a handhelddevice is due to
operatinga wirelessnetwork interfacecard (NIC), as several
researchershave found.From our experiments(seeTable3 in
the paper),we know the runningtime for an iPAQ to process
an RDP packet is 45ms.Many measurementstudiesexist on
our equipment.Using valuesrecordby Kremeret al [5], Bahl
et al [2], andCho[4] asa baseline,we canprovide a estimate
of the costsof ARAN's cryptographicoperation.

If we set the CPU power cost as 12% of 1250mWas per
Kremer's measurements,thentheenergy usagefor processing
an RDP packet is 150mW �0:045sec = 6:8mJ . Costsequal
to ARAN's CPU operationswill be spent by an idle radio
(805mW [2]) coupledwith an idle iPAQ (470mW [4]) every
5ms.

VI I I . CONCLUSION

Popularad hoc routing protocolsaresubjectto a variety of
attacks,which, throughmodi�cation or fabricationof routing
messagesor impersonationof othernodes,canallow attackers
to in�uence a victim's selectionof routesor enabledenial-of-
serviceattacks.We have shown a numberof suchattacks,and
how they areeasilyexploited in two ad hoc routing protocols
underconsiderationby the IETF.

Our protocol, ARAN, provides secure routing for the
managed-openand open environments.ARAN provides au-
thenticationandnon-repudiationservicesusingcryptographic
certi�catesthatguaranteesend-to-endauthentication.In doing
so, ARAN limits or prevents attacks that can af�ict other
insecureprotocols. ARAN is a simple protocol that does
not requiresigni�cant additionalwork from nodeswithin the
group.Our simulationsand experimentsshow that ARAN is
as effective as AODV in discovering and maintainingroutes.
The cost of ARAN is larger routing packets, which result
in a higher overall routing load, and higher latency in route
discovery becauseof thecryptographiccomputationthatmust
occur.
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