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IEEE 802.11 wireless networks perform poorly in the preseoiclarge traffic volumes. Mea-
surements have shown that packet collisions and interderean lead to degraded performance to
the extent that users experience unacceptably low thraughmich can ultimately lead to com-
plete network breakdown [19]. An admission control framewthat limits network flows can
prevent network breakdown and improve the performancerofifhput and delay-sensitive mul-
timedia applications. In this paper, we present a measuredrezen admission control scheme
that leverages wireless characteristics for intelligemt/ftontrol in a static wireless network. Ex-
periments on the 25 node UCSB MeshNet show that the propasaision control scheme can
enhance network performance such that the QoS requireroéngal time applications, such as
VoIP, can be met.

1. Introduction

The deployment and usage of IEEE 802.11 wireless networksfernet access has increased
manyfold in recent years. According to a recent report, tbege of WiFi service (from a single
provider) increased by 111% in the short time-span of 10 m®{R]. Several cities around the
world have announced plans to deploy (or have already dep)ogity-wide 802.11-based net-
works that provide free Internet connectivity. These largavorks offer use to thousands of users
simultaneously. If the growth in the usage of wireless neksaontinues along current trends,
these networks will soon become over-utilized and conglestimsatisfactory user experiences in
city-wide networks have already led to questions about thktyaof 802.11-based networks to
sustain large traffic volumes [7]. With the growing usage okless networks and the increasing
bandwidth requirements of current applications, thesevoids will suffer from increased levels
of congestion and eventually breakdown.

To study congestion in currently deployed networks, Jdrdzisal. present two case studies of
operational 802.11 WLANSs that experienced network breakd[d.9]. These networks, deployed
at Internet Engineering Task Force (IETF) meetings, coedisf over 100 access points (APS)
with more than 1000 simultaneous users. Measurements shibaifrequent packet collisions and
interference led to degraded network performance to thengxthat users experienced unacceptably
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low throughput and, in many cases, failed to maintain anaason with any AP. The result was
sparse or no connectivity for all the users in the network @améventual network breakdown.

The fundamental cause of the problem of congestion and dedrperformance is the shared
nature of the wireless medium. This problem can also bebated to the design of the IEEE
802.11 protocol. Nodes in an 802.11-based network contenddcess to the same spectrum.
This is unlike other wireless networks, such as cellulamogks, where the bandwidth required
for a flow is reserved during the call-setup phase. Also, #ieH 802.11 DCF mode employs
CSMAJ/CA-based channel access, which creates the clagklemiterminal and exposed terminal
problems. These problems can have a detrimental effecteondtwork performance.

Admission control solutions that limit the traffic in 802-based wireless networks to sustain-
able levels can prevent situations of network congestiofthoigh there has been significant
research on admission control for 802.11-based wirelesganks, there lacks a realistic system
implementation that can limit traffic in these networks. §bap between proposed solutions and
their actual deployment is, in many cases, due to the existehunrealistic assumptions that ren-
der a system implementation infeasible. Other admissiarrebsolutions require modifications
to the hardware. These solutions are not suited for netwibiksare already deployed. Therefore,
there exists a need for an admission control solution thtt tadkes into account the behavior of a
real-world 802.11 network and is implementable on comnyodfit-the-shelf radios.

In this paper, we present Measurement-Driven Admissiont@b{MDAC), a measurement-
driven framework for admission control in wireless netwarl he framework uses network mea-
surements to characterize the behavior of the wirelessreiaand continuously measures the
availability of resources in the network. The resource laglity is measured in the form of the
time fraction for which the wireless medium is free. Thisarrthation is then used in the decision-
making process that determines whether to admit new flowesting network.

Our contributions in this paper are two-fold. First, we gesan analysis of wireless network
behavior that is essential to perform admission controto8d, we present the design, implemen-
tation and evaluation of an admission control scheme thairdalligently limit the flows in the
network, thereby preventing congestion, while at the same achieving efficient utilization of
the wireless medium.

The remainder of the paper is organized as follows. Sectipne8ents a simple experiment
that illustrates the need for an admission control soluti®®ction 3 lists the assumptions and
terminology used in the paper. We present our findings alimutharacteristics of wireless links
in Section 4. Section 5 describes the design of the admis®atrol scheme. We present the
details of our implementation and the results from evatrmatn Sections 6 and 7 respectively.
Section 8 discusses some of the issues and challenges affmms. In Section 9 we contrast our
work with existing literature and, finally, we conclude inc8en 10.

2. Motivational scenario

We perform a simple experiment to understand the extent @rideation in network perfor-
mance in the absence of admission control. The experimentdgmonstrates the need for an
admission control scheme in wireless networks. We firstilesthe experimental testbed.
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Figure 1. Performance when flow admission is unrestrictethedtUCSB MeshNet.

2.1. Testbed description

All the experiments described in this paper were conduatetié UCSB MeshNet, an indoor
wireless testbed which consists of 25 wireless nodes [d@]nddes in the testbed use 802.11a/b/g
cards based on the Atheros chipset. Several nodes in tihedelstive multiple radios. However,
in this paper we only use one radio of each node, operatingar802.11b/g mode. Each node
is also equipped with an Ethernet interface that is used tdrabthe node during experiments,
thus ensuring that the experiment control traffic does recathe wireless network experiments.
The nodes use Linux (kernel version 2.4) as their operatysgesn. We use the open source
MadWifi [4] driver v0.9.2 to control the cards. RTS/CTS isatided for all the radios. The nodes
are placed in different locations on three floors of the bogd The testbed coexists with an
802.11b wireless LAN that provides Internet connectivitsoughout the building.
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2.2. Orchestrating congestion

We create a scenario on the UCSB MeshNet testbed to undestamextent of damage caused
by uncontrolled flow admission in the network. We consider fllows in the network to belong
to real-time applications such as voice over IP (VoIP), tleey are delay-sensitive and have strict
throughput requirements. We initiate 20 64Kbps CBR flows ittmétate VoIP calls between ran-
dom node pairs who are in the immediate neighborhood of ettwdr.oEach flow lasts for 300
seconds and the flow arrival rate is one every 10 secondsrdsdifa) and 1(b) shows the through-
put and delay performance of the flows over time.

We make two observations from these graphs. First, the impa¢hroughput and delay is
drastic and we can clearly demarcate the time beyond whe&hehwork starts to collapse; the 150
seconds time on the graphs represents this point. Secamgestion can spread and affect the flow
behavior across the entire network. In the scenario shdventhroughput and delay of the flows
in the first 150 seconds of the experiment are within the Braitceptable to the VolP application.
When the twelfth flow is admitted in the network at around 186amds into the experiment, the
throughput and delay performance of most of the flows begiapaly deteriorate and the ongoing
flows no longer receive their needed QoS. It is thus cleardbiagestion at one point in the network
could cause detrimental effects across the entire network.

Therefore unrestricted flow admission in the network affeébe quality of service available to
new flows as well as established flows. This observation ratas/our design of an admission
control scheme to perform intelligent flow control in thewetk.

3. Assumptions and Terminology

In this section, we first describe the attributes of the net&éor which we design our admission
control scheme. Then, we define some of the common terms hismayhout the paper.

3.1. Network attributes

Our admission control scheme is designed with certain nétatdributes in mind. For instance,
we design our admission control solution for the generitirsgiof static multihop wireless net-
works such as backhaul mesh networks and ad hoc networkstatibnary nodes. As a first step
in providing a practical admission control solution for Buretworks, we focus on the problem
of admission control in a simplified network scenario thatsists of traffic between single-hop
neighbors only. However, much of the discussion in the pepgeneric to networks with multinop
flows. We believe that a simple extension of our scheme, asised in Section 8, can support
multihop flows. We intend to describe this extension as plafiditore work. Our current solution
is also applicable to 802.11 wireless LANSs, but may be oftimiutility in the presence of highly
mobile client nodes.

In the design of our admission control scheme, we focus Bpakty on the support of networks
in which the average traffic load, in terms of packet rate askpt size, is predictable. This is a
characteristic of, for instance, VoIP traffic. The succelsSa@P over the wireline Internet leads
us to expect that this application will be key in continuingdrive the wide acceptance and com-
mercial success of wireless networks. A broad range of es&®MoIP solutions are commercially
available and are being deployed in enterprises and carmjlgel]. Because of the incipient
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Figure 2. Packet reception at 1Mbps data rate versus medisgnflaction.

widespread adoption of these and similar devices, we foauadmission control scheme on traf-
fic that exhibits predictable performance. However, we uksdhe performance of our scheme in
a network that carries a mix of real-time and best-efforffizan Section 8.

3.2. Terminology

In this paper, we use the term ‘interference’ to refer to tm@act of concurrent transmission
on packet receptions. An interfering neighbor thus refera hode that can affect the successful
reception of packet transmissions at another node. We @stetim ‘carrier sensing’ to refer to
sensing the medium to assess whether it is free. The terny-tome’ is used to refer to the time
duration for which the channel is not free. A carrier sensiegghbor is thus a node that causes
busy-time at a given node X and, therefore, can cause deféiae data transmissions at X. The
term Received Signal Strength Indicator (RSSI) refers ¢éosilygnal strength of a packet (in dBm)
relative to the noise floor at the radio. The default valuehef noise floor for Atheros radios is
-95dBm. Note that the above definition of RSSI is specific thetbs radios. The term Received
Signal Strength (RSS) refers to the absolute energy levepafcket and is measured in dBm. The
RSS value of a packet can be computed using the RSSI valugedgiy the Atheros radio and
the noise floor reported by the radio.

4. Understanding wireless characteristics

Many previously proposed admission control solutions @®edl on a common set of assump-
tions that may not hold true in real-world 802.11 networkstHe following sections, we evaluate
the accuracy of some of the well-known assumptions useddsetbxisting solutions. In particular,
we investigate the medium time consumption at neighbor sidtie possibility of communication
between carrier sense neighbors; and the behavior of pesteptions, interference and temporal
variations in link quality in wireless networks. We then @amporate the insights obtained from
these studies in the design of our admission control scherseritbed in Section 5.
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4.1. Impact on neighbor busy-time

A common assumption of many existing admission control ieples is that the impact of a
new flow on the busy-time of the surrounding nodes is binaryother words, in the simplest
case, the transmission of a packet by a node has no effecedmuly-time at nodes outside the
transmitter’s carrier sense range, while the increase sydtime at nodes within the transmitter’s
carrier sense range is equal to the duration of the pack&trivession. Hence, when a new flow is
admitted, the increase in busy-time at the carrier sengghbers is equal to the transmission time
of the new flow. To investigate whether this is indeed the caseperform the following set of
experiments. Our experiments are performed on the UCSB Nesland are conducted during
the night to minimize the effect of interference from codted wireless networks.

We use the reverse-engineered Open HAL [5] implementatfaheo MadWifi driver for the
Atheros AR5212 chipset radios to understand the relatiprisétween busy-time and communi-
cation range. Atheros maintains register counters to ttheKmedium busy time’ and the ‘cycle
time’. The cycle time counter is incremented at every clack of the radio and the medium busy
counter represents the number of clock ticks for which thelioma was sensed busy. The ratio of
these two counters thus represents the medium busy timefmadlote that the medium busy-time
fraction includes the time spent by the radio for transnoissind reception of packets.

In our experiment, a receiver node is placed at a fixed lonatidghe network. A sender node is
placed at different locations in the network to vary the gdclkception rate at the receiver. Keep-
ing the receiver stationary ensures that the variation éngihvironmental noise at the receiver is
minimal. The sender transmits fifty 100 byte broadcast pagker second at 1Mbps. The receiver
tracks the packet reception rate and also estimates thaumdalisy-time fraction caused by the
sender. The medium busy-time is estimated as the diffenenttee medium busy-time values re-
ported by the radio before and after the experiment. To alitee medium busy-time fraction, the
measured value of busy-time is normalized with respecteadifference in the reported medium
busy-time when the sender is close to the receiver and 100%eqgiackets are received success-
fully. The experiment lasts 30 seconds at each locationeosémder.

Figure 2 shows a plot of the calculated busy-time fractiothatreceiver versus the fraction of
packets received by the receiver for different locationthef sender node. The graph shows that
medium busy-time fraction of a node on its neighbor ranggsvaere from 0 to 1 and is not a
binary relationship. For example, when 40% of the transdifiackets are received, the busy-time
fraction varies from 0.4 to 0.5.

The experimental results imply that, in a larger networle, landwidth consumption of a flow
on each carrier sense neighbor is not 100% of the bandwidghiresment of the flow. On the
contrary, the impact is likely to vary based on the locatiéthe neighbor, as well as other envi-
ronmental factors. Thus, existing admission controls sesethat assume a new flow will consume
bandwidth equivalent to the data rate of the sender can bdytpgssimistic and are likely to over-
estimate the resource requirements at carrier sense r@gyhbVe incorporate the above result
into our admission control scheme by computing the fraetioncrease in busy-time relative to
the transmission rate of the sender at the carrier sensiighlmars of the transmitting node. The
computation procedure is described in Section 5.



4.2. Communication with carrier sensing neighbors

Many existing admission control techniques require semdeles to communicate with nodes
outside of their reception range, but within their carriensing range. These studies often as-
sume the carrier sense range is about twice the transmissige [30,16,27] and, therefore, direct
communication with carrier sense neighbors is not possildeme techniques use high power
transmissions or multi-hop forwarding to communicate va#trier sense neighbors [30]; others
propose techniques to adjust a node’s carrier sense rantpatsib can hear the transmissions of
potentially interfering neighbors [18]. However, recessgtbed measurements show that the simple
assumption that the carrier sense range is twice the trasgmnirange does not hold in real-world
networks [23].

In Section 4.1, we showed that the increase in busy-timeaching a sender on its neighbor can
be any range from zero to 100% of the actual transmission.tififes observation implies that
the sender causes its neighbor to defer packet transmssfiosome fraction of the transmission
time. We are interested in understanding whether nodesthege transmission deferral at each
other can communicate, and if so, the extent of communicadhievable between these carrier
sensing neighbors.

We again refer to Figure 2 to understand the possibility oficanication between carrier sens-
ing neighbors. The graph shows that the receiver node istabieceive a non-zero number of
packets from a transmitting neighbor that induces more &%nof medium busy fraction. The
probability of receiving a packet from a neighbor increagdth the increase in busy-time the
neighbor induces at the receiver node. For example, a nadeecaive about one out of five pack-
ets from a neighbor that induces 40% busy-time and abou thutof five packets from a neighbor
that induces 80% busy-time.

The same experiment repeated at a higher data rate woulld iresouch lower packet recep-
tion rates for similar values of busy-time fraction. Additilly, the reception capability of a radio
depends on its sensitivity, thermal noise level and otheiremmental factors. However, multi-
ple experiments with different off-the-shelf radios shovibat the packet reception at 1Mbps is
achievable at low busy-time values for a majority of the oadi

To understand the reason for successful packet receptsiteirtarrier sense range, we refer
to the datasheet for the Atheros radios. The data shees shatta packet sent at 1Mbps can be
successfully received when the RSSI is as low as zero. Irasththe Clear Channel Assessment
(CCA) threshold for Atheros radios is reported to be abolitt®m, which corresponds to an RSSI
of 14 (assuming the noise floor to be the default -95dBm) [ZA}e CCA threshold is used to
determine whether the channel is busy. The significantreiffee between the CCA threshold and
the minimum RSSI required for packet reception at 1Mbpsdatgis that nodes can communicate
with carrier sensing neighbors using low data rate pack&tism radios were found to have CCA
values as high as 40dB above the noise floor [3].

Based on these results, we have shown that a node can conateuwith all the carrier sens-
ing neighbors that have non-negligible impact on the buse-bf the node. The different values
of packet reception indicate that this communication maybeeliable. In our admission con-
trol scheme, we propose to use this unreliable receptioowfdata rate packets to periodically
communicate the resource availability information of a @dal it carrier sensing neighbors. Re-



source estimation at carrier sense neighbors is esseatiatimission control decisions. We add
sufficient redundancy in the communication to ensure théh & high probability, all the car-
rier sense neighbors that have non-negligible impact obtisg-time receive resource availability
information.

4.3. The RSS-Packet Reception relationship

We now study the relationship between the packet receptitsmand the average RSS of the
received packets at different data rates. Reis et al. [24fysthe behavior of wireless links in static
networks and show that the packet reception probabilityfisnation of the RSS of the received
packets, and this relationship is specific to each node ing¢hgork. They propose a measurement-
based model to characterize the packet reception rataskgfil the network. The proposed model
functions as follows: Each node records the RSS for the lwastgpackets received from each of
its neighbors during the network profiling experiments. 3h&SS values are then used to derive a
mathematical function in the form of a piecewise linear eutivat models the reception probability
of the link at different RSS values. This curve can be usedddipt the packet delivery probability
for any RSS value.

This technique of predicting packet reception rate measane predicts link quality using the
RSS values of packets sent at the broadcast rate. Seveealpytitocols [14,13,15] also rely on
measurements based on broadcast packets to predict litikycatedifferent rates. However, the
SINR (Signal to Interference-Noise Ratio) requirementgpficket reception are different for each
of the supported 802.11 data rates. For example, the SIN&Hreehjfor packet reception at the
54Mbps data rate is much higheeZ4dB) than that at 6Mbps<(6dB) [29]. In the absence of
transmit power control, the radios transmit all packethatsame power level irrespective of the
data rate of the packet. Therefore, link quality predictitvased solely on measurements that use
broadcast packets may suffer from significant inaccuracies

The naive approach to rectify this problem is to send pradekets at all possible rates. This
approach, however, is highly inefficient and causes exeedsad on the network. An alternative
approach is to use the existing unicast traffic in the netw@rkeasure the link quality at different
rates. To this effect, we note that the rate selection dlgoriSampleRate [10] maintains statistics
about the average number of packet retransmissions atatiffeates between each neighbor pair.
Thus, the traffic utilized by SampleRate is an ideal candidatwhich to piggyback the link quality
measurements at different rates. An advantage of integyaiie link quality measurement with
SampleRate is that SampleRate maintains up-to-datetstatis all the rates that a node uses or
is likely to use. Also, SampleRate does not send frequetttgopackets for data rates that it is not
likely to use. Therefore, this integration provides a siblaand feasible method of link quality
estimation at different data rates.

We modify the MadWifi driver to maintain statistics about R8S of each received packet on a
per-rate basis for each neighbor. Each node periodicaltha&xges its SampleRate statistics with
its neighbors. Each node then computes the RSS-Packet tiecegationship for each rate.

We deploy the modified MadWifi driver throughout our testbaed aach node obtains the RSS-
Packet Reception piecewise linear curves for different dates. Figure 3 shows the RSS-Packet
Reception at different rates for two representative nodethé testbed. We observe from the
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Figure 3. Piecewise linear curves of the RSS-Packet Rexemiationship for all data rates at two
representative nodes.

graphs that each data rate exhibits significantly diffeddraracteristics for the same RSS value.
The graphs also show the different RSS requirements for@Bel8b and 802.11g rates that result
from the difference in the underlying physical layer teclogy. Another observation from the
graph is that there does not exist an obvious correlatiowédsst the curves for different rates.
Therefore, extrapolating link quality based only on braest@ackets leads to errors in prediction.
Note that some nodes in the network do not have packet recegdta for all possible rates (e.g.
Figure 3(a)). This gap in the data is because SampleRateunesdmk quality only for those data
rates that it is likely to use, which may be a subset of all tvelable data rates. Because these
data rates are not likely to be used for transmission, theratgsof this data does not affect the link
quality predictions.

From the above result we learn the importance of measuriaditk quality at each data rate
individually. The implementation of our admission contsaheme uses the modified MadWifi
driver. The RSS-Packet Reception curves obtained from tiverdare then used to estimate the
impact of a new flow on packet reception.

4.4. Collisions

None of the existing approaches for admission control dersihe impact of collisions on
packet receptions at a neighbor node. The previous dismuasiout the busy-time estimate only
concerns the extent to which the transmissions could beimgbat a neighboring node. On the
other hand, a new flow that is admitted into the network caseawllisions at neighboring nodes
and hinder packet receptions. Hidden terminals furthecesate the extent of collision losses.
A hidden node that admits a new flow can cause collisions evamade that has sufficient free
medium time to accommodate the new flow. The use of RTS/CT&ce=dcollisions but is typi-
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Figure 4. Reduction in packet reception due to collisions.

cally not used in most network scenarios due to the additioerapacket overhead [25]. Thus itis
imperative to account for collisions while designing an &hion control metric.

To study the impact of collisions in a hidden terminal scemawre conduct the following ex-
periment. We create a three node linear topology with theivec node placed in between two
sender nodes. Each sender broadcasts fifty 100 byte paakeseqond at the 1Mbps data rate.
The second sender is a hidden terminal to the first senderrendxperiment is repeated with
eight different hidden terminal topologies. The topolagée chosen such that the difference in
the average RSS of the packets from the two senders at theeerevaried. The receiver node
tracks the packet reception rate as well as the average R8® oéceived packets. For each of
the topologies, we plot the fraction of packets transmiligthe first sender that are received suc-
cessfully at the receiver in two scenarios: in the first, tliglan terminal (the second transmitter)
does not transmit packets; in the second, the hidden tertnaresmits packets as just described.
Figure 4 presents this graph. The graph shows that the elifterin average signal strength of the
two senders impacts the extent of packet collisions andynm, the packet reception rate. The
impact of collisions on the packet reception rate reducab@signal strength of the first sender
increases with respect to that of the hidden terminal. No# the impact of packet collisions
shown is specific to the data rate used.

In our admission control scheme, we account for the impacatodifsions caused by the ad-
mission of a new flow. We use the difference in signal strerujttwo senders along with the
RSS-Packet Reception graphs described in Section 4.3itoagstthe impact of collisions.

4.5. Temporal behavior

Previous work on measurement of packet receptions in statedess networks has shown that,
although packets losses occur in bursts, the quality of anitajof links in the network is stable
when measured over long time intervals (on the order of nes)i24,8]. This observation implies
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Figure 5. Busy-time and reception behavior over a one hotogéor three representative links.

that the packet reception rate of a link measured duringiomewindow of suitable granularity can
be used to accurately predict the packet reception prababiring the subsequent time-window.

We explore the degree of stability of the busy-time metrid #me appropriate time scale on
which to measure and predict the busy-time metric. We conihecfollowing experiment on 50
randomly chosen links in the MeshNet testbed to study thepteah behavior of the busy-time
metric of the links in the network. One end of the link acts lzs $ender node and the other as
the receiver node. The sender node broadcasts fifty 100 byteefs per second at the 1Mbps data
rate. The receiver node records the packets received foseitder and the medium busy-time
fraction at the end of every 30 second interval. Each expanirfasts a duration of 60 minutes.
Figure 5 shows the variation of link qualities for three eg@ntative nodes in the testbed.

From the graphs, we first see that the packet reception rédibiexthe predictable behavior
described in previous work. In addition, we see that the Himg fraction has a high degree of
correlation with the packet reception rate for all thre&kdin This correlation exists for all three
categories of links shown in the graphs: stable links witihipacket reception rate (Figure 5(a)),
stable links with low packet reception rate (Figure 5(b)dl éinks that exhibit a higher degree of
variability of packet reception rate (Figure 5(c)).

The above observation on the correlation of busy-time iiwacand packet reception rate illus-
trates that the busy-time metric exhibits predictabilihaacteristics similar to the packet reception
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rate. In other words, although the impact on the busy-tima néighbor node may vary rapidly
in the short-term (milliseconds), it remains predictablerca longer period of measurement (tens
of seconds). We compute Pearsons linear correlation ciggifito show the relationship between
packet reception rate and busy-time across all the chosks. [We find that the two entities are
highly correlated for all the links with 0.895 as the mediaiue of the correlation coefficient.
This implies that, similar to packet reception, the busyetibehavior of links can also be predicted
for appropriate time scales. However, the predictabilitpusy-time is affected by atypical events
such as operation of a microwave.

5. Admission Control

The results from the experiments in the previous sectionbeasummarized as follows. The
impact of a node on the busy-time of its neighbor is non-lyinaommunication with neighbors
that have a non-negligible impact on busy-time is achiexaphcket reception at a node can be
represented as a piecewise function of the RSS and datamatenpact of overheard traffic on
packet reception depends on the RSS of the packets, andettenpse function can be leveraged
for predicting the packet loss; and the impact on busy-tsn@edictable with measurements over
a period of seconds to minutes.

We build on these results and present the design of our Meamunt-Driven Admission Control
(MDAC) system that restricts flow admissions in a wirelessmoek. The use of MDAC results
in the reduction of network congestion that is likely to beated by the unrestricted admission of
flows in the network.

To perform admission control, we consider the bandwidthcation, delay and jitter metrics. By
controlling bandwidth allocation, delay and jitter cancalse controlled [30]. Therefore the metric
of primary interest for our admission scheme is the avaddidndwidth. In a shared wireless
medium, the two factors that determine the bandwidth avkalan a link are: 1) the fraction of
time for which the medium is free and hence available fordmaissions, and 2) the data rate used
for transmissions. Each node has the transmission datefatmation available locally. However,
the fraction of time for which the medium is free must be cotepu

Chakeres et al. show that metrics such as packet delay,geverseue size, MAC layer con-
tention window, and collisions provide incomplete infotma about the wireless medium utiliza-
tion [18]. Further, the authors show that the channel busg fis a direct measure of the network
utilization. Therefore, in our admission control scheme, wge the busy-time measurements to
estimate the fraction of time for which medium is free.

In the following section, we present a discussion of 802.ddenbehavior and interaction with
neighbors. An understanding of the node interaction witighigors is essential to identify the
factors that affect the packet transmissions and receptiothe network upon the admission of a
new flow.

5.1. Node behavior

An 802.11 wireless node can be in any one of the followingestatransmit(TX), Receive(RX),
ChannelBusy and Free. We represent the fraction of timetdgeamnode in each of these states as
trx, trx,tcp andtp, respectively. ChannelBusy represents the state duringfwvehradio cannot

12



attempt a packet transmission. Thug includes the time during which the channel is bugy-(,),

and the time during which the 802.11 MAC spends additionat tirae for the DIFS, SIFS and
backoff periods#; 4¢). Note thattccs = tcca — trx — trx, SinCetcca, the fraction of time the
Clear Channel Assessment (CCA) indicates the channel toife imcludes the transmission and
receive time duration. In shortyz constitutes the unusable fraction of medium time that could
be due to any of: channel noise, thermal noise, neighbaoetghbor packet transmissions or the
MAC overhead. The remainder of the time constitutesThe Free state time fractioty, can be
calculated agr = 1 — (tcoa + tarac)-

To understand the impact of a new flow in the network, we neezkémine its effect on both
the TX and RX states at a node. If the medium time consumpfidineonew flow is higher than
the available timey at a node, theérx time at the node could be restricted. This behavior is due
to the physical carrier sense mechanism of the IEEE 802.1C M#tocol. Packets are sent into
the medium only when medium is sensed free. The implicatiotinis behavior is that packet
transmissions can be throttled due to an increase in ther@tnsy timef. g, caused by a new
flow.

The impact of a new flow on the RX state depends on the sigreaigitn of the current recep-
tions. An increase in channel noise or neighbor packet tnégsons could decrease the packet
reception capability of the node. Packet losses during testate are likely to result in retrans-
missions from the sender, leading to an overall increase inat the node. With the use of rate
selection algorithms, packet losses could have an additiorpact of reducing the data rate used.
This can further increase theg at neighbor nodes and affect the performance of the flowsan th
network.

Thus there are two factors that we consider important atyewede during admission control:
sufficienttrx to allow packet transmissions as a sender, and sufficiesratote to interference so
as to limit the packet loss as a receiver.

In the remainder of the paper, we define Channelbusytimeeafdhtion of time spent in the
TX, RX or ChannelBusy states. Therefore Channelbusytirokides the additional MAC over-
head caused by the silence periods due to DIFS, SIFS andfbadk® can thus represent Chan-
nelbusytime as:

Channelbusytim& tcoa + tvac (l)

Note that throughout the paper, we use the term ‘busy-timeefer totcc 4.

5.1.1. Example scenario

We now explain neighbor interaction with the help of an exenggenario. Consider the exam-
ple shown in Figure 6, where a node pahR needs to admit a new flow in the network. In our
initial discussion, consider that the flow only consists afadpackets in one direction frosito
R; we postpone the discussion on the impact of ACKs until letehis section. Assume that the
flow requirest s, fraction of the medium time. We examine the impact of the new fbn the
different nodes in the network.

Once the new flow is admittedyx at nodeS increases by . If there is sufficient free
medium time at node& (tr > t704), the impact on existing transmissions &tis negligible.
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Figure 6. Example of a node pdir R admitting a flow.

However, without sufficient medium timeq,,, > tr), packet transmissions dtcould be throttled
with the admission of the flow.

Consider nodeV to be a carrier sensing neighbor of nofle As a carrier sensing neighbor,
the Channelbusytime at node increases by up toy;,,, with the admission of the new flow. The
impact of this increase depends on the available medium tpmat N. With sufficientty to
accommodate the additional Channelbusytime consumptierimpact on existing transmissions
from N is minimal. However, without sufficient,, the existing packet transmissions could be
throttled at/V.

Now, suppose that node$ and B both have an existing flow to nod¥. The reception of
packets at nodévV from sendersA and B can be affected due to the collisions caused by the
overheard traffic from nod&. Note that noded is partially outside the carrier sense rangeSof
and nodeB is completely outside the carrier sense range. Thus, n§desl A share the medium
and nodeB is a hidden terminal to nod€. The rate of collisions is thus expected to be higher on
transmissions from nodB, assuming other factors such as data rate, packet size ahdtpate
to be the same.

Packet collisions result in retransmissions franand B. These retransmissions incredge at
nodeN andtcp at other neighbors ot and B. This can cause a potential congestigppl e effect
in the network. The reasoning is as follows. The typical cese of a rate selection algorithm to
packet loss is to reduce the data rate for more robust trassoms. When packets from nodés
and B experience collisions due to overheard traffic from nédéower data rates are used. This
leads to a further increase iy at N andtq g at other neighbor nodes af and B. It also results
in the packets from noded and B being more susceptible to overlap with other packets in the
medium because the lower rate traffic consumes additiondiumetime. The impact of collisions
can thus quickly spread throughout the network. Thereforejmportant to control the collisions
at the neighbors oV to prevent such a congestion ripple effect.

Ensuring that the existing flows are not affected by the new flmes not suffice. Suppose
nodesC and D are senders with existing flows to other nodes in the netwoodk $hown in the
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figure). NodeR is a neighbor of both nodes and D and can overhear their transmissions. At
nodeR, the new flow fromS causes an increasedpy. This increase irtzpx makes the packets
received at node, including packets of the new flow, to be more susceptibletisions caused
by transmission from nodes and D. In particular, the packets are more susceptible to cohisi
from hidden terminals such as no@e The above discussion about the impact of collisions at node
N is applicable in this case also, with nofteas the receiver. In this case, the overheard traffic is
from the neighbor nodeS and D, and the intended traffic is from nodée

In summary, ensuring sufficientx to allow neighbor packet transmissions and ensuring the
loss imposed on neighbor packet receptions is minimal waspredicting the increase in Chan-
nelbusytime and the increase in packet collisions that esnltrwith the admission of a new flow.

IEEE 802.11 requires transmission of an ACK packet for evlatg packet received. We con-
sider the impact of the MAC layer ACKs from nod#to S. The Channelbusytime consumption of
ACK traffic is expected to be much less than that of data traffmwvever, we cannot always ignore
the impact of ACKs. For instance, if the data traffic consit$468 byte frames at 11Mbps, then
the Channelbusytime consumption of a 802.11b sender cahtbaed as:

Channelbusytime = DIFS + preamble 4 data

1468 * 8
= 50+ 192
+ + 11Mbps

~ 1300us

In a similar manner, we can compute the ACK Channelbusytorteetabout 300s. Thus the
ACK Channelbusytime consumption is only about 23% of ther@letbusytime consumed by the
data packets. However, with smaller data packets of abdubyts, as used in VolP, the Channel-
busytime of a single data frame at 11Mbps is approximate8u40 The ACK Channelbusytime
thus becomes comparable at smaller packet sizes of ddte.traf

The packet collision impact of ACK packets does not depenthercarrier sense range of the
nodeR. This is because ACKs are always sent after a SIFS wait upmptien of a data packet.
This is in contrast to a data packet transmission that ocities carrier sensing that the channel
is free. This property of transmission of ACKs implies tlfaacts as a hidden terminal to nodes
outside the carrier sense range of the nddeThis is because neighbors of the nagi¢hat can
overhear the data packet set the NAV value so as to not caliihethe ACK packet.

With this understanding, we next present the design andatiparof MDAC.

5.2. Operation

At a high-level, MDAC decides whether to admit a new flow intte@ inetwork based on two
considerations: first, the node and its neighbors have giiticesources (medium time) to accom-
modate the new flow; and second, the admission of the new fl@s dot negatively affect the
performance of existing flows. The two considerations ofdbleeme are evaluated with the help
of five operational steps outlined below. Each of these stegiscussed in detail in the following
sections.

1. Each node in the network maintains a profile for each ofgiglmbors. The neighbor profile
includes statistics of average RSS, packet reception, ratesber of packets received per
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second, busy-time, and link data rates. The neighbor prsfigenerated and maintained
using either broadcast probes or the data traffic transthiiyethe nodes. In addition to a
neighbor profile, nodes also maintain statistics about tmesgmption of local resources,
such as the medium Channelbusytime, the average numbeckétgasent and received per
second, and the average data rate.

2. A node that wishes to admit a new flow estimates the avéthabi sufficient local band-
width for packet transmissions. The available local bamiwis predicted using the local
medium Channelbusytime information.

3. The node then estimates whether the new flow will throttlgyoing packet transmissions at
any of its neighbors. The medium Channelbusytime inforamafrom the neighbor profile
and the fractional Channelbusytime impact of the new flonsisdito arrive at this decision.

4. Next, the node estimates whether the packet collisionsezhby the new flow at any of the
neighboring nodes exceed a certain threshold. The Chamyline and packet statistics
from the neighbor profile of the two-hop neighborhood aretaged for this decision.

5. Finally, the node estimates whether the packet collss@aused by the existing traffic on the
new flow exceed a certain threshold. This decision is base¢kdeomedium Channelbusytime
from the neighbor profile and packet statistics collectethatreceiver node.

A new flow is admitted into the network only if all of the aboveaision steps indicate that
the new flow will not lead to congestion in the network. We ndistcuss step 1 of the admission
control operation. This involves measurement-based prgfof the neighbor data by the nodes.
The remaining steps are described in the subsequent s&ction

5.2.1. Profiling the neighbors

Neighbor profiling involves collection of statistics reged for the admission control decision.
The following statistics about the neighborhood are esslefdr admission control: RSS and
packet reception at each data rate; packets received pmrdateach data rate; data rate usage on
links; and the impact of a node on the Channelbusytime ofdtghbors. The following sections
discuss the use of these metrics in the design of our admissiatrol scheme. We now discuss the
mechanism of collecting data from the neighborhood. No& the measurement operation is a
continuous process that ensures that nodes have up-tintateation about their neighborhood.

In order to minimize the network overhead, we collect all owasurement data from the ob-
served data traffic in the network. The MadWifi driver was nfiedi to track the RSS of the
received packets as well as the received and sent packet abdifferent data rates from all the
neighbors. This data is aggregated and periodically conncated to the neighbors. The commu-
nication of the aggregated data occurs with a periodic lrastopacket. MDAC needs neighbor
statistics from a two-hop neighborhood. The one-hop neagktatistics obtained during the cur-
rent cycle of broadcast are, therefore, piggybacked in #he aycle of packet broadcast. Note
that it is possible to eliminate the broadcast communicabip piggybacking the statistics on data
packets.
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With the received packet count statistics from neighbogles can determine the packet re-
ception rate at different data rates to each neighbor. Nodashen construct piecewise linear
curves at each data rate using the reception rate and R$SistatNodes also compute the av-
erage medium time consumption from the average RSS statissing the PHY Deferral model
proposed by Reis et al. [24]. Reference [24] provides a detaiescription of the PHY Deferral
model.

Relying on the observed data traffic has an implication tlwatels can only track data rates
used by their neighbors. As we will show in the following secs, the data at other rates is not
important in our admission control design since these atesot used.

To summarize, we maintain the following information at eadde in the network:

e RSS and reception statistics per neighbor averaged overeavtindow. We represent the
average RSS from a nodeat R asRgx.

e Piecewise linear curves representing the relationshipvdsett RSS and data reception at
different data rates. Piecewise curves predict the rezepéte at a certain RSS for a given
data rate at a node. At a nodg we represent this function adksz and data ratel as

Pr(Rsr,d).

e Packets received per second and data rate statistics ovthbdp neighborhood. We rep-
resent total packets per second at a n&das PP Sg; packets per second fros at R as
PPSgg; and packets per second frosmat R at a data ratd asPPSgr(d).

e Fractional impact of a node on Channelbusytime of its neaghlbWe represent the fractional
impact of a node5 on Channelbusytime of a nodéas Blsg, and it can be understood as
follows: for everyy packets transmitted by nodg Blgr * y packets are carrier sensed at
nodeR.

e The data rate that is most likely to be used between a woded any of its neighborg,
and the expected number of transmissions to send a paclketssiiglly at the data rate. The
most likely data rateD Rsg, is the data rate that is used most during the previous iatefv
time. The expected number of transmissions at a datairatelink S-R is represented as
ETXE,.

5.2.2. Channelbusytime estimation

We now describe the design of steps 2 and 3 of MDAC operatibes@ steps involve estimating
the local busy-time and the neighborhood busy-time. Thinaihgse estimations, we can ensure
the availability of sufficient bandwidth to prevent thrott of packet transmissions due to the ad-
mission of a new flow.

Local Channelbusytime: As discussed in Section 5.1, Channelbusytime is the fraafdime
spent in the TX, RX or ChannelBusy states. Channelbusytitiedes the MAC overhead caused
by the silence periods due to DIFS, SIFS and backoff. The Ma&twead,; 1o, can be approx-
imated by measuring the number of overheard data and ACKepsickor a network operating
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on the 2.4 GHz band, we can accountfgr,- by promiscuously measuring the packets heard on
802.11b and 802.11g. Lé{;, N¢, Ny and N/ represent the number of data packets at 802.11b
and 802.11g and the number of ACK packets at 802.11b and B§2dspectively, and 1 F'S,,
DIFS,, SIFS, andSIF'S, represents the DIFS values at 802.11b, 802.11g and the SIE&sv

at 802.11b and 802.11g, respectively. We can then wyjte- as:

tymac = Ng*DIFSb—i‘N;*DIFSg—'—NZ?*SIFS{,"—N;*SIFSg—FanbaCkOf(n)

The average backoff can be computed as a function of the numhheighbors: at a node [29].
Note that the Channelbusytime estimation can only be a @dppeoximation as it is difficult to
model backoff accurately and account for all the packetsdhase medium busy-time at a node.

Table 1 shows a comparison of Channelbusytime of two flows d\ Buwith different packet
sizes and packets per second at comparghle values. The values are computed for a data rate
of 11Mbps and average backoff of 7. The Channelbusytimermiffce is about 12%, illustrating
that Channelbusytime computed without accounting for MA@rbead can be very optimistic,
especially for flows with small packet size.

Table 1
Channelbusytime comparison of two flows.
Flow Pkts persecond Pktsizetccsa  Busytime
A 1000 160 61.24% 81.24%
B 390 1500 61.89% 69.69%

Let the Channelbusytime requirement of the data and ACK gtaalf a new flowf to be admit-
ted between nodeS and R be BRI} and BR}. The Channelbusytime requirement values can be
estimated with the knowledge of the bit rate of the flow, tkelly data rate on linls-R (Dsr) and
the expected number of transmissions at datafatg. The bit rate information for the flow can
be obtained from the application layer. For instance, acgipralue of 64Kbps with a packet size
of 160 bytes can be assumed for VoIP flows using G.711 codec.

If 6 represents the margin for variations, the first check foriadion of a flowf from S to R is
given by:

BR} + BR} + 0 < 1 — Channelbusytime (2)

BR} + BR} + 0 < 1 — Channelbusytimg (3)

Channelbusytime at neighbors: The Channelbusytime on the neighbor node$ aihd R needs
to be assessed to prevent the throttling of packet trangmisat these nodes. Consider a neighbor
nodeN for the sendef. Let Blgy > 0 andBlys > 0 represent the fractional Channelbusytime
impacts of one node on the other. Consider that the neightmbe N hast = 0; its medium time
is completely saturated by its transmission and receptibessthe local admission check &tand
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R in Equations 2 and 3 pass for a new flgw This indicates that there is sufficient free time to
accommodate all the transmissionsSaand R. However, this check does not suffice to prevent
the transmission aV from being throttled by the new flowi, even for the case &f being able to
carrier sense all the packet transmissions fldmThis is because additional transmissions from
the new flowf contend for the medium with nod€’s transmissions. The increase in contention
results in increasing the overall transmit duration fornleele N. However, since nod¥ is already
completely saturated by the existing transmissions angptéans, nodeV is likely to experience
throttling of its transmissions if the new flow is admitted.

The additional medium contention introduced depends orfrétational Channelbusytime fac-
tors Blsy and Blyg. For the best case d? /5y = 0, there is no transmission throttling at node
N. However, for anyBIsy > 0, the impact on the transmissionsMatdepends on the extent of the
transmission period that node‘steals’ from nodeVN. This depends on multiple factors: the data
rates selected by the nodes, the packet scheduling and plaetiof one node on Channelbusytime
the other. We consider the free time left at ndddéf flow f steals all the medium time as predicted
by the Channelbusytime impact of nofeand .

If § represents the margin for variations, the next check foriasiion of a flowf from S to R
is given by:

Blgy * BR} + Blpy * BR} + 6§ < 1 — Busytimey (4)

Blgy * BRji represents the Channelbusytime impact of the data packetsSfat N, and By *
BR$ represents the Channelbusytime impact of the ACK packets ft at V.

5.2.3. Collisions

The final piece of the framework involves estimation of theauat of packet collisions in the
neighborhood: specifically, on the existing traffic and tlegvrilow to be admitted, representing
the steps 4 and 5 in the admission control operation desthnb8ection 5.2.

Impact on existing traffic: We classify packet collisions into two categories. The fiygte of
collision occurs when two carrier sensing neighbors celtide to random medium access behavior
of 802.11. In the second category, the packet transmisgiobmmonodes outside the carrier sense
range of each other collide due to simultaneous medium ac@éss is the classic hidden terminal
problem. Steps 2 and 3 of MDAC operation ensure that the ablailmedium time between all
contending nodes is sufficient to accommodate the new flows Thannelbusytime condition
keeps the collision impact due to random medium access eodénl. However, we must account
for the collisions due to hidden terminal medium access.

We now consider the collision impact of a new flgixat nodeS on a neighborV. Assume that
all the nodes from whicliV receives traffic lie outside the carrier sense range of rtod@ other
words, nodeS is a hidden terminal for all packet receptionsiat Let C represent the cycle time
for the new flowf at.S. The cycle time represents the average inter-packet timatidn. The
cycle time must account for the expected number of transamis&7 X 2., on the linkS-R at the
likely data rateD Rsr. For instance, a VoIP flow generating packets every 20 ms amkanlith
ETX = 2 has a cycle time of 10ms. L&ty (d) represent the average time duration of a packet
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on the medium at nod®& operating at data raté Let DS represent the data rate set consisting of
all the data rates observed at the received packets at Nodep¢ represents the fraction of the
packets received at data ratat nodeN, we can approximate the probability of overlap of packets
from flow f with the packets aV as follows:

Z piy * PPSy % C % (Ty(i) + Ts(DRgn))

ieDs
Psy =

C

Psy represents the probability of packet overlap of the new flovalbreceptions at nod#&'. The
portionp’, * PP Sy * C represents the number of packets seen at data iratbe time duration C.
The factorTy (i) + Ts(DRsy) indicates that a packet from that occupied's(DRgsy) medium
time can overlap with a packet at occupying?'y (i) medium time if it starts anywhere within a
time durationZs(D Rsy) before the start of the packet At upto the duration of the packet. For a
sender nodé/, if DR,y represents the most likely data rate on the kN, the probability of
packet overlap of the flowf on a link A/-N can then be computed as:

PéV]IVN: PPSyN*Tyv(DRyN)*Psn
E p?V*PPSN*TN(Z)
i€DS

where PP S,y represents the packets received per second from abd@e N and PP Sy is the
total packets received per second at ndde PN represents the fraction of packets that will
overlap with the new flowy.

Note that the above analysis assumes that the Sadeut of the carrier sense range of all the
senders. We can account for the partial carrier sense bmhiaetween nod& and the senders
to nodeN by considering the fractional decrease in the packets pmmskthat are susceptible
to collisions. This can be done by replacing the traffic fiaciat data rate ip’, x PPSy, in the
equation forPsy with p'y * Z (PPSkn * (1 — Blgg)). With this modification, we account

Kesenders
for the overlap probability for the fraction of packets tlaa¢ not carrier sensed dtand hence are

susceptible to hidden terminal collision.
With the Channelbusytime impact accounted for, the prditatif overlap per link, P24 can
then be written as:

Pé\/][VN _ (1=BIns)*PPSyn*Tav (DRyN)*Psn
i€DS Kesenders

The packet reception probabiliti, R’ ;, for link A7/-N can now be written as follows:
PRS\/[N = Pé’\/][VN *ﬁR(Eﬁ\/[Nv d)+(1— P%VN) *ﬁR(EMNa d)

wherepry, is the piecewise function at nodéandﬁﬁw ~ represents the effective RSS taking into ac-
count the overheard RSS of the interfering packets, as diyghe Reis measurement model [24]:
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Fjv[]v = FMN - 5N (FSN)

oy is the SINR threshold for packet reception at nddat the most likely data ratB R, v .
We now have the condition to check whether the impact of paziésions by the new flow on
neighbor packet receptions is below an allowed threshold:

PRyn — PRy, y < 0(d, ETX%,\) (5)

Note that) is a function of the current data radend the expected number of transmissiongat
the link M/-N. We have consciously omitted the impact of ACK packets inaih@ve analysis for
ease of understanding. It is straightforward to incorp@fEK packet collision by similar reason-
ing. Note that ACK packets cause hidden terminal collisatred| neighbors of the receivét that

lie outside carrier sense range of the sengleilhis is because neighbors of the ngti¢hat can
overhear the data packet set the NAV value so as to not collithethe ACK packet. The equations
do not account for the impact of packet size. It is straightérd to incorporate the average packet
size measured at the nodes.

Impact on the new flow: The above analysis quantifies the impact of packet collgsimm the
existing traffic in the medium. The analysis for the impacpatket collisions on the new flow is
similar.

To summarize, a new flow is admitted into the network only lithé operational steps repre-
sented by Equations 2, 3, 4 and 5 indicate that the new flownailllead to congestion in the
network. We next discuss the implementation and evaluatiddDAC over the UCSB MeshNet
testbed.

6. Implementation

We implemented our MDAC system on the UCSB MeshNet. Our implatation consists of
two main modules at each node in the network: a measurenaselprofiling module and the de-
cision control framework. The profiling module collects andintains the statistics at each node
about its neighbors. The decision control framework makas fidmission decisions based on
these statistics.

Measurement-based profiling: Our measurement framework consists of modifications to the
Linux MadWifi driver code along with a user-space module tthemb and exchange statistics be-
tween nodes. We first explain how the neighbor packet rezeptnd RSS statistics are tracked at
a node. Our admission control scheme requires receptitistgta at available data rates. As dis-
cussed in Section 4.3, maintaining these statistics thrgugbe messages at each rate can lead to
significant overhead in the network. We therefore leverageapplication packet statistics main-
tained by the rate selection algorithm. The implementadicihe SampleRate algorithm, obtained
as a module of the MadWifi driver, tracks per-neighbor stias which include the number of
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packets sent and the average number of packet transmidteompés at different data rates. This
information is periodically extracted and broadcast evighgseconds.

We modified the MadWifi driver to track the average RSS of alereed packets and the number
of received packets from each neighbor at observed data Mfigh this local information and the
packet statistics information obtained from the broadpaskets, nodes can compute the packet
loss and average RSS from their neighbors at different daés r As discussed in Section 5, nodes
track packets-per-second statistics within a two-hopm@ighood. This is done by piggybacking
packet statistics obtained from one-hop neighbors dutivegcurrent cycle in the next cycle of
packet broadcasts.

To construct the RSS-Packet Reception piecewise curvexchtreode, we leverage the 802.11
specification datasheet. The datasheet specifies theeesensitivity of the radio at different data
rates. The nodes are bootstrapped with this sensitiviyevak the minimum RSS required for
successful packet reception at a given data rate. Actuddepaeception and the RSS statistics
obtained through measurements are then taken into acamimtrementally build the piecewise
linear curves. The time to compute the RSS-Packet Receptanewise curve at a node can
vary based on the amount of application traffic at the nodes iBrbecause instead of generating
additional traffic, we leverage the application traffic ahe bbserved data rates in the medium
for mapping packet reception as a function of the signahgtie of the packets. At any instance,
however, the piecewise curves reflect the most recent measunts.

The ETX and data rate information for a node pair is obtaimethfSampleRate statistics using
the/ pr oc filesystem interface. The last piece of building the neighdrofile involves measuring
the impact of a node on Channelbusytime of its neighbor. Than@elbusytime impact is com-
puted from the average RSS statistics of the received pamekadescribed in Section 5.2.1.

Decision control framework: The decision control framework is implemented as a userespac
library that can be imported into the application code. Ascdssed in Section 5, we implement
the four operations of estimating local medium time, ne@t®hannelbusytime, packet collisions
caused by the new flow and packet collision rate of the flow.

For our evaluations, we use a Busy-time margin of 10% fobtharameter in Equations 2, 3 and
4. In other words, medium Busy-time is considered fullyimétl at 90% usage. The above value
of § permits aggressive admission of flows and improves the mediiization. Computation of
for Equation 5 is non-trivial because the reaction of a nadesicket loss on a link depends on the
rate selection algorithm. In our implementation, we setpeaters for use with the SampleRate
algorithm. SampleRate switches to a data rate that is eggé¢otprovide the lowest transmission
time for a successful packet transmission. We can thus ctanipe packet reception rate required
at each data rate before a switch to a lower data rate occunsingtance, at 11Mbps, packets
can suffer up to about 50% loss before a switch to 5.5Mbpsrscdive restrict flows when the
predicted collision losses at the current data rate reathirwa margin ofé=10% of the packet
losses at which SampleRate switches to a lower data rate.
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7. Evaluation

We evaluate our admission control scheme on the UCSB Mediblibied, as described in Sec-
tion 2.1. The focus of our evaluation is to understand then@btbusytime impact and collision
prediction, the ability of MDAC to limit flows in the networland to ensure QoS to VoIP flows.

7.1. Channelbusytime prediction

We first understand the accuracy of Channelbusytime piediat the presence of traffic on the
testbed. This helps us understand the effectiveness ofutimggocal and neighborhood Channel-
busytime as part of the admission control metric.

In these experiments our objective is to understand theracgwf Channelbusytime prediction.
We do not yet perform admission control, and hence we expackqi collisions, particularly
from hidden terminals, to affect the Channelbusytime pmtal. Packet losses due to collisions
lead to variation in the data rate used by the rate selectgorithm. This can in turn affect the
Channelbusytime usage at the nodes that overhear the.tréffee prediction is thus expected be
less accurate in the scenarios when the Channelbusytinffedseal by packet collisions.

We adopt the following procedure to filter the results in aftans where we expect the varia-
tion in data rate due to collisions to have caused a signfficapact on the Channelbusytime at
nodes. With the collected statistics, we can isolate icgtsamhere nodes outside the carrier sense
range of the node that has initiated a flow experience sigmificariation in the Channelbusytime
for the duration of the flow. In other words, we separate ims¢s where nodes hidden from the
initiator node experience significant Channelbusytiméatam during the flow. One of the factors
that may have caused this variation is the packet collisibasresult from the admission of the
new flow. Other factors include link quality variations oaffic variations. However, the traffic
on our testbed does not vary significantly due to the constianate used in the experiments. We
therefore believe that packet collisions account for a migj@f these instances of variation in
Channelbusytime.

Methodology: At a central server, we generate a flow sequence file thatlistsdom sequence of
50 one-hop flows between node pairs in the network and ireBdae initiation time and duration
of the flow. The average inter-flow arrival time is 20s and therage duration of each flow is 300s.
The random sequence of flows enables us to study the busys@hwesior with different levels of
network utilization. The flow sequence file is distributedatbthe nodes in the network. Before
the start of the experiment, the nodes in the testbed aredymehronized with a common NTP
server to the accuracy of about 5ms. The nodes initiate 6dKHpP flows using a fixed packet
size of 160 bytes in accordance with the initiation and daretime specified in the sequence file.
Additionally, all nodes collect the available neighbordd@hannelbusytime statistics two seconds
prior to and 10 seconds after a flow initiation between any@anodes. The nodes also record the
predicted value of increase in Channelbusytime for each floor to its initiation.

We repeat the experiment five times and collect the Chansaglione statistics from all nodes.
With the help of the Channelbusytime statistics collecteorpo every flow initiation, we compute
the deviation in the observed Channelbusytime from theipired increase in Channelbusytime of
a flow.
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Results: Figure 7 plots a CDF of the deviation of the predicted mediumai@elbusytime from
the observed Channelbusytime for all the results and therdit results. Perfect prediction of
the Channelbusytime would result in a vertical line at O Gladlbusytime Deviation on the x-
axis. The median Channelbusytime variation for the filteesiilts is about 6%, while it is about
18% for the complete set of results. We make two inferencas these results. First, collisions
have a significant effect on the accuracy of Channelbusyprediction. This implies that the
performance of admission control schemes that considgr melddium busy-time to limit flows
may suffer due to packet collisions in the network. Secomel Ghannelbusytime prediction, in the
absence of hidden terminal collisions, is fairly accurat&@% deviation).
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Figure 9. Per-flow throughput with MDAC.

Figure 8 plots the deviation in Channelbusytime predictibdifferent Channelbusytime values.
The 45 line represents the zero-deviation or perfect predictcenario. The error-bars indicate
the deviation about the mean predicted value of ChannetioneyWe observe that the prediction
is more accurate when the Channelbusytime impact is highleis is encouraging because the
nodes that experience higher Channelbusytime impact are mmportant for admission control
purposes. Nodes with less than 30-40% Channelbusytimecimapaless important and the higher
error rates in prediction in this region means that, at tintles admission control scheme can be
pessimistic.

7.2. Admission control
We now evaluate the effectiveness of MDAC in performing aian control. In particular, we
study the throughput performance of the flows in a networktisas MDAC.

Methodology: The basic methodology of network setup and the flow initraig similar to the
methodology used in Section 7.1. We initiate 30 flows with afioterval rate of 10s between
random sets of 1-hop node pairs on the testbed. Each flow iKlbg#iconstant bit rate UDP flow
with fixed packet size of 160 bytes and lasts for 300s. We tilaelaverage throughput (in packets
per second) and the average delay experienced by the indiidws. We study the performance
of MDAC in two system configurations: in the first, we considetty the Channelbusytime es-
timation for admission control decisions; in the second,ceasider both the Channelbusytime
estimation and the collision estimation for admission cardecisions. The second scenario rep-
resents the complete MDAC solution. Note that we have shbwperformance results for these
experiments in the absence of an admission control syst&agdtion 2.

Results: Figure 9(a) shows a timeline of the throughput performarfcEscadmitted flows using
only the Channelbusytime estimate, i.e. without collisestimation. We find that the throughput
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Figure 10. Per-flow throughput with five seconds inter-flovivat time.

performance of four flows is significantly affected45% drop in throughput). Repeated exper-
iments with higher Channelbusytime margind ¢f up to 50% did not prevent the throughput
reduction of these flows. The average packet delay for thedftiected flows is 1.2, 2.3, 1.5 and
2.1 seconds. These results illustrate that Channelbusyinedictions alone do not suffice for ad-
mission control of flows. Figure 9(b) shows the timeline affpemance using the complete MDAC
system, i.e., with both the Channelbusytime and collissimeates. The graph shows that 12 flows
were admitted and the network could sustain all the admikbees. Measurements showed that the
average packet delay of all the 12 admitted flows was undes60inis result shows that MDAC
is effective in limiting the number of flows in the network aadsuring bandwidth availability to
admitted flows.

7.3. Impact of flow arrival rate

We now explore the relationship between the average imtataatime of the flows and the fre-
guency of broadcast packets that are used for communicati@admission control metrics among
neighbors. MDAC relies on the accuracy and consistencyehtighbor profile to arrive at cor-
rect flow admission decisions. Therefore if the flow arriakris greater than the rate of broadcast
packets, we expect the performance of MDAC to be affected.civieluct the following experi-
ment to investigate this relationship.

Methodology: The methodology of experiment is the same as that discuas@ddtion 7.2 with
the exception that the flow arrival rate is five seconds. Btaatlpackets continue to be transmitted
at ten second intervals.

Results: Figure 10 shows the throughput performance of the flows. &Heré to limit flows can

be attributed to the delay in communication of updated mfation to the neighbors as compared
to the flow arrival interval. For instance, if two flows thausg significant packet collisions at each
other due to the senders being hidden terminals arrive mahgpan of 5s, both the sender nodes
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Figure 11. Number of VoIP flows admitted.

make admission control decisions based on the old infoonatvailable from the network. Thus
the framework fails to sustain the throughput performarfcaldhe admitted flows on the testbed.
Discussion: There are multiple reasons for the occurrence of false alamis in the above illus-
tration. It is possible to minimize such occurrences witprapriate choice of parameters. For the
purpose of evaluation of MDAC, we chose a broadcast inteatalof ten seconds to communicate
the aggregate rate and packet statistics. This rate ofir@bon exchange accounts for less than
1% of the medium time for a network where the nodes have arageesf 10 neighbors and, thus,
represents a sparse exchange of information. The broanitestal rate should be chosen based
on a tradeoff between the acceptable levels of control ¢rafid the expected flow arrival rate. A
higher rate of information exchange will significantly regunstances of false admissions.

Another factor is the choice of values for the Channelbusgtand collision margins allowed
during admission control. In our evaluations, the Charumg/time margin is 10% and the packet
collision margin to prevent data rate switch by the Sampleal10%. Reserving additional band-
width in the network with higher margins makes the admissiamtrol system more conservative,
thereby reducing false admission of flows in the network. SEhparameters can be tuned for
different traffic and network scenarios to minimize the iripaf false admissions.

7.4. Ensuring QoS

We now evaluate the performance of MDAC in terms of providimg desired quality of service
for the example application of VoIP. A practical guidelimegvaluate the quality of VoIP flows in
a network includes the following two constraints: a netwdekay budget of 80ms, and packet loss
rate below 5% assuming the presence of error concealmeunithigs [26].

Methodology: We follow a similar methodology as in Section 7.2 with a flowenval rate of 10s
and duration of 300s. Additionally, we implement a handsiglprotocol that mimics the call-
setup phase before the start of each VoIP flow. The duratidheoéxperiment is 30 minutes and
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we run seven trials of the experiment with different flow seigee files. For each flow topology,
the experiment is performed with the MDAC system as well abavit admission control.

Results: Figure 11 shows a comparison of the number of flows admitteld admission control
(AC) and no admission control (No AC) for different flow topgies. Each topology corresponds
to a different experiment trial. The figure also shows the banof flows for which the QoS
requirements were satisfied with admission control and moisglon control. Of the possible 180
flows, the maximum number of flows that were admitted duringexperiment is only 93. This is
because heavy congestion causes failure of the call-sangshake and prevents establishment of
the flow. The results show that without admission controlatp, only a small fraction of the flows
have their QoS requirements satisfied. On the other hand, @Blows initiation of only about
50-60% of the number of flows initiated without admissiontcoh More importantly, the QoS
requirements are met for about 95% of the admitted flows. Thplgalso shows the maximum
number of flows that could be supported with QoS. This datackésined by iteratively repeating
the admission of flows and obtaining the maximum number ofdltvat were supportable while
the QoS requirements of all flows were met. We observe that Mban be slightly pessimistic in
that it supports about 90% of the system maximum.

8. Discussion

In this section, we discuss some of the future challengesrengeneral applicability of MDAC.

Mixed traffic and traffic priority: We have not considered handling mixed traffic and traffic pri-
orities in our scheme. While the use of 802.11e-type prasihelps improve the medium access
behavior of voice flows in a mixed network, data traffic cafl stipose a significant performance
penalty on voice flows when the resources are constraingelligent throttling of data flows and
estimation of bandwidth availability for voice flows in theegence of data traffic in a realistic en-
vironment needs more research. We believe that our worknsieat step towards the achievement
of complete control of user traffic in a real network.

Multi-hop networks: The design and evaluations presented in this paper haveconkidered
single hop flows. MDAC can be extended to multiple hops by etieg the operational steps at
all the nodes along a new flow path. The basic framework of Gélisytime computation and
collision estimation remains the same. However, the nottegyahe path need to coordinate to
compute the contention count [30] imposed at each neigmbthvel network.

Applicability: Our scheme has been shown to work well in indoor static weseleetworks. We

believe that our scheme will also perform well in any genémdbor setting. However, without
real experiments, it is difficult to predict the applicatyilin a outdoor wireless network scenario.
Outdoor wireless medium characteristics exhibit signifiadifferences from indoor networks. For
instance, due to the large delay spread, the RSS-Packeptiereslationship might not hold as
well in these networks. As future work, we intend to inveatathe operation of MDAC in outdoor

28



settings.

9. Related Work

The problem of ensuring QoS in 802.11-based wireless n&bsvoresents several challenges
and has been a topic of active research for several yearsshidred nature of the medium and the
contention-based access of the 802.11 protocol makes tisdepn of ensuring the QoS require-
ments of delay-sensitive and bandwidth-sensitive mulimeapplications a challenging problem.

In prior research, TDMA-style approaches [21,22,31,12]ehbeen proposed to enable fine-
grained control of the medium and provide QoS guaranteesabtime applications. The con-
trolled access of the medium simplifies the problem of rasgrbandwidth on a per-flow basis.
These approaches, however, require effective synchromizamong the nodes in the network and
are thus difficult to realize in a real-world network. Othey®)solutions [20,9] consider the admis-
sion control system as an important component of a generg&f€mnework, but do not investigate
the problem of bandwidth reservation in a shared mediumfiicgent detail.

Some QoS solutions, such as [28,11], propose a joint admigsintrol and routing scheme
for ad hoc wireless networks. They provide detailed comijputa that can be used to estimate
available bandwidth in a multihop wireless network. The dwaitth computations for a node
assume a 100% Busytime impact for all the neighboring notesvever, in our work we show
that this assumption leads to overestimation of the banttwetjuirements in the network.

Contention-aware Admission Control Protocol [30] and Bptive Admission Control [18] at-
tempt to address the challenges of admission control in &imopl wireless network. These ap-
proaches focus their attention on the problem of commuiicatith neighbors in the carrier sense
range and propose solutions that cannot be implementedcwitient hardware. In contrast, we
have demonstrated the possibility of communication withieasense neighbors using commaodity
hardware.

SoftMAC [26] proposes a software framework at that empl@merse-grained control to regulate
network load and ensure QoS. The authors suggest the userat@oR of Air Time metric to
estimate the bandwidth available at a link. SoftMAC, howgdees not account for either the
impact of collisions or the partial Busytime impact disas# this paper.

To the best of our knowledge, our work is the first admissiamtiad solution that relies on actual
network measurements for its decision-making frameworkuBing the measured Busytime and
link quality metrics during the admission control decisidMDAC accounts for the impact of
collisions and the partial busy-time impact. This enabld3AZ to successfully limit the number
of flows and prevent congestion in a real network.

10. Conclusion

We present MDAC, a measurement-driven admission controhéwork that leverages wireless
characteristics for flow control in a static wireless netldiVe performed an extensive evaluation
of our solution on the 25 node UCSB MeshNet to understand swirtieese wireless characteris-
tics and to show that the proposed scheme works well to peo@idS requirements to real time
applications such as VolP.
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With the growing popularity and increasing usage of 802.rgéMss networks, there is an urgent
need for mechanisms to prevent network breakdown in theepoesof large traffic volumes. While
our work is a critical first step towards realistic flow contio wireless networks, we believe that
much work remains to address the challenges of a mixed tnadficvork and make admission
control robust enough to handle all network and traffic sdesa
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