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Abstract—Dynamic addressassignmentenablesnodesin
mobile ad hoc networks to obtain a routable addresswith-
out the need for any explicit con�guration. It provides a
meansfor nodesto communicatewithout any centralized
infrastructur e,and providesa mechanismfor dynamic net-
work membership. Recently, a considerable number of
dynamic addressingprotocolshave beenproposed. While
theseapproachesbear somesimilarities to eachother, they
also differ in some important characteristics. To under-
stand the bene�ts of thesediffer ent approaches,it is nec-
essaryto test the protocolsin a wide range of network con-
ditions sothat their performanceand suitability canbepre-
dicted. This paper studiesexistingsolutionsby categorizing
and qualitati vely analyzingthe scalability and other perfor-
manceproperties of the approaches. We also intr oducea
new addressingapproachthe providesboth quick and ef�-
cient unique addressassignment.Wethen compareselected
protocolsthr ough quantitati ve analysisbasedon extensive
simulations. Basedon the simulation results,we point out
the applicability of the protocolsand offer suggestionsto
impr oveprotocolperformance.

I . INTRODUCTION

An ad hoc network is comprisedof mobilenodesthat
communicatesolely over the wirelessmedium. It pro-
vides a �e xible meansof communicationwhen there
is little or no infrastructure,or the existing infrastruc-
ture is inconvenientor expensive to use. Signi�cant re-
searchin this area has focusedon the designof ef�-
cient routing protocolsthat are suitablefor the charac-
teristicsof mobile ad hoc networks, including mobility,
limited power and limited transmissionrange. Many of
thecurrentroutingprotocolscanbedividedinto two gen-
eral categories[17]: proactive routing protocolssuchas
DSDV [13] andOLSR[3], andreactive routingprotocols
suchasAODV [15] andDSR[10]. Otherroutingproto-
cols,includingZRP[8], combinebothproactiveandreac-
tiveapproaches.

The majority of theserouting protocolsassumethat
mobile nodesin ad hoc networks are con�gured a pri-
ori with auniqueaddressbeforethey communicatein the

network. However, not all nodeshave pre-assignedstatic
addressesif they usuallyobtaintheir addressesthrougha
dynamicmechanismonthewirednetwork. Also, because
mobilenodesmay frequentlymove from onenetwork to
another, it is desirablefor themto obtainaddressesvia dy-
namiccon�guration.Hence,dynamicaddressingis anes-
sentialcomponentof building sucha self-organizingnet-
work system.

Recently, a numberof addressingschemesfor ad hoc
networks have beenproposed,all of which aim to pro-
vide ef�cient addressassignmentin a dynamicnetwork
environment so as to enablecorrect communicationin
the network. Theseapproachesbearmany similarities
to eachother, suchasself-organizing,self-healingbehav-
ior in orderto betteradaptto the dynamicandresource-
constrainedenvironmentof theadhocnetwork. However,
theseapproachesalsodiffer in a wide rangeof aspects,
suchas addressformat, usageof centralizedservers or
full decentralization,hierarchicalstructureor �at network
organizationandexplicit or implicit duplicateaddressde-
tection.As a consequence,theseapproachesarelikely to
have differentperformancepropertiesundervaryingnet-
work conditions. The different performanceproperties,
suchasscalability, playanimportantroleon theprotocol
applicability. For example,dueto thelimited resourcesof
themobiledevicesaswell asof thewirelessnetwork, the
addressassignmentprocessshouldnot incur signi�cant
traf�c load on the network. Limiting the control traf�c
generatedby the assignmentprocessenablesthe proto-
col to moreeasilyscaleto largernetworks. On theother
hand,a nodeshouldobtain a valid addressin a timely
fashion,regardlessof the network size,so that its com-
municationis not delayed.To deploy large-scalemobile
adhocnetworks,it is importantto understandandanalyze
thesedifferentapproachesundera wide rangeof network
conditionssothattheirperformanceandsuitabilitycanbe
predicted.

This paperstudiesa numberof proposedaddressing
solutionsby categorizing andqualitatively analyzingthe
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performanceproperties,including the scalability of the
approaches.Further, we comparerepresentative proto-
colsfrom eachcategory andprovide quantitative analysis
basedon extensive simulations.Someof theapproaches
have beenevaluatedseparatelyin their original publica-
tions. However, dueto differing experimentalsetups,the
evaluationresultsarenot directly comparable.Our sim-
ulationsaredesignedto testtheprotocolsundernetwork
conditionsof varying network sizes,nodemobility and
traf�c rates,aswell asnetwork eventssuchasmergesand
partitions. Basedon the simulationresults,we point out
the applicability of the protocolsand offer suggestions
to improve protocol performancefor speci�c problems.
Speci�cally, thecontributionsof ourpaperarethefollow-
ing:�

Overview andcategorizationof many of the proposed
approachesfor addressautocon�guration.�

Introductionof a new addressingsolution that offers
quickaddressassignmentwith little controloverhead.�

Quantitative evaluation of the proposed solutions
throughanalysisandsimulation.�

Discussionof modi�cations to improve the perfor-
manceof thestudiedprotocols.
The remainderof the paperis organizedas follows.

SectionII examinesthe requirementsandobjectives for
addressingprotocolsin mobile ad hoc networks. Sec-
tion III categorizesandsummarizespreviously proposed
addressingmechanisms.SectionIV analyzescommon
protocolcharacteristicsaswell ascomparestheir differ-
ent features. Next, our evaluationof the protocolsand
performanceresultsarepresentedin sectionV. Finally,
sectionVI concludesthepaper.

I I . REQUIREMENTS AND OBJECTIVES

In this section,we �rst examinethe needto avoid or
detectduplicateaddressesfor dynamicaddressing.Then
the requirementsto solve theaddressingproblemin mo-
bile ad hoc networks areanalyzed.Finally, we statethe
objectivesof anoptimaladdressingsolution.

A. DuplicateAddressDetection

An importantrequirementof addressautocon�guration
is to provide duplicate-freeaddressassignmentandto be
ableto detectduplicateaddressesif they occur. Duplicate
addressesmay ariseduring the initialization of a group
of nodesif thenodesarenot in direct transmissionrange
of eachother. Also, nodesin differentnetworksmay in-
dependentlyobtain the sameaddress,and duplicatead-
dresseswill result if thesenetworks later merge. If two
nodesin a singlenetwork have the sameaddress,it be-
comesimpossibleto distinguishthenodessolelyby their
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Fig. 1. Exampleof duplicateaddressesanderroneousrouting.Nodes
D andF have thesameIP addressx. Erroneousroutingoccurswhen
thesetwo networksmerge.

addresses.Hence,if communicationwith oneof thenodes
is desired,arouteto thecorrectaddressmaynotnecessar-
ily bea routeto thecorrectnode.

Figure1 showsanexampleof theexistenceof duplicate
addressesandtheerroneousroutingthatcanresult.Nodes
D andF obtainthesameaddress,x, independentlyin dif-
ferentnetworks. A sourcenodein network 1 initiatesa
sessionandcommunicateswith nodeD throughtherout-
ing pathindicatedby arrow (1). This pathhasa lengthof
three. Whenthe two networks move towardseachother
and subsequentlymerge, nodeF entersthe direct trans-
missionrangeof the sourcenode. If proactive routing
protocolsareused,afterreceiving theperiodicroutingin-
formationupdatethe sourcenodewill updateits routing
entry for addressx to thedirectpathto nodeF with path
lengthof one.If reactiveroutingprotocolsareused,anew
routediscovery processwill alsoresultin therouteto ad-
dressx throughthenew pathindicatedbyarrow (2). Thus,
erroneousroutingpreventsthesourcefrom communicat-
ing with thecorrectdestination.

In [22], thenotionof StrongandWeakDAD areintro-
duced.StrongDAD impliesno duplicateaddressesexist
in thenetwork at any time. On theotherhand,thegoalof
WeakDAD is to preventa packet from beingroutedto a
wrongdestinationeven if two nodesin thenetwork hap-
pento have chosenthesameaddress.In [22], theauthor
statesthatStrong DAD cannotbe guaranteedif message
delaysbetweenat leastonepair of nodesin thenetwork
are unbounded, which is a likely occurrencein dynamic
ad hoc networks; however, WeakDAD canbe achieved
throughmodi�cations of routing protocols. In [23], the
authorproposedPassive DAD, in which the detectionof
duplicateaddressesis accomplishedpassively by continu-
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ouslymonitoringroutingprotocoltraf�c. Proactive rout-
ing information,suchaslink stateexchange,is neededto
detecttheaddressduplicates.

Eachof theexisting approachestriesto ensurethecor-
rectnessof addressassignmentby utilizing one of the
duplicateaddressdetectiontechniquesabove. For ap-
proachesthatseekStrongDAD, a singleaddressassign-
mentwill requireapproval from all the nodesin thenet-
work. Thescalabilityof theprotocolis thereforstrongly
correlatedwith theorganizationof thenetwork, i.e.,a �at
structure,or a hierarchicalone. If theformercase,every
addressacquisitionwill result in extra traf�c throughout
the wholenetwork; however, only groupleadersneedto
take actionin the latter case. For the WeakandPassive
DAD approaches,the overheadand latency for address
resolutionis correlatedwith the overheadof the routing
protocols.WeakDAD canbeintegratedwith bothproac-
tiveandreactiveroutingprotocols;however, passiveDAD
is likely to only work with proactive routing protocols.
HencePassive DAD maysuffer performancedegradation
in largenetworksor highmobility [2].

B. AdhocNetworkDynamics

Dueto theinherentmobility of adhocnetworks,mem-
bershipis highly dynamic;nodesmay join or leave the
network atany time. Also,becauseof their limited power,
the energy of a nodemay becomedepletedandthusthe
nodewill becomedisconnected.In somescenarios,such
asa conference,a groupof peoplewith mobile devices
maygathertogetherin onelargegrouporsplit intosmaller
separategroups. Hence,network partitionsand merges
are likely to be frequentoccurrencesin mobile ad hoc
networks. As indicatedin [9], thefollowing arecommon
network eventsthatshouldbehandledby anaddressau-
tocon�gurationprotocol:�

Independent Initializations: A node independently
bootsandacquiresanaddress.This is thesimplestsce-
nario. It providesthefoundationuponwhichothersce-
nariosbuild.�

Group Initializations: In this case,a group of mo-
bile nodesinitialize togetherwithin a shorttime frame.
This is a typical scenariowheremultiple mobilenodes
simultaneouslyboot to form a network andcooperate
with eachotherto accomplishacertaintask.�

Network Joins: This scenarioindicatesthat a new
node,without a pre-con�guredaddress,entersan ex-
istingadhocnetwork andobtainsanaddress.�

Network Partitions: In this case,a network splitsinto
two or morepartitions.After thenetwork partition,new
nodesmay join eitherpartition andacquireaddresses.
Thus,duplicateaddressesmayoccurif thesepartitions
latermerge.

�

Stand-alone Networks Merge: Two networks may
move into the transmissionrangeof eachotheranda
mergeoccurs.Duplicateaddressesmayexist beforethe
merge,resultingin erroneousroutingafterthemerge.

C. Objectives

Basedon the various ad hoc network dynamicsde-
scribedin sectionII-B andtheimportanceof eventualdu-
plicateaddressdetection,we now list theobjectivesof an
optimaladhocnetwork addresscon�gurationprotocol:

�

Dynamic Addr essCon®guration: Nodesshouldbe
ableto dynamicallyobtainIP addresseswithout man-
ualor staticcon�guration.�

Uniqueness: Nodesshouldobtainuniqueaddressesfor
correctroutingandcommunication.�

Robustness: The addressingprotocolshouldadaptto
the dynamicsof the network, including partitionsand
merges.�

Scalability: Theprotocolshouldavoid signi�cant per-
formancedegradationas the size of the network in-
creases.
Therearethreepropertiesincludedin thescalabilityre-

quirement.First, theaddressspaceshouldnot beentirely
consumed,evenasthenetwork sizegrows. Addressrecla-
mation is an important featureto ensureaddressreuse.
Second,nodesshouldobtainvalid addressesin a timely
fashion. Finally, nodesshouldobtainroutableaddresses
with minimum control overhead,without having an ad-
verseaffectonongoingcommunicationin thenetwork.

I I I . CATEGORIZATION OF APPROACHES

In this section,we �rst summarizemany of the pro-
posedaddressingmechanismsfor ad hoc networks and
categorize them into three groups: decentralized ap-
proaches,leader-basedapproaches,and best effort ap-
proaches.In addition, we describeapproachesthat uti-
lize IP addresses,aswell asapproachesthatdivergefrom
IP-basedaddressing.

The decentralizedprotocolsapproachthe problemof
dynamicaddressassignmentin adhocnetworksasa dis-
tributed agreementproblem. Each node independently
proposesa candidateIP address,andthe addressis val-
idateduponagreementfrom all nodesin thenetwork. In
leader-basedapproaches,on the other hand, nodesob-
tain valid IP addressesfrom anelectedleaderof thenet-
work. Bothdecentralizedandleader-basedapproachesin-
cludemethodsto avoid or detectduplicateaddressesdur-
ing addressassignment,aswell asto detectpartitionsand
merges. Besteffort approaches,however, allow nodesto
assigntheirown addresseswithout theinvolvementof all
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othernodesin the network. Hence,the potentialfor du-
plicateaddressesexists. A detectionmechanismis often
utilized to avoid duplicatesandensurecorrectcommuni-
cation.

A. DecentralizedApproaches

Ad hocAddr essAutocon®guration (AAA) : In this
InternetDraft [14], addressesarerandomlyselectedfrom
the addressrange169.254/16.Duplicateaddressdetec-
tion (DAD) is performedby eachnodeto guaranteethe
uniquenessof theselectedaddress.During thisprocess,a
node�oods anAddressRequestmessagein thenetwork to
queryfor theusageof its tentative address.If theaddress
is alreadyin use,an AddressReply messageis unicast
backto therequestingnodesothatadifferentaddresscan
be selected.The absenceof an AddressReply indicates
the availability of the requestedaddress.This approach
doesnotconsidercomplex scenariossuchasnetwork par-
titionsandmerges.

MANETconf : In MANETconf [11], eachnodemain-
tainsalist of all IP addressesin usein thenetwork. A new
nodeobtainsanIP addressthroughanexistingnodein the
network; thelatterperformsanaddressquerythroughout
the network on the new node's behalf. This addressal-
locationrequiresapositive acknowledgment(ACK) from
all known nodesindicatingtheaddressis availablefor use.
Eachnodein thenetwork alsoagreeson a partitionID to
detectpartitionsandmerges. A network partition is de-
tectedwhenthenodeperformingaddressassignmentfor a
new nodefails to obtainACKsfrom all othernodesin the
network. After thedetection,thesetof nodesfrom whom
anACK wasnot received is deletedfrom eachnode's list
of in-useaddresses.Thenodesthenagreeson a new par-
tition identi�er. Whenpartitionsmerge,nodesin different
partitionsarerequiredto exchangetheir setof allocated
addressessothatduplicatescanbedetected.

Other Approaches: In [21], the authorsproposean
addressingscheme(which we call the Buddy approach)
basedonthebuddysystemusedfor memorymanagement.
Eachnodemaintainsa disjoint free-IPset. A con�gured
node,i.e., a nodethat hasan address,picks oneaddress
from its freesetandassignit to a newly joinednode,as
well asallotshalf of its freesetto thenew node.Similarto
MANETconf, a network identi�er is maintainedto detect
network partitionsandmerges.

The IPv6 StatelessAddressAutocon�guration mech-
anismfor wired networks is describedin [20]. In this
mechanismevery nodecreatesa link-local addressand
veri�es its uniquenessona link.

B. Leader-BasedApproaches

Dynamic Addr essCon®guration Protocol (DACP):
To ensureduplicateaddressdetectionwhile minimizing
the participationof network nodes,we introducea new
approach,�rst describedin [19] that utilizes an elected
AddressAuthority (AA) to maintainthestateinformation
of the network, suchas the nodeaddresses,as well as
their leaselifetime anda uniquenetwork identi�er. How-
ever, this approachdoesnot rely on a singleleaderto as-
signaddresses.Instead,theaddressassignmentis accom-
plishedin a distributed fashion,similar to the AAA ap-
proach,in which nodesindependentlyobtaina candidate
addressthrougha network-wide AddressRequest.They
thenregisterthis addresswith anaddressauthority(AA)
if no rejectionis received. The AA periodicallybroad-
castsNetwork Identi�er Advertisementmessagesso that
partitionsandmergescanbedetectedin a timely fashion.
Speci�cally, whennodesdo not receive their AA adver-
tisementfor consecutive intervals, they detectthe parti-
tion andelectanew AA. WhentheAAs of differentparti-
tionsheareachother's advertisement,a network mergeis
detectedandtheAAs take theresponsibilityof detecting
duplicateaddressesin both partitions. Addresschanges
only occurwhena duplicateexists; only the nodeswith
theduplicateaddressmustobtainanew address.

Optimized DACP (ODACP): To isolatetheoverhead
of the DACP approachresulting from the broadcastof
the AddressRequest,we also introduceanotherversion
of DACPwithout duplicateaddressdetection.Theresult
is apureleaderbasedapproach,whichwecall Optimized
DACP(ODACP).The leaderis electedin thesameman-
nerasin DACP, andevery noderegistersits tentative ad-
dresswith theleaderwithout �ooding addressrequests.If
theaddressis notalreadyin usein thenetwork, theleader
veri�es the registration;otherwise,it deniesthe registra-
tion requestandindicatesto the nodethat it mustselect
a new address.As in DACP, thedetectionof mergesand
partitionsis implementedby theleaderadvertisement.

Dynamic Addr essAllocation Protocol (DAAP): In
[12], the authorsproposeDAAP basedon the concept
of addressassignmentby a leader. The functionality of
the leaderis sharedamongall the nodesin the network.
When a new node joins the network, it becomesthe
leaderuntil thenext nodejoins. Theleadermaintainsthe
highestIP addresswithin the ad hoc network, as well
asa uniqueidenti�er associatedwith the network. Each
nodestoresthe highestaddress,which is the addressof
the leader, and sendshello messagesperiodically to its
neighbors. Thesehello messagesinclude the network
identi�er so that mergesand partitionscan be detected.
When a nodereceives a hello messagewith a different
partition identi�er, it detectsa merge; if a nodedoesnot



5

receive any messagescontaining the current partition
identi�er, then,aftersometimeout,apartitionis detected.

Other Approaches: Two agent-basedIPv6 autocon-
�guration mechanismsin mobileadhocnetworksarepre-
sentedin [7] and [24]. In theseapproaches,eachnode
acquiresa subnetID from the agent,andthengenerates
a link-local addressbasedon its MAC address.The lat-
ter approachfurthercreatesa hierarchicalnetwork struc-
turebasedon the leadermanagement.Becausetheseap-
proachesarebasedon IPv6,a MAC addresscaneasily�t
into the IP address.Assignmentof uniqueaddressesis
thereforetrivial.

In additionto theseapproaches,theDHCP[4] protocol
createdfor wirednetworksis anotherexampleof aleader-
basedapproach.

C. BestEffort Approaches

ProphetAddr essing: The prophet addressingap-
proach[26] utilizes a statefulfunction f(n) to generatea
seriesof randomnumbers. The �rst nodeX in the net-
work setsits IP addressandchoosesa randomstatevalue
astheseedfor its f(n) to computeasequenceof addresses
locally for the network. Anothernodecanobtainan IP
addressfrom X, aswell asa statevalueastheseedfor its
f(n). The sameprocesscontinuesasnodesjoin the net-
work. Thefunctionf(n) is designedin suchawaythatthe
possibilityof duplicatesis keptlow.

Weak DAD: The basis of Weak DAD, presented
in [22], is topreventapacketfrombeingroutedtoawrong
destination,even if duplicateaddressesexist. A unique
per-nodekey is includedin theroutingcontrolpacketsand
in theroutingtableentries.Then,if two nodeshappento
have chosenthe sameIP address,they canstill be iden-
ti�ed by theuseof their uniquekeys. Henceevery node
is identi�ed by a uniquetuple �����������	�
���
������� . The
authorsof [22] suggestusinganode'sMAC addressasits
key.

In ourexperimentalstudy, we introduceanew address-
ing approachbasedonthisideathatmodi�es currentrout-
ing protocolsto provide besteffort addressassignment
andaresolutionmechanismwhenduplicateaddressesare
detected.Speci�cally, eachnoderandomlypicksanIPad-
dressin a certainrangewithout requestingapproval from
othernodesin the network. Duplicateaddressesarede-
tectedusinglazydetection, wherebyonly whentraf�c is
sentandroutinginformationis exchangedcanduplicates
bedetected.As a result,this approachdoesnot explicitly
detectnetwork mergesandpartitions.It alsoallowsnodes
with duplicateaddressesto co-exist until oneof thenodes
is utilizedfor routing.

Other Approaches: PassiveDAD, in whichthedetec-
tion of duplicateaddressesis accomplishedpassively by
continuousmonitoringof theroutingprotocolcontroltraf-
�c, is proposedin [23]. The approachis basedon the
propertiesof link stateroutingprotocols,wherebynodes
useperiodiclink stateroutinginformationto notify other
nodesabouttheirneighborhood.Thepapersuggeststhree
techniquesfor utilizing link stateinformationto detectdu-
plicates. Thesetechniquesare: sequencenumberbased,
locality principle based,andneighborhoodbaseddetec-
tion. The basic idea of thesetechniquesis to provide
uniqueaddresseswithin thetwo hopneighborhood.Then,
if thereexistsat leastonenodewith auniqueaddress,du-
plicatescanbedetected.Althoughthisapproachdoesnot
incurextraoverheadin thenetwork, it reliesheavily onthe
underlyingroutingprotocol;thecorrectnessandeffective-
nessare affectedby the particularparametersettingsof
theroutingprotocol.Further, theapproachonly considers
networkswith low nodemobility.

D. Non-IPapproaches

Non-IP approachescanalsobe placedinto the above
categories. Speci�cally, [1] utilizes variablelengthad-
dressesthrough a mechanismsimilar to MANETconf.
Like MANETconf, it also belongs to the decentral-
ized category. The addressingschemepresentedin the
MMWN system[16] utilizesa leader-basedmethodand
createsa hierarchicalstructure.Finally, theAddressFree
Architecturepresentedin [5] falls into thebesteffort cat-
egory.

IV. CHARACTERISTICS ANALYSIS

In this section,narrow our focusby providing a qual-
itative analysisand comparisonof all the proposedap-
proachesthat utilize IPv4 addressing.Quantitative eval-
uationof selectedprotocolsis presentedin sectionV.

A. CommonCharacteristics

Becausead hoc networks typically consistof mobile
deviceswith limited resources,limited bandwidthandno
pre-existing infrastructure,all the protocolspresentedin
sectionIII supportthe featuresof self-organizationand
self-repair. In this section,we describefour commonat-
tributesthatareexhibitedin many (or all) of thedescribed
approaches.

1) UniqueKeys: In almostall solutions,a uniquekey
is utilized asa secondaryidenti�er of a node. Thesein-
cludethe MAC-keys in [22] andthe RandomSourceID
(RSID) in [23]. By the useof a key, in the event two
nodeshave the sameaddress,the nodescanstill be dis-
tinguished.An importantissueis determininga mecha-
nismto obtainthis key. Onepossibilityutilized by many
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Categories Decentralized LeaderBased BestEffort
Approaches AAA MANETconf Buddy DACP DAAP WeakDAD Prophet

DuplicatePossibility Yes No No No No Yes Yes
duringAssignment
StateMaintenance No Yes Yes Yes Yes No No
Critical Nodes No No No Yes Yes No No
PeriodicMessage No Yes Yes Yes Yes Yes No
Changeof Addresses Nodewith Nodewith Nodewith Nodewith Nodewith Nodewith All
DuringMerges Duplicate Duplicate Duplicate Duplicate Duplicate Duplicate Nodes
CommunicationOverhead O(r �

���

) O(r �

���

) O(r � h � N) � O(r �

���

)
�

O(r � h �

�

) 0 O(d � N)
AddressingLatency O(r � D � t) O(r � D � t) O(r � h � t)

�

O(r � D � t)
�

O(r � h � t) 0 O(t)

TABLE I
COMPARISON OF THE DYNAMIC ADDRESSING APPROACH CHARACTERISTICS.

Abbreviation:
N = Numberof nodesin thenetwork D = Networkdiameter r = Numberof retries

d = Average nodedegree t = Average 1-hoplatency h = Averagehopnumber

approachesis to utilize theMAC addressasthekey. Al-
thoughit is possiblefor MAC addressesto beduplicates,
thecombinationof theIPandMAC addressisuniquewith
very high probability. Further, duplicateMAC addresses
canbedetectedby thesolutiondescribedin [18].

2) Distributed Communication: Nearly all of the
proposedapproachesuse a distributed communication
method.For leaderbasedapproaches,theleaderis either
electedthroughdistributed communicationas in DACP,
or theroleof leaderis distributedto eachnodein thenet-
work asin DAAP. In besteffort approachessuchasWeak
DAD, distributedroutinginformationexchangeis utilized
to detectandavoid duplicateaddresses.

3) Detectionof NetworkEvents: Mostapproachesuse
explicit mechanismsto detectnetwork eventssuchaspar-
titions and merges. The detectionis normally accom-
plished by utilizing a unique network identi�er. This
identi�er is eitherbroadcastthroughoutthenetwork by a
leadernode,or it is containedin periodichello messages
exchangedbetweenneighbors.

4) SoftStateInformation: Mostof theapproachesuti-
lize periodic signaling as well as timeout mechanisms
to handlenetwork events. The higher the signalingfre-
quency, themorequickly thenetwork candetectandadapt
to network events. However, the overheadincreasesas
thesignalingrateincreases.Giventhescalabilityrequire-
ment,�nding anoptimalvalueis non-trivial with different
network environments.

B. QualitativeComparison

As describedin sectionIV-A, all theapproachesshare
somecommoncharacteristics.However, they also dif-
fer from eachother in a wide rangeof aspects.Table I
presentsa comparisonof the characteristicsof the IPv4
addressingprotocols.

In decentralizedapproaches,the assignmentof an ad-
dress typically requirespermissionfrom all nodes in

the network by either an explicit positive acknowledg-
ment(ACK) or the absenceof negative acknowledgment
(NACK). Network-wide �ooding is often utilized and
leadsto high communicationoverhead(O(N

�

)) andhigh
latency (O(D 	 t)). In a mobilewirelessnetwork, packet
lossandlink breaksarepotentiallyfrequentoccurrences.
Henceperformancemaydegradeor duplicatesmayexist
if critical messagesarelostdueto collisionsor thechang-
ing network topology.

In leader-basedmechanisms,theleaderassumesthere-
sponsibilityof addressassignment.The communication
overheadis thereforecomparatively low. The leaderis
typically electedin a distributed fashionthat is robust
to dynamic topology changes. However, node move-
mentcanalsocausefrequentleaderandnetwork identi-
�er changes,therebybringing instability to the network.
In addition,in orderfor the leadersto maintaincomplete
knowledgeof assignedaddresses,signi�cant communica-
tion overheadmayberequired.Duplicateaddressesmay
alsoexist if leadersdo not have a correctview of thenet-
work.

Besteffort approaches,on theotherhand,allow nodes
autonomousassignmentof addresses.This processhas
little overhead.However, sinceaddressassignmentis not
basedonnetwork-wideview, duplicateaddressesmayex-
ist afteraddressallocation.

Thedescribedapproacheshavevaryingsusceptabilities
to securityattacks;theseare brie�y summarizedin ta-
ble II. One major issueis denial of serviceattacks,in
whichamaliciousnodecanreturnfalseinformationsoas
to block certainaddresses.A maliciousnodecanalsore-
peatedly�ood messagesto requestdifferentaddressesand

� worstcaseis r 
��

�

.
�

ODACPhasoverheadO(r 
 h 
 N).
�

worstcaseis r 
 D 
 t.
�

ODACPhaslatency O(r 
 h 
 t).
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Approaches Decentralized Leader-Based BestEffort

Denialof Service � � �

Depletionof � � �

Network Resources

TABLE II
SECURITY PROBLEMS FOR EACH PROTOCOL CATEGORY

depletethe limited network resources.Currently, there
areno solutionsto prevent thesetypesof attacks;how-
ever, thereare mechanismsto detecttheseattacks. For
instance,to detecttheseproblems,an intrusiondetection
system,asdescribedin [25], canbedeployed.

V. PERFORMANCE STUDY

In sectionIV-B, we presenteda qualitative comparison
of theprotocols.In orderto obtainfurtherunderstanding
of thestrengthsandweaknessesof theprotocols,wesimu-
laterepresentativeprotocolsfromeachcategorydescribed
in sectionIII. Speci�cally, we focuson IPv4 addressing
solutionsto enableafair comparison.Thesimulationsare
performedin a varietyof networks. Quantitative evalua-
tion allows usto draw conclusionsregardingtheapplica-
bility of theprotocolswithin eachprotocolfamily. Specif-
ically, ourperformancestudyhasthefollowing goals:

�

Comparethe protocolsover a wide rangeof network
scenarios.�

Determinethe scenariosin which eachprotocol per-
forms well, aswell asenvironmentswherethe proto-
colsexhibit performancedegradation.�

Proposeprotocol enhancementsto improve perfor-
mance.
In the following sections,we �rst justify our selection

of protocolsto evaluate.We thenprovidea descriptionof
our experimentsetup. Performanceresultsarethenpre-
sented,followedby ourobservations.

A. SelectedProtocols

MANETconf and AAA are chosento representthe
decentralizedapproaches.In general,decentralizedap-
proachesseekconsistency of the network stateby ob-
taining an agreementfrom all nodesin the network for
eachaddressassignment. This consistency is accom-
plishedby eitherACKs from all nodes,or theabsenceof
a NACK from any node. MANETconf utilizes the �rst
mechanism,while the AAA approachexercisesthe lat-
ter. We usetheimplementationof MANETconf from the
authorsof [11], with modi�cation to supportdetectionof
mergesandpartitionsasspeci�ed in their original paper.
BecauseMANETconf requiresinformationprovided by
routingprotocols,we simulateMANETconf with DSDV

andAODV asrepresentativesof bothproactive andreac-
tive routing protocols. We alsoimplementthe AAA ap-
proachaccordingto the InternetDraft [14]. We do not
studytheBuddyapproachin [21] becauseit hasthepoten-
tial problemof addressleakagewhenmessagelossoccurs
duringfreesetexchanges.

DACPis selectedasarepresentativeof theleaderbased
approachesbecauseit haseven addressdistribution. We
usethe implementationof DACP describedin [19]. The
DACPapproachutilizesaduplicateaddressdetectionpro-
cessthat can incur signi�cant overhead. To understand
theoverheadgeneratedby thebroadcastAddressRequest,
we alsostudy the ODACP approach.ODACP only uti-
lizesaddressregistrationwith theAddressAuthority, and
henceis likely to requirelessoverheadthanDACP. Wedo
not studyDAAP becauseit is not well-speci�ed how to
maintaincorrectinformationabouttheleaderto dealwith
a changingnetwork topology[12]. Further, their mech-
anismto detectpartition only works when the partition
containsnomorethanonenode.

Weak DAD is chosento representbest effort ap-
proaches.We utilize thebasicideaproposedin [22] and
implementrandomaddressgeneration.We alsomodify
the routing tablesandthe routediscovery processby in-
cluding a key associatedwith eachnode address. We
choosenot to implementProphetaddressingbecausethe
methodisessentiallyarandomnumbergenerationprocess
with a speciallydesignedfunction f(n). We do not study
Passive DAD becauseit only potentiallyworkswith link
stateroutingprotocolsandtheperformanceis tightly de-
pendentontheparametersettingof theunderlyingrouting
protocols.

To enablea fair comparison,we do not studyIPv6 or
variable length addressingapproaches;we focus solely
on IPv4 solutionsandleave theothercategoriesasfuture
work. In summary, we performsimulationson following
six protocols:MANETconf-DSDV, MANETconf-AODV,
AAA, DACP, ODACP, andWeakDAD.

B. EvaluationMethodology

To achieve theevaluationgoalspresentedearlierin sec-
tion V, we focuson a threestepstudy. Eachstepis out-
lined below. All approachesareimplementedin theNS-
2 [6] simulatorwith the CMU mobility extensions[2].
Eachdatapoint representsan averagevalue of 10 runs
with the samesettings,but differentrandomlygenerated
mobility scenarios.Thesimulationtime for the �rst two
setsof experimentsis 100seconds,while the third setis
250 seconds.The maximumnumberof retransmissions
of addressingcontrolpacketsis setto two.

The protocolsareevaluatedusingthe following crite-
ria:
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Numberof Nodes Network Size TimeInterval

10 330m � 330m 5 seconds
20 670m � 670m 10seconds
50 1000m � 1000m 25seconds
100 1500m � 1500m 50seconds
150 1800m � 1800m 75seconds
200 2100m � 2100m 100seconds

TABLE III
SIMULATION PARAMETERS FOR STUDY 1.

�

Correctness: Correctnessimplies no duplicate ad-
dressesexist after addressassignment,and no erro-
neousrouting occurs. We checkfor duplicatesin the
assignedaddressesandsubsequentroutingtableentries
duringthesimulationto verify correctness.�

Ef®ciency: Ef�ciency indicatesthata nodecanobtain
a valid addressin a short time without incurring sig-
ni�cant overhead.This includestwo performancemet-
rics:
– Latency for Addr ess Autocon®guration: This

measurementrepresentsthe averagelatency for a
nodeto obtaina uniqueIP addresswithin the net-
work. This includesall possibledelayscausedby
themessageexchangesandtimeouts.

– Communication Overhead: This measurementis
thenumberof controlpacketstransmittedduringthe
initialization of a node. This includesall broad-
castmessages,neighborexchangesandunicastcon-
trol packets. Eachhop-wisepacket transmissionis
countedasonetransmission.�

Scalability: Scalability requiresthat the performance
of theprotocolsdoesnot experiencesigni�cant degra-
dationasthenetwork sizeincreases,or asthemobility
andtraf�c loadincrease.We evaluatetheperformance
metricsdescribedabove with increasingnetwork size,
varyingnodemobility andnetwork traf�c loadto inves-
tigatethescalabilityof eachprotocol.�

Stability: Stability impliesthatthenetwork addressas-
signmentshouldbe stableandshouldnot changefre-
quently. In otherwords,theprotocolshouldberesilient
to topologychanges.Wealsomeasurethefrequency of
network identi�er changesduring thesimulationasan
indicatorof protocolstability.

Wenow describethestudiesusedin ourevaluation.

1) Study1 - StaticNetworks: The �rst set of simu-
lations considersa group of nodesinitializing together
within a short time interval to form a network. In this
study, we focuson staticnetworkswith varyingnetwork
sizes;no mobility or traf�c is introducedinto the simu-
lations. The numberof nodesin the network with the
sizesof simulatedareais shown in table III. Thesepa-

rametersinvestigatethe scalabilityof the approachesby
studyinga varietyof network sizes,while maintainingan
averagenodedensityof seven. All nodesinitialize uni-
formly within a speci�c time interval asindicatedin the
table. Throughthis setof simulations,the protocolcor-
rectness,ef�ciency, andscalabilityin astaticenvironment
areexamined.

2) Study2 - MobileNetworks: In thisstudy, we focus
on theeffect of mobility on thenetwork initializationand
maintenance.Dueto mobility andsubsequentlink breaks,
controlpacketsmaybe lost or suffer long latency, which
will potentiallyaffect thecorrectnessandef�ciency of the
protocols. Mobility will alsoaffect the stability andro-
bustnesscriteria during the maintenanceof the network.
Speci�cally, therandommobility of thenodesis likely to
causenetwork partitionsandmerges.

In this set of simulations,group initialization, as de-
scribedin study1, occursin a �x ed network sizeof 50
nodes.We vary themaximumnodespeedbetween0 and
20 m/s; pausetime is setto 0. Theprotocolef�ciency is
�rst examined,aswell asthelatency andcommunication
overheadwhenthemobility of nodesincreases.We then
investigatethe performanceduring the detectionof net-
work mergesandpartitionsto determinethestability and
robustnessin a mobileenvironment.

3) Study3 - CongestedNetworks: None of the pre-
viously publishedsimulationstudiesby the protocolde-
velopersinvestigatesthe effect of varying traf�c load on
theprotocols.However, datatraf�c is likely to introduce
morecollisionsandmessagelossinto a network. Hence,
traf�c load will have signi�cant impact on the protocol
performance.

In this study, the effect of datatraf�c on the protocol
performance,speci�cally protocolcorrectness,ef�ciency
androbustnessto messageloss,is investigated.Because
nodescanonly conductdatatransmissionsafter they ob-
tain an address,we do not simulategroup initialization
as in the �rst two studies. Instead,we have a speci-
�ed numberof pre-con�gurednodesin the network that
serve astraf�c sourcesanddestinations.New nodesthen
join the network with uniformly distributed inter-arrival
times. We utilize CBR traf�c with 10, 20, 30, and 40

SimulationParameters Value

Numberof Nodes 50
Precon®guredNodes 30

Inter-arrival TimeInterval 20seconds
DataPacket Size 512bytes

DataSendingRate 4 packets/second
MaximumNodeSpeed 5 m/s

TABLE IV
SIMULATION PARAMETERS FOR STUDY 3.
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Fig. 2. AddressAllocation in aStaticNetwork with VaryingNumberof Network Nodes.

sources.Thespeci�c simulationparametersareshown in
tableIV.

C. PerformanceResults

1) Study1 - StaticNetworks: Figure2 shows the ef-
�ciency of thedifferentprotocolsasthenumberof nodes
increasesin a staticnetwork. As presentedin �gure 2(a),
theaverageaddressacquisitionlatency of all approaches
increasesasthe numberof nodesincreases.This is due
to both longer pathsthat control messagesneedto tra-
verse,aswell asan increasein thenumberof collisions.
ODACPhasthelowestincreaseof latency becausea new
nodemustonly contactthe leaderto obtainan address.
Ontheotherhand,AAA andDACPbothhaveamoresig-
ni�cant increasein latency due to the duplicateaddress
detectionprocessthat �oods AREQ messagesthrough-
out the network. The timeoutvalue for receptionof an
AREP is basedon the network diameter. Hencenodes
wait longer for an AREP as the network size increases.
DACPhasconsistentlyhigherlatency thanAAA because
of thenoderegistrationlatency with theleader.

Theaddressinglatency of MANETconf is higherthan
ODACP becauseevery nodemustreceive an ACK from
every known nodein the network. On the other hand,
MANETconf outperformsDACPandAAA becauseonce
a nodecollectsall ACKs, it doesnot needto wait for a
timeoutto validatetheaddress.As shown in �gure 2(a),
usingareactive routingprotocolincreasestheaddressac-
quisitionlatency for MANETconf dueto theroutediscov-
eryneededto routeACK messagesbackto thesource.

The averagenumberof control packets per node is
shown in �gure 2(b). Similar to the previous �gure,
ODACP has lower control overheadper node because
eachnodeonly contactsthe leaderto obtainan address.
In this case,thecontrolpacketsincludetheoverheadfor
leaderlookup, addressassignmentrequestandreply be-
tweenthe nodeand the leader, as well as the periodic
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Fig. 3. ProtocolEf®ciency with DifferentInitializationTime.

leaderadvertisement.The beaconinterval for leaderad-
vertisementis set to 5 seconds.AAA and DACP have
higheroverheadbecauseof the �ooding of AREQ mes-
sagesthroughoutthe network. DACP additionally in-
cludesthe registrationmessages,aswell as the periodic
leader advertisementmessages. MANETconf has the
highestcommunicationoverheadbecausefor every ad-
dressallocation,addressrequestmessagesaresentto all
known nodesin thenetwork, andACKsarereturnedfrom
all nodes.MANETconf with DSDV hashigheroverhead
thanusingAODV whenthe network size is large. This
is becausewith a large network, the routing information
generatedby DSDV hasnotyetconverged.Thisresultsin
moremessageretransmissions.MANETconf with DSDV
is particularlyproblematicbecausenodesneedroute in-
formationto transmitACKs so thataddressescanbeas-
signed;however, DSDV routing informationcannotcon-
vergeuntil eachnodehasanaddress.

Figure3 shows theprotocolperformancewhenwe ap-
ply differenttime intervalswithin whichall nodesinitial-
ize. Here,the network is a 50 nodestaticnetwork. The
Longtimeinterval indicatesthatall nodesinitializewithin
therangeshown in tableIII, while theShorttime interval
valuesare1/5thof thelongvalues.All approachesexcept
AAA haveincreasedaddressinglatency whenthetimein-
terval decreases,due to the increasein collisions. The
overheadremainsroughly constantwith different time
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Fig. 4. AddressAllocationof 50NodeNetwork with VaryingNodeMobility.

factors,exceptfor MANETconf with DSDV. In this sce-
nario, completerouting information is not available for
controlmessagetransmissionduringinitialization.

In addition to theseprotocols,we also simulatedthe
WeakDAD approach.Becauseeachnoderandomlypicks
anaddresswithout communicationwith theothernodes,
theaddressinglatency andcontroloverheadarebothzero.
Hence,wedonot includeit in the�gures.

We have examinedthe ef�ciency of all approachesin
termsof addressinglatency andcommunicationoverhead.
During thesimulations,all nodeswereveri�ed to acquire
uniqueIP addressesin the networks, indicating that all
approachescancorrectlyperformaddressallocationin a
static network. In �gure 2, we can seethat the decen-
tralizedapproachesdo not scalewell whenthe network
size increasesbecausethe approachesutilize network-
wide broadcast;if ACKs from all nodesarerequired,the
control overheadis even greater. On the otherhand,the
leader-basedapproachhasthebestscalabilityin both la-
tency andoverheadin a staticnetwork.

2) Study2 - Mobile Networks: Figure 4 shows the
protocolperformancein a network of 50 mobile nodes.
As shown in �gure 4(a),theaddressinglatency of all ap-
proachesincreaseswith increasedmobility, exceptAAA.
Whenmobility increases,therearemorebrokenpaths,re-
sulting in highermessageloss. For the leader-basedap-
proaches,nodesspendmore time determininga path to
the leaderto obtainan address.For MANETconf, when
a noderequestsan ACK from all nodesfor an address
allocation,broken pathsresult in eitheradditionalroute
discoveriesor packet retransmissions.Hencetheaddress-
ing latency is also increased. In the AAA approach,a
nodevalidatesits tentative addressafter the timeout for
receiving a NACK. Hencethe latency is constantfor all
mobilities and is dependenton the timeout value. Fi-
nally, asin thestaticnetwork, theaddressinglatency for
DACP is still one of the highestbecauseof the dupli-

cateaddressdetectionprocessplusaddressregistrationla-
tency.

Figure4(b) presentstheeffect of mobility on commu-
nicationoverhead.ODACPhasthegreatestpercentageof
increasein overheadbecausenodesmustretransmitreg-
istrationpacketsto theleaderwhenthepathto theleader
breaks.This introducesmorepacket transmissionsto ob-
tain an addressassignment. The AAA and DACP ap-
proachesbothhaveonly aslight increasein controltraf�c
whenmobility increases.This is becausemostmessages
arebroadcast,andsobroken pathsdo not have a signi�-
cantimpacton thecontrolpacket exchange.Themessage
transmissionbetweennodesandthe leaderalsobene�ts
from the �ooding advertisement. Hencemobility does
notsigni�cantly affect thecontroloverheadof DACP. For
MANETconf, theoverheadof theprotocolis not signi�-
cantlyaffectedby themobility; however, while notshown
in the�gure, it doesresultin a signi�cant increasein the
overheadof underlyingroutingprotocols.

During the simulation,the network may initially con-
sistof severalpartitions.As mobility increases,nodesin
differentpartitionsmove into transmissionrangeof each
other; network mergesthenoccur. As describedin sec-
tion IV, mostof the approachesutilize a network identi-
�er andadvertisementmessagesto detectnetwork merges
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Fig. 6. EventDetectionwith VaryingBeaconIntervals.

andpartitions. The advertisementfrequency determines
the timelinessto detectand adaptto theseevents. Fig-
ure5 shows thenumberof mergesandpartitionsdetected
in a 50 nodenetwork using different network identi�er
advertisementintervals. Whenthe interval increases,the
numberof mergesandpartitionsdetectedin thenetwork
decreases,indicatingthat the protocolsarelesssensitive
to thenetwork events.

Figure6 presentsthelatency andoverheadof detecting
mergesandpartitionswith differentadvertisementinter-
valsat maximumspeedof 20 m/s. Detectionof network
mergesrepresentsa tradeoff betweenassuranceof unique
addressesand overhead,and potentialnetwork instabil-
ity. Thenumberof network mergesthataredetectedand
the timelinessin which they are detectedis directly in-
�uenced by the network identi�er, or hello message,ad-
vertisementfrequency. The more often thesemessages
aresent,thequicker mergescanbedetectedandaddress
duplicatescanbe eliminated. However, a greateradver-
tisementfrequency resultsin greateroverhead. Further,
theactiontaken aftera mergewill in�uence thestability
of thenetwork. Someprotocols,suchasProphet,require
all network nodesto obtaina new addressafter a merge
occurs. Hence,while duplicateswill be prevented,the
network-widechangeof addresswill disruptall opencon-
nectionsandresultin substantialoverhead.On theother
hand,otherprotocolsthatonly requirenodeswith dupli-
cateaddressesto obtainnew addresseswill bemorestable
andwill not bedetrimentallyimpactedby thenumberof
detectedmerges.

We now analyzethe latency andcommunicationover-
headin the worst caseto detecta network merge. De-
tectioncaneitherbedonethroughperiodicadvertisement
messagesor throughhellomessages.

If advertisementmessagesare utilized, one node in
eachpartitionmustmaintainthenetwork identi�er. This
node periodically broadcaststhe identi�er. When two

suchnodesfrom differentnetworks receive eachother's
beaconmessage,they detectthatthenetwork hasmerged.
They then exchangetheir IP lists to determinewhether
duplicateaddressesexist. Ontheotherhand,if hellomes-
sagesareutilized,thehellomessagescontainthenetwork
identi�er. Whentwo nodesfrom differentpartitionsre-
ceive hello messagesfrom eachother, the merge is de-
tectedthroughthe different identi�ers. The two nodes
thenexchangeIP addresslistsand�ood thelists through-
out their own partitionsso that all nodesin the network
candetectaddressduplicates.

Let the interval for advertisementsbe Interval����� , and
the hello interval Interval���	�
�
� . Let the one-hoppacket
transmissionlatency bet, numberof nodesin themerged
network be N, and let D be the diameterof the merged
network. Then,in theworstcase,thelatency for detecting
network mergesusingperiodicadvertisementsis the ad-
vertisementinterval plusthelatency of theadvertisement
propagationfrom one network to another. The latency
for thedetectionof mergesutilizing hellomessagesis the
hellointerval. Theoverheadfor detectingnetwork merges
and duplicateaddresseswhenusing advertisementmes-
sagesis theunicastmessageto exchangeIP lists,whichin
theworstcasemusttraversethenetwork diameter;when
hellomessagesareused,theoverheadis causedby �ood-
ing theIP lists throughthenetwork. Hence,wehave

T ������
 Interval������� D 	 t

T �������
��
 Interval���	�
�
�

Overhead������
 2 	 D

Overhead�������
��
 N

We canseethat utilizing leaderadvertisementmessages
to detectthemergesmayresultin longerlatency, andthe
overheadis dependentontheadvertisementinterval. Note
herewedonotincludetheperiodicmessagingin theover-
headcalculationbecausein bothcasesthey areequal.
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Fig. 7. AddressAllocationof 50 NodeNetwork with VaryingNumberof Sessions.

3) Study3 - CongestedNetworks: Figure7 shows the
ef�ciency of theprotocolsin a congestednetwork. When
the numberof sessionsincreasesand more traf�c is in-
troducedinto the network, morecollisionsandmessage
lossoccurs.As shown in �gure 7(a),MANETconf hasthe
mostsigni�cant increaseof addressinglatency whenthe
numberof sessionsincreases.Becauseit requiresACKs
from all known nodesin the network, a singlemessage
loss requiressigni�cant retransmissionof MANETconf
controlpackets.Otherapproachesdo nothave signi�cant
controloverhead,andsonetwork congestiononly causes
aslight increasein latency.

The effect of traf�c on control overheadis shown in
�gure 7(b). ODACP hasthe mostsigni�cant increasein
controloverheaddueto lossandretransmissionof thereg-
istrationmessages.For MANETconf, becauseit already
hashigh control overheadfor addressallocationwithout
datatraf�c, theintroduceddatatraf�c preventsnodesfrom
acquiringthe wirelesschannelandtransmittingpackets.
Thiscausespacketdropsatthelocal interfacequeueto in-
crease.Hence,becausesomecontrolpacketsarenoteven
transmitted,MANETconf suffers from messagelossand
the control overheadactually decreaseswhen the num-
ber of sessionsincreases.Further, we noticedthat there
aremorepartitionsdetectedusingMANETconf in a con-
gestednetwork becausenodessuffer persistentmessage
lossdueto continuouscongestiononcertainpaths.ACKs
cannotbe received from certainnodesanda partition is
assumedto have occurred.For AAA andDACP, because
they take the absenceof a NACK asan indicationof an
availableaddress,the overheaddoesnot increasesignif-
icantly. However, althoughnot shown in the results,the
messageloss resultsin the risk of duplicateaddressas-
signment.

In all theexperiments,WeakDAD doesnot incurextra
latency andcommunicationoverheadfor addressalloca-
tion. Henceit is not shown in theperformanceresult�g-

Packet AODV WeakDAD Enhanced

RREQ 28bytes 36bytes
RREP 24bytes 32bytes
RERR x bytes (x + 4 � n) bytes

HELLO 24bytes 32bytes

TABLE V
PACKET SIZE FOR AODV AND WEAK DAD ENHANCED AODV.

ures.Theonedrawbackof WeakDAD, however, is thatit
doesincreasethesizeof routingcontrolpackets.TableV
shows the size increaseusing the AODV routing proto-
col, wherex is thesizeof theoriginal RERRpacket (the
sizeof theRERRpacket is not �x ed),andn is the num-
berof destinationsthatutilize thebrokenpathindicatedin
RERRpackets.

D. Observations

In our experiments,it is observed that all approaches
correctly allocateaddressesto nodesin an ad hoc net-
work in static, mobile, and congestedscenarios.How-
ever, in real environments,messagelossescan result in
duplicateaddresswith the DAD andDACP approaches.
Leader-basedapproacheshavethebestscalabilityin terms
of protocol ef�ciency of addresslatency and communi-
cation overhead. To improve scalability, a hierarchical
addressingstructurebasedon the leaderassignmentcan
beutilized. Decentralizedapproacheshavecomparatively
poor scalabilitydueto the network-wide message�ood-
ing. Whenmobility increases,mostapproacheshave de-
creasedprotocolef�ciency. Whenthe network becomes
congested,control messagesareproneto be lost, result-
ing in the performancedegradationof decentralizedap-
proaches.ParticularlywhenACKs arerequired,thepro-
tocolsdonotshow goodrobustnessto messageloss.

WeakDAD, asa besteffort approach,takestherisk of
assigningduplicateaddressesto nodesandtriesto resolve
con�icts duringtheroutingprocess.This doesnot intro-
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duceextra latency or overheadinto addressing;however,
it requiresmodi�cation of routingprotocolsandincreases
controlpacket size.

During the courseof the experiments,we observed
modi�cations that would improve protocolperformance.
For MANETconf, relying on existing routing protocols
suchasDSDV or AODV leadsto high routingoverhead,
particularlywith highmobility. WesuggestthatMANET-
conf be integratedwith routing protocolsso that routes
canbelearnedduringthe�ood of theaddressquery. For
DACP, theduplicateaddressdetectionprocessincurssig-
ni�cant overheadandlatency. Whenmobility is low, this
option can be eliminatedand ODACP can be utilized.
On the other hand, if mobility is high, the �ooding of
AREQmessagescanactuallyhelprefreshtherouteto the
leader. Finally, WeakDAD canbeappliedto bothproac-
tive andreactive protocolsby indicatingper-nodekeys as
secondaryidenti�ers.

VI. CONCLUSIONS

In this paper, we have investigatedtheproblemof dy-
namicaddressingin mobile ad hoc networks. We stud-
iedcurrentsolutionsby categorizingandqualitatively an-
alyzingscalabilityandotherperformancepropertiesof the
approaches.Weintroducedanew addressassignmentap-
proach,the Leader-basedApproach,that was shown to
have low overheadwhile still ensuringthetimely assign-
mentof uniqueaddresses.Further, we comparedselected
protocolsandprovide quantitative analysisbasedon ex-
tensive simulations.Throughtheexperiments,we exam-
inedtheapplicabilityof theprotocolsin differentnetwork
environmentsandoffer suggestionsto improve protocol
performance.

In our comparison,we focusedon the performanceof
IPv4-basedaddressingtechniques.An importantissueof
furtherresearchwouldbeto includeacomparisonof IPv6
approaches,aswell asapproachesthatarenot IP-centric.
An additionalproblemof dynamicaddressingis how the
addressof a destinationnodecanbedeterminedafterthe
addressassignmentso that traf�c can be initiated. It is
likely that this canbecombinedwith a servicediscovery
protocol. Theaddresscanbecomea service,anda node
canperforma look up to obtainthedestination's address.
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