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Abstract—Dynamic addressassignmentenablesnodesin
mobile ad hoc networks to obtain a routable addresswith-
out the needfor any explicit con guration. It providesa
meansfor nodesto communicate without any centralized
infrastructur e,and providesa mechanismfor dynamic net-
work membership. Recently a considerable number of
dynamic addressingprotocolshave been proposed. While
theseapproachesbear somesimilarities to eachother, they
also differ in someimportant characteristics. To under-
stand the bene ts of thesediffer ent approaches,it is nec-
essaryto testthe protocolsin a wide range of network con-
ditions sothat their performanceand suitability canbepre-
dicted. This paper studiesexisting solutionsby categorizing
and qualitati vely analyzingthe scalability and other perfor-
mance properties of the approaches. We also intr oducea
new addressingapproachthe providesboth quick and ef -
cientunique addressassignment.Wethen compare selected
protocolsthr ough quantitati ve analysisbasedon extensve
simulations. Basedon the simulation results,we point out
the applicability of the protocolsand offer suggestionsto
impr ove protocol performance.

. INTRODUCTION

An ad hoc network is comprisedof mobile nodesthat
communicatesolely over the wirelessmedium. It pro-
vides a e xible meansof communicationwhen there
is little or no infrastructure,or the existing infrastruc-
ture is incorvenientor expensve to use. Signi cant re-
searchin this areahas focusedon the designof ef-
cient routing protocolsthat are suitablefor the charac-
teristicsof mobile ad hoc networks, including mobility,
limited power and limited transmissiorrange. Many of
thecurrentrouting protocolscanbedividedinto two gen-
eral catgyories[17]: proactie routing protocolssuchas
DSDV [13] andOLSR[3], andreactve routing protocols
suchasAODV [15] andDSR[10]. Otherrouting proto-
cols,includingZRP[8], combinebothproactve andreac-
tive approaches.

The majority of theserouting protocolsassumethat
mobile nodesin ad hoc networks are con gured a pri-
ori with auniqueaddresdeforethey communicatén the

network. However, notall nodeshave pre-assignedtatic
addresse# they usuallyobtaintheir addressethrougha
dynamicmechanisnonthewired network. Also, because
mobile nodesmay frequentlymove from one network to
anotherit is desirabl€or themto obtainaddressegia dy-
namiccon guration. Hence dynamicaddressings anes-
sentialcomponenof building sucha self-oganizingnet-
work system.

Recently a numberof addressingsgchemedor ad hoc
networks have beenproposedall of which aim to pro-
vide efcient addressassignmentn a dynamicnetwork
ervironment so as to enablecorrect communicationin
the network. Theseapproachedearmary similarities
to eachother suchasself-oganizing,self-healingoeha-
ior in orderto betteradaptto the dynamicandresource-
constrainearnvironmentof theadhocnetwork. However,
theseapproacheslso differ in a wide rangeof aspects,
suchas addresdormat, usageof centralizedseners or
full decentralizatiorierarchicabktructureor at network
organizationandexplicit or implicit duplicateaddressle-
tection. As a consequenceheseapproachearelikely to
have differentperformancepropertiesundervarying net-
work conditions. The different performanceproperties,
suchasscalability play animportantrole on the protocol
applicability For example,dueto thelimited resourcesf
themobiledevicesaswell asof thewirelessnetwork, the
addressassignmenprocessshouldnot incur signi cant
trafc load on the network. Limiting the control traf ¢
generatedy the assignmenprocessenablesthe proto-
col to moreeasilyscaleto larger networks. On the other
hand, a node should obtain a valid addressn a timely
fashion,regardlessof the network size, so thatits com-
municationis not delayed.To deplq large-scalemobile
adhocnetworks, it is importantto understanéindanalyze
thesedifferentapproachesndera wide rangeof network
conditionssothattheir performanceandsuitability canbe
predicted.

This paperstudiesa humberof proposedaddressing
solutionsby cateyorizing and qualitatively analyzingthe



performanceproperties,including the scalability of the
approaches.Further we comparerepresentate proto-
colsfrom eachcatgory andprovide quantitatve analysis
basedon extensive simulations. Someof the approaches
have beenevaluatedseparatelyin their original publica-
tions. However, dueto differing experimentalsetupsthe
evaluationresultsare not directly comparable.Our sim-
ulationsaredesignedo testthe protocolsundernetwork
conditionsof varying network sizes,node mobility and
trafc ratesaswell asnetwork eventssuchasmeigesand
partitions. Basedon the simulationresults,we point out
the applicability of the protocolsand offer suggestions
to improve protocol performanceor speci c problems.
Speci cally, the contrikutionsof our paperarethefollow-
ing:

Overview andcateorizationof mary of the proposed

approachefor addressutocon guration.

Introductionof a new addressingsolution that offers

quick addressssignmentvith little controloverhead.

Quantitatve evaluation of the proposed solutions

throughanalysisandsimulation.

Discussionof modi cations to improve the perfor

manceof the studiedprotocols.

The remainderof the paperis organizedas follows.
Sectionll examinesthe requirementsand objectives for
addressingprotocolsin mobile ad hoc networks. Sec-
tion lll cateyorizesand summarizepreviously proposed
addressingnechanisms. SectionlV analyzescommon
protocol characteristicas well ascomparegheir differ-
ent features. Next, our evaluationof the protocolsand
performanceesultsare presentedn sectionV. Finally,
sectionVI concludeghepaper

[l. REQUIREMENTS AND OBJECTIVES

In this section,we rst examinethe needto avoid or
detectduplicateaddressefor dynamicaddressingThen
the requirementso solve the addressingroblemin mo-
bile ad hoc networks are analyzed.Finally, we statethe
objectivesof anoptimaladdressingolution.

A. DuplicateAddressDetection

An importantrequiremenbf addressutocon guration
is to provide duplicate-freeaddressassignmenandto be
ableto detectduplicateaddresse# they occur Duplicate
addressesnay arise during the initialization of a group
of nodesif the nodesarenotin directtransmissiorrange
of eachother Also, nodesin differentnetworks may in-
dependentlyobtain the sameaddressand duplicatead-
dresseswill resultif thesenetworks later meige. If two
nodesin a single network have the sameaddressijt be-
comesmpossibleto distinguishthe nodessolely by their

Fig.1. Exampleof duplicateaddresseanderroneousouting. Nodes
D andF have the samelP addresx. Erroneousoutingoccurswhen
thesetwo networksmeige.

addresseddencejf communicatiorwith oneof thenodes
is desiredarouteto thecorrectaddresgnaynotnecessar
ily bearouteto thecorrectnode.

Figurel shavs anexampleof theexistenceof duplicate
addresseandtheerroneousoutingthatcanresult.Nodes
D andF obtainthe sameaddressy, independentlyn dif-
ferentnetworks. A sourcenodein network 1 initiatesa
sessiorandcommunicatesvith nodeD throughtherout-
ing pathindicatedby arrav (1). This pathhasalengthof
three. Whenthe two networks move towardseachother
and subsequentlynege, nodeF entersthe direct trans-
missionrangeof the sourcenode. If proactie routing
protocolsareused afterreceving the periodicroutingin-
formationupdatethe sourcenodewill updateits routing
entryfor addres to the direct pathto nodeF with path
lengthof one.If reactve routingprotocolsareused anew
routediscovery proceswill alsoresultin therouteto ad-
dres throughthenew pathindicatedby arrov (2). Thus,
erroneousouting preventsthe sourcefrom communicat-
ing with the correctdestination.

In [22], the notion of StrongandWeakDAD areintro-
duced. StrongDAD implies no duplicateaddressesxist
in the network atary time. Ontheotherhand,the goal of
WeakDAD is to preventa paclet from beingroutedto a
wrong destinatiorevenif two nodesin the network hap-
pento have chosenthe sameaddressin [22], the author
statesthat Stiong DAD cannotbe guaranteedif messge
delaysbetweemat leastonepair of nodesin the network
are unboundegdwhich is a likely occurrenceén dynamic
ad hoc networks; however, Weak DAD canbe achieved
throughmodi cations of routing protocols. In [23], the
authorproposedPassive DAD, in which the detectionof
duplicateaddresseis accomplisheghassiely by continu-



ously monitoringrouting protocoltrafc. Proactve rout-
ing information,suchaslink stateexchangejs neededo
detecttheaddressluplicates.

Eachof the existing approachegriesto ensurehe cor
rectnessof addressassignmenby utilizing one of the
duplicate addressdetectiontechniquesabove. For ap-
proacheghat seekStrongDAD, a singleaddressassign-
mentwill requireappraal from all the nodesin the net-
work. The scalabilityof the protocolis thereforstrongly
correlatedwith the organizatiornof thenetwork, i.e.,a at
structure or a hierarchicabne. If the former case every
addressacquisitionwill resultin extra trafc throughout
the whole network; however, only groupleadersneedto
take actionin the latter case. For the Weak and Passve
DAD approachesthe overheadand lateny for address
resolutionis correlatedwith the overheadof the routing
protocols.WeakDAD canbeintegratedwith bothproac-
tive andreactive routingprotocols;howvever, passie DAD
is likely to only work with proactve routing protocols.
HencePassive DAD may suffer performancealegradation
in large networks or high mobility [2].

B. AdhocNetworkDynamics

Dueto theinherentmobility of adhocnetworks, mem-
bershipis highly dynamic; nodesmay join or leave the
network atary time. Also, becausef theirlimited power,
the enegy of a nodemay becomedepletedandthusthe
nodewill becomedisconnectedin somescenariossuch
asa conferencea group of peoplewith mobile devices
maygathertogethein onelargegroupor splitinto smaller
separatggroups. Hence,network partitionsand meges
are likely to be frequentoccurrencesn mobile ad hoc
networks. As indicatedin [9], thefollowing arecommon
network eventsthat shouldbe handledby anaddressau-
tocon gurationprotocol:

Independent Initializations: A node independently

bootsandacquiresanaddressThisis thesimplestsce-

nario. It providesthefoundationuponwhich othersce-
nariosbuild.

Group Initializations: In this case,a group of mo-

bile nodednitialize togethemwithin a shorttime frame.

This is atypical scenariovheremultiple mobile nodes

simultaneouslhboot to form a network and cooperate

with eachotherto accomplisha certaintask.

Network Joins. This scenarioindicatesthat a new

node,without a pre-con guredaddressgntersan ex-

istingad hocnetwork andobtainsanaddress.

Network Partitions: In this case anetwork splitsinto

two or morepartitions.After thenetwork partition,new

nodesmay join eitherpartition andacquireaddresses.

Thus,duplicateaddressemay occurif thesepartitions
latermeige.
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Stand-alone Networks Merge Two networks may
move into the transmissiorrangeof eachotheranda
meigeoccurs.Duplicateaddressesayexist beforethe
meige,resultingin erroneousoutingafterthemege.

C. Objectives

Basedon the various ad hoc network dynamicsde-
scribedin sectionll-B andtheimportanceof eventualdu-
plicateaddresgletectionwe now list the objectivesof an
optimaladhocnetwork addresgon gurationprotocol:

Dynamic AddressCon®guration: Nodesshould be
ableto dynamicallyobtainIP addressewithout man-
ual or staticcon guration.

Uniqueness Nodesshouldobtainuniqueaddressefor

correctroutingandcommunication.

Robustness The addressingrotocolshouldadaptto

the dynamicsof the network, including partitionsand
meges.

Scalability: The protocolshouldavoid signi cant per

formancedeggradationas the size of the network in-

creases.

Therearethreepropertiesncludedin thescalabilityre-
quirement.First, theaddresspaceshouldnot be entirely
consumedevenasthenetwork sizegrows. Addresgecla-
mation is an importantfeatureto ensureaddresseuse.
Second nodesshouldobtainvalid addresses a timely
fashion. Finally, nodesshouldobtainroutableaddresses
with minimum control overhead,without having an ad-
verseaffect on ongoingcommunicatiorin the network.

1. CATEGORIZATION OF APPROACHES

In this section,we rst summarizemary of the pro-
posedaddressingnechanismdor ad hoc networks and
catayorize them into three groups: decentalized ap-
proachesJeaderbasedapproachesand best effort ap-
proaches.In addition, we describeapproacheshat uti-
lize IP addressesaswell asapproachethatdiverge from
IP-basedhddressing.

The decentralizedprotocolsapproachthe problem of
dynamicaddressassignmenin ad hocnetworksasadis-
tributed agreemenproblem. Eachnodeindependently
proposesa candidatdP addressandthe addresss val-
idateduponagreementrom all nodesin the network. In
leaderbasedapproachespn the other hand, nodesob-
tain valid IP addressefrom an electedeaderof the net-
work. Bothdecentralize@ndleaderbasedapproachem-
cludemethodso avoid or detectduplicateaddressedur
ing addressassignmentaswell asto detectpartitionsand
meiges. Besteffort approachediowever, allow nodesto
assigrntheir own addressewithout the involvementof all



othernodesin the network. Hence,the potentialfor du-
plicateaddressesxists. A detectionmechanisms often
utilized to avoid duplicatesandensurecorrectcommuni-
cation.

A. DecentalizedApproadtes

Ad hoc Addr essAutocon®guration (AAA): In this
InternetDraft [14], addressearerandomlyselectedrom
the addresgange169.254/16. Duplicateaddressetec-
tion (DAD) is performedby eachnodeto guaranteghe
uniquenessf the selectedaddressDuring this processa
node oods anAddressRequesinessage thenetwork to
gueryfor theusageof its tentatie addresslf theaddress
is alreadyin use,an AddressReply messages unicast
backto therequestingnodesothata differentaddressan
be selected.The absenceof an AddressReply indicates
the availability of the requestecddress.This approach
doesnotconsidercomple scenariosuchasnetwork par
titionsandmeiges.

MANETconf: In MANETconf[11], eachnodemain-
tainsalist of all IP addresseis usein thenetwork. A new
nodeobtainsan|P addresshroughanexistingnodein the
network; the latter performsan addresgjuerythroughout
the network on the nev nodes behalf. This addressal-
locationrequiresa positve acknavliedgment{ACK) from
all known nodesdndicatingtheaddresss availablefor use.
Eachnodein the network alsoagreesn a partitionID to
detectpartitionsand meiges. A network partitionis de-
tectedwhenthenodeperformingaddressissignmenfor a
new nodefailsto obtainACKs from all othernodesn the
network. After thedetectionthe setof nodesrom whom
anACK wasnotrecevedis deletedfrom eachnodes list
of in-useaddressesThe nodesthenagreeson a new par
tition identi er. Whenpartitionsmeige,nodedn different
partitionsarerequiredto exchangetheir setof allocated
addressesothatduplicatescanbedetected.

Other Approaches In [21], the authorsproposean
addressingschemegwhich we call the Buddy approach)

basednthebuddysystenusedfor memorymanagement.

Eachnodemaintainsa disjoint free-IPset. A con gured
node,i.e., a nodethat hasan addresspicks one address
from its free setandassignit to a newly joined node,as
well asallotshalf of its freesetto thenew node.Similarto
MANETconf, anetwork identi er is maintainedo detect
network partitionsandmeiges.

The IPv6 StatelessAddressAutocon guration mech-
anismfor wired networks is describedin [20]. In this
mechanismevery node createsa link-local addressand
veri es its uniquenessnalink.

B. LeaderBasedAppoadies
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Dynamic Addr essCon®guration Protocol (DACP):
To ensureduplicateaddresgletectionwhile minimizing
the participationof network nodes,we introducea new
approach, rst describedn [19] that utilizes an elected
AddressAuthority (AA) to maintainthe stateinformation
of the network, suchasthe node addressesas well as
their leasdifetime anda uniquenetwork identi er. How-
ever, this approachdoesnotrely on asingleleaderto as-
signaddressednsteadtheaddressassignmenis accom-
plishedin a distributed fashion,similar to the AAA ap-
proach,in which nodesindependentlybtaina candidate
addresghrougha network-wide AddressRequest.They
thenregisterthis addreswith an addressauthority (AA)
if no rejectionis receved. The AA periodically broad-
castsNetwork Identi er Advertisemenmessageso that
partitionsandmeigescanbedetectedn atimely fashion.
Speci cally, whennodesdo not receve their AA adwer
tisementfor consecutie intenals, they detectthe parti-
tion andelectanev AA. Whenthe AAs of differentparti-
tionsheareachothers adwertisementa network meigeis
detectechndthe AAs take theresponsibilityof detecting
duplicateaddressef both partitions. Addresschanges
only occurwhena duplicateexists; only the nodeswith
theduplicateaddressnustobtaina new address.

Optimized DACP (ODACP): To isolatethe overhead
of the DACP approachresultingfrom the broadcastbf
the AddressRequestwe alsointroduceanotherversion
of DACP without duplicateaddresgletection. Theresult
is apureleadermasedapproachwhichwe call Optimized
DACP (ODACP).Theleaderis electedin the sameman-
nerasin DACPR andevery noderegistersits tentatve ad-
dresawith theleademwithout ooding addressequestsif
theaddresss notalreadyin usein thenetwork, theleader
veri es theregistration;otherwise,jt deniesthe registra-
tion requestandindicatesto the nodethat it mustselect
anew addressAs in DACP, the detectionof meigesand
partitionsis implementedy theleaderadwertisement.

Dynamic Addr essAllocation Protocol (DAAP): In
[12], the authorsproposeDAAP basedon the concept
of addressassignmenby a leader The functionality of
the leaderis sharedamongall the nodesin the network.
When a newv node joins the network, it becomesthe
leaderuntil the next nodejoins. Theleadermmaintainghe
highestIP addresswithin the ad hoc network, as well
asa unigueidenti er associateavith the network. Each
nodestoresthe highestaddresswhich is the addressof
the leader and sendshello messageperiodicallyto its
neighbors. Thesehello messagednclude the network
identi er so that melgesand partitionscan be detected.
When a nodereceves a hello messagavith a different
partitionidenti er, it detectsa meige; if a nodedoesnot




receve ary messagesontainingthe current partition
identi er, then,aftersometimeout,a partitionis detected.

Other Approaches Two agent-basedPv6 autocon-
guration mechanisms mobileadhocnetworksarepre-
sentedin [7] and[24]. In theseapproacheseachnode
acquiresa subnetlD from the agent,andthengenerates
a link-local addressasedon its MAC address.The lat-
ter approacHurther createsa hierarchicalnetwork struc-
ture basedon the leadermanagementBecauseheseap-
proachesrebasedn IPv6,a MAC addressaneasily t
into the IP address.Assignmentof uniqgueaddressess
therefordrivial.

In additionto theseapproacheghe DHCP[4] protocol
createdor wired networksis anotherexampleof aleader
basedapproach.

C. BestEffort Approades

ProphetAddressing The prophet addressingap-
proach[26] utilizes a statefulfunction f(n) to generatea
seriesof randomnumbers. The rst nodeX in the net-
work setsits IP addresandchooses randomstatevalue

astheseedor its f(n) to computea sequencef addresses

locally for the network. Anothernodecanobtainan IP
addressrom X, aswell asa statevalueasthe seedfor its
f(n). The sameprocesscontinuesasnodesjoin the net-
work. Thefunctionf(n) is designedn suchawaythatthe
possibilityof duplicateds keptlow.

Weak DAD: The basis of Weak DAD, presented
in [22], isto preventa pacletfrom beingroutedto awrong
destination,evenif duplicateaddressesxist. A unique
pernodekey is includedin theroutingcontrolpacletsand
in theroutingtableentries.Then,if two hodeshapperto
have chosenthe samelP addressthey canstill be iden-
ti ed by the useof their uniquekeys. Henceevery node
is identi ed by a uniquetuple . The
authorsof [22] suggestisinganodes MAC addresssits
key.

In our experimentabktudy we introducea new address-
ing approactbasednthisideathatmodi es currentrout-
ing protocolsto provide besteffort addressassignment
andaresolutionmechanisnwhenduplicateaddresseare
detectedSpeci cally, eachnoderandomlypicksanIP ad-
dressin a certainrangewithout requestingappraval from
othernodesin the network. Duplicateaddresseare de-
tectedusinglazy detection wherebyonly whentrafc is
sentandroutinginformationis exchangedcanduplicates
bedetected As aresult,this approactdoesnot explicitly
detectnetwork meigesandpartitions.It alsoallows nodes
with duplicateaddressew co-&ist until oneof thenodes
is utilized for routing.
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Other Approaches Passve DAD, in whichthedetec-
tion of duplicateaddressess accomplishegassiely by
continuougnonitoringof theroutingprotocolcontroltraf-

c, is proposedin [23]. The approachis basedon the

propertiesof link staterouting protocols,wherebynodes
useperiodiclink stateroutinginformationto notify other
nodesabouttheir neighborhoodThepapersuggestshree
techniguegor utilizing link stateinformationto detectdu-

plicates. Thesetechniquesare: sequenc&umberbased,
locality principle based,and neighborhoodaseddetec-
tion. The basicidea of thesetechniqueds to provide

uniqueaddressewithin thetwo hopneighborhoodThen,

if thereexistsatleastonenodewith a uniqueaddressgu-

plicatescanbe detectedAlthoughthis approackdoesnot

incurextraoverheadn thenetwork, it relieshearily onthe

underlyingroutingprotocol;thecorrectnesandeffective-

nessare affectedby the particularparametesettingsof

theroutingprotocol.Further theapproactonly considers
networkswith low nodemobility.

D. Non-IPappmoades

Non-IP approachesan also be placedinto the abore
categyories. Speci cally, [1] utilizes variablelengthad-
dresseghrough a mechanismsimilar to MANETconf.
Like MANETconf, it also belongsto the decentral-
ized catgory. The addressingschemepresentedn the
MMWN system[16] utilizes a leaderbasedmethodand
creates hierarchicalkstructure.Finally, the AddressFree
Architecturepresentedhn [5] falls into the besteffort cat-

egory.

IV. CHARACTERISTICS ANALYSIS

In this section,narrav our focusby providing a qual-
itative analysisand comparisonof all the proposedap-
proacheghat utilize IPv4 addressing.Quantitatve eval-
uationof selectegrotocolsis presentedh sectionV.

A. CommorCharacteristics

Becausead hoc networks typically consistof mobile
deviceswith limited resourceslimited bandwidthandno
pre-«isting infrastructure all the protocolspresentedn
sectionlll supportthe featuresof self-oganizationand
self-repair In this section,we describefour commonat-
tributesthatareexhibitedin mary (or all) of thedescribed
approaches.

1) UniqueKeys: In almostall solutions,a uniquekey
is utilized asa secondarydenti er of a node. Thesein-
cludethe MAC-keys in [22] andthe RandomSourcelD
(RSID) in [23]. By the useof a key, in the event two
nodeshave the sameaddressthe nodescanstill be dis-
tinguished. An importantissueis determininga mecha-
nismto obtainthis key. Onepossibility utilized by mary



Catgyories Decentralized LeadeBased BestEffort
Approaches AAA | MANETconf | Buddy DACP | DAAP WeakDAD | Prophet
DuplicatePossibility Yes No No No No Yes Yes
during Assignment
StateMaintenance No Yes Yes Yes Yes No No
Critical Nodes No No No Yes Yes No No
PeriodicMessage No Yes Yes Yes Yes Yes No
Changeof Addresses Nodewith Nodewith Nodewith Nodewith Nodewith Nodewith All
During Merges Duplicate Duplicate Duplicate Duplicate Duplicate Duplicate Nodes
CommunicatiorOverhead || O(r ) o(r ) Oor h N) o(r ) or h ) 0 Od N)
Addressind_ateny O D t) O D t) O h t) Or Dt o h t) 0 o(t)
TABLE |

COMPARISON OF THE DYNAMIC ADDRESSING APPROACH CHARACTERISTICS.

Abbreviation:
N = Numberof nodesin the network

d = Average nodedegyree

approachess to utilize the MAC addressasthe key. Al-
thoughit is possiblefor MAC addresse® beduplicates,
thecombinatiorof thelP andMA C addres$s uniquewith
very high probability Further duplicateMAC addresses
canbedetectedy the solutiondescribedn [18].

2) Distributed Communication: Nearly all of the
proposedapproacheaise a distributed communication
method.For leaderbasedapproachesheleaders either
electedthroughdistributed communicationasin DACP,
or therole of leaderis distributedto eachnodein thenet-
work asin DAAP. In besteffort approachesuchasWeak
DAD, distributedroutinginformationexchanges utilized
to detectandavoid duplicateaddresses.

3) Detectionof NetworkEvents: Mostapproachesse
explicit mechanismgo detectnetwork eventssuchaspar
titions and meiges. The detectionis normally accom-
plished by utilizing a unique network identi er. This
identi er is eitherbroadcasthroughouthe network by a
leademode,or it is containedn periodichello messages
exchangedetweemeighbors.

4) SoftStatelnformation: Mostof theapproacheati-
lize periodic signaling as well as timeout mechanisms
to handlenetwork events. The higherthe signalingfre-
gueng, themorequickly thenetwork candetectandadapt
to network events. However, the overheadincreasesas
thesignalingrateincreasesGiventhe scalabilityrequire-
ment, nding anoptimalvalueis non-trivial with different
network ernvironments.

B. QualitativeComparison

As describedn sectionlV-A, all the approacheshare
somecommoncharacteristics. However, they also dif-
fer from eachotherin a wide rangeof aspects.Tablel
presentsa comparisornof the characteristicof the IPv4
addressingrotocols.

In decentralizedapproachesthe assignmenof an ad-
dresstypically requires permissionfrom all nodesin

D = Networkdiameter
t = Average 1-hoplatency

r = Numberof retries
h = Average hopnumber

the network by either an explicit positve acknavledg-
ment(ACK) or the absencef negative acknavledgment
(NACK). Network-wide ooding is often utilized and
leadsto high communicatioroverhead O(N )) andhigh
lateny (O(D t)). In amobilewirelessnetwork, paclet
lossandlink breaksarepotentiallyfrequentoccurrences.
Henceperformancenay degradeor duplicatesnay exist
if critical messagearelostdueto collisionsor the chang-
ing network topology

In leaderbasedmechanismgheleaderassumeshere-
sponsibility of addressaassignment.The communication
overheadis thereforecomparatiely low. The leaderis
typically electedin a distributed fashionthat is robust
to dynamic topology changes. However, nhode move-
mentcanalso causefrequentleaderand network identi-
er changestherebybringing instability to the network.
In addition,in orderfor theleadergo maintaincomplete
knowledgeof assigne@ddressesigni cant communica-
tion overheadmay be required.Duplicateaddressemay
alsoexist if leadersdo not have a correctview of thenet-
work.

Besteffort approachesn the otherhand,allow nodes
autonomousassignmenbf addresses.This processhas
little overhead However, sinceaddresassignmenis not
basedn network-wideview, duplicateaddressemay ex-
ist afteraddressllocation.

Thedescribedpproachebave varyingsusceptabilities
to security attacks;theseare brie y summarizedn ta-
ble Il. Onemajor issueis denial of serviceattacks,in
which amaliciousnodecanreturnfalseinformationsoas
to block certainaddressesA maliciousnodecanalsore-
peatedlyood message® requestifferentaddresseand

worstcaseis r
ODACPhasoverheadO(r h N).
worstcasesr D t.
ODACPhaslateny O(r h t).



I Approaches

Denialof Service
Depletionof
Network Resources|

|| Decentralized] LeaderBased| BestEffort ||

TABLE Il
SECURITY PROBLEMS FOR EACH PROTOCOL CATEGORY

depletethe limited network resources. Currently there
are no solutionsto prevent thesetypesof attacks;how-

ever, thereare mechanismgo detecttheseattacks. For

instanceto detecttheseproblems anintrusiondetection
systemasdescribedn [25], canbe deplo/ed.

V. PERFORMANCE STUDY

In sectionlV-B, we presentec qualitatize comparison
of the protocols.In orderto obtainfurtherunderstanding
of thestrength@ndweaknessesf theprotocolswe simu-
laterepresentate protocolsfrom eachcategyory described
in sectionlll. Speci cally, we focuson IPv4 addressing
solutionsto enableafair comparisonThesimulationsare
performedin a variety of networks. Quantitatve evalua-
tion allows usto drawv conclusiongegardingthe applica-
bility of theprotocolswithin eachprotocolfamily. Specif-
ically, our performancetudyhasthefollowing goals:

Comparethe protocolsover a wide rangeof network

scenarios.

Determinethe scenariosn which eachprotocol per

forms well, aswell asenvironmentswherethe proto-

colsexhibit performancealegradation.

Proposeprotocol enhancementso improve perfor

mance.

In the following sectionswe rst justify our selection
of protocolsto evaluate.We thenprovide a descriptionof
our experimentsetup. Performanceesultsare then pre-
sentedfollowed by our obsenrations.

A. SelectedProtocols

MANETconf and AAA are chosento representthe
decentralizedapproaches.In general,decentralizedap-
proachesseekconsisteng of the network stateby ob-
taining an agreementrom all nodesin the network for
each addressassignment. This consisteng is accom-
plishedby eitherACKs from all nodesor the absencef
a NACK from ary node. MANETconf utilizes the rst
mechanismwhile the AAA approachexercisesthe lat-
ter. We usetheimplementatiorof MANETconf from the
authorsof [11], with modi cation to supportdetectionof
meigesand partitionsasspeci edin their original paper
BecauseMANETconf requiresinformation provided by
routing protocols,we simulateMANET conf with DSDV
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andAODV asrepresentatesof both proactve andreac-
tive routing protocols. We alsoimplementthe AAA ap-
proachaccordingto the InternetDraft [14]. We do not
studytheBuddyapproactin [21] becausé hasthepoten-
tial problemof addresseakagevhenmessagéssoccurs
duringfreesetexchanges.

DACPis selectechsarepresentate of theleaderbased
approachedecauséat haseven addresglistribution. We
usethe implementatiorof DACP describedn [19]. The
DACPapproachutilizesaduplicateaddressletectiorpro-
cessthat canincur signi cant overhead. To understand
theoverheadyeneratethy thebroadcastddressRequest,
we also study the ODACP approach. ODACP only uti-
lizesaddressegistrationwith the AddressAuthority, and
henceis likely to requirelessoverheadhanDACP We do
not study DAAP becauset is not well-speci ed how to
maintaincorrectinformationabouttheleaderto dealwith
a changingnetwork topology[12]. Further their mech-
anismto detectpartition only works when the partition
containgno morethanonenode.

Weak DAD is chosento representbest effort ap-
proachesWe utilize the basicideaproposedn [22] and
implementrandomaddresgeneration. We also modify
the routing tablesandthe route discorery processdy in-
cluding a key associatedvith eachnode address. We
choosenot to implementProphetaddressindecausehe
methods essentiallyarandonrmumbergeneratiomprocess
with a speciallydesignedunctionf(n). We do not study
Passve DAD becausét only potentiallyworks with link
staterouting protocolsandthe performancas tightly de-
pendenbntheparametesettingof theunderlyingrouting
protocols.

To enablea fair comparisonwe do not study IPv6 or
variable length addressingapproachesye focus solely
on IPv4 solutionsandleave the othercateoriesasfuture
work. In summarywe performsimulationson following
six protocols:MANETconf-DSDV, MANETconf-AODV,
AAA, DACRE, ODACPR andWeakDAD.

B. EvaluationMethodolgy

To achieve theevaluationgoalspresente@arlierin sec-
tion V, we focuson a threestepstudy Eachstepis out-
lined below. All approacheareimplementedn the NS-
2 [6] simulatorwith the CMU mobility extensions|[2].
Eachdatapoint represent@an averagevalue of 10 runs
with the samesettings,but differentrandomlygenerated
mobility scenarios.The simulationtime for the rst two
setsof experimentds 100 secondswhile the third setis
250 seconds.The maximumnumberof retransmissions
of addressingontrol pacletsis setto two.

The protocolsare evaluatedusingthe following crite-
ria:



[[ Numberof Nodes | Network Size | Timelntenal ||

10 330m 330m 5 seconds

20 670m 670m 10seconds
50 1000m 1000m | 25seconds
100 1500m 1500m 50seconds
150 1800m 1800m 75seconds
200 2100m 2100m | 100seconds

TABLE Il

SIMULATION PARAMETERS FOR STUDY 1.

Correctness Correctnessmplies no duplicate ad-
dressesxist after addressassignmentand no erro-
neousrouting occurs. We checkfor duplicatesin the
assignecddresseandsubsequenutingtableentries
duringthe simulationto verify correctness.
Ef®ciency. Ef ciency indicatesthata nodecanobtain
a valid addresdn a shorttime without incurring sig-
ni cant overheadThisincludestwo performancenmet-
rics:

— Latency for Address Autocon®guration: This
measurementepresentshe averagelateny for a
nodeto obtaina uniquelP addresswithin the net-
work. This includesall possibledelayscausedby
themessagexchangesandtimeouts.
Communication Overhead This measuremenis
thenumberof controlpacletstransmittedduringthe
initialization of a node. This includesall broad-
castmessages)eighborexchangesndunicastcon-
trol paclets. Eachhop-wisepaclet transmissionis
countedasonetransmission.

Scalability: Scalability requiresthat the performance
of the protocolsdoesnot experiencesigni cant degra-
dationasthe network sizeincreasesgr asthe mobility
andtrafc loadincrease We evaluatethe performance
metricsdescribedabore with increasingnetwork size,
varyingnodemobility andnetwork trafc loadto inves-
tigatethe scalabilityof eachprotocol.

Stability: Stabilityimpliesthatthenetwork addresss-
signmentshouldbe stableand shouldnot changefre-
quently In otherwords,theprotocolshouldberesilient
to topologychangesWe alsomeasurghefrequenyg of
network identi er changegluringthe simulationasan
indicatorof protocolstability

We now describehe studiesusedin our evaluation.

1) Studyl - Static Networks: The rst setof simu-
lations considersa group of nodesinitializing together
within a shorttime intenal to form a network. In this
study we focuson staticnetworks with varying network
sizes;no mobility or trafc is introducedinto the simu-
lations. The numberof nodesin the network with the
sizesof simulatedareais shavn in tablelll. Thesepa-
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rameterdnvestigatethe scalability of the approachesy
studyinga variety of network sizes while maintainingan
averagenodedensityof seven. All nodesinitialize uni-
formly within a speci c time intenal asindicatedin the
table. Throughthis setof simulations,the protocol cor
rectnessef ciency, andscalabilityin a staticervironment
areexamined.

2) Study2 - Mobile Networks: In this study we focus
ontheeffect of mobility onthe network initializationand
maintenanceDueto mobility andsubsequeriink breaks,
control pacletsmay belost or suffer long lateng, which
will potentiallyaffectthe correctnesandefciency of the
protocols. Mobility will alsoaffect the stability andro-
bustnes<riteria during the maintenancef the network.
Speci cally, therandommobility of thenodesis likely to
causenetwork partitionsandmemges.

In this setof simulations,group initialization, as de-
scribedin study 1, occursin a x ed network size of 50
nodes.We vary the maximumnodespeedbetweerD and
20 m/s; pausetime is setto 0. The protocolefciency is

rst examined,aswell asthelateny andcommunication
overheadwhenthe mobility of nodesincreasesWe then
investigatethe performanceduring the detectionof net-
work meigesandpartitionsto determinghe stability and
robustnessn a mobileervironment.

3) Study3 - CongestedNetworks: None of the pre-
viously publishedsimulationstudiesby the protocolde-
velopersinvestigategshe effect of varyingtrafc loadon
the protocols.However, datatrafc is likely to introduce
morecollisionsandmessagéossinto a network. Hence,
trafc load will have signi cant impacton the protocol
performance.

In this study the effect of datatrafc on the protocol
performancespeci cally protocolcorrectnessef ciency
androbustnesgo messagéoss, is investigated.Because
nodescanonly conductdatatransmissionsfterthey ob-
tain an addresswe do not simulategroup initialization
asin the rst two studies. Instead,we have a speci-

ed numberof pre-con gurednodesin the network that
sene astrafc sourcesanddestinationsNew nodesthen
join the network with uniformly distributed interarrival
times. We utilize CBR trafc with 10, 20, 30, and 40

[ SimulationParameters | Value I
Numberof Nodes 50
Precon®guredodes 30
Interarrival Time Intenal 20seconds
DataPaclet Size 512bytes
DataSendingRate 4 paclets/second
MaximumNodeSpeed 5m/s

TABLE IV
SIMULATION PARAMETERS FOR STUDY 3.
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Fig.2. AddressAllocationin a StaticNetwork with VaryingNumberof Network Nodes.

sources.Thespeci ¢ simulationparametersreshavn in
tablelV.

C. PerformanceResults

1) Studyl - StaticNetworks: Figure2 shaws the ef-
ciency of thedifferentprotocolsasthe numberof nodes
increasedn a staticnetwork. As presentedn gure 2(a),
the averageaddressacquisitionlateny of all approaches
increasessthe numberof nodesincreases.This is due
to both longer pathsthat control messageseedto tra-
verse,aswell asanincreasdn the numberof collisions.
ODACP hasthelowestincreaseof lateny because new
nodemustonly contactthe leaderto obtainan address.
Ontheotherhand, AAA andDACPbothhave amoresig-
ni cant increasein lateny dueto the duplicateaddress
detectionprocessthat oods AREQ messageshrough-
out the network. The timeoutvalue for receptionof an
AREP is basedon the network diameter Hencenodes
wait longer for an AREP asthe network sizeincreases.
DACP hasconsistenthyhigherlateny thanAAA because
of thenoderegistrationlateny with theleader

The addressindateny of MANETconf is higherthan
ODACP becauseavery nodemustreceve an ACK from
every knowvn nodein the network. On the other hand,
MANETconf outperformeDACP andAAA becaus@nce
a nodecollectsall ACKs, it doesnot needto wait for a
timeoutto validatethe address As shawvn in gure 2(a),
usingareactve routingprotocolincreasesheaddressc-
quisitionlateny for MANETconf dueto theroutediscor-
ery neededo routeACK messagebackto thesource.

The averagenumberof control paclets per node is
shawvn in gure 2(b). Similar to the previous gure,
ODACP has lower control overheadper node because
eachnodeonly contactsthe leaderto obtainan address.
In this case the control pacletsincludethe overheador
leaderlookup, addressassignmentequestandreply be-
tweenthe node and the leadey as well asthe periodic

o o
MCAODV MCDSDV DACP  AAA  LBA MCAODV MCDSDV DACP  AAA

(a) Addressind_ateng. (b) ControlOverhead.

Fig. 3. ProtocolEf®cieng with Differentlnitialization Time.

leaderadwertisement.The beaconintenal for leaderad-
vertisements setto 5 seconds. AAA and DACP have

higher overheadbecausef the ooding of AREQ mes-
sagesthroughoutthe network. DACP additionally in-

cludesthe registrationmessagesaswell asthe periodic
leader adwertisementmessages. MANETconf has the
highestcommunicationoverheadbecausedor every ad-
dressallocation,addressequesimessagearesentto all

knowvn nodesn thenetwork, andACKsarereturnedrom

all nodes.MANETconf with DSDV hashigheroverhead
thanusing AODV whenthe network sizeis large. This

is becausewith a large network, the routing information
generatethy DSDV hasnotyetcorverged. Thisresultsin

moremessageetransmissiondVIANET conf with DSDV

is particularly problematicbecausenodesneedroute in-

formationto transmitACKs sothataddressesanbe as-
signed;however, DSDV routing informationcannotcon-
verge until eachnodehasanaddress.

Figure3 shaws the protocolperformancevhenwe ap-
ply differenttime intervals within which all nodesnitial-
ize. Here,the network is a 50 nodestaticnetwork. The
Longtimeintenal indicateghatall nodesnitialize within
therangeshawn in tablelll, while the Shorttime intenal
valuesarel/5thof thelongvalues.All approachesxcept
AAA haveincrease@ddressingateny whenthetimein-
tenal decreasesgdue to the increasein collisions. The
overheadremainsroughly constantwith different time
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factors,exceptfor MANETconf with DSDV. In this sce-
nario, completerouting informationis not available for
controlmessagéransmissioruringinitialization.

In additionto theseprotocols,we also simulatedthe
WeakDAD approachBecauseachnoderandomlypicks
anaddressvithout communicatiorwith the othernodes,
theaddressingpteny andcontroloverheadarebothzero.
Hencewe do notincludeit in the gures.

We have examinedthe ef ciency of all approachei
termsof addressingateny andcommunicatioroverhead.
Duringthesimulationsall nodeswereveri ed to acquire
uniqueIP addressen the networks, indicating that all
approachesancorrectlyperformaddressallocationin a
staticnetwork. In gure 2, we canseethat the decen-
tralized approacheslo not scalewell whenthe network
size increaseshecausethe approacheaitilize network-
wide broadcastif ACKs from all nodesarerequiredthe
control overheads even greater On the otherhand,the
leaderbasedapproacthasthe bestscalabilityin bothla-
teng andoverheadn a staticnetwork.

2) Study2 - Mobile Networks: Figure 4 shaws the
protocol performancdn a network of 50 mobile nodes.
As shawvn in gure 4(a),theaddressingateng of all ap-
proachesncreasesvith increasednobility, exceptAAA.
Whenmobility increasegherearemorebrokenpathsre-
sultingin highermessagédoss. For the leaderbasedap-
proachesnodesspendmore time determininga pathto
the leaderto obtainan address.For MANETconf, when
a noderequestsan ACK from all nodesfor an address
allocation, broken pathsresultin eitheradditionalroute
discoveriesor paclet retransmissionddencethe address-
ing lateny is alsoincreased. In the AAA approacha
nodevalidatesits tentatve addressfter the timeoutfor
receving a NACK. Hencethe lateng is constantfor all
mobilities and is dependenbn the timeout value. Fi-
nally, asin the staticnetwork, the addressindateny for
DACP is still one of the highestbecauseof the dupli-

cateaddressletectiorprocesplusaddressegistrationla-
tengy.

Figure4(b) presentghe effect of mobility on commu-
nicationoverhead ODACP hasthegreatespercentagef
increasdn overheadbecausenodesmustretransmitreg-
istrationpacletsto the leaderwhenthe pathto theleader
breaks.This introducesmorepaclet transmissionso ob-
tain an addressassignment. The AAA and DACP ap-
proachedothhave only aslightincreasean controltrafc
whenmobility increasesThis is becausenostmessages
arebroadcastandso broken pathsdo not have a signi -
cantimpacton thecontrolpaclet exchange Themessage
transmissiorbetweennodesandthe leaderalso bene ts
from the ooding advertisement. Hence mobility does
notsigni cantly affectthe controloverheadf DACP For
MANETconf, the overheadof the protocolis not signi -
cantlyaffectedby themobility; however, while notshavn
in the gure, it doesresultin a signi cant increasen the
overheadf underlyingrouting protocols.

During the simulation,the network may initially con-
sistof several partitions. As mobility increasesnodesin
differentpartitionsmove into transmissiorrangeof each
other; network meigesthenoccur As describedn sec-
tion IV, mostof the approachestilize a network identi-

er andadwertisemeniessaget® detectnetwork meiges
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and partitions. The adwertisementrequenyg determines
the timelinessto detectand adaptto theseevents. Fig-
ure5 shavs thenumberof meilgesandpartitionsdetected
in a 50 node network using different network identi er
adwertisemenintenals. Whenthe intenal increasesthe
numberof meigesandpartitionsdetectedn the network
decreasesndicatingthat the protocolsarelesssensitve
to thenetwork events.

Figure6 presentshelateny andoverheadf detecting
meigesand partitionswith differentadwertisemeninter-
vals at maximumspeedof 20 m/s. Detectionof network
meigesrepresents tradeof betweerassurancef unique
addressesand overhead,and potentialnetwork instabil-
ity. The numberof network megesthataredetectedand
the timelinessin which they are detecteds directly in-

uenced by the network identi er, or hello messagead-
vertisementrequeng. The more often thesemessages
aresent,the quicker meigescanbe detectecandaddress
duplicatescanbe eliminated. However, a greateradwer-
tisementfrequeng resultsin greateroverhead. Further
the actiontaken aftera meige will in uence the stability
of the network. Someprotocols suchasProphetyrequire
all network nodesto obtaina new addressfter a meige
occurs. Hence,while duplicateswill be prevented,the
network-widechangeof addressvill disruptall opencon-
nectionsandresultin substantiabverhead.On the other
hand,otherprotocolsthat only requirenodeswith dupli-
cateaddresset® obtainnew addressewill bemorestable
andwill not be detrimentallyimpactedby the numberof
detectedneges.

We now analyzethe latengy andcommunicatiorover-
headin the worst caseto detecta network meige. De-
tectioncaneitherbe donethroughperiodicadwertisement
messagesr throughhello messages.

If adwertisementmessagesre utilized, one node in
eachpartition mustmaintainthe network identi er. This
node periodically broadcastghe identi er. When two

suchnodesfrom different networks recevve eachothers
beacormessagehey detectthatthe network hasmeiged.
They then exchangetheir IP lists to determinewhether
duplicateaddresseexist. Ontheotherhand,if hellomes-
sagesreutilized, the hello messagesontainthe network
identi er. Whentwo nodesfrom different partitionsre-
ceive hello messagefrom eachother the mege is de-
tectedthroughthe differentidenti ers. The two nodes
thenexchangdP addresdists and ood theliststhrough-
out their own partitionsso that all nodesin the network
candetectaddressluplicates.

Let the intenal for adwertisementde Intenal , and
the hello intenal Intenal Let the one-hoppaclet
transmissiotateny bet, numberof nodesn themeged
network be N, andlet D be the diameterof the meged
network. Then,in theworstcasethelateng for detecting
network meigesusingperiodicadwertisementss the ad-
vertisementntenal plusthelateny of the adwertisement
propagationfrom one network to another The lateny
for the detectionof megesutilizing hello messagess the
hellointenal. Theoverheador detectinghetwork meiges
and duplicateaddressesvhen using adwertisementmes-
sagess theunicastmessagéo exchangdP lists,whichin
the worstcasemusttraversethe network diameter,when
hello messageareused the overheads causedy ood-
ing the P liststhroughthe network. Hence we have

T Intenal D t
T Intenal

Overhead 2 D

Overhead N

We can seethat utilizing leaderadwertisemenimessages
to detectthe meigesmay resultin longerlateng, andthe
overheads dependentntheadwertisemenintenal. Note
herewe do notincludetheperiodicmessagingn theover-
headcalculationbecausén bothcaseghey areequal.
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3) Study3 - CongestedNetworks: Figure7 shaws the
efciency of the protocolsin a congestedhetwork. When
the numberof sessionsncreasesand moretrafc is in-
troducedinto the network, more collisionsand message
lossoccurs.As shavnin gure 7(a), MANETconfhasthe
mostsigni cant increaseof addressindateny whenthe
numberof sessionsncreasesBecauseét requiresACKs
from all knowvn nodesin the network, a single message
loss requiressigni cant retransmissiorof MANETconf
controlpaclets. Otherapproachedo not have signi cant
controloverheadandso network congestioronly causes
aslightincreasen lateng.

The effect of trafc on control overheadis shavn in
gure 7(b). ODACP hasthe mostsigni cant increasdn
controloverheadlueto lossandretransmissioof thereg-
istrationmessageskFor MANETconf, becauseét already
hashigh control overheadfor addressallocationwithout
datatrafc, theintroduceddatatrafc preventsnodesrom
acquiringthe wirelesschanneland transmittingpaclets.
Thiscausepacletdropsatthelocalinterfacequeugo in-
creaseHence becaussomecontrolpacletsarenoteven
transmitted MANETconf suffers from messagdossand
the control overheadactually decreasesvhen the num-
ber of sessionsncreases.Further we noticedthat there
aremorepartitionsdetectedusingMANETconfin acon-
gestednetwork becausenodessuffer persistenimessage
lossdueto continuouscongestioron certainpaths ACKs
cannotbe receved from certainnodesand a partitionis
assumedo have occurred.For AAA andDACR because
they take the absenceof a NACK asanindicationof an
available addressthe overheaddoesnot increasesignif-
icantly However, althoughnot shawn in the results,the
messagédoss resultsin the risk of duplicateaddressas-
signment.

In all theexperiments\WeakDAD doesnotincur extra
lateny andcommunicatioroverheadfor addressalloca-
tion. Henceit is not shawvn in the performanceesult g-

[ Paclet | AODV | WeakDAD Enhanced]|

RREQ | 28bhytes 36 bytes
RREP | 24bytes 32bytes
RERR x bytes (x+4 n)bytes
HELLO | 24bytes 32bytes
TABLE V

PACKET SIZE FOR AODV AND WEAK DAD ENHANCED AODV.

ures.Theonedravbackof WeakDAD, however, is thatit
doesincreasdhesizeof routingcontrolpaclets. TableV
shaws the size increaseusingthe AODV routing proto-
col, wherex is the size of the original RERR paclet (the
sizeof the RERRpacletis not x ed),andn is the num-
berof destinationshatutilize thebrokenpathindicatedn
RERRpaclets.

D. Observations

In our experiments,it is obsered that all approaches
correctly allocateaddresse$o nodesin an ad hoc net-
work in static, mobile, and congestedscenarios. How-
ever, in real ervironments,messagdossescanresultin
duplicateaddresswith the DAD and DACP approaches.
Leaderbasedpproachebavethebestscalabilityin terms
of protocol ef ciency of addresdateny and communi-
cation overhead. To improve scalability a hierarchical
addressingtructurebasedon the leaderassignmentan
beutilized. Decentralizeépproachebave comparatiely
poor scalabilitydueto the network-wide messageood-
ing. Whenmobility increasesmostapproachebave de-
creasedrotocolefciency. Whenthe network becomes
congestedcontrol messageare proneto be lost, result-
ing in the performancedegradationof decentralizedap-
proaches Particularlywhen ACKs arerequired,the pro-
tocolsdo not shawv goodrohustnesso messagéoss.

WeakDAD, asa besteffort approachtakestherisk of
assigningluplicateaddresse® nodesandtriesto resohe
con icts duringthe routing process.This doesnot intro-



duceextra lateny or overheadnto addressinghowever,
it requiresamodi cation of routingprotocolsandincreases
controlpacletsize.

During the courseof the experiments,we obsered
modi cations that would improve protocolperformance.
For MANETconf, relying on existing routing protocols
suchasDSDV or AODV leadsto high routing overhead,
particularlywith high mobility. We suggesthatMANET-
conf be integratedwith routing protocolsso that routes
canbelearnedduringthe ood of theaddressjuery For
DACR theduplicateaddressletectionprocessncurssig-
ni cant overheadandlateny. Whenmobility is low, this
option can be eliminatedand ODACP can be utilized.
On the other hand, if mobility is high, the ooding of
AREQ messagesanactuallyhelprefreshtherouteto the
leader Finally, WeakDAD canbe appliedto bothproac-
tive andreactve protocolsby indicatingpernodekeys as
secondarydenti ers.

V1. CONCLUSIONS

In this paper we have investigatedhe problemof dy-
namic addressingn mobile ad hoc networks. We stud-
ied currentsolutionsby categorizingandqualitatvely an-
alyzingscalabilityandotherperformance@ropertiesf the
approachesMNeintroduceda newv addresassignmenap-
proach,the LeaderbasedApproach,that was shawvn to
have low overheadwhile still ensuringthe timely assign-
mentof uniqueaddressed-urther we comparedelected
protocolsand provide quantitatve analysisbasedon ex-
tensie simulations. Throughthe experimentswe exam-
inedtheapplicabilityof theprotocolsin differentnetwork
ervironmentsand offer suggestionso improve protocol
performance.

In our comparisonwe focusedon the performanceof
IPv4-basedddressingechniquesAn importantissueof
furtherresearchwvouldbeto includeacomparisorof IPv6
approachesaswell asapproachethatarenot|P-centric.
An additionalproblemof dynamicaddressings how the
addres®f a destinatiomodecanbe determinedafterthe
addressassignmenso thattrafc canbe initiated. It is
likely thatthis canbe combinedwith a servicediscovery
protocol. The addressanbecomea service,anda node
canperformalook up to obtainthedestinatiors address.
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