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Abstract—Wir elessmeshnetworking is an exciting new technologythat
has applications in defence,metro-area Inter net accessand transient net-
works (e.g: disasterrecorery, corventions). In this paper, we describethe
designand implementation of a self-con guring, secue infrastructure mesh
network architecture called MeshCluster composedusing multi-radio net-
work nodes.A subsetof radio interfaceson thesenodesare usedfor provid-
ing network accesgo end-deviceswhereasother radio interface are usedfor
relaying packets to nearest Inter net gateway We identify four key design
problems: (1) auto-con guration of MeshCluster nodesand relay infras-
tructur e, (2) singleand multipath routing in the relay infrastructur e using
routing metrics, (3) load balancingin the relay infrastructur e, and (4) sup-
port for end-device mobility acrossaccessnterfacesof meshnetwork. For
eachof theseproblems,we describein detail our design, prototype imple-
mentation, and performanceresults.

|. INTRODUCTION

In the world of ubiquitousmobile wirelessnetworks that is
taking shape,wirelessmeshnetworks are emeging as a sig-
ni cant new technology Their promiseof rapid deployability
andrecon gurability makesthem suitablefor importantappli-
cationssuchas disasterrecovery, homelandsecurity transient
networksin conventioncentershard-to-wirebuildings suchas
museumsunfriendly terrains,and rural areaswith high costs
of network deployment. They canprovide large coveragearea,
reduce‘dead-zones’in wirelesscoverageJower costsof back-
haul connectiondor base-stationsandimprove aggrejate3G,
802.11cell throughputandhelpreduceend-usebatterylife.

We distinguishtwo kinds of meshnetworks: (a) Client-mesh
networks [35], [41], [52] whereinend-d&ices (suchasPDAs,
laptops)participatein paclet forwarding. Thesenetworks are
infrastructue lessin the sensepperationof client-meshis not
managedandmonitoredby a serviceprovider. They areuseful
for opportunistic[41]or predictablestore-and-fonard message
transporf52]. Alternately whenusedonly for paclet forward-
ing for multi-radio clients (for example,with 3G and 802.11
interfaces) they improve coverageanddataratesfor wide area
cellularservice[35]. (b) Infrastructue-mesmetworkswherein
the end-deices do not participatein the paclet relay and the
multi-radio relay nodesare part of the network infrastructure.
This papemrimarily focuseson this kind of meshnetworks.
Researb Contributions We describedesignandimplementa-
tion of a self-con guring, secureinfrastructue meshnetwork
architectuie, called MeshCluster composedusing multi-radio
network nodes.A subsebf radiointerfaceson therelay nodes
are usedfor providing network accesgo end-deiceswhereas
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otherradiointerfaceareusedfor relayingpaclketsto nearestn-
ternetgatavay. We identify andsolve four key designproblems:
(1) auto-con gurationof MeshClustemodesandrelay infras-
tructure,(2) singleandmultipathroutingin therelayinfrastruc-
tureusingroutingmetrics,(3) loadbalancingn therelayinfras-
tructureto make bestuseof the channelcapacity interfacesof
meshnetwork. For eachof theseproblemswe presenin detail
our design prototypeimplementatiorandperformanceesults.

A. Outline of the Paper

Section Il describesn detail our MeshClustes referencear-
chitectureand provides overview of the four designproblems
we addressSectionlll describesur secureauto-con guration
schemeSectionlV describeglesignof theroutingarchitecture
and paclet forwarding componentsof MeshCluster Speci -
cally, we presenta nev AODV basedrouting schemecalled
AODV-ST that optimizesthe commoncasetrafc ow from
relaysto gatevay. We describeour load balancingsolutionin
SectionV. In SectionVI we describedesignof threedifferent
schemedor supportingend-deice mobility. SectionVIl de-
scribesour prototypeimplementationof the MeshClusterand
SectionVIIl presentsrariousperformanceesults. We review
relatedwork in SectionlX. Finally, SectionX present®urcon-
clusionsandon-goingwork.

I1. MeshClustes REFERENCE ARCHITECTURE

Fig. 1. MeshClusterreferencerchitecture



The MeshClusterarchitectureillustrated in Figure 1 con-
sistsof two new network elements:the relay andthe gatavay
nodes. The relay elementsare multi-radio systemsthat sup-
porttwo kinds of wirelessnetwork interfaces:accessandrelay,
whereagjatavay elementsupport:relayandinternetback-haul
(up-link) interfaces.The end-useMobile Nodes(MNs) access
network using the accesdnterfaces. The relay interfacesare
usedto constructa self-con guring, secure,managedpower
adaptve paclet forwarding backbonebetweenthe relay and
gatevay nodes.The accesdinks canbe basedon 3G (e.g:[13])
or 802.11[12]standardsyhereashe relay links canbe based
on 802.160r 802.11.

The gatavaysareconnectedo the Internetvia wired (Ether
net) or wireless(1xRTT, EV-DO, 802.16)up-links. The place-
mentof relaysand gatavay nodesdependsn the deployment
scenarioFor example,in caseof municipalmetroareanetwork
aimedat providing broadbandccesgo end-users,elayscanbe
mountedon polesandthe gatavay nodesmaybelocatedin data
centerdn oneof thedowntown buildings. Thein-building mesh
networks suchasenterprisebuildings, cornventioncenters mu-
seumsmay follow similar structuredplacement.In both these
scenariosrelay nodeswill be stationary Onthe otherhand,in
applicationswheretransientnetworks are createdsuchas dis-
asterrecovery, outdoorevents,relaysmay be placedarbitrarily
andmay be quasi-stationaryin somecasesuchasdefenceap-
plications,wheresoldiersin vehiclesuserelaysto communicate
to theircommand-and-contrefia a remotegatavay node,relay
mobility maybesigni cant. In ourwork, we do notaccountfor
this scenario.

A MeshClusteiManager entity, optionally co-locatedwith
the gatevays, implementsmanagemenand monitoring func-
tions suchaspower level andfrequeng assignmenfor access
andrelaylinks, load-balancingn therelay cluster andmobility
andauthenticatiorsupport.

Design Problems: We considerfollowing designproblemsin

the contet of MeshClusterarchitecturewith 802.11basedre-

lay network andpresenbur solutions: (1) Rohkust, secureauto-
con guration and associategrotocol, (2) Packet routing and
forwardingin the relay clusterthat adaptsto failuresand net-
work conditionssuch as load and interferenceand optimizes
common-cas¢raf c, (3) loadbalancingin therelayinfrastruc-
ture,and(4) Seamlesgnd-usemobility acrossherelaynodes.

Dueto spaceconstraintsve do not considerthe problemof
designinginterference-aareschemego assignchannelgo re-
lay andaccesénterfaces.Oursolutionfor thischallengingorob-
lem canbefoundin our paper45].

I1l. SECURE AUTO-CONFIGURATION

MeshClustersisesasecueregistrationandauto-con guration
protocolto registerwith the MeshClustetManager This proto-
col operateatthelP layerandemploy/s well known ideasin the
work of the ZeroConfworking group[11] and security proto-
cols.

Eachrelay runs a auto-con gurationagentinitialized at the
boottime. This agentusesoneor moreof therelayinterfaceso
listento ESSIDbroadcast$or all ad hoc networks operatingin
its area.For eachESSID theagentrst joinstheadhocnetwork
usingthe BSSID broadcast.It then picks an IP addres§rom

the zero-con gurationaddresspacel69.254.*.* andjoins the
IP basedelayinfrastructure The 16 bits of theselectechddress
canbecomputedisingatruncatechashof theMAC addressnd
time-of-the-daystring. Sincehashis likely to be unique,prob-
ability of the event of multiple nodesbooting simultaneously
picking the sameaddresss signi cantly low.

The relay nodethenlistensfor the gatavay adwertisements,
periodicallyrecevedandrebroadcasby therelaysalreadypart
of the MeshCluster Theseadwertisementgontaingatavay ca-
pability informationsuchasInternetback-haullink speedsre-
lay capacity bestpathavailablethroughthe relaythatrebroad-
castthe gatavay adwertisement®tc. The agentbegins a con-

gur ation sessionwith oneor moregatevaysselectecbasedon

certaincriteria, for exampleclosestgatevay — gatevay which
canbe reachedvy a shortesthop-countpathor basedon capa-
bilities suchascapacity- leastloadedgatenvayor high capacity
gatewvay.

Theauto-con gurationprotocolsupportoptionalauthentica-
tion phasein which the agentperformsmutual authentication
to the gatavay using security credentialssuch as digital cer
ti cates or symmetrickey storedin relayin tamperprootard-
ware. Theauthenticatiomprotocolresemble$sEEE 802.11i[14]
with the key differencethat ExtensibleAuthenticationProtocol
(EAP) pacletsarelP-encapsulatenhsteadof Etherneencapsu-
lation. Any of EAP schemeshatsupportmutualauthentication
anddynamicsessiorsecuritykey derivationsuchasEAP-TLS,
EAP-SIM,EAP-AKA maybeemployed. Usingthederivedses-
sion keys all packet o w betweenthe relay and gatavay can
be encrypted. Also, note that we don't focus on the security
of the routing protocolin the relay network. We arguethat if
eachrelay nodeis authenticatedo the gatavay, a commondy-
namicgroupkey canbesecurelydistributedandusedto protect
routing protocolmessagesClearly, to achieve this, relay net-
work may operatetwo ESSIDs,one (e.g: JoinMesh)for traf-

¢ duringauthenticate-and-joiphaseandother(e.g: Authenti-
catedMesh)for postauthenticatiorphase.

The relay agentcorveys its capabilitiessuchasnumberand
type of radio interfacesand its obsened ervironmentsuchas
visible neighborsn differentfrequeng rangespbsenedinter
ferenceetc. which may be usefulto the gatavay for frequengy
assignment.The gatavay corveys con guration parameterso
the relay suchas ESSID for accessfrequenciesusedon relay
andaccessnterfaces,power levels to use,mobility methodto
use,addressingchemesandary path-speci cinformation. Af-
terthecon gurationsessions completethezeroconfaddresss
relinquishedbut the securityparameter$or the sessiomrmay be
preseredfor futurerecon gurations.

1V. MESHCLUSTER ROUTING ARCHITECTURE

We consideredrariousdesignoptionsdetailedin the follow-
ing:

Layer2 vs. Layer3 Routing: Shouldthe meshrouting solu-
tion operateat layer 2 or layer 3? Concevably, the relay net-
work couldemploy layer2 Ethernetbridging andits associated
802.3dspanningreebasedorwarding. In this case theaccess
cloudof all relaysappearsabig layer2 network atthegatevay
nodes. This hasthe advantagethat no accessand relay subnet
managemenis requiredand layer3 mobility is rathereasyto



support. However, suchvirtualization comeswith the cost of
transportingthe entire layer2 paclet originatingin the access
networksto the gatavay nodesanda complex virtualizing Eth-
ernetlayer Also, naive useof protocolssuchasDHCRE ARP,
RARP that employ layer2 broadcastanresultin bandwidth
wastagen therelays.
On the contrary a layer 3 solutiondoesnot suffer from these
dravbacksand also, operateseffectively acrossthe different
physicallayertechnologiegshatmay be usedin a heterogenous
meshnetwork deployment. This requiremenis especiallyim-
portantwith therapidinnovationin physicallayertechnologies
andtheincreasingavailability of themin the marlet.

Leveraging existing Layer3 wireline routing protocols: Can
we leverageexisting wireline routing protocolssuchas OSPF
or RIP for routingwithin the meshnetwork? Suchanapproach
if adoptedvould take advantageof extensvely testedandopti-
mizedwireline protocolsfor routing within the mesh. Further
more, the task of network managementvould be greatly sim-
plied becausef theeasyavailability of toolsthatmanageand
monitorwireline protocols.However, wireline routingprotocols
oftentimegresultin relaysexchanginga high volumeof periodic
controlmessagesyhich canbea signi cant traf c overheadn
bandwidthconstrainedvirelessmeshnetworks. Furthermore,
wireline routing protocolstypically assumehat the relaysare
static. This assumptiorails to hold in awirelessmeshnetwork
whererelayscanbemobile. Wireline protocolscanthereforebe
inef cient in handlingnetwork mobility

Optimizingfor common-castaf ¢: In mostdeploymentsce-
nariosof meshnetworks, a signi cant portion of trafc in the
relay network is dueto end-usemaccesgo servicessuchasweb
seners,VPN gatevays,databasand le senersin thewiredin-
frastructuresuchasthelnternetor enterprissnetworks. Thedata
traf ¢, suchasVOIP, multimedia o ws, betweerenddevicesin
acces<loudsof two differentrelayswill be a smallfraction of
thetotal trafc. As suchoptimizingroutingto ef ciently sup-
port forwarding of the commoncasei.e. the gatevay destined
traf c canimprove performancef therelayinfrastructure.

Using existing ad hoc routing protocols: Finally, we con-
sidered using existing ad hoc routing solutions, such as
AODV [44], DSR [29], and OLSR [20] for routing within the
mesh.Theseprotocolsinherentlysupportnetwork mobility and
aredesignedo be low-overheadn their operation. Thesefea-
turesmakesthemattractve for usein wirelessmeshnetworks.
OLSRis alink staterouting protocol,analogouso OSPFand
relies on knowledge of completetopology information at all
nodes. It is quite efcient if the trafc is distributed equally
likely betweerary two pairsof nodeswhichis in contrasto our
commoncasetraf c agument.As suchOLSRoverheadandca-
pability maybea overkill. Onthecontrary AODV is asimple,
low-overheadreactie routing protocolthat is standardizedn
IETF andhaspublic domainrobustimplementation$33], [10],
[9]. Therefore,we use AODV asa baseMeshClusterouting
protocol. One can concevably designa hybrid protocol that
reactsto traf c patternand switchesfrom a AODV basedpro-
tocol to a OLSR-basegbrotocolin the eventtraf ¢ distribution
becomesnoreuniform. We do not considerthis modeof oper
ation.

A. Designof AODV-ST

We arguethatuseof AODV “as-is” leadsto a poormeshrout-
ing solutiondueto following operationable ciencies:

1. AODV lacks supportfor high throughputrouting metrics
AODV is designedto supportthe shortesthop count metric.
This metric favors long, low-bandwidthlinks over short, high-
bandwidthlinks. Furthermore AODV computeghe metric us-
ing a broadcasdiscorery mechanism. Broadcastpaclets are
typically sentat the lowest datarate and hencethe propaga-
tion characteristicof higher datarate unicastpaclets cannot
be accuratelypredictedusing broadcaspaclets[34]. Because
of thesereasonsAODV canselectrouteswith poorend-to-end
throughpuf{22].

2. AODV lacks an efcient route maintenanceechnique A
routediscoveredwith AODV maynolongerbetheoptimalroute
furtheralongin time. This situationcanarisebecausef net-
work congestionor the uctuating characteristicof wireless
links. AODV lacks a provision to re-discaver the new opti-
malroute.Severalproposedechnique$40], [36] overcomethis
drawbackby discoreringmultiple routesto adestination.These
routesarethenindividually monitoredfor their pathcharacter
istics. In a large-scalewirelessmeshnetwork, the numberof
pathsmonitoredby the relayscanpotentiallybe very large and
canresultin highcontrol-trafc overhead.

3. AODV routediscorvery latencyis high: AODV is a reactive
routing protocol. This meansthat AODV doesnot discover a
routeuntil a ow is initiated. This routediscovery lateng can
behighin large-scalaneshnetworks.

4. Large routing table sizes: AODV is designedor classicad
hoc networks wheretrafc o ws are betweennodesor node
clustersratherthan betweemodesand Internethosts. So sim-
plistic reuseof AODV implementationgesultin routing table
entriesat relay nodesfor all Internethostsaccessetly endde-
vicesin the acces<louds. As suchthe routing tablescanbe-
comeunnecessarilyarge. AODV mustbe augmentedvith ap-
propriatetunnelingmechanismgo optimize routing table size
for commoncasetraf c.

Our enhancedAODV-SpanningTree (AODV-ST) protocol
eliminatesabove limitations asfollows: First, it supportshigh
throughpumetrics,suchaseTX [21] andETT [24]. Ourcurrent
implementationsupportsthe ETT metric [24] althoughother
metricscan be easily supported. Second,it proactizely main-
tains of spanningtreeswhoseroots are the gatavays in the
meshnetwork to signi cantly reduceroute discovery lateng
and achieve lightweight, soft stateroute maintenance Last, it
employs IP-in-IP tunnelsto reducetheroutingtableat relaysto
sumtotal of numberof relaysandaccessubnets.

Figure2illustratesheconcepbf AODV-ST spanningreefor
asamplenetwork of sevenrelaysandtwo gatevays.Eachrelay
in the network lies on two spanningreesST-1 (shown by solid
lines)andST-2 (shavn by dashedines). The gatavaysinitiate
the creationof the spanningreesby emanatingperiodiccontrol
messagethatareselectvely broadcasteih the network. Each
spanningreeis createdsuchthatarelay nodeon atreelies on
the optimal pathto the gatevay correspondingdo thattree. The
route maintenanceverheads keptto a minimum becausehe
pathsto all relayson the spanningtreesare proactively main-
tained. Furthermorethe routediscovery lateng is eliminated
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aseachrelay in the network is aware of an optimal pathto its
defaultgatavay. A relaychooseshe gatavay with whichit can
achieve the highestcapacity(asdeterminedy therouting met-
ric) asits default gatevay.

For relay-to-relaycommunication,AODV-ST relies on the
reactive route discovery stratey utilized in AODV. Conceptu-
ally, AODV-ST is a hybrid routing protocol it usesa proac-
tive stratgy to discover routesbetweencommonlyusedend-
points(relay-to-gatevay) andusesa reactve stratayy for routes
betweerless-commonlysedend-pointgrelay-to-relay).

In thefollowing, we rst provide a brief overview of AODV
andandthendiscusghe speci cs of protocoloperation.

B. AODV Overviav

AODV is an on-demandad hoc routing protocol[44]. For
neighbordetection,AODV can use either broadcasHELLOs
or link layer feedback. Routediscovery is basedon a < route
request,route reply> cycle. Route discovery begins with a
broadcasRouteReques{RREQ) messageontainingthe des-
tination addresdor the requestedouteanda RREQ sequence
numberthat guaranteesoop-free operation. As the RREQis
propagatedhroughouthenetwork, eachintermediatanodecre-
atesa reverseroute entry towardsthe originator (source)of the
RREQ.An intermediatenodeforwardsonly the rst RREQit
recevesfrom the originator If the destination-onlyag is set
in theRREQmessagepnly the destinatioris allowedto issuea
RouteReply(RREP).If thedestination-onlyag is notsetin the
RREQ,anintermediatenodeis allowedto issuean RREPpro-
videdit hasanactive routetowardsthe destination.The RREP
messageés unicasttowardsthe sourcealong the reverseroute
setupduring RREQ propagation.As the RREPis propagated,
intermediatenodeson the reverseroute createa forward route
entry for the destinationnodein their respectie route tables.
Whenan active route breaks the nodein the routethat detects
the breakhasthe option of doing a local repairby nding an-
other route towardsthe destination,or sendinga Route Error
(RERR)messagé¢owardsthe sourceto notify it of thebreak.

Path a

RREQ,

Gateway RREQ. RREQ,
— —
RREQ,

Fath b

Fig. 3. Duplicaterouterequests rebroadcasteif it is receved onabetterpath.

C. TheAODV-STRoutingProtocol

In AODV-ST, the gatevays periodically broadcastRREQ
messageso initiate the creationof spanningtrees. Before a
RREQis broadcasteda gatavay setsthe destination-onlyag
in the RREQ and setsthe RREQ destinationaddressto the
network-wide broadcastaddress. Thesesettingsdifferentiate
normalroute discorery RREQsfrom the RREQsfor spanning
treecreation.A RREQalsocontainsa metric eld whichis set
to zeroby the gatavay. Whenanintermediateelayrecevesan
RREQ,it checksif the RREQis a gatavay-initiatedRREQ. If
the conditionis satis ed, it createsa reverserouteto the gate-
way providedthe RREQis received on the bestknown pathto
the gatavay. Therelay canmale this determinatiorbecausef
the metric eld containedin the RREQ. This eld is updated
by eachintermediateelayto representhecharacteristicsf the
pathit hastraversed.The speci ¢ handlingof the eld ateach
relay is dependenbn the path metric beingused. To simplify
the explanation we postpondhe discussioron metrichandling
tothenext subsectionOncearelaycreatesareverserouteentry
for the gatevay, it sendsa gratuitousRREPbackto that gate-
way. This gratuitousRREPalsohasa metric eld thatis setto
zeroinitially. The eld is updatedat every intermediaterelay
onthepathto thegatevay. Whenanintermediateelayreceves
thegratuitousRRER it createsaforwardrouteto theoriginating
relay It updateghe pathmetricto the originatingrelaywith the
metricvaluecontainedn thegratuitousRREP

A relay re-broadcasta gatevay initiated RREQonly if the
pathtraversedby the RREQis the bestknown pathto therelay.
Note that an intermediaterelay doesnot wait until it receves
all RREQsbeforepicking the bestoneto rebroadcastThis is
requiredto reduceheroutediscoverylateng. Thiswould mean
that an upstreamrelay could receve a duplicateRREQ from
the samedownstreamrelay if the duplicateRREQ represents
a betterreversepath. This modeof operationis illustratedin
Figure3. RelayD in the gure recevestwo RREQsfrom the
gatevay G thattraversetwo differentpathsa andb wherea is
betterthanb. Assumethatthe RREQ, is slightly delayedwith
respecto RREQ,. WhenD recevesRREQ,, it rebroadcasti
asit arrived on the rst pathknown to it. However, whenthe
delayedRREQ, isreceved,D rebroadcastt becausét arrived
on the betterpath. Relay U thereforerecevestwo duplicate
RREQsfromD.

AstheRREQis broadcastetiop-by-hopghroughouthemesh
network, the spanningreeis implicitly formedthroughthecre-



ation of reverseroutesto the gatevay at the relays. The time
interval betweensuccessie gatavay-initiatedRREQsis setto
tensecondsn our implementation We empirically determined
this interval to be a good setting. Eachrelay on receving the
successie RREQsupdatests reverseroutesbasedon the met-
ric eld containedn them.

For relay-to-relaycommunication,a relay node initiates a
RREQwith thedestinationag setandthe destinatioraddress
setto theaddres®f thenodeto bereachedThedestinationag
is setbecausdhe mostup-to-datepathinformationis required
atthe sourceduring pathselection.The handlingof the RREQs
at the intermediatenodesis similar to the proceduredescribed
above.

D. RoutingMetric Supportin AODV-ST

A routing metric usedwith AODV-ST must satisfy two re-
guirements: First, the metric mustincreasein value with in-
creasinghopcount. This is requiredto prevent loop-free path
selection. Second,it mustbe a bi-directional metric, i.e., the
metricmustgive equalweightageo a path's performanceén the
forward and reversedirections. This is necessaryor two rea-
sons. First, TCP o ws arebi-directionalin nature. Therefore,
bothdirectionsof a pathmustbe considerediuringrouteselec-
tion. Second, AODV-ST createsa reverseroute to a gatevay
uponreceving a RREQthattraversesin the forward direction
fromthegatavayto therelays.Thereforethemetricmustrepre-
senta path's performancen bothdirections,otherwiseAODV-
ST canselectuni-directionalpaths.

Our currentimplementationof AODV-ST supportsthe Ex-
pectedTransmissiolime (ETT) metric[24]. ETT isameasure
of the expectedtime neededo successfullytransmita paclet
of a x edlength,s, on alink. It yieldshigh throughputpaths
becausét selectsa pathwith the leastdelay

ETTisgivenas(etx  s=b whereetx is theexpectednum-
berof transmissionsecessaryo senda pacletonthelink [21];
s is the size of the paclet (setto 1024 bytesin our implemen-
tation); andb is the bandwidthof thelink. etx is computedby
issuingperiodicbroadcasprobemessageentevery secondn
our implementation)n the forward andreversedirectionsand
by measuringhe correspondindorwarddeliveryratio (d; ) and
thereversedeliveryratio (d; ) for apredeterminedme interval.
This time interval is setto ten secondsn our implementation.
Theetx for thelink is thengivenasetx = 1=(d; d;). The
link bandwidth,b, is determinedusingfeedbackirom the radio
driver. We modi ed the hostapdriver[2] usedin ourimplemen-
tationto supporthefeedbaclof thelink daterateevery second.
Thedrivercomputepersecondink dataratesby averagingthe
dataratesof pacletsthat traversea link in the one secondin-
tenals. Wherea driver doesnot provide ratefeedbackwe rely
on paclet-pairprobing[32] to estimatebandwidth. In ourim-
plementatiorof thistechniquea pair of paclets,onesmall (134
bytes)andthe otherlarge (1200 bytes), are sentback-to-back
every minutefor ten minutesin both directionsof thelink. As
soonasthe smallersizepacletis receved,atimer is startedto
measurghe delayincurredin receving the larger paclet. We
choosethe minimum of ten delay sampleso estimatethe link
bandwidth.Thelink bandwidththenis simplytheratio of paclet
sizeandminimumdelay We usethe minimumdelaysampleto

reduceary adwerseimpactqueuingdelayshave onthetransmis-
sionof the paclet pairs.

TheETT metric,however, is notanoptimalchoicein amulti-
radio wirelessmeshnetwork becauset doesnot considerthe
frequeng diversi cation of a path during path selection[24].
This canleadto sub-optimakoutingin our currentimplementa-
tion. We areexploring varioustechniquego enhancghe ETT
metric to accountfor frequeng diversi cation. One possible
approachis to usethe WeightedCumulative ExpectedTrans-
missionTime (WCETT) metric [24]. WCETT requiresknowl-
edgeabouteachlink in the path, suchasthe link's delayand
its assignedrequeng. This requirementcan be easily satis-
ed by usingalink-staterouting protocolsuchasOLSR[20] or
OSPF[37]. Ontheotherhand,AODV-ST is a distance-ector
routing protocolin which link-level informationis not dissem-
inatedby design. This complicateghe supportof WCETT in
AODV-ST. As futurework, we planto incorporatén AODV-ST
a simple, low-overheadschemeo accumulatdink-level infor-
mation so that a metric like WCETT canbe easily supported.
We are currently evaluatinga link-level accumulationscheme
similarto theoneusedby AODV-bis [43].

V. MESHCLUSTER LOAD BALANCING
A. LoadBalancingDe ned

Load balancingis a desirablefeatureto have in a wireless
meshdeployment. It reducescongestionin the network, in-
creasesietwork throughput,and preventsservicedisruptionin
caseof failure. Load balancingin wirelessmeshnetworks can
bede nedin thefollowing two ways:

Path load balancing Path load balancingcanimprove net-
work performanceandreliability by distributing trafc among
a setof diversepaths.Thereare proposalgo achiese pathload
balancingn wireline networks[31], [19] andmulti-hopwireless
networks [38]. Pearlmaret. al. [42] shaw that pathload bal-
ancingprovides negligible performancamprovementin wire-
lessmulti-hop networks becaus®f routecouplingof candidate
pathsbetweencommonendpoints. Route couplingis a result
of the geographigoroximity of the candidatepaths. This can
leadto self-interferencédetweenthosepathsand cantherefore
adwerselyimpactperformance.

Gatevayloadbalancing In thisinterpretatiorof loadbalanc-
ing, trafc is distributedamonga setof gatavaysin the wire-
lessmeshnetwork, i.e.,oneof severalgatevaysis choserasthe
egresspointfor o wsoriginatingfrom the network. We believe
that the performancamprovementwith gatevay load balanc-
ing will be greaterthanwith pathload balancingbecauseoute
couplingof pathsto differentgatavaysfrom anendpointin the
meshis expectedto be lessin a well-planneddeployment. For
thisreasonthe MeshClustearchitecturesupportgjatevay load
balancing.To the bestof our knowledge thereis no prior work
on gateavay load balancingfor wirelessmeshnetworks.

B. GatavayloadBalancingProtocol

Thissubsectiomprovidesanoverview of thegatevayloadbal-
ancingsolutionsupportedy the MeshClustearchitecture.

An accesselay (relaythatis alsoanaccesgpoint) liesonthe
spanningtreescorrespondingo the gatevaysin the network.



The spanningtree formationis describedn SectionlV. The
accesgelay thenselectsone of the discoveredgatevaysasits
defaultgatevay. The default gatevay is the one with which
therelay canachieve the highestcapacity(asdeterminecdy the
routingmetric). Theaccesselaytypically useshedefaultgate-
way asthe egresspointfor all the o wsinitiatedby it.
Eachaccesselayin the network alsomonitorsthe quality of
the bestpathto eachof its gatavays. The bestpathis simply
the path on the spanningtree computedfor that gatevay. As
describedn SectionlV, all pathson a spanningreecreatedor
a gatavay representhe optimumpaths(in termsof therouting
metric) from the gatevay to the relayson that tree. The path
guality is monitoredusinga simpleroundtrip time (RTT) prob-
ing tool. Thetool reportsRTT valuesfor eachof the gatavays

in the network. The gatevay with theleast-delayis designated

astheleast-loadedjatavay. In anunloadedvirelessmeshnet-
work, thedefaultgatevaywill typically betheleast-loadedate-
way. Notethatthisis only true whentherouting metricusedto
computethe spanningmetricsis a delay metric. Whenan ac-
cessrelay detectsthat its least-loadedjatevay andits default
gatevay are different, it infers that thereis congestionin the
network on the pathleadingto its default gatevay. In this case,

Mobile IP baseddomainmobility
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Mobile-IP (MIP) [25] hasbeenstandardizebr Internetscale
mobility for end-hosts.We can easily employ the samesolu-
tion for domainmobility in the context of meshnetworks (Fig-
ure4). In this case,the MIP Home Agent (HA) is co-located

all thenew o wsinitiated by the relay utilize the least-loaded with the gatavay nodeswhereasthe MIP Foreign Agent (FA)

gatevay astheir egresspoint.

The relay doesnot migrateary of its existing o ws to the
least-loadedyatavay. This is requiredin ary MeshClustede-
ployment that doesnetwork addresdgranslation(NAT) at the
gatevays,otherwise o w migrationcanresultin the disruption
of o wsunlessthe per o w stateat the network addresgrans-
lators (NATS) is also migrated. We note that the migration of
per o w stateacrossNATSs is a non-trivial problemto solve.
Therefore,we mandatethat the migration of existing o ws be
avoided. Thisrequirementanberelaxedif themeshrelaysare
assignedylobally routableaddresses which casenetwork ad-
dresgtranslationwould not berequiredatthe egresspoints.

Themigrationof o wsto theleast-loadedjatavay canresult
in route- apping. Route- appingoccurswhenseveral o ws mi-
grateto aleast-loadedjatevay andthis resultsin the previously
usedgatevay becomingunloaded Therelaysdetectthe change
in statusand start utilizing the original gatevay asthe egress
point. The switchnow resultsin the secondgatevay becoming
unloaded. Route- appingcan prevent both egresspointsfrom
being usedequally and can also resultin frequentpaclet re-
ordering.This problemof route- appingis morelikely to occur
whenexisting o wsin the network arealsoallowedto migrate
acrossgatavays. We are currently investigatinga gatevay ar-
bitration protocolto alleviate the route apping problem. Our
preliminaryideais to placeanarbitrationmanageat eachgate-
way in the network. Agentssituatedat theaccesselay contact
thearbitrationmanagebeforeswitching o ws. Becausdhear
bitrationmanageis awareof o w migrationrequestsit canin-
telligently migrate o wsin orderto mitigateroute- apping.

VI. MOBILITY SUPPORT

It is essentiato supportseamlessnobility of userswithin the
meshnetwork. Thereareseveralmobility mechanismshatcan
be employed,suchas,mobileP [25], simpleDHCP basedmo-
bility, andMobile NAT [18]. We describethesethreein detail.

functionality is instantiatedin the accessnetwork in eachre-
lay element. The endusedevice (MN) is assigneda homelP
addresgHADDR), staticallyduringcon guration, or usingdy-
namichomeaddressassignmentThe MN detectsa changein
layer2 associatiorby monitoringthe MAC addresof the ac-
cesspointsin therelay. In the eventof accesgoint switch, the
mobilelP clientin theMN initiatesamobile IP registration(so-
licitation, adwertisementand registration)with the FA on the
new accesgoint. Oncethe registrationis complete the home
agentatthegatevay nodewill tunnelall trafc for themobileto
thenew foreignagent.

In theevent,HA usesonly privateaddresseghe MIP is used
asa domainlevel micro-mobility method.If HA employs pub-
lic addresseshenthe MN is reachabldrom thepublic Internet.
The drawbacksof this solutionare: (1) needfor a specialized
MIP client software on eachrelay nodeand needfor FA sup-
port on therelay If the MIP clientimplementsco-locatedFA
mode,FA supportat therelayis optional. (2) Associatednan-
agemenbverheador con gurationof HA, FA andHADDR. (3)
Slow handof latenciesunlesscross-layerindication and other
fasthandof mechanismareemployed.

MobileNAT basedmobility

MobileNAT[18] is a new techniquethat usesNetwork Ad-
dressTranslation (NAT) operationsand specializedmobility
agentsin the signalingpathto achieve transparenmobility. It
canbe employedto supportintra-domainmobility in meshnet-
works. Thekey ideashereareillustratedin Figure5. Thegate-
way nodeheresenes asthe Anchor Node (AN) which NATs
all endusetrafc to externallnternethosts(suchascnn:com).
From the perspectie of the external hostsall trafc is an-
choredon the public IP addressesf the gatavay (AN) node.
The MN acquiresa x ed IP addressA, whenit rst boots
and associatesvith one of the relays. MobileNAT allows it
to hold this addressasit roamsacrossaccesaetworks of re-
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lays. To understandhis, considera TCP o w to correspon-
dentnode(CN) cnn.com Therelay nodeNATs thetrafc with
(SA = Ay,;DA = CNN;SP = x) to (SA = Ap1;DA =
CNN;SP = y;) usingarule (Apy 7! Ay;x 7! y1) andtun-
nelsto AN using(SA = Api; DA = AN) tunnelheader The
AN NATSs this furtherto (SA = AN;DA = CNN;SP = 2)
with arule (Apy 7! AN;y; 7! z). Whenthe MN movesto
a new relay nodewith external IP addressA,,, the mapping
at AN is changedAp> 7! ANy, 7! z) anda new mapping
(Ap1 7! Ay;x 7! y5) attherelay. Thechangeof mappingrules
attherelayandAN aresignalingpathoperationsrecarriedout
by mobility agentsoftwarerunningat the AN andrelays. This
software also detectsarrival new “visiting” nodesat the relay
by performinglP-level paclet Itering of pacletswith missing
NAT rules.Notethatthe schemehasseveraladvantages(1) no
client side softwareis required. (2) The schemes agnosticto
routing protocolin therelay network. (3) The accessetworks
of relayscan be managedas separatesubnetsor as part of a
large subnet.(4) Addressewisible in therelay network arethat
of theexternallyvisible A addressesf therelays.Noneof the
A, addressesf the MNs arevisible, keepingtheroutingtables
guitecompact.

SimpleDHCP basedmobility
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Figure6 illustratesa simplermobility schemavhichrelieson

networks of relaynodes.Much like MobileNAT schemebove,
it allows client to acquirea dynamiclP addressand maintain
thataddressasit movesacrossmultiple relays. Also, it relies
on a mobility manage(MM) at the gatavay nodesanda mo-
bility agent(MA) on the relays. The MA in the relaysmonitor
changesn the layer2 802.11association$o detectnew visit-
ing mobile endpointsand propagateoutesfor the correspond-
ing IP addresdn the AODV basedrelay network. If the MN
hasanaddres, for thetraf c destinedcnn:com, the paclets
(SA = x; DA = CNN) tunneledto the gatavay with atunnel
header(SA = x;DA = GW). Thereversetrafc to x does
notneedto betunneledandcarries(SA = cnn:com;DA = x).
Whenever, AODV routerequestrelaunchedor x, themostre-
centrelaywith x, respondswith a routerreply. The artifact of
this is thatthe forwardingentry for addresx appeatin AODV
routing tablesat the relay nodes. The MAs in differentrelays
in themeshcanallow proactive updateamongsthemseleson
detectionor lossof MNs to helpmake AODV stateupdatefast.
This canhelphandof performancandalso,helptrackmobility
of theenduseracrosamultiple relaysin the network.

Oneimportantissuethataffectsthe performancef thistech-
nigue is how well hostoperatingsystemon the MN reactsto
switchingbetweertwo accespointsin themeshnetwork. If the
ESSIDfor acces<loudson all relaysis identical,the hostOS
only requirescompletionof layer2 associatiorwith nex AP;
it doesnot requirean additional DHCP requestand response
to con gure its interfacelP address.As aresultthe handof is
muchfaster On the otherhand,if eachrelay acces€ESSIDis
different,in absencef any out-of-bandor pre-con guredinfor-
mation,the OS may assumehe worstandrestartDHCP trans-
actions. EventhoughsamelP addressnay bereturned,if the
protocol stackassociatedvith the interfaceis always brought
down during this procesgo accountfor the worst caseof ob-
taining a differentIP addressall o ws arebroken. Therefore,
we would recommendkeepingthe ESSID the samefor all ac-
cesspointsin one meshnetwork. The only easyalternatve is
to usea mobile IP client, which masksof suchdisconnectdy
design. A proof-of-concepimplementatiorof our schemehas
beencompleted.

Therearetwo main dravbacksof this schemes{1) It relies
on the proactive discovery of new locationof an MN via route
discorery mechanisnmof AODV andassuchis tied to therelay
routing protocol.(2) Theroutingtablesizein therelay network
increasedinearly with thenumberof mobilenodes.n presence
of large numberof mobile nodes the routediscovery andtable
sizecanproveto bea prohibitive penalty

VIl. PROTOTYPE IMPLEMENTATION

Our protototypeimplementationof MeshClustemodesem-
ploys a small form factorsingle-boardcomputerwith 2 PCM-
CIA slots, one micro-PClslot and built in 100 Mbps ethernet
interface.[6]. As such, the relay nodesin our prototypecan
have uptothree802.11linterfacecards,whereagjatavay nodes
canhave onewireline andthreewirelessinterfaces.The PCM-
CIA interfaceson the gatevay node can be populatedusing
SierraWireless/Airprime[5]LXRTT or EV-DO wide-areawire-
lesscards. The MeshClustersoftwarerunsLinux 2.4 andker

DHCP, AODV and monitoring of layer2 eventsin the access nelandimplementsa broadsetof functionalitiesin the form of
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modules,suchas AODV-ST relay modulebasedon the NIST
AODV kernelimplementationan enhanced02.11hostapac-
cesspoint, IP servicesmodules(QoS, DHCR NAT, Dynamic
Firewall), Security and Accounting (RADIUS sener/client),
web services(web portal, caching,web-basedcon guration),
andmobility support(Mobile 1P, andMobileNAT variant).

We also useda mobility client software that managesnul-
tiple network interfacesto supportautomatednterface selec-
tion andseamlessnobility handof usingMobilelP. The mobil-
ity client, developedasa partof our researcton 802.11and3G
integration, includesa completeMobile-IP stackthat supports
persubnetFA [50] andco-located=A [50] modesandperforms
mostof the mobility management[17]Currentversionof mo-
bility client doesnot integratethe nev mobility techniquede-
scribedin SectionVI.

VIIlI. PERFORMANCE EVALUATION

This sectionpresentsesultsfrom our evaluationof the Mesh-
Clusterarchitecture.We rst presenbur goalsandthe evalua-
tion methodology

A. GoalsandEvaluationMethodolagy

Ourgoalis to evaluatetheindividual componentsf thearchi-
tecturesuchasthe meshauto-con gurationschemetherouting
solution,theload balancingschemeandthe mobility manage-
mentschemes Due to spaceconstraintsye omit resultsfrom
our evaluationof theloadbalancingschemeWe planto present
thoseresultsin aforthcomingpaper

For the auto-con gurationschemewe areinterestedn ana-
lyzing the time it takesfor all devicesin the meshnetwork to
join thenetwork. We varythenumberof interferingnetworksin
thevicinity of themeshto studytheimpactof suchnetworkson
thetime takenfor auto-con gurationto complete. We rely ona
simulation-base@valuationbecauset allows usto easilycon-
trol thenumberof interferingdevicesin ouranalysis. Achieving
thisobjectivein atestbedernvironmentis challenging We utilize
the Qualnetsimulatorfor this evaluation.

To gaugethe performancemprovementswith the MeshClus-
ter routing solution,we compareAODV-ST againstAODV in
termsof end-to-endlr CPthroughpubonthe UCSBMeshnef8],
atwenty- venodewirelessmulti-hoptestbedieployedina ve-

oored of ce building onthe campusof UC SantaBarbara.We

utilize twenty of themthataredeplojedon the rst four oors
in our comparision. Figure 8 shavs a map of the oors and
the location of the testbeddevices on the various oors. The
testbeddevicesareof two types.The onesindicatedby squares
in the gure are small form-factordesktopcomputersunning
Linux 2.4.27. Eachof thesecomputerss equippedwith a En-
Genius2511-CDIEEE 802.11bradio. The onesindicatedby
circles are Linksys WRT54G wirelessrouters,eachequipped
with aBroadcom EEE 802.11b/gadio. They areinstalledwith
theOpenWH Linux distributionandutilize Linux 2.4.20asthe
kernel.

Finally, we evaluatethe mobility managemenschemedy
utilizing a smallertestbedconsistingof four nodesin a line
topologyA - B - C-D. NodesA, B, C,andD, arelBM Thinkpad
T21laptopsrunningLinux 2.4.27.NodesA andB areequipped
with a singleradiowhereasC andD areequippedwith two ra-
dioseach A is designatedsthegatavay, B asarelay, andC and
D asaccesselays.All theradiosusedn thissetupareEnGenius
2511-CDIEEE802.11kradios.Ourgoalfor this evaluationis to
comparethetwo mobility managemergchemedn termsof the
delayassociateth handingoff from oneaccesselayto another

B. Results

Auto-Con®guration Scheme Our simulationernvironment
is a network topology consistingof 30 meshrelaysrandomly
distributedin aterrainof 1000x1000mAll relaysareequipped
with a singlelEEE 802.11aradio. At the startof a simulation,
eachrelay randomlypicks a channelto operateon. Oneof the
relay devicesis designatedsa gatevay. The gatevay initiates
periodic adwertisementsvery secondto indicateits presence.
An adwertisemenis embeddedn a AODV Hello messagand
is propagatedhop-by-hophroughouthe network asHello mes-
sagesare exchangedetweenrelaysthat have joined the mesh
network. We implementeda layer2 beaconingnechanisnthat
arelayusedo issueperiodiclink-layerframes(every 100msec)
thatcontainthe ESSID(name)of thenetwork it hasjoined. This
link-layer frame resembledEEE managementramesthat are
exchangedbetweenstationsthat are part of a IEEE 802.11ad
hoc network. At the startof the simulation,only the gatevay
is assignedan ESSID. A relay listensfor 200 millisecondson
eachsupportedchannel(12 in all in our simulation)in order
to receive ESSIDadwertisementslit thenjoins eachdiscovered
network for a period of threesecondsgo listen to gatevay ad-
vertisements.If a relay recevesgatavay adwertisementon a
particularESSID, it attemptsto register with the gatavay. If
theregistrationis successfultherelayis a partof the meshnet-
work. Therelaythenpropagateshe gatavay adwertisementso
its neighborausingAODV Hello messages.

Usingtheabove describedimulationsetupwe measuredhe
timetakenfor all therelaysto join themeshnetwork in presence
of varying degressof interference.We introducedinterference
by varyingthe numberof devicesexternalto the meshnetwork
fromzeroto fty inincrement®f ten. Eachinterferingdevice at
the startof a simulationrandomlyselectsa channelandESSID
nameto operateon.

Figure 9 representshetime (on'Y axis) taken by the thirty
devices(on X axis)to join the meshnetwork. In the absencef
interferingdevices,the meshrelaysjoin the network within 20



Fig. 8. Map of twentynodesthatarepartof the UCSBMeshnet. Thesquaresndicatesmallform-factordesktopdevicesequippedvith wirelessradios.Thecircles
indicateLinksys WRT54G wirelessrouters.The numbemext to a device indicatesthe “oor of the building the device is on. The gatavay is marked with G.
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second®f startup.A breakupof thejoin timeis asfollows. The
relaysthat are immediateneighborsof the gatavay take 2400
milliseconds(12 channels® 200 millisecondsper channel)to
scanall channeldor ESSIDS Sincetherearenointerferingnet-
works, they discover the only ESSIDthatis adwertisedby the
gateavay. Therelaysthenjoin the discoreredESSID for upto
threesecondsn orderto listento gatevay adwertisementsAf-
ter receving the adwertisementsthey join the meshnetwork.
With increasingdistancefrom the gatevay, the meshjoin time
increasesThisis becauseelayscloseto thegatevay do notfor-
ward gatavay adwertisementsintil they join the meshnetwork.
As the numberof interferingdevicesincreaseswe seethatthe
join time alsoincreasesThis is becausehe relayscanjoin the
network adwertisedby the interfering devices beforediscover
ing themeshnetwork. Note,however, thatthetime takento join
the network doesnot increaseby a signi cant amount. For in-
stancegvenwith fty interferingdevicesin the vicinity of the
meshnetwork, morethan80%of all nodegoin thenetwork un-
deroneminute,andall devicesjoin the network within oneand
half minutesof bootup.Our resultsindicatethatthe MeshClus-
ter auto-con gurationschemecanreducenetwork management
overheadduring meshdeploymentbecauseof its capability to
quickly bootstrapa meshnetwork without manualintervention.
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AODV-ST Routing Performance In our comparisionof
AODV-ST againstAODV, we setall radioson the Meshnetto
useauto-ratefeedbacl30] andsetthe numberof link-layer re-
transmission$o eight. We designatedhe nodeindicatedby the
solidsquardn gure 8to bethegatavay. We settheroutecache
timeoutvaluefor AODV-STto AODV' sdefaulttimeoutvalueof
threeseconds We conductedwo setsof experimentsy vary-
ing thetransmissiompower of radiosin the MeshNet.We varied
the transmissiorpower to gaugeits impacton routing perfor
mance.In the rst setof experimentsall nodeswverecon gured
to transmitat 200mW In the secondset, the nodeswere con-

gured to transmitat 100mW For an experimentset,all nodes
exceptthe gatevay sendthirty secondswvorth of TCPtrafc to

the gatevay one at a time with a gapof ve secondsdetween
eachtransfer The ve seconddelayallows for ary statein the
routecachefrom the previoustransferto betimedout. Thecol-

lection of thirty secondransferds performedin successioffior

AODV andAODV-ST. Thisarrangemengnsureshattheresults
obtainedusingthe two routing protocolsare comparablesince
theTCPtransferarerunwithin afew minutesof eachother Fi-

nally, we repeathe setof transfershreetimesfor eachrouting

protocolto averageout ary variancein measurements.

Figure10 shavs resultsfrom our comparisiorfor the rst set
of experiments.The X andY axesindicatethroughputin Kbps
attainedwith AODV and AODV-ST respectiely. The average



100mW Transmit Power

-

1600
1400 |
1200 |
1000
800
600 [
400
+
200 e

0

AODV-ST with ETT Throughput (Kbps)

0 200 400 600 800 1000 1200 1400 1600
AODV Throughput (Kbps)

Fig. 11. Performanceomparisionof AODV againstAODV-ST. All radiosare
con®guredo transmitat 100mW

throughputbf thegoodpathscomprisingof only onehoponthe
meshnets greaterthan4000Kbps. AODV-ST offersno perfor
manceimprovemeniover AODV becausd®othprotocolschoose
theonehop pathfor the datatransfer Five suchdatapointsare
not depictedin the graphin orderto improve the clarity of the
graphin thelowerthroughputangesFromthe gure, it is clear
thatAODV-ST offerssigni cant throughpuimprovementsover
AODV. Note the region of the graphnearzeroon the X axis.
Severaldatapointsin this regionindicatethat AODV-ST offers
greaterthan250Kbpsthroughputwhereaswith AODV the at-
tainedthroughputs lessthan70 Kbps. This is becauseAODV
usesthe shortesthiop countmetricwhich typically selectgaths
comprisedf long,low-bandwidthinks; AODV-ST ontheother
handutilizesthe ETT metricwhich takesinto acccountink re-
liability andlink bandwidthduring pathselectionwhichresults
in AODV-ST selectingaleast-delayath. The ETT metric,how-
ever, canresultin AODV-ST selectinghigherhop-countpaths
thanpathsselectedisingthe shortesthop-countmetric aswith
AODV. We veri ed thatthisis truefor the datapointsin the g-
ure. In amajority of the casesthe hop-countwith AODV-ST is
onemorethanwith AODV; for the datapointscloseto zeroon
theX axis,thehop-countvith AODV-STis oftentwo morethan
with AODV.

Figure11 shows resultsfrom our comparisiorwith the radio
transmitpower setto 100mW Again we omit ve datapoints
with throughputabore 4000Kbpsto improve the clarify of the

gure. AODV-STresultsin improvedperformancever AODV.

However, the performancemprovementsare not assigni cant

asin the above case. This is becauseof the effect transmit
power hason the neighborconnectvity of the meshnenodes.
Becausef thereducedransmitpower, the neighborconnectv-

ity is sparsethanin the 200mW case.As aresult,the number
of candidatepathsavailable from a sourceto a destinationis

smallerandis of higherhop-count As aresult,thereis a higher
likelihoodthatAODV andAODV-ST choosepathsthatoverlap
with eachother We validatedthis to be the caseby compar

ing the pathsselectedisingAODV andAODV-ST andfoundan
increasen pathoverlap. We believe thatthe increasedverlap
resultsin comparableéhroughputswith thetwo protocols.

Evaluation of Mobility SchemesWeimplementedothmo-
bile IP basedmobility andDHCP basednobility. As discussed

Fig. 12. Mobile-IP Lateny

Fig. 13. Simple-IPLateny

in SectionVI, we deplojedaforeignagentin eachof theaccess
nodes,and a homeagentin the gatavay node. In the caseof
simple P basedmobility, we implementeda mobility agentin
the accesodes. This agentgetsindicationfrom layer2 that
a new nodehasjoined. Figure 12 shows the switching delay
for mobile IP basedschemeandFigure 13 shows the delayfor
DHCPbasednobility.

In mobile IP basedmobility, the client resumedts network
connectionin 760ms,andin simple IP mobility, the client re-
sumedits network connectionin the new network in 5.2 sec-
onds. The individual componentof lateng are as shovn in
Figure12 andFigure13. As seenin the gure, thelayer2 asso-
ciationis accomplishedh lessthan200ms however, thelayer3
attachmentakesmuchlonger

Although we expectedbetter lateng in simple IP based
scheme,we did not obsenre this in practice. This is dueto
the speci ¢ way Windows DHCP client handlesa new attach.
In Windows, the client restartsthe entire DHCP processf the
wirelessnetwork card changegpoint of attachment. As a re-
sult, the Windows client startsoff a DHCP DISCOVER, OF-
FER,REQUEST, ACK sequenceWe canattemptto cut down
thedelaybetweerDISCOVER andOFFER however, thedelay
betweenOFFERand REQUEST is internalto Windows. If it
couldchangeheprocessandsimply verify thatit is attachedo
the samelP subnetand maintainthe connectionsijt would en-
ablea simpleseamlessnobility with low lateng. We intendto
explore theseoptionsfor improving DHCP basedmobility, es-
pecially sinceit doesnot requireanaddedclientin the enduser
device.



IX. RELATED WORK

Thereexists a lot of relatedwork thatis in someway con-
cernedwith wirelessmeshnetworks. While it is not possible
to summarizeall the proposaldecaus®f spaceconstraintsywe
presentrepresentatie samplebelow.

Considerableesearcthasaddressedhe problemof routing
in wireless multi-hop networks [20], [26], [29], [44]. Ear
lier works focusedon wirelessad hoc networks whereenegy
limitation and mobility are major constraints. Thesepropos-
als utilize the shortesthop count metric as the path selection
metric. This metric hasbeenshawn to resultin poor network
throughputbecauseit favors long, low-bandwidthlinks over
short, high-bandwidthlinks [22], [34]. More recentproposals
aimto improve routing performancey utilizing routeselection
metrics[21], [23], [24].

Wireless multi-hop networks suffer from serious capacity
degradation due to the half-duplex nature of the wireless
medium[27]. Several proposalsaim to alleviate this capacity
problemby revampingthe MA C layerto supporttheintelligent
selectionof awirelesschannelduring paclet transmissior15],
[28], [39], [49]. Other proposalsaim to improve the capac-
ity by equippingrelayswith multiple radios[24], [45], [47],
[51]. Somewirelessmeshhardware vendorsalso offer multi-
radio meshroutersthat utilize proprietarychannelassignment
scheme$l1], [3], [7].

Little work hasfocusedon developing systemarchitectures
for wirelessmeshnetworks. Bicket et. al. evaluatethe MIT
Roofnetarchitecturg16] and nd thattheir CambridgeRoofnet
deploymentcanprovide usersof the network with usableper
formancedespitelack of carefulplanningin deployment. The
MeshClustearchitecturas similarin spirit to the MIT Roofnet
architecture The key distinguishingaspecbetweernthetwo ar-
chitecturesis that the Roofnetarchitectureis speci cally tar-
getedfor communitynetworkswhererelaysare expectedto be
static and end-usemobility is minimal; the MeshClusterar
chitectureis alsowell-suitedfor deploymentswhererelaysand
end-usersare mobile. Examplesof suchdeploymentsinclude
transientnetworks deployedfor search-and-rescuandmilitary
operations.

Therehave beena numberof testbedmulti-hopwirelessnet-
work deployments[4], [8], [24], [48]. A majority of suchde-
ploymentsare intendedfor conductingresearchon multi-hop
wirelessnetworks. Thereis alsoa growing deploymentof com-
mercial wirelessmeshnetworks aroundthe world. Suchde-
ploymentssupportiast-milebroadbandonnectvity, emegeng
servicesandremotemonitoringapplications Someof thehard-
ware vendorsthat offer deployment servicesinclude Tropos
Networks, Strix SystemsandFiretidelnc.

X. CONCLUSIONS

Wirelessmeshnetworking hasemegedasa promisingnewv
technologyfor the rapid deploymentof wi relessnetworks for
applicationssuchassearchandrescuehomeland security and
metro-scaleb roadbandconnectvity. Although several mesh
networking hardwarevendorsare offering servicesfo r the de-
ploymentof wirelessmeshnetworks, the researclcommunity
in generahaspaidlittle attentionto the designof architectures

andsystemghatcanful Il the promiseof this new technology.
The MeshClustelarchitecturedescribedn this paperis our at-
temptatful lling thisgap.

We identi ed the following critical challengeghat mustbe
addressedior meshnetworking to reach its full potential: (1)
meshnetwork auto-con guration,(2) high-throughputpaclet
routing, ( 3) meshnetwork load balancing,and (4) a mobility
managemenrframewnork thatcanensureseamlessisermobility
in the meshnetwork. We describedn detailthe design,imple-
mentation,and evaluation of component®of the MeshCluster
architectureahataddresshesechallenges.

As future work, we are investigatingthe use of multiple ra-
dios to improve the capacityof the MeshClusterarchitecture.
Currently we areimplementingan interference-avarechannel
assignmens chemethattakesinto accouninterferencdérom co-
locatedwirelessnetworks during channelassignment. We are
alsodeveloping a routing solutionthatis optimizedfor multi-
radio, multi-channelirelessmeshnetworks. Our initial analy-
sisindicatesthatreactve routing protocolssuchas AODV and
DSR may suffer from control paclet ooding problemsin a
multi-radio, multi-channehetwork becausef the multitude of
pathsthatareavailablein suchnetworks. We arealsointegrat-
ing meshnetwork managemerdandmonitoringutilities suchas
DAMON [46] into the MeshClustearchitectureo assistin the
managemen&nd monitoring of wirelessmeshnetworks. Our
goalis to offer the MeshClustearchitecturdor downloadto the
researcttommunitysothatit canleveragethis architectureor
researctanddevelopmentpurposes.
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