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Abstract—Wirelessmeshnetworking is an exciting new technologythat
hasapplications in defence,metro-area Internet access,and transient net-
works (e.g: disaster recovery, conventions). In this paper, we describethe
designand implementation of a self-con�guring, secure infrastructure mesh
network architecture, called MeshCluster, composedusing multi-radio net-
work nodes.A subsetof radio interfaceson thesenodesareusedfor provid-
ing network accessto end-deviceswhereasother radio interfaceareusedfor
relaying packets to nearest Internet gateway. We identify four key design
problems: (1) auto-con�guration of MeshCluster nodesand relay infras-
tructur e, (2) singleand multipath routing in the relay infrastructur e using
routing metrics, (3) load balancing in the relay infrastructur e, and (4) sup-
port for end-device mobility acrossaccessinterfacesof meshnetwork. For
eachof theseproblems,we describein detail our design,prototype imple-
mentation, and performanceresults.

I . INTRODUCTION

In the world of ubiquitousmobile wirelessnetworks that is
taking shape,wirelessmeshnetworks are emerging as a sig-
ni�cant new technology. Their promiseof rapid deployability
andrecon�gurability makesthemsuitablefor importantappli-
cationssuchasdisasterrecovery, homelandsecurity, transient
networks in conventioncenters,hard-to-wirebuildingssuchas
museums,unfriendly terrains,and rural areaswith high costs
of network deployment. They canprovide largecoveragearea,
reduce“dead-zones”in wirelesscoverage,lower costsof back-
haul connectionsfor base-stations,andimprove aggregate3G,
802.11cell throughputandhelpreduceend-userbatterylife.

We distinguishtwo kindsof meshnetworks: (a) Client-mesh
networks [35], [41], [52] whereinend-devices(suchasPDAs,
laptops)participatein packet forwarding. Thesenetworks are
infrastructure lessin thesense,operationof client-meshis not
managedandmonitoredby a serviceprovider. They areuseful
for opportunistic[41]or predictablestore-and-forwardmessage
transport[52]. Alternately, whenusedonly for packet forward-
ing for multi-radio clients (for example,with 3G and 802.11
interfaces),they improve coverageanddataratesfor wide area
cellularservice[35]. (b) Infrastructure-meshnetworkswherein
the end-devicesdo not participatein the packet relay and the
multi-radio relay nodesarepart of the network infrastructure.
This paperprimarily focuseson this kind of meshnetworks.
Research Contributions We describedesignand implementa-
tion of a self-con�guring, secureinfrastructure meshnetwork
architecture, called MeshCluster, composedusing multi-radio
network nodes.A subsetof radio interfaceson therelaynodes
areusedfor providing network accessto end-deviceswhereas

otherradiointerfaceareusedfor relayingpacketsto nearestin-
ternetgateway. Weidentify andsolvefour key designproblems:
(1) auto-con�gurationof MeshClusternodesand relay infras-
tructure,(2) singleandmultipathroutingin therelayinfrastruc-
tureusingroutingmetrics,(3) loadbalancingin therelayinfras-
tructureto make bestuseof thechannelcapacity, interfacesof
meshnetwork. For eachof theseproblems,we presentin detail
ourdesign,prototypeimplementationandperformanceresults.

A. Outlineof thePaper

Section II describesin detailour MeshClusters referencear-
chitectureandprovidesoverview of the four designproblems
we address.SectionIII describesour secureauto-con�guration
scheme.SectionIV describesdesignof theroutingarchitecture
and packet forwarding componentsof MeshCluster. Speci�-
cally, we presenta new AODV basedrouting schemecalled
AODV-ST that optimizesthe commoncasetraf�c �o w from
relaysto gateway. We describeour load balancingsolutionin
SectionV. In SectionVI we describedesignof threedifferent
schemesfor supportingend-device mobility. SectionVII de-
scribesour prototypeimplementationof the MeshClusterand
SectionVIII presentsvariousperformanceresults. We review
relatedwork in SectionIX. Finally, SectionX presentsourcon-
clusionsandon-goingwork.

I I . MeshClusters REFERENCE ARCHITECTURE
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Fig. 1. MeshCluster:referencearchitecture



The MeshClusterarchitectureillustrated in Figure 1 con-
sistsof two new network elements:the relay andthe gateway
nodes. The relay elementsare multi-radio systemsthat sup-
port two kindsof wirelessnetwork interfaces:accessandrelay,
whereasgatewayelementssupport:relayandInternetback-haul
(up-link) interfaces.Theend-userMobile Nodes(MNs) access
network using the accessinterfaces. The relay interfacesare
usedto constructa self-con�guring, secure,managed,power-
adaptive packet forwarding backbonebetweenthe relay and
gateway nodes.Theaccesslinks canbebasedon 3G (e.g:[13])
or 802.11[12]standards,whereasthe relay links canbe based
on802.16or 802.11.

Thegatewaysareconnectedto theInternetvia wired (Ether-
net)or wireless(1xRTT, EV-DO, 802.16)up-links. Theplace-
mentof relaysandgateway nodesdependson the deployment
scenario.For example,in caseof municipalmetroareanetwork
aimedatproviding broadbandaccessto end-users,relayscanbe
mountedonpolesandthegatewaynodesmaybelocatedin data
centersin oneof thedowntown buildings.Thein-building mesh
networkssuchasenterprisebuildings,conventioncenters,mu-
seumsmay follow similar structuredplacement.In both these
scenarios,relaynodeswill bestationary. On theotherhand,in
applicationswheretransientnetworks arecreatedsuchasdis-
asterrecovery, outdoorevents,relaysmaybeplacedarbitrarily
andmaybequasi-stationary. In somecasessuchasdefenceap-
plications,wheresoldiersin vehiclesuserelaysto communicate
to their command-and-controlvia a remotegatewaynode,relay
mobility maybesigni�cant. In ourwork, wedonotaccountfor
this scenario.

A MeshCluster-Manager entity, optionally co-locatedwith
the gateways, implementsmanagementand monitoring func-
tions suchaspower level andfrequency assignmentfor access
andrelaylinks, load-balancingin therelaycluster, andmobility
andauthenticationsupport.
DesignProblems: We considerfollowing designproblemsin
the context of MeshClusterarchitecturewith 802.11basedre-
lay network andpresentour solutions:(1) Robust,secureauto-
con�guration and associatedprotocol, (2) Packet routing and
forwarding in the relay clusterthat adaptsto failuresandnet-
work conditionssuchas load and interferenceand optimizes
common-casetraf�c, (3) loadbalancingin therelay infrastruc-
ture,and(4) Seamlessend-usermobility acrosstherelaynodes.

Due to spaceconstraintswe do not considerthe problemof
designinginterference-awareschemesto assignchannelsto re-
lay andaccessinterfaces.Oursolutionfor thischallengingprob-
lemcanbefoundin our paper[45].

I I I . SECURE AUTO-CONFIGURATION

MeshClustersusesasecureregistrationandauto-con�guration
protocolto registerwith theMeshCluster-Manager. This proto-
col operatesat theIP layerandemployswell known ideasin the
work of the ZeroConfworking group[11] andsecurityproto-
cols.

Eachrelay runsa auto-con�gurationagentinitialized at the
boottime. Thisagentusesoneor moreof therelayinterfacesto
listen to ESSIDbroadcastsfor all adhocnetworksoperatingin
its area.For eachESSID,theagent�rst joinstheadhocnetwork
using the BSSID broadcast.It then picks an IP addressfrom

the zero-con�gurationaddressspace169.254.*.*andjoins the
IP basedrelayinfrastructure.The16bitsof theselectedaddress
canbecomputedusingatruncatedhashof theMAC addressand
time-of-the-daystring. Sincehashis likely to beunique,prob-
ability of the event of multiple nodesbooting simultaneously
picking thesameaddressis signi�cantly low.

The relay nodethen listensfor the gateway advertisements,
periodicallyreceivedandrebroadcastby therelaysalreadypart
of theMeshCluster. Theseadvertisementscontaingateway ca-
pability informationsuchasInternetback-haullink speeds,re-
lay capacity, bestpathavailablethroughtherelaythat rebroad-
castthe gateway advertisementsetc. The agentbegins a con-
�gur ationsessionwith oneor moregatewaysselectedbasedon
certaincriteria, for exampleclosestgateway— gateway which
canbe reachedby a shortesthop-countpathor basedon capa-
bilities suchascapacity– leastloadedgatewayor highcapacity
gateway.

Theauto-con�gurationprotocolsupportsoptionalauthentica-
tion phasein which the agentperformsmutual authentication
to the gateway using security credentialssuchas digital cer-
ti�cates or symmetrickey storedin relay in tamperproofhard-
ware.TheauthenticationprotocolresemblesIEEE 802.11i[14]
with thekey differencethatExtensibleAuthenticationProtocol
(EAP)packetsareIP-encapsulatedinsteadof Ethernetencapsu-
lation. Any of EAP schemesthatsupportmutualauthentication
anddynamicsessionsecuritykey derivationsuchasEAP-TLS,
EAP-SIM,EAP-AKA maybeemployed.Usingthederivedses-
sion keys all packet �o w betweenthe relay and gateway can
be encrypted. Also, note that we don't focus on the security
of the routing protocol in the relay network. We arguethat if
eachrelaynodeis authenticatedto thegateway, a commondy-
namicgroupkey canbesecurelydistributedandusedto protect
routing protocolmessages.Clearly, to achieve this, relay net-
work may operatetwo ESSIDs,one(e.g: Join Mesh)for traf-
�c duringauthenticate-and-joinphaseandother(e.g: Authenti-
catedMesh)for postauthenticationphase.

The relay agentconveys its capabilitiessuchasnumberand
type of radio interfacesand its observed environmentsuchas
visible neighborsin differentfrequency ranges,observedinter-
ferenceetc. which maybeusefulto thegateway for frequency
assignment.The gateway conveys con�guration parametersto
the relay suchasESSIDfor access,frequenciesusedon relay
andaccessinterfaces,power levels to use,mobility methodto
use,addressingschemes,andany path-speci�cinformation.Af-
ter thecon�gurationsessionis complete,thezeroconfaddressis
relinquishedbut thesecurityparametersfor thesessionmaybe
preservedfor futurerecon�gurations.

IV. MESHCLUSTER ROUTING ARCHITECTURE

We consideredvariousdesignoptionsdetailedin thefollow-
ing:
� Layer-2 vs. Layer-3 Routing: Shouldthemeshroutingsolu-
tion operateat layer 2 or layer 3? Conceivably, the relay net-
work couldemploy layer-2 Ethernetbridgingandits associated
802.3dspanningtreebasedforwarding. In this case,theaccess
cloudof all relaysappearasabig layer-2 networkatthegateway
nodes.This hasthe advantagethat no accessandrelay subnet
managementis requiredand layer-3 mobility is rathereasyto



support. However, suchvirtualizationcomeswith the cost of
transportingthe entire layer-2 packet originating in the access
networksto thegateway nodesanda complex virtualizing Eth-
ernetlayer. Also, naive useof protocolssuchasDHCP, ARP,
RARP that employ layer-2 broadcastcan result in bandwidth
wastagein therelays.
On the contrary, a layer 3 solutiondoesnot suffer from these
drawbacksand also, operateseffectively acrossthe different
physicallayer technologiesthatmaybeusedin a heterogenous
meshnetwork deployment. This requirementis especiallyim-
portantwith therapidinnovationin physicallayertechnologies
andtheincreasingavailability of themin themarket.
� Leveraging existingLayer-3 wireline routing protocols: Can
we leverageexisting wireline routing protocolssuchasOSPF
or RIP for routingwithin themeshnetwork? Suchanapproach
if adoptedwould take advantageof extensively testedandopti-
mizedwireline protocolsfor routingwithin themesh.Further-
more, the taskof network managementwould be greatlysim-
pli�ed becauseof theeasyavailability of toolsthatmanageand
monitorwirelineprotocols.However, wirelineroutingprotocols
oftentimesresultin relaysexchangingahighvolumeof periodic
controlmessages,which canbea signi�cant traf�c overheadin
bandwidthconstrainedwirelessmeshnetworks. Furthermore,
wireline routing protocolstypically assumethat the relaysare
static.This assumptionfails to hold in a wirelessmeshnetwork
whererelayscanbemobile.Wirelineprotocolscanthereforebe
inef�cient in handlingnetwork mobility
� Optimizingfor common-casetraf�c: In mostdeploymentsce-
nariosof meshnetworks, a signi�cant portion of traf�c in the
relaynetwork is dueto end-useraccessto servicessuchasweb
servers,VPN gateways,databaseand�le serversin thewiredin-
frastructuresuchastheInternetor enterprisenetworks.Thedata
traf�c, suchasVOIP, multimedia�o ws,betweenenddevicesin
accesscloudsof two differentrelayswill bea small fractionof
the total traf�c. As suchoptimizing routing to ef�ciently sup-
port forwardingof the commoncasei.e. the gateway destined
traf�c canimproveperformanceof therelayinfrastructure.
� Using existing ad hoc routing protocols: Finally, we con-
sidered using existing ad hoc routing solutions, such as
AODV [44], DSR [29], andOLSR [20] for routing within the
mesh.Theseprotocolsinherentlysupportnetwork mobility and
aredesignedto be low-overheadin their operation.Thesefea-
turesmakesthemattractive for usein wirelessmeshnetworks.
OLSR is a link staterouting protocol,analogousto OSPFand
relies on knowledgeof completetopology information at all
nodes. It is quite ef�cient if the traf�c is distributed equally
likely betweenany two pairsof nodeswhich is in contrastto our
commoncasetraf�c argument.As suchOLSRoverheadandca-
pability maybea overkill. On thecontrary, AODV is a simple,
low-overhead,reactive routing protocol that is standardizedin
IETF andhaspublic domainrobustimplementations[33], [10],
[9]. Therefore,we useAODV asa baseMeshClusterrouting
protocol. One can conceivably designa hybrid protocol that
reactsto traf�c patternandswitchesfrom a AODV basedpro-
tocol to a OLSR-basedprotocolin theevent traf�c distribution
becomesmoreuniform. We do not considerthis modeof oper-
ation.

A. Designof AODV-ST

Wearguethatuseof AODV “as-is” leadsto apoormeshrout-
ing solutiondueto following operationalde�ciencies:
1. AODV lacks support for high throughputrouting metrics:
AODV is designedto supportthe shortesthop count metric.
This metric favors long, low-bandwidthlinks over short,high-
bandwidthlinks. Furthermore,AODV computesthemetricus-
ing a broadcastdiscovery mechanism.Broadcastpackets are
typically sentat the lowest data rate and hencethe propaga-
tion characteristicsof higher datarate unicastpackets cannot
be accuratelypredictedusingbroadcastpackets[34]. Because
of thesereasons,AODV canselectrouteswith poorend-to-end
throughput[22].
2. AODV lacks an ef�cient route maintenancetechnique: A
routediscoveredwith AODV maynolongerbetheoptimalroute
further along in time. This situationcanarisebecauseof net-
work congestionor the �uctuating characteristicsof wireless
links. AODV lacks a provision to re-discover the new opti-
malroute.Severalproposedtechniques[40], [36] overcomethis
drawbackby discoveringmultiple routesto adestination.These
routesarethenindividually monitoredfor their pathcharacter-
istics. In a large-scalewirelessmeshnetwork, the numberof
pathsmonitoredby therelayscanpotentiallybevery largeand
canresultin highcontrol-traf�c overhead.
3. AODV routediscovery latencyis high: AODV is a reactive
routing protocol. This meansthat AODV doesnot discover a
routeuntil a �o w is initiated. This routediscovery latency can
behigh in large-scalemeshnetworks.
4. Large routing table sizes:AODV is designedfor classicad
hoc networks where traf�c �o ws are betweennodesor node
clustersratherthanbetweennodesandInternethosts.Sosim-
plistic reuseof AODV implementationsresult in routing table
entriesat relaynodesfor all Internethostsaccessedby endde-
vices in the accessclouds. As suchthe routing tablescanbe-
comeunnecessarilylarge. AODV mustbeaugmentedwith ap-
propriatetunnelingmechanismsto optimizerouting tablesize
for commoncasetraf�c.

Our enhancedAODV-SpanningTree (AODV-ST) protocol
eliminatesabove limitations asfollows: First, it supportshigh
throughputmetrics,suchasETX [21] andETT [24]. Ourcurrent
implementationsupportsthe ETT metric [24] althoughother
metricscanbe easilysupported.Second,it proactively main-
tains of spanningtreeswhoseroots are the gateways in the
meshnetwork to signi�cantly reduceroute discovery latency
andachieve lightweight, soft stateroutemaintenance.Last, it
employs IP-in-IP tunnelsto reducetheroutingtableat relaysto
sumtotal of numberof relaysandaccesssubnets.

Figure2 illustratestheconceptof AODV-STspanningtreefor
a samplenetwork of sevenrelaysandtwo gateways.Eachrelay
in thenetwork lies on two spanningtreesST-1 (shown by solid
lines)andST-2 (shown by dashedlines). Thegatewaysinitiate
thecreationof thespanningtreesby emanatingperiodiccontrol
messagesthatareselectively broadcastedin thenetwork. Each
spanningtreeis createdsuchthata relaynodeon a treelies on
theoptimalpathto thegateway correspondingto that tree.The
routemaintenanceoverheadis kept to a minimum becausethe
pathsto all relayson the spanningtreesareproactively main-
tained. Furthermore,the routediscovery latency is eliminated



Fig. 2. Gateway speci®cspanningtrees.

aseachrelay in the network is awareof an optimal pathto its
default gateway. A relaychoosesthegatewaywith which it can
achieve thehighestcapacity(asdeterminedby theroutingmet-
ric) asits default gateway.

For relay-to-relaycommunication,AODV-ST relies on the
reactive routediscovery strategy utilized in AODV. Conceptu-
ally, AODV-ST is a hybrid routing protocol: it usesa proac-
tive strategy to discover routesbetweencommonlyusedend-
points(relay-to-gateway)andusesa reactivestrategy for routes
betweenless-commonlyusedend-points(relay-to-relay).

In the following, we �rst provide a brief overview of AODV
andandthendiscussthespeci�csof protocoloperation.

B. AODV Overview

AODV is an on-demandad hoc routing protocol[44]. For
neighbordetection,AODV can useeither broadcastHELLOs
or link layer feedback.Routediscovery is basedon a < route
request,route reply> cycle. Route discovery begins with a
broadcastRouteRequest(RREQ)messagecontainingthedes-
tination addressfor the requestedrouteanda RREQsequence
numberthat guaranteesloop-freeoperation. As the RREQ is
propagatedthroughoutthenetwork,eachintermediatenodecre-
atesa reverserouteentry towardstheoriginator(source)of the
RREQ.An intermediatenodeforwardsonly the �rst RREQit
receivesfrom the originator. If the destination-only�ag is set
in theRREQmessage,only thedestinationis allowedto issuea
RouteReply(RREP).If thedestination-only�ag is notsetin the
RREQ,an intermediatenodeis allowedto issueanRREPpro-
videdit hasanactive routetowardsthedestination.TheRREP
messageis unicasttowardsthe sourcealong the reverseroute
setupduring RREQpropagation.As the RREPis propagated,
intermediatenodeson the reverseroutecreatea forward route
entry for the destinationnodein their respective route tables.
Whenanactive routebreaks,thenodein the routethatdetects
the breakhasthe option of doing a local repairby �nding an-
other route towardsthe destination,or sendinga RouteError
(RERR)messagetowardsthesourceto notify it of thebreak.

Fig. 3. Duplicaterouterequestis rebroadcastedif it is receivedonabetterpath.

C. TheAODV-STRoutingProtocol

In AODV-ST, the gateways periodically broadcastRREQ
messagesto initiate the creationof spanningtrees. Before a
RREQis broadcasted,a gateway setsthe destination-only�ag
in the RREQ and sets the RREQ destinationaddressto the
network-wide broadcastaddress. Thesesettingsdifferentiate
normalroutediscovery RREQsfrom the RREQsfor spanning
treecreation.A RREQalsocontainsa metric �eld which is set
to zeroby thegateway. Whenanintermediaterelayreceivesan
RREQ,it checksif the RREQis a gateway-initiatedRREQ.If
the conditionis satis�ed, it createsa reverserouteto the gate-
way providedtheRREQis receivedon thebestknown pathto
thegateway. Therelaycanmake this determinationbecauseof
the metric �eld containedin the RREQ.This �eld is updated
by eachintermediaterelayto representthecharacteristicsof the
pathit hastraversed.Thespeci�c handlingof the �eld at each
relay is dependenton the pathmetric beingused. To simplify
theexplanation,we postponethediscussiononmetrichandling
to thenext subsection.Oncearelaycreatesareverserouteentry
for the gateway, it sendsa gratuitousRREPbackto that gate-
way. This gratuitousRREPalsohasa metric �eld that is setto
zero initially. The �eld is updatedat every intermediaterelay
on thepathto thegateway. Whenanintermediaterelayreceives
thegratuitousRREP, it createsaforwardrouteto theoriginating
relay. It updatesthepathmetricto theoriginatingrelaywith the
metricvaluecontainedin thegratuitousRREP.

A relay re-broadcastsa gateway initiated RREQonly if the
pathtraversedby theRREQis thebestknown pathto therelay.
Note that an intermediaterelay doesnot wait until it receives
all RREQsbeforepicking the bestoneto rebroadcast.This is
requiredto reducetheroutediscoverylatency. Thiswouldmean
that an upstreamrelay could receive a duplicateRREQ from
the samedownstreamrelay if the duplicateRREQ represents
a betterreversepath. This modeof operationis illustratedin
Figure3. RelayD in the �gure receivestwo RREQsfrom the
gateway G that traversetwo differentpathsa andb wherea is
betterthanb. Assumethat theRREQa is slightly delayedwith
respectto RREQb. WhenD receivesRREQb, it rebroadcastsit
as it arrived on the �rst pathknown to it. However, whenthe
delayedRREQa is received,D rebroadcastsit becauseit arrived
on the betterpath. Relay U thereforereceives two duplicate
RREQsfrom D.

As theRREQis broadcastedhop-by-hopthroughoutthemesh
network, thespanningtreeis implicitly formedthroughthecre-



ation of reverseroutesto the gateway at the relays. The time
interval betweensuccessive gateway-initiatedRREQsis set to
tensecondsin our implementation.We empiricallydetermined
this interval to be a goodsetting. Eachrelay on receiving the
successive RREQsupdatesits reverseroutesbasedon themet-
ric �eld containedin them.

For relay-to-relaycommunication,a relay node initiates a
RREQwith thedestination�ag setandthedestinationaddress
setto theaddressof thenodeto bereached.Thedestination�ag
is setbecausethemostup-to-datepathinformationis required
at thesourceduringpathselection.Thehandlingof theRREQs
at the intermediatenodesis similar to the proceduredescribed
above.

D. RoutingMetric Supportin AODV-ST

A routing metric usedwith AODV-ST must satisfy two re-
quirements:First, the metric must increasein value with in-
creasinghopcount. This is requiredto prevent loop-freepath
selection. Second,it mustbe a bi-directionalmetric, i.e., the
metricmustgiveequalweightageto apath'sperformancein the
forward andreversedirections. This is necessaryfor two rea-
sons. First, TCP �o ws arebi-directionalin nature. Therefore,
bothdirectionsof a pathmustbeconsideredduringrouteselec-
tion. Second,AODV-ST createsa reverseroute to a gateway
uponreceiving a RREQthat traversesin the forward direction
from thegatewayto therelays.Therefore,themetricmustrepre-
senta path's performancein bothdirections,otherwiseAODV-
ST canselectuni-directionalpaths.

Our current implementationof AODV-ST supportsthe Ex-
pectedTransmissionTime(ETT) metric[24]. ETT is ameasure
of the expectedtime neededto successfullytransmita packet
of a �x ed length,s, on a link. It yields high throughputpaths
becauseit selectsapathwith theleastdelay.

ETT is givenas(etx � s=b) whereetx is theexpectednum-
berof transmissionsnecessaryto sendapacketonthelink [21];
s is the sizeof the packet (setto 1024bytesin our implemen-
tation); andb is thebandwidthof the link. etx is computedby
issuingperiodicbroadcastprobemessages(senteverysecondin
our implementation)in the forward andreversedirectionsand
by measuringthecorrespondingforwarddeliveryratio (df ) and
thereversedelivery ratio (dr ) for apredeterminedtime interval.
This time interval is set to ten secondsin our implementation.
Theetx for the link is thengivenasetx = 1=(df � dr ). The
link bandwidth,b, is determinedusingfeedbackfrom theradio
driver. Wemodi�ed thehostapdriver[2] usedin our implemen-
tationto supportthefeedbackof thelink daterateeverysecond.
Thedrivercomputesper-secondlink dataratesby averagingthe
dataratesof packetsthat traversea link in the onesecondin-
tervals. Wherea driver doesnot provide ratefeedback,we rely
on packet-pairprobing[32] to estimatebandwidth. In our im-
plementationof this technique,apairof packets,onesmall(134
bytes)and the other large (1200bytes),aresentback-to-back
every minutefor tenminutesin bothdirectionsof the link. As
soonasthesmallersizepacket is received,a timer is startedto
measurethe delayincurredin receiving the larger packet. We
choosethe minimum of ten delaysamplesto estimatethe link
bandwidth.Thelink bandwidththenis simplytheratioof packet
sizeandminimumdelay. We usetheminimumdelaysampleto

reduceany adverseimpactqueuingdelayshaveonthetransmis-
sionof thepacketpairs.

TheETT metric,however, is notanoptimalchoicein amulti-
radio wirelessmeshnetwork becauseit doesnot considerthe
frequency diversi�cation of a path during path selection[24].
Thiscanleadto sub-optimalroutingin ourcurrentimplementa-
tion. We areexploring varioustechniquesto enhancethe ETT
metric to accountfor frequency diversi�cation. One possible
approachis to usethe WeightedCumulative ExpectedTrans-
missionTime (WCETT) metric [24]. WCETT requiresknowl-
edgeabouteachlink in the path,suchas the link' s delayand
its assignedfrequency. This requirementcan be easily satis-
�ed by usinga link-stateroutingprotocolsuchasOLSR[20] or
OSPF[37]. On theotherhand,AODV-ST is a distance-vector
routingprotocolin which link-level informationis not dissem-
inatedby design. This complicatesthe supportof WCETT in
AODV-ST. As futurework, weplanto incorporatein AODV-ST
a simple,low-overheadschemeto accumulatelink-level infor-
mationso that a metric like WCETT canbe easilysupported.
We are currentlyevaluatinga link-level accumulationscheme
similar to theoneusedby AODV-bis [43].

V. MESHCLUSTER LOAD BALANCING

A. LoadBalancingDe�ned

Load balancingis a desirablefeatureto have in a wireless
meshdeployment. It reducescongestionin the network, in-
creasesnetwork throughput,andpreventsservicedisruptionin
caseof failure. Loadbalancingin wirelessmeshnetworkscan
bede�ned in thefollowing two ways:
� Path load balancing: Path load balancingcan improve net-
work performanceandreliability by distributing traf�c among
a setof diversepaths.Thereareproposalsto achieve pathload
balancingin wirelinenetworks[31], [19] andmulti-hopwireless
networks [38]. Pearlmanet. al. [42] show that path load bal-
ancingprovidesnegligible performanceimprovementin wire-
lessmulti-hopnetworksbecauseof routecouplingof candidate
pathsbetweencommonendpoints. Routecoupling is a result
of the geographicproximity of the candidatepaths. This can
leadto self-interferencebetweenthosepathsandcantherefore
adverselyimpactperformance.
� Gatewayloadbalancing: In thisinterpretationof loadbalanc-
ing, traf�c is distributedamonga setof gatewaysin the wire-
lessmeshnetwork, i.e.,oneof severalgatewaysis chosenasthe
egresspoint for �o ws originatingfrom thenetwork. We believe
that the performanceimprovementwith gateway load balanc-
ing will begreaterthanwith pathloadbalancingbecauseroute
couplingof pathsto differentgatewaysfrom anendpointin the
meshis expectedto be lessin a well-planneddeployment. For
this reason,theMeshClusterarchitecturesupportsgatewayload
balancing.To thebestof our knowledge,thereis no prior work
ongateway loadbalancingfor wirelessmeshnetworks.

B. GatewayLoadBalancingProtocol

Thissubsectionprovidesanoverview of thegatewayloadbal-
ancingsolutionsupportedby theMeshClusterarchitecture.

An accessrelay(relaythatis alsoanaccesspoint) lieson the
spanningtreescorrespondingto the gateways in the network.



The spanningtree formation is describedin SectionIV. The
accessrelay thenselectsoneof the discoveredgatewaysasits
default gateway. The default gateway is the one with which
therelaycanachievethehighestcapacity(asdeterminedby the
routingmetric).Theaccessrelaytypically usesthedefaultgate-
wayastheegresspoint for all the�o ws initiatedby it.

Eachaccessrelayin thenetwork alsomonitorsthequality of
the bestpath to eachof its gateways. The bestpath is simply
the path on the spanningtree computedfor that gateway. As
describedin SectionIV, all pathson a spanningtreecreatedfor
a gateway representtheoptimumpaths(in termsof therouting
metric) from the gateway to the relayson that tree. The path
quality is monitoredusingasimpleroundtrip time(RTT) prob-
ing tool. The tool reportsRTT valuesfor eachof thegateways
in thenetwork. Thegateway with the least-delayis designated
astheleast-loadedgateway. In anunloadedwirelessmeshnet-
work, thedefaultgatewaywill typicallybetheleast-loadedgate-
way. Notethatthis is only truewhentheroutingmetricusedto
computethe spanningmetricsis a delaymetric. Whenan ac-
cessrelay detectsthat its least-loadedgateway and its default
gateway are different, it infers that there is congestionin the
network on thepathleadingto its default gateway. In this case,
all the new �o ws initiated by the relay utilize the least-loaded
gatewayastheir egresspoint.

The relay doesnot migrateany of its existing �o ws to the
least-loadedgateway. This is requiredin any MeshClusterde-
ployment that doesnetwork addresstranslation(NAT) at the
gateways,otherwise�o w migrationcanresultin thedisruption
of �o ws unlesstheper-�o w stateat the network addresstrans-
lators (NATs) is alsomigrated. We note that the migrationof
per-�o w stateacrossNATs is a non-trivial problemto solve.
Therefore,we mandatethat the migrationof existing �o ws be
avoided.This requirementcanberelaxedif themeshrelaysare
assignedglobally routableaddressesin which casenetwork ad-
dresstranslationwouldnotberequiredat theegresspoints.

Themigrationof �o ws to theleast-loadedgatewaycanresult
in route-�apping.Route-�appingoccurswhenseveral�o wsmi-
grateto a least-loadedgatewayandthis resultsin thepreviously
usedgatewaybecomingunloaded.Therelaysdetectthechange
in statusand start utilizing the original gateway as the egress
point. Theswitchnow resultsin thesecondgateway becoming
unloaded.Route-�appingcanprevent both egresspoints from
being usedequally and can also result in frequentpacket re-
ordering.Thisproblemof route-�appingis morelikely to occur
whenexisting �o ws in thenetwork arealsoallowedto migrate
acrossgateways. We arecurrently investigatinga gateway ar-
bitration protocol to alleviate the route�apping problem. Our
preliminaryideais to placeanarbitrationmanagerateachgate-
way in thenetwork. Agentssituatedat theaccessrelaycontact
thearbitrationmanagerbeforeswitching�o ws. Becausethear-
bitrationmanageris awareof �o w migrationrequests,it canin-
telligently migrate�o ws in orderto mitigateroute-�apping.

VI . MOBIL ITY SUPPORT

It is essentialto supportseamlessmobility of userswithin the
meshnetwork. Thereareseveralmobility mechanismsthatcan
beemployed,suchas,mobileIP [25], simpleDHCPbasedmo-
bility, andMobile NAT [18]. We describethesethreein detail.

Mobile IP baseddomainmobility
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Mobile-IP(MIP) [25] hasbeenstandardizedfor Internetscale
mobility for end-hosts.We can easilyemploy the samesolu-
tion for domainmobility in thecontext of meshnetworks(Fig-
ure 4). In this case,the MIP HomeAgent (HA) is co-located
with the gateway nodeswhereasthe MIP ForeignAgent (FA)
functionality is instantiatedin the accessnetwork in eachre-
lay element. The enduserdevice (MN) is assigneda homeIP
address(HADDR), staticallyduringcon�guration,or usingdy-
namichomeaddressassignment.The MN detectsa changein
layer-2 associationby monitoringthe MAC addressof the ac-
cesspointsin therelay. In theeventof accesspoint switch,the
mobileIP client in theMN initiatesamobileIP registration(so-
licitation, advertisement,and registration)with the FA on the
new accesspoint. Oncethe registrationis complete,the home
agentat thegatewaynodewill tunnelall traf�c for themobileto
thenew foreignagent.

In theevent,HA usesonly privateaddresses,theMIP is used
asa domainlevel micro-mobility method.If HA employs pub-
lic addresses,thentheMN is reachablefrom thepublic Internet.
The drawbacksof this solutionare: (1) needfor a specialized
MIP client softwareon eachrelay nodeandneedfor FA sup-
port on the relay. If the MIP client implementsco-locatedFA
mode,FA supportat therelay is optional. (2) Associatedman-
agementoverheadfor con�gurationof HA, FA andHADDR. (3)
Slow handoff latenciesunlesscross-layerindicationandother
fasthandoff mechanismsareemployed.

MobileNAT basedmobility

MobileNAT[18] is a new techniquethat usesNetwork Ad-
dressTranslation(NAT) operationsand specializedmobility
agentsin the signalingpathto achieve transparentmobility. It
canbeemployedto supportintra-domainmobility in meshnet-
works. Thekey ideashereareillustratedin Figure5. Thegate-
way nodehereservesas the Anchor Node (AN) which NATs
all endusertraf�c to externalInternethosts(suchascnn:com).
From the perspective of the external hosts all traf�c is an-
choredon the public IP addressesof the gateway (AN) node.
The MN acquiresa �x ed IP addressAv when it �rst boots
and associateswith one of the relays. MobileNAT allows it
to hold this addressas it roamsacrossaccessnetworks of re-
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lays. To understandthis, considera TCP �o w to correspon-
dentnode(CN) cnn.com. TherelaynodeNATs thetraf�c with
(SA = Av ; DA = CN N; SP = x) to (SA = Ap1; DA =
CN N; SP = y1) usinga rule (Ap1 7! Av ; x 7! y1) andtun-
nelsto AN using(SA = Ap1; DA = AN ) tunnelheader. The
AN NATs this further to (SA = AN ; DA = CN N; SP = z)
with a rule (Ap1 7! AN ; y1 7! z). Whenthe MN movesto
a new relay nodewith external IP addressAp2, the mapping
at AN is changed(Ap2 7! AN ; y2 7! z) anda new mapping
(Ap1 7! Av ; x 7! y2) at therelay. Thechangeof mappingrules
at therelayandAN aresignalingpathoperationsarecarriedout
by mobility agentsoftwarerunningat theAN andrelays.This
softwarealso detectsarrival new “visiting” nodesat the relay
by performingIP-level packet �ltering of packetswith missing
NAT rules.Notethattheschemehasseveraladvantages:(1) no
client sidesoftwareis required. (2) The schemeis agnosticto
routingprotocolin the relaynetwork. (3) Theaccessnetworks
of relayscan be managedas separatesubnetsor as part of a
largesubnet.(4) Addressesvisible in therelaynetwork arethat
of theexternallyvisibleApi addressesof therelays.Noneof the
Av addressesof theMNs arevisible,keepingtheroutingtables
quitecompact.
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Figure6 illustratesasimplermobility schemewhichrelieson
DHCP, AODV andmonitoringof layer-2 eventsin the access

networksof relaynodes.Much like MobileNAT schemeabove,
it allows client to acquirea dynamicIP addressandmaintain
that addressas it movesacrossmultiple relays. Also, it relies
on a mobility manager(MM) at the gateway nodesanda mo-
bility agent(MA) on therelays.TheMA in therelaysmonitor
changesin the layer-2 802.11associationsto detectnew visit-
ing mobile endpointsandpropagateroutesfor thecorrespond-
ing IP addressin the AODV basedrelay network. If the MN
hasan addressx, for the traf�c destinedcnn:com, thepackets
(SA = x; DA = CN N ) tunneledto thegatewaywith a tunnel
header(SA = x; DA = GW ). The reversetraf�c to x does
notneedto betunneledandcarries(SA = cnn:com;DA = x).
Whenever, AODV routerequestarelaunchedfor x, themostre-
centrelaywith x, respondswith a routerreply. The artifactof
this is that the forwardingentry for addressx appearin AODV
routing tablesat the relay nodes.The MAs in differentrelays
in themeshcanallow proactiveupdatesamongstthemselveson
detectionor lossof MNs to helpmake AODV stateupdatefast.
Thiscanhelphandoff performanceandalso,helptrackmobility
of theenduseracrossmultiple relaysin thenetwork.

Oneimportantissuethataffectstheperformanceof this tech-
nique is how well hostoperatingsystemon the MN reactsto
switchingbetweentwo accesspointsin themeshnetwork. If the
ESSIDfor accesscloudson all relaysis identical,thehostOS
only requirescompletionof layer-2 associationwith new AP;
it doesnot requirean additionalDHCP requestand response
to con�gure its interfaceIP address.As a resultthehandoff is
muchfaster. On the otherhand,if eachrelay accessESSIDis
different,in absenceof any out-of-bandor pre-con�guredinfor-
mation,theOSmayassumetheworstandrestartDHCPtrans-
actions. Even thoughsameIP addressmay be returned,if the
protocol stackassociatedwith the interfaceis always brought
down during this processto accountfor the worst caseof ob-
taining a differentIP address,all �o ws arebroken. Therefore,
we would recommendkeepingthe ESSIDthe samefor all ac-
cesspoints in onemeshnetwork. The only easyalternative is
to usea mobile IP client, which masksof suchdisconnectsby
design.A proof-of-conceptimplementationof our schemehas
beencompleted.

Therearetwo main drawbacksof this schemes:(1) It relies
on theproactive discovery of new locationof an MN via route
discovery mechanismof AODV andassuchis tied to therelay
routingprotocol.(2) Theroutingtablesizein therelaynetwork
increaseslinearlywith thenumberof mobilenodes.In presence
of largenumberof mobilenodes,theroutediscovery andtable
sizecanproveto beaprohibitivepenalty.

VI I . PROTOTYPE IMPLEMENTATION

Our protototypeimplementationof MeshClusternodesem-
ploys a small form factorsingle-boardcomputerwith 2 PCM-
CIA slots,onemicro-PCIslot andbuilt in 100 Mbps ethernet
interface.[6]. As such, the relay nodesin our prototypecan
have uptothree802.11interfacecards,whereasgateway nodes
canhave onewireline andthreewirelessinterfaces.ThePCM-
CIA interfaceson the gateway node can be populatedusing
SierraWireless/Airprime[5]1XRTT or EV-DO wide-areawire-
lesscards. The MeshClustersoftwarerunsLinux 2.4 andker-
nel andimplementsa broadsetof functionalitiesin theform of
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modules,suchasAODV-ST relay modulebasedon the NIST
AODV kernel implementation,an enhanced802.11hostapac-
cesspoint, IP servicesmodules(QoS,DHCP, NAT, Dynamic
Firewall), Security and Accounting (RADIUS server/client),
web services(web portal, caching,web-basedcon�guration),
andmobility support(Mobile IP, andMobileNAT variant).

We also useda mobility client software that managesmul-
tiple network interfacesto supportautomatedinterfaceselec-
tion andseamlessmobility handoff usingMobileIP. Themobil-
ity client,developedasa partof our researchon 802.11and3G
integration, includesa completeMobile-IP stackthat supports
per-subnetFA [50] andco-locatedFA [50] modesandperforms
mostof themobility management[17].Currentversionof mo-
bility client doesnot integratethe new mobility techniquede-
scribedin SectionVI.

VI I I . PERFORMANCE EVALUATION

Thissectionpresentsresultsfrom ourevaluationof theMesh-
Clusterarchitecture.We �rst presentour goalsandtheevalua-
tion methodology.

A. GoalsandEvaluationMethodology

Ourgoalis to evaluatetheindividualcomponentsof thearchi-
tecturesuchasthemeshauto-con�gurationscheme,therouting
solution,the loadbalancingscheme,andthemobility manage-
mentschemes.Due to spaceconstraints,we omit resultsfrom
ourevaluationof theloadbalancingscheme.Weplanto present
thoseresultsin a forthcomingpaper.

For theauto-con�gurationscheme,we areinterestedin ana-
lyzing the time it takesfor all devicesin the meshnetwork to
join thenetwork. Wevarythenumberof interferingnetworksin
thevicinity of themeshto studytheimpactof suchnetworkson
thetime takenfor auto-con�gurationto complete.We rely on a
simulation-basedevaluationbecauseit allows us to easilycon-
trol thenumberof interferingdevicesin ouranalysis.Achieving
thisobjectivein atestbedenvironmentis challenging.Weutilize
theQualnetsimulatorfor this evaluation.

To gaugetheperformanceimprovementswith theMeshClus-
ter routing solution,we compareAODV-ST againstAODV in
termsof end-to-endTCPthroughputon theUCSBMeshnet[8],
atwenty-� venodewirelessmulti-hoptestbeddeployedin a� ve-
�oored of�ce building on thecampusof UC SantaBarbara.We

utilize twentyof themthataredeployedon the �rst four �oors
in our comparision. Figure 8 shows a map of the �oors and
the locationof the testbeddeviceson the various�oors. The
testbeddevicesareof two types.Theonesindicatedby squares
in the �gure aresmall form-factordesktopcomputersrunning
Linux 2.4.27. Eachof thesecomputersis equippedwith a En-
Genius2511-CDIEEE 802.11bradio. The onesindicatedby
circles are Linksys WRT54G wirelessrouters,eachequipped
with aBroadcomIEEE802.11b/gradio.They areinstalledwith
theOpenWRT Linux distributionandutilize Linux 2.4.20asthe
kernel.

Finally, we evaluatethe mobility managementschemesby
utilizing a smaller testbedconsistingof four nodesin a line
topologyA - B - C- D. NodesA, B, C,andD, areIBM Thinkpad
T21 laptopsrunningLinux 2.4.27.NodesA andB areequipped
with a singleradiowhereasC andD areequippedwith two ra-
dioseach.A is designatedasthegateway, B asarelay, andCand
D asaccessrelays.All theradiosusedin thissetupareEnGenius
2511-CDIEEE802.11bradios.Ourgoalfor thisevaluationis to
comparethetwo mobility managementschemesin termsof the
delayassociatedin handingoff from oneaccessrelayto another.

B. Results

Auto-Con®guration Scheme: Our simulationenvironment
is a network topologyconsistingof 30 meshrelaysrandomly
distributedin a terrainof 1000x1000m.All relaysareequipped
with a singleIEEE 802.11aradio. At thestartof a simulation,
eachrelayrandomlypicksa channelto operateon. Oneof the
relaydevicesis designatedasa gateway. Thegateway initiates
periodic advertisementsevery secondto indicateits presence.
An advertisementis embeddedin a AODV Hello messageand
is propagatedhop-by-hopthroughoutthenetwork asHello mes-
sagesareexchangedbetweenrelaysthat have joined the mesh
network. We implementeda layer2 beaconingmechanismthat
arelayusesto issueperiodiclink-layerframes(every100msec)
thatcontaintheESSID(name)of thenetwork it hasjoined.This
link-layer frameresemblesIEEE managementframesthat are
exchangedbetweenstationsthat arepart of a IEEE 802.11ad
hoc network. At the startof the simulation,only the gateway
is assignedan ESSID.A relay listensfor 200 millisecondson
eachsupportedchannel(12 in all in our simulation) in order
to receive ESSIDadvertisements.It thenjoins eachdiscovered
network for a periodof threesecondsto listen to gateway ad-
vertisements.If a relay receivesgateway advertisementson a
particularESSID, it attemptsto register with the gateway. If
theregistrationis successful,therelayis a partof themeshnet-
work. Therelaythenpropagatesthegateway advertisementsto
its neighborsusingAODV Hello messages.

Usingtheabovedescribedsimulationsetup,wemeasuredthe
timetakenfor all therelaysto join themeshnetwork in presence
of varying degressof interference.We introducedinterference
by varyingthenumberof devicesexternalto themeshnetwork
from zeroto �fty in incrementsof ten.Eachinterferingdeviceat
thestartof a simulationrandomlyselectsa channelandESSID
nameto operateon.

Figure9 representsthe time (on Y axis) taken by the thirty
devices(on X axis)to join themeshnetwork. In theabsenceof
interferingdevices,themeshrelaysjoin thenetwork within 20



Fig. 8. Mapof twentynodesthatarepartof theUCSBMeshnet.Thesquaresindicatesmallform-factordesktopdevicesequippedwith wirelessradios.Thecircles
indicateLinksysWRT54Gwirelessrouters.Thenumbernext to a device indicatesthe¯oorof thebuilding thedevice is on. Thegateway is markedwith G.
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Fig. 9. Bootstraptime with varyinginterference

secondsof startup.A breakupof thejoin timeis asfollows. The
relaysthat are immediateneighborsof the gateway take 2400
milliseconds(12 channels* 200 millisecondsper channel)to
scanall channelsfor ESSIDS.Sincetherearenointerferingnet-
works, they discover the only ESSIDthat is advertisedby the
gateway. The relaysthen join the discoveredESSIDfor upto
threesecondsin orderto listen to gateway advertisements.Af-
ter receiving the advertisements,they join the meshnetwork.
With increasingdistancefrom thegateway, themeshjoin time
increases.Thisis becauserelayscloseto thegatewaydonotfor-
wardgateway advertisementsuntil they join themeshnetwork.
As thenumberof interferingdevicesincreases,we seethat the
join time alsoincreases.This is becausetherelayscanjoin the
network advertisedby the interferingdevicesbeforediscover-
ing themeshnetwork. Note,however, thatthetimetakento join
thenetwork doesnot increaseby a signi�cant amount.For in-
stance,evenwith �fty interferingdevicesin the vicinity of the
meshnetwork, morethan80%of all nodesjoin thenetwork un-
deroneminute,andall devicesjoin thenetwork within oneand
half minutesof bootup.Our resultsindicatethattheMeshClus-
ter auto-con�gurationschemecanreducenetwork management
overheadduring meshdeploymentbecauseof its capability to
quickly bootstrapameshnetwork without manualintervention.
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AODV-ST Routing Performance In our comparisionof
AODV-ST againstAODV, we setall radioson the Meshnetto
useauto-ratefeedback[30] andsetthenumberof link-layer re-
transmissionsto eight.We designatedthenodeindicatedby the
solidsquarein �gure 8 to bethegateway. Wesettheroutecache
timeoutvaluefor AODV-STto AODV' sdefaulttimeoutvalueof
threeseconds.We conductedtwo setsof experimentsby vary-
ing thetransmissionpowerof radiosin theMeshNet.We varied
the transmissionpower to gaugeits impacton routing perfor-
mance.In the�rst setof experiments,all nodeswerecon�gured
to transmitat 200mW. In the secondset, the nodeswerecon-
�gured to transmitat 100mW. For anexperimentset,all nodes
exceptthegateway sendthirty secondsworth of TCP traf�c to
the gateway oneat a time with a gapof � ve secondsbetween
eachtransfer. The � ve seconddelayallows for any statein the
routecachefrom theprevioustransferto betimedout. Thecol-
lectionof thirty secondtransfersis performedin successionfor
AODV andAODV-ST. Thisarrangementensuresthattheresults
obtainedusingthetwo routingprotocolsarecomparable,since
theTCPtransfersarerunwithin afew minutesof eachother. Fi-
nally, we repeatthesetof transfersthreetimesfor eachrouting
protocolto averageoutany variancein measurements.

Figure10showsresultsfrom our comparisionfor the�rst set
of experiments.TheX andY axesindicatethroughputin Kbps
attainedwith AODV andAODV-ST respectively. The average
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throughputof thegoodpathscomprisingof only onehopon the
meshnetis greaterthan4000Kbps.AODV-SToffersnoperfor-
manceimprovementoverAODV becausebothprotocolschoose
theonehoppathfor thedatatransfer. Five suchdatapointsare
not depictedin thegraphin orderto improve theclarity of the
graphin thelowerthroughputranges.Fromthe�gure, it is clear
thatAODV-STofferssigni�cant throughputimprovementsover
AODV. Note the region of the graphnearzeroon the X axis.
Severaldatapointsin this region indicatethatAODV-ST offers
greaterthan250Kbpsthroughput,whereaswith AODV theat-
tainedthroughputis lessthan70 Kbps. This is becauseAODV
usestheshortesthopcountmetricwhich typically selectspaths
comprisedof long,low-bandwidthlinks; AODV-STontheother
handutilizestheETT metricwhich takesinto acccountlink re-
liability andlink bandwidthduringpathselection,whichresults
in AODV-STselectingaleast-delaypath.TheETT metric,how-
ever, canresult in AODV-ST selectinghigherhop-countpaths
thanpathsselectedusingtheshortesthop-countmetricaswith
AODV. We veri�ed thatthis is truefor thedatapointsin the�g-
ure. In a majority of thecases,thehop-countwith AODV-ST is
onemorethanwith AODV; for thedatapointscloseto zeroon
theX axis,thehop-countwith AODV-STis oftentwo morethan
with AODV.

Figure11 shows resultsfrom our comparisionwith theradio
transmitpower set to 100mW. Again we omit � ve datapoints
with throughputabove 4000Kbpsto improve theclarify of the
�gure. AODV-STresultsin improvedperformanceoverAODV.
However, theperformanceimprovementsarenot assigni�cant
as in the above case. This is becauseof the effect transmit
power hason the neighborconnectivity of the meshnetnodes.
Becauseof thereducedtransmitpower, theneighborconnectiv-
ity is sparserthanin the200mWcase.As a result,thenumber
of candidatepathsavailable from a sourceto a destinationis
smallerandis of higherhop-count.As a result,thereis ahigher
likelihoodthatAODV andAODV-ST choosepathsthatoverlap
with eachother. We validatedthis to be the caseby compar-
ing thepathsselectedusingAODV andAODV-STandfoundan
increasein pathoverlap. We believe that the increasedoverlap
resultsin comparablethroughputswith thetwo protocols.

Evaluation of Mobility Schemes: Weimplementedbothmo-
bile IP basedmobility andDHCPbasedmobility. As discussed

Fig. 12. Mobile-IP Latency

Fig. 13. Simple-IPLatency

in SectionVI, wedeployeda foreignagentin eachof theaccess
nodes,anda homeagentin the gateway node. In the caseof
simpleIP basedmobility, we implementeda mobility agentin
the accessnodes. This agentgetsindicationfrom layer-2 that
a new nodehasjoined. Figure12 shows the switchingdelay
for mobile IP basedscheme,andFigure13 shows thedelayfor
DHCPbasedmobility.

In mobile IP basedmobility, the client resumedits network
connectionin 760ms,andin simple IP mobility, the client re-
sumedits network connectionin the new network in 5.2 sec-
onds. The individual componentsof latency are as shown in
Figure12andFigure13. As seenin the�gure, thelayer-2 asso-
ciationis accomplishedin lessthan200ms,however, thelayer-3
attachmenttakesmuchlonger.

Although we expectedbetter latency in simple IP based
scheme,we did not observe this in practice. This is due to
the speci�c way Windows DHCP client handlesa new attach.
In Windows, the client restartsthe entireDHCP processif the
wirelessnetwork card changespoint of attachment.As a re-
sult, the Windows client startsoff a DHCP DISCOVER, OF-
FER,REQUEST, ACK sequence.We canattemptto cut down
thedelaybetweenDISCOVER andOFFER,however, thedelay
betweenOFFERandREQUEST is internal to Windows. If it
couldchangetheprocess,andsimplyverify thatit is attachedto
the sameIP subnetandmaintaintheconnections,it would en-
ablea simpleseamlessmobility with low latency. We intendto
explore theseoptionsfor improving DHCP basedmobility, es-
peciallysinceit doesnot requireanaddedclient in theenduser
device.



IX. RELATED WORK

Thereexists a lot of relatedwork that is in someway con-
cernedwith wirelessmeshnetworks. While it is not possible
to summarizeall theproposalsbecauseof spaceconstraints,we
presenta representativesamplebelow.

Considerableresearchhasaddressedthe problemof routing
in wirelessmulti-hop networks [20], [26], [29], [44]. Ear-
lier works focusedon wirelessad hoc networks whereenergy
limitation and mobility are major constraints. Thesepropos-
als utilize the shortesthop count metric as the path selection
metric. This metric hasbeenshown to result in poor network
throughputbecauseit favors long, low-bandwidthlinks over
short,high-bandwidthlinks [22], [34]. More recentproposals
aim to improveroutingperformanceby utilizing routeselection
metrics[21], [23], [24].

Wireless multi-hop networks suffer from seriouscapacity
degradation due to the half-duplex nature of the wireless
medium[27]. Several proposalsaim to alleviate this capacity
problemby revampingtheMAC layerto supporttheintelligent
selectionof a wirelesschannelduringpacket transmission[15],
[28], [39], [49]. Other proposalsaim to improve the capac-
ity by equippingrelayswith multiple radios [24], [45], [47],
[51]. Somewirelessmeshhardwarevendorsalsooffer multi-
radio meshroutersthat utilize proprietarychannelassignment
schemes[1], [3], [7].

Little work hasfocusedon developingsystemarchitectures
for wirelessmeshnetworks. Bicket et. al. evaluatethe MIT
Roofnetarchitecture[16] and�nd thattheirCambridgeRoofnet
deploymentcanprovide usersof the network with usableper-
formancedespitelack of carefulplanningin deployment. The
MeshClusterarchitectureis similar in spirit to theMIT Roofnet
architecture.Thekey distinguishingaspectbetweenthetwo ar-
chitecturesis that the Roofnetarchitectureis speci�cally tar-
getedfor communitynetworkswhererelaysareexpectedto be
static and end-usermobility is minimal; the MeshClusterar-
chitectureis alsowell-suitedfor deploymentswhererelaysand
end-usersaremobile. Examplesof suchdeploymentsinclude
transientnetworksdeployedfor search-and-rescueandmilitary
operations.

Therehave beena numberof testbedmulti-hopwirelessnet-
work deployments[4], [8], [24], [48]. A majority of suchde-
ploymentsare intendedfor conductingresearchon multi-hop
wirelessnetworks.Thereis alsoagrowing deploymentof com-
mercial wirelessmeshnetworks aroundthe world. Suchde-
ploymentssupportlast-milebroadbandconnectivity, emergency
services,andremotemonitoringapplications.Someof thehard-
ware vendorsthat offer deployment servicesinclude Tropos
Networks,Strix Systems,andFiretideInc.

X. CONCLUSIONS

Wirelessmeshnetworking hasemergedasa promisingnew
technologyfor the rapid deploymentof wi relessnetworks for
applicationssuchassearchandrescue,homelandsecurity, and
metro-scaleb roadbandconnectivity. Although several mesh
networking hardwarevendorsareoffering servicesfo r thede-
ploymentof wirelessmeshnetworks, the researchcommunity
in generalhaspaidlittle att entionto thedesignof architectures

andsystemsthatcanful�ll thepromiseof thisnew technology.
TheMeshClusterarchitecturedescribedin this paperis our at-
temptat ful�lling this gap.

We identi�ed the following critical challengesthat must be
addressedfor meshnetworking to reach its full potential: (1)
meshnetwork auto-con�guration,(2) high-throughputpacket
routing, ( 3) meshnetwork load balancing,and(4) a mobility
managementframework thatcanensureseamlessusermobility
in themeshnetwork. We describedin detail thedesign,imple-
mentation,andevaluat ion of componentsof the MeshCluster
architecturethataddressthesechallenges.

As future work, we areinvestigatingthe useof multiple ra-
dios to improve the capacityof the MeshClusterarchitecture.
Currently, we areimplementingan interference-awarechannel
assignmentschemethattakesinto accountinterferencefrom co-
locatedwirelessnetworksduringchannelassignment. We are
alsodevelopinga routing solutionthat is optimizedfor multi-
radio,multi-channelwirelessmeshnetworks.Our initial analy-
sis indicatesthat reactive routingprotocolssuchasAODV and
DSR may suffer from control packet �ooding problemsin a
multi-radio,multi-channelnetwork becauseof themultitudeof
pathsthatareavailablein suchnetworks. We arealsointegrat-
ing meshnetwork managementandmonitoringutilities suchas
DAMON [46] into theMeshClusterarchitectureto assistin the
managementandmonitoringof wirelessmeshnetworks. Our
goalis to offer theMeshClusterarchitecturefor downloadto the
researchcommunitysothat it canleveragethis architecturefor
researchanddevelopmentpurposes.
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