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Abstract— Multihop wireless networks are ideal as infrastruc- network can track these resources by their relative prayjmi
tures for location-aware network applications, particularly for  and make their location available to users in the network.
disaster recovery operations. However, one missing compent  \ypile data location is a well known problem, it faces new
is an efficient and scalable distributed data location sendge. . . : .
Existing approaches impose significant communication ovéead chall_enges _'n the context of multihop wireless r_'etwor!(SStF'
on the underlying wireless layer and generally limit the toal Multihop wireless networks present a dynamic environment
number of locatable objects in a network. To address this due to intermittent device connectivity, unreliable wésd
problem, we present the Integrated Data Location Protocol |inks and mobility in the network. Hence, solutions based

(IDLP), which provides scalable location of a large number 6 4, centralized service agents or conceptually static iestit
objects by integrating compressed summaries of object sigiures h direct t il ide hiahl liabl

into the routing layer. We evaluate our approach using extesive such as direc ory_ agents W! prQVI e highly unreliable re-
simulations in Qualnet, as well as detailed measurementsdm a  Sults. Second, without a wired infrastructure and network

deployed AODV-implementation on the UCSB MeshNet testbed. structure, object location on multihop ad hoc networks can
Re_sults ;how that ID_LP maintains low comm_unication overhed incur unacceptable control traffic overheads with appilicat
while efficiently locating up to a hundred objects per node. layer techniques. Third, the bandwidth constrained natdire
multihop wireless networks implies a trade-off betweentrain
protocol overhead and search accuracy. An ideal solutims, t
Spontaneous wireless ad hoc networks are a flexible extshould adopt a concise object representation technigque tha
sion to wired infrastructure. Wireless routers can be dyicksupports unique object identification while imposing mialm
deployed over poles, buildings or even transport vehicleggntrol protocol overhead.
and require minimal existing infrastructure. In the wake of In this work, we propose Integrated Data Location Protocol
Hurricane Katrina, multihop wireless networks have emergélDLP), a light-weight distributed object location solori for
as critical communication infrastructure during emergendenultinop wireless networks. The IDLP architecture attesipt
disaster recovery. With wireline phone service and cellulaninimize control protocol overhead; handles the constaden
networks disabled by Katrina, a wireless network designetiurn that is characteristic of multihop wireless netwoeksd
for video surveillance was the only functional communigati addresses the bandwidth limitations and unreliable links o
system remaining. During Katrina’s recovery, the VolPficaf a wireless environment. In IDLP, each node creates a data
carried by the mesh network represented a lifeline for strugignature of its objects and advertises these signatur@sgh-
gling local businesses. The wireless mesh network is giyeraut the network by leveraging routing control packets. &mi
credited for the population growth from 50,000 to 250,008dvertisements from other nodes are associated with gutin
from November 2005 to February 2006 entries and stored in the routing table. Object queries rgene
Timely communication and information sharing is critioal t ated by applications are searched locally within the rautin
the success of any emergency or disaster recovery operatfehle amongst data signatures before invoking a netwodewi
While years of research have focused on reliable and effici&garch for a provider node. This technique utilizes theigdart
wireless routing techniques, much less attention has baieh popology information available at the nodes and minimizes
to wireless infrastructure support for information shgrsuch network-wide search operations. Together, these tecbaiqu
as data location and distributed search. In addition totioga allow us to locate objects within a decentralized wireless
and access to mobile data, these techniques can also becappietwork while maintaining low communication overhead.
to locate objects and resources based on their proximity toThe rest of the paper is organized as follows. First, we
wireless nodes or access points. For example, emergefptgvide background on existing content location schemes
workers might search for the location of resources such ifis Section Il. We then present the design of an Integrated
food, medical supplies and clothing, rescue equipment sugata Location Protocol (IDLP) in Section Ill. We evaluate
as ambulances and flashlights, or individual people suchthe performance of IDLP through Qualnet simulations in
fire-fighters or military personnel. Nodes in an ad hoc wisle Section 1V, followed by results obtained from a deployment
of IDLP on the UCSB MeshNet testbed in Section V. Finally,
Lhttp://www.infoworld.nl we summarize and conclude in Section VI.

I. INTRODUCTION



1. RELATED WORK the cost of distributing service records. In contrast, oorkw

S ) ) specifically addresses the challenge of representing & larg
Significant work has gone into the design of scalable serviggjiection of data objects, while our integration with AODV

discovery systems for the wired Internet. Some solutiomsh's eans service summaries are distributed on-demand.

as LDAP [1], JINI [2] and SLP [3], rely more on centralized ging|ly, the Geography-based Content Location Protocol
client-server archltectu_res. chers, such as DNS [4], &[6b (GCLP) [26] is a push-based technique where nodes periodi-
and the Berkeley Service Discovery Service (SDS) [6], levegaly publish object information by forwarding the infortien

age hierarchical architectures to scale to large numbersQfgo directions across the network. Nodes on the publish
records and across network domains. In particular, thederlgath cache these records. Other nodes perform objectdacati
ley SDS uses Bloom filters [7] to summarize service descrigy forwarding a query in all four directions. Nodes at the
tions across network domains in order to route queries t0 thfersection of the publish and query paths use their local

appropriate local servers. Similarly, Bloom filters areoalsed 4ches to resolve queries. We compare our work against GCLP
to locate data objects in both the Summary Cache [8] and figcause it is one of the most popular and efficient of the
Probabilistic Data Location [9] projects. Unlike these jpats, existing approaches.

we cannot rely on a stable underlying network topology to
build state for query forwarding. In addition, interferenon I1l. DESIGN

wireless links and the resulting bandwidth constraintsitim \ye now describe the Integrated Data Location Protocol
the amount of acceptable communication overhead for data(@Lp)_ To support data location while minimizing commu-
service location. . _ nication overhead, IDLP embeds location information com-
A number of service location systems for wireless networkessed adata signaturesnto routing control messages in the
work at the application layer. Some use a decentralized astwork. Nodes store data signatures along with routingesnt

proach based on peer-to-peer (P2P) caching [10]-[13].ewhih the routing table and use them to resolve data location
others use a hybrid of P2P and directory-based architggyeries.

tures [14]-[16]. Still others push service discovery doha t
network stack in order to work more closely with the routing.. Data Location and Routing Integration

layer [17]—{20]. Multihop wireless networks present a dynamic environment
In [16], the authors adopt a two phase hybrid architectugparacterized by nodes joining/leaving the network, node
similar to the Kazaa file-sharing network [21]. Local dict mobility, changes in the topology and variable link quality
ries (supernodes) aggregate service records and res@@k Ijote that this is a fundamentally different problem fromadat
queries. When local resolution fails, a directory forwatide |ocation on static networks, where approaches such aselifec
query towards other directories likely to have relevantinfa-  diffusion [27] can optimize routes to data over time. These
tion. Query forwarding is guided by aggregate summaries pfoperties make wireless routing an inherently expensive p
service records using Bloom filters, identical to the wayrguecess. Popular reactive routing protocols such as AODV [28]
forwarding is performed in the Berkeley SDS [6]. Howevelnd DSR [23] require a network-wide flood ofa@ute request
mobility patterns of the underlying nodes require deletingiessage to discover routes to an unknown node.
records from Bloom filters, an expensive and difficult task. ~As a baseline strawman approach to data location in a
Ekta [15] performs data location on wireless networksultihop wireless network, we consider the simple solutibn
by layering a distributed hash table (DHT) on top of théroadcasting the query across the network (similar toute
Pastry [22] P2P network. To locate an object, it must first hequestmessage). With thiguery floodingapproach, we can
moved to the wireless node whose Pastry identifier matchgmultaneously build a route and resolve a query. This smpl
closest with the object. If metadata is stored instead of tkelution is guaranteed to work and has the same cost as a
object itself, a client node must use P2P routing to locate thingle route discovery operation. Thus, any new solutiostmu
metadata, and then redirect to the object. Despite thermtegresolve queries at a lower cost.
tion of DSR [23] source routes, the resulting query redicect  This is a difficult challenge for application-level solutm
multihop overlay routing, and DSR route maintenance traffig single extra application-level hop could require a newteou
can impose significant overhead on the wireless nodes. discovery, resulting in a network-wide broadcast. The ltegy
The approaches in [20] and [17] embed service recorttaffic would impose more overhead than the strawman solu-
inside ZRP [24] route advertisements and ODMRP [25] multtion described above. For example, a client using a dirgetor
cast advertisements, respectively. Nodes are requireddw k based approach must send a message to the directory server,
the service to UUID mapping or the service to multicast grouthen possibly contact another server for the actual object o
mapping, a priori. These mechanisms work for discoverinigformation. Each of these steps may result in a route discov
small sets of well-defined services but are ill-suited foe thery cycle and thus may be more expensive than a complete
general problem of data location, where a priori mappinggiery using query flooding. Similarly, query resolutionngsi
are not possible. In addition, the UUID approach limits thstructured peer-to-peer overlays [22], [29] involves niplgt
number of data objects searchable (at most 16 in [20]), ahdps on the overlay network. Each overlay hop may result
the proactive nature of local ZRP advertisements increasasa new route discovery operation and thus may be more
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Fig. 1. Hashing multiple object names into a single Bloonefilt dissemination.

Before we discuss the use of Bloom filters in IDLP, we first
outline their operation. A Bloom filter [7], [8] is a method
expensive than a complete query using query flooding. ¢f representing a se = {aj,as,...,a,} Of n elements
general, all application level approaches that assumdestato support set membership queriés,, to check whether an
network routing will likely incur much higher messagingelementa, is a member ofd. The Bloom filter consists of a
overhead compared to the naive query flooding approach. vectorv of m bits and a set ok independent hash functions,
Therefore, an efficient data location system must be awdre ho, ..., hx, €ach with an output rangfl, ..., m}.
of the availability of routing state at the network level.i¥h  The construction of a Bloom filter that represents the set
calls for a cross-layer approach that integrates dataitotatA is done as follows: For each elemantc A, the bits at
and wireless routing. IDLP integrates a data location comppositionsh; (a), ha(a), . .., hi(a) in v are set to one. Thus a
nent into the routing protocol by piggybacking data locatiobit at positionn in the Bloom filter is set if there is at least
information onto routing control messages. Routing cdntrone element:,, in A such that3i,1 < ¢ < k, h;(a,) = n.
messages are used as vehicles to disseminate the data ladasther bit positions are set to zero. We show an example of
tion information of each node into the network, eliminatin@loom filter construction in Figure 1 where= 3, m = 16.
the need for explicipublish messages. Client nodes resolve Given a Bloom filterB, we can check for the existence of an
queries by accessing the data location information in thejbjectb by examining the value of the bits in the Bloom filter
routing tables. at positionshy (b), ha(b), ..., hi(b). If any of the bits is set to
zero, therb is definitely not present in the set represented by
B. On the other hand, if all the bits are set to one, then it is
The integration of data location into the wireless routingropable that the objedt exists in the set represented By
level requires a compact representation of data objects thgywever, it is possible that even with all the respectives bit
imposes the minimum amount of storage and communicatiggt, the object may not be present in the set, an occurrence of
overhead. The data representation must be able to effigientka|se positive The false positive rate can be controlled as per
encode the presence of multiple data objects per node, @ndpg requirements of the application by choosing the apjatepr
impose a significant overhead as the number of objects grgWmber of hash functions, the size of the Bloom filtern,
in the wireless network. and taking into account the average number of objects used
Given the stringent storage and communication constraiftSthe construction of each Bloom filter.
of wireless networks, we choose to support only data looatio note that we are choosing larger Bloom filter sizes to
via a unique name, rather than more multi-field queries suglinimize the occurrence of false positives in data sigrestur
as those supported by LDAP [1] or the Berkeley SDS [6fnerefore, our gain from Bloom filters’ support for lossy
For application of IDLP to service discovery, we assume thgmpression is marginal. Instead, we exploit Bloom filters
presence of a canonical ontology that maps generic terginly as a compact representation of a dynamic datasee Sin
into a single name. For example, queries for “fire fightefi js not possiblea priori to know the number of objects
or “fireman” would map into “fireman.” Such an ontologyi, the network or to assign them sequential identifiers, the
mapping can be provided by the wireless service providgioom filter signatures act as a compact naming scheme to
at the application level. In addition, location-based rfiets ;ccommodate a dynamically changing set of objects.
such as “find the nearest X" can be resolved by augmenting, section Iv, we analyze the effects of the Bloom filter

query results with GPS positioning information. parameters on the performance of IDLP and list the values of
The key challenge is to find a scalable, compact represgna g, used in our implementation of the protocol. We now

tation of data object names. In a network where each wirelggSscrine the use of Bloom filters in IDLP and the propagation
node can offer multiple data objects or locate multiple B&s, ¢ ha Bloom filters in the network

we need a mechanism whose overhead increases in size with
the number of nodes in the network, not the number of obje%s
per node. Each node can then serve a number of objects or
services using metadata of a constant size, or a urnigte IDLP resides above the routing protocol in the protocol
signaturethat represents the contents of the directory listingtack of each node in the network. The protocol accepts and
Bloom filters [7] provide an ideal solution for our needshandles object location queries from a querying applicatio
They compress a set of elements into a fixed size stri@ueries from the application are assumed to be a uniqugstrin
and support set membership queries on the string. Gengraifentifier for the objecti.e. a file name, URL or service name.

B. Compact Data Signatures

IDLP Operation



IDLP is also responsible for responding to object locationsed to generate the data signature during initializatibhP
gueries from peer nodes in the network. then searches the current AODV routing table and selects
a) Data Signature Initialization:At each node, the ini- all the nodes whose data signatures have the bit positions
tialization phase of the protocol involves the construttad pq,po, ..., px Setto 1. These nodes form thobal candidate
the data signature that represents a summary of the setligtf and represent the set of all the nodes that may have the
objects shared by the node. The data signature is construaibjectO.
using the object identifiers of all the shared objects. Tlmid From this global candidate list, we designate a subset
tifiers of the shared objects can be filenames, URLSs, or serviof nodes ascandidate nodesWe describe the criteria for
names. These identifiers form the set elements.,...,a,, candidate node selection in Section IlI-D. The local nodmth
of the Bloom filter construction described in Section IlI-Bsends a unicast query message for objgcsimultaneously
This data signature is then passed to the underlying routittgeach candidate node. Upon receiving the query message,
protocol. The routing protocol incorporates the data digrea each node sends a response to the querying node about the
in its control messages, thus propagating it throughout theailability of the object. In other words, nodes that have
network. While IDLP is compatible with any reactive wiredesthe requested object respond positively and others respond
routing protocol, we chose AODV [28] as the underlyingnegatively.
protocol for our experiments in this paper. If no positive response is received at the querying node
Figure 1 shows an example of the construction of a datathin a timeout period, a network-wide broadcast query is
signature of a node that has two objects “Fireman” anditiated. On receiving this broadcast query message fer th
“FirstAid Station.” In this example the node uses a 16 bfirst time, a node that has the requested object sends a tinicas
Bloom filter and three hash functions. The bit positions faesponse to the originating node as described above. If it
each object are calculated and then combined to produce tloes not have the object, the node forwards the message
data signature for the node. to its neighbors. Duplicate copies of the broadcast query
b) Data Signature PropagationTo illustrate the propa- message are discarded. A querying node that receives taultip
gation of IDLP data signatures, we assume a scenario uspmgsitive responses, during either the unicast query phase o
AODV as the wireless routing protocol. A typical AODVthe broadcast query phase, can choose among the responses
routing table entry has the following structuredestination to select the closest node.
addr, next hop addr, route metric (hop count), sequence #,Figure 2 depicts a scenario that illustrates the query psoce
interface ID>. We augment the entry with an additionalConsider a disaster area with an ad hoc network that uses
field associated with each entry: the destination node’sADUDLP to provide a location-aware search facility. As shown
signature. in the figure, the ad hoc network is comprised of several
Route discovery in AODV is based on a network-widgeographically distributed wireless routers. Assume that
broadcast of the Route Request (RREQ) message, initiatedwiyeless routers employ IDLP with an eight bit-two hash
the source node. In IDLP, the RREQ message includes the datiaction Bloom filter. A rescue worker, connected to router
signature of the originating node. All the nodes in the nekwo M, wishes to locate a medicine kit closest to him and sends
receive this message and cache the routing information aheé corresponding query td/. On receiving this queryM
data signature for the source node. When the destinatiocomputes the bit positions for “Medicine Kit” and examines
receives this RREQ message, it responds with a Route Rejdy routing table to select the candidate nodes. Router
(RREP) message that includes its own IDLP data signatutetermines that router§, P and B are the closest routers
This RREP message is unicast along the reverse path of that may have a medicine kit nearby. It then unicasts queries
route. All nodes along this path record the routing infoliorat to each of these nodes. Routé&Fsand P respond positively
and the destination node’s IDLP data signature. Thus, with information about the medicine kits close to them. Rout
a network with many active flows, each node has sevei@| with the smaller hop count, is chosen as the closest router
routing entries with the corresponding data signaturethfese Note thatB is an example of a false positive. In addition, since
destinations. In addition, if AODV’'s HELLO messages ar¢here is an upper bound on the number of unicast queries sent,
enabled, each node’s routing table contains route entrids aome matching entries (such &§ will be omitted.
IDLP signatures for all of its neighbors. This process ofteou . ] .
discovery through the RREQ, RREP, and HELLO messag@s Candidate Node Selection Metrics
facilitates the propagation of the IDLP data signature i@ th Candidate nodes are selected from the routing table to re-
network without the need for explicit control messaging. ceive the simultaneous unicast queries. The purpose ofreend
¢) Location Query Resolution?We now outline the se- unicast queries is to minimize the network overhead astattia
guence of events and actions associated with resolving with a network-wide broadcast. If a route to a node that has
Object Location Query Assume that a node is trying tothe object is already known, that node is queried, thereby
locate an object with identifie®. IDLP then calculates the - | ot ‘q _— )
i iti — — _ In this example, we assume that the network distance 3La goo!
ﬁ:t ;Oleglgr?qsf‘?illter_ f(ﬁl gﬁl)s' g lQJje_Ct.hlil(OOte)’ tha:[p Pﬁas_h }fll]jrgcc)t)ion indicator of thepgeographic distance. In a practical de|nlua|(;tp,I additgional

A $hformation such as GPS coordinates of individual routeas be used to
hi, ha, ..., hy are the same globally known hash functionselect the closest router.
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Fig. 2. A rescue worker connected to wireless nddecontactsM with a query for the nearest medicine kit/ uses IDLP to resolve the query, finds four
matching entries, and issues unicast messages to threerof Map courtesy of http://maps.google.com.

preventing a new broadcast route discovery. Additionditig, IV. SIMULATION PERFORMANCE

selection of more candidate nodes helps reduce the effect O{Ne evaluate IDLP on the Qualnet simulation platform [30]

fal§e p05|t|v§s on the query resolution Process. By SenOI'[]ﬂder a variety of system parameters and environmental con-
unicast queries to more nodes, the probability of failuréhef ditions. We begin this section by describing the parameters

unicast query phase is significantly reduced. However,gelarand metrics chosen to evaluate IDLP. Next, we discuss the

number of unicast messages may cause the same overhead gg, ation of tradeoffs to determine our system pararsgter
a single broadcast message. In Section IV, we investigate tf} y |\ o evaluate the impact of environmental factors on

the choice of number of simultaneous unicasts and its impqﬁtLP Finally, we compare the performance and overhead of
on the overhead in the network. IDLP with the Geography-based Content Location Protocol

The selection of the candidate nodes from the global Ca('a;CLP) [26] and the simple query and flood approaches.
didate list is based on the following parameters: hop cofint o

the routing entry, and the timestamp of the routing entry. T8. Parameters and Metrics
ensure the locality property of the search, the candidalés10 ;1 1ations were carried out with 100 nodes in a network

are selected based on their distance from the querying nogpea of 2000m X 2000m with IEEE 802.11b as the MAC
Thus, the hop-count field in the routing table entry is used t%% '

| did q ih the | h | 1 er. The transmit power, receiver sensitivity and thdrma
select candidate nodes with the least hop-count values. se factor were chosen so as to achieve a reliable packet

timesltamphon the routing entr.y Is used ?}S the secogdary lf%\éeption range of about 200 meters. The network was static
tﬁ select the more regt_ant rouufng entr:y when .tWO nc()j es aree?(tcept during the experiments that explicitly consider ifityb

the same hop count distance from the querying node. AODV was used as the routing protocol. The Bloom filter hash
E. Node and Object Churn functions chosen were MD5, SHA1 and SHAS5@unable

Node ch ‘ o the bh f nodes ioi _salstem parameters include:

dOI ec u[ﬂ re etrs E IDeLPpIenomeno?hobnﬁ es 10|fn;n Object distribution:Object names are chosen from a list of
and ‘eaving the network. everages the behavior o E,}OOO,OOO unique Internet URLs. Randomly selected objects
routing protocol to handle the node churn in the networ

. : . re distributed across nodes. The number of objects per node
The routing protocol is aware of nodes that leave/join tt\?

network and correspondingly updates the routing tables T iaries from 10 to 300, and the replication factor per object
. P gly up o 9 lInumber of replicas in the network) varies from 1 to 20.
continuous process of table updates maintains the latest vi

. ; Maximum number of simultaneous unicasty: (As the
of the network and up-to-date data signatures. IDLP is thus . . : 19: ( .
. . . number of simultaneous unicasts increases, redundancy is
able to function well even in a dynamic network.

. ) ._introduced to accommodate the false positives generated b
Object churn refers to a change in the set of shared obje P g y

S, ' ;
) . he Bloom filter. We refer to the maximum number of allowed
When the set of objects shared at a node changes, its ”.DLP d8ultaneous unicasts as Increasingy increases the unicast
signature also changes. IDLP pushes updated data S|gﬂat%re

- . . i verhead and reduces the fraction of queries that require a
to the routing protocol for inclusion with future messagies. b q q

" . roadcast for resolution.
addition, the IDLP node proactively sends the updated dataBloom filter length £2): The length of the Bloom filter
signature to other nodes in the network that have a route to it . ’ - '
: : . S m, determines the false positive rate. We must choose an
The forwarding mechanism for this message is similar to the

propagation oflink break (ROUte Error) messages in AODV 3The optimal number of hash functions, to minimize false positives is
and has smaller overhead compared to a network-wide floodofn 2« 2, wherem is the number of Bloom filter bits and the number of
the update message. We limit the rate of proactive pubtjjshi;ﬁ‘se”ed elements [8]. The p_aramete'rs not known in advange. We therefore
. . . ix the number of hash functions to be three for our analysis.ct\bose these
in order to aggregate multlple ObjeCtS churns at a node h functions to achieve an even distribution of outputsthe result space.
reduce the network overhead. The functions do not have to be cryptographically secure.
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Fig. 3. Impact of Bloom filter lengthmn on per-query communication  Fig. 4. Impact of the maximum number of simultaneous ungcégt
overhead.

fnode for different Bloom filter lengths. The connected data
époints on the curve represent the average broadcast oderhea
unicast success rates but incurs greater store and diss@min mc_urred per node per query. The vertical Iine_ for each data
overheads. point on the curve represents the corresponding average per
ode unicast overhead per query. The top of each line thus

Routing state:!IDLP disseminates data signatures througrPl h I d head introduced b
route control messages. The amount of background traf'fic%fizresemSt e total per node overhead introduced by a.query

the system affects the amount of routing state present on t ¢ y-axis on the right shows the broadcast fraction peryquer

nodes, and consequently the likelihood of finding a matcmfrocorrespondlng to each data point on the -curve.
local routing entries. For our analysis, we assume a traffic & Observe from the graph that the unicast overhead forms

model where at any given time, 50% of the nodes have gsmall fraction of the total overhead per query. Total mgssa

active flow to another random node in the network. overhead depends largely on the fraction of queries thattres
We evaluate IDLP by examining both its performance arlg broadcast. The broadcast fraction remains below 20% in

its overhead on the system. The metrics for evaluation éteclu (€ région of low false positive rate. This region can be seen

Query overheadQueries are generated for all the object'

in the Figure 3 to be up to 50 objects with a 512 bit Bloom
in the network, and query source nodes are chosen randofifi§" length and up to 150 objects with a 1024 bit Bloom filter
in the network.Message overhead per queis the average

length.

per node overhead introduced by a query. The per noddt is interesting to observe that the broadcast fraction per
overhead represents the network-wide overhead averaged B{fry does not reach zero even when the false positive rate
per node. The message overhead includes the overhead calfs&pse to zero. The 16% minimum broadcast is due to the
by unicasts and broadcastBroadcast fraction per query @bsence of complete routing information at the nodes. This

represents the fraction of the total queries that result in"nimum broadcast fraction depends on the amount of rout-
broadcast. ing information in the network. Additionally, the maximum

Publish overheadPublish overhead is the amount of mesProadcast fraction per query does not reach 100% even when
saging overhead in bits per second required to distribujcob the fa_lse positive rate is .close.to 1_00%..Thi.s is because the
information in the network. We evaluate the publish oveche&€lection of nodes for unicast in this region is random and a
generated by IDLP. fraction of the unicast queries succeed with random selecti

End-to-end delayEnd-to-end delay is the amount of delay’f nodes.
encountered from the time of query initiation to the time of The publish overhead is independent of the number of
indication of a success or failure. The end-to-end delayisho objects in the network and depends on the Bloom filter length
be within acceptable limits for a data location system to den) and the traffic in the network. For the traffic model used

appropriate value ofm to support a specific number o
objects per node. A large Bloom filter length results in high

deployable. in the simulations, and assuming the average length of a flow
is about a minute, it was determined that a 512 bit Bloom
B. Performance Tradeoffs filter results in a publish overhead of about 2 kbps across

The choice of the Bloom filter lengtty, and the maximum the network and can support 50-75 objects with 80-90% of
number of simultaneous unicastg, impact the performance the queries successfully resolved through unicasts. A bi24
of IDLP. We first examine the impact of andn, keeping all Bloom filter results in a publish overhead of about 4 kbps
other system parameters fixed. Simulations were conductettl can support 150-175 objects per node with 80-90% of
with the system parameters specified in Section IV-A. Thhe queries resolved with unicasts. Clearly there is a taifle
object replication factor is five. between the overhead and the supportable number of objects

1) Bloom Filter Length: Figure 3 shows a plot of the per node in the network. We expect about 50-75 objects for
message overhead per query with the number of objects per target application scenario and hence choes®12 for
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the remaining analysis.

2) Maximum Number of UnicastsWe now examine the
impact of the maximum number of simultaneous unicas}s (
Figure 4 plots the message overhead per query witfihe
data points represent the average broadcast overheadgygr qu
while the vertical line represents unicast overhead peryque
It is seen that the broadcast overhead per query decreages as
increases. Whepn is low, the fraction of queries that result in 0
broadcast is high. Additionally, when the number of objects 0 5 10 15 20

. . . Number of replicas per object
per node is low, the false positive rate is lower and hence the
broadcast overhead for 25 objects/node is less than foerarg Fig. 7. Impact of mobility.
number of objects. As the maximum number of simultaneous
unicasts is increased, the false positives of individuatasts

are covered with redundant unicasts and hence all the curves . . .
reach a common low broadcast overhead per query result in broadcast. A large fraction of the queries $5%)

The unicast overhead shown by the length of the vertic%\lilcceed during the unica;t p.hase. ]
2) Impact of User Traffic:Since the amount of user traffic

lines indicates that the unicast overhead increases as i L ) . .
creases. However, note that when the false positive ratedffermines the routing information available at nodes & th

higher (100 objects/node), the increase in the unicasheaet NEWOrk, we evaluate IDLP with the routing state per node.
is much larger as) increases. This shows the importance di9ure 6 represents the effect of routing state per node on
appropriate selection of Bloom filter length. The maximurf® fraction of the queries resulting in broadcasts. When th

unicast overhead is limited by the amount of routing informd@!S€ Positive rate is low (25 and 50 objects per node in the
tion available at the nodes. graph), additional routes at a node result in a greaterifract

It is thus clear that a low value of (<2) can cause a IargeOf the queries succeeding during the unicast phase. However

fraction of the queries to result in broadcast. We obsermfr @t @ higher false positive rate (100 objects per node), the
the graph that about three unicasts can compensate for RgPability of choosing the false positive entries incesas

false positives created by the Bloom filter. Hence we choo@8d hence the existence of more routing information hde litt
n = 3 for further analysis of IDLP. effect on the fraction of queries that succeed during theasti

phase. This shows the importance of choosing an appropriate

C. External Factors value of m to suit the application requirements. A 512 bit

We now examine the impact of the environment driveBloom filter can support about 50-75 objects per node.
factors such as the object replication, user traffic and litpbi  3) Impact of Mobility: We performed mobility experiments
on the performance of IDLP. using the random waypoint model in Qualnet with different

1) Impact of Object ReplicationEigure 5 shows that there maximum node speeds. While the random waypoint model is
is an exponential decrease in the broadcast query fractithn whot ideal, it serves our purpose because we are only cortterne
increased replication of objects in the network. More egsi  with the impact of broken links and routes on the performance
in the network result in an increased chance of a routingsentf IDLP.
to a node containing the object. In addition, the fraction of Figure 7 shows the broadcast fraction per query with
entries in the routing table that contain the object in@seasdifferent maximum node speeds. We observe that mobility
When the replication is sufficiently large>(0), the false degrades performance at lower object replication facibfith
positive rate has little effect on the fraction of querieatth more replicas, redundancy from multiple simultaneous uni-
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Fig. 8. Comparing IDLP against GCLP and Query flooding.

casts mask the impact of broken routes at certain nodesFinally, Figure 8(c) compares object publication overhead
ensuring that they do not negatively impact the overall astic for GCLP and IDLP on a per-node basis. IDLP’s overhead
performance. is independent of the number of objects per node. When the
Since IDLP leverages routing control messages for datamber of objects per node is 50, IDLP provides a factor
signature propagation, the publish overhead increasgmpro of 25 improvement in publish overhead over GCLP. The
tionally with control messages and has been excluded frarbject publish overhead with GCLP increases linearly whth t
discussion here. We found the overall success rate in timember of objects. GCLP thus works best when the number
presence of mobility to be close to 100%. of objects per node is small. IDLP can support more objects
. . per node with an appropriate selection of Bloom filter length
D. Comparing IDLP to GCLP and Query Flooding It is thus suitable for both service discovery and data iooat

We now compare IDLP with the Geography-based Contegi, 5 greater number of objects per node in the network.
Location Protocol (GCLP) [26] described in Section Il and

a simple flood technique. GCLP is a push-based technique V. EVALUATION ON THE UCSB MESHNET
proposed for multihop networks, where data records and
gueries are forwarded across the network in each of the four
compass directions. Nodes at the intersection of the publis

and query paths use cached data to resolve queries. Because d ﬂj ﬂj
IDLP and GCLP share the same objectives, we compare their QJ/f ~— |/‘/7 Q\oo*
performance. Note that GCLP only returns the location of the S : >

object while IDLP forwards messages to the object’s locatio

T T T |

/ ded/%\ /ﬁ S
To compare the overhead fairly between the protocols, we &fj'ﬁ\\;ﬁ #/ S
assume that GCLP uses an idealized routing protocol, and \J .ﬂl” / \-ﬁl
hence only incurs an additional message overhead to teavers i{_)ﬂ% =
the shortest path between the client node and the object
location. Since GCLP does not ensure a query success rate
close to 100%, we extend GCLP to resort to a broadcast
search upon failure to locate an object. This is represente
as GCLP++ in our performance comparison results.

Figure 8(a) shows a comparison of per node mess

Fig. 9. UCSB MeshNet Testbed.

dl'o understand IDLP performance in a real network, we
imeplement IDLP and deploy it over the UCSB MeshNet

estbed. The testbed consists of 25 nodes distributed over five
overhead per guery between IDL.P' GCLP, GCLP++ af‘d Queﬁ ors of the Engineering | building on the UC Santa Barbara
flood approgches. Query flood mv_okgs a network-wide f.loocampus. Figure 9 shows an approximate representation of
for each object query and hence is likely to generate h'g}}%re physical layout of the 16 nodes used for evaluating
overhead. It is interesting to observe that the performan P. There are wo types of nodes in the network: Linksys
.Of Query floqd _degrades as the. number of object replic T54G routers and small form-factor Intel Celeron-based
increases. This is due to a surge in the reply overhead. GC 6 boxes running Linux. Each WRT54G node consists of
shows a low query overhead even with few object replicas. = " - :
However, Figure 8(b) shows that GCLP has a relatively lgt\e\gvo Linksys WRT54G wireless devices connected together.

. ) . ne device serves as a mesh node running AODV, while the
success rate when there are few object replicas in the nietwar, .
other is used for out-of-band management of the node. Each

++ ; . X .
GCLP++, IDLP and Quer_y flood all achieve a success ratesz 6 box is equipped with a PCMCIA 802.11b radio and a
close to 100%. IDLP achieves query success rate comparable . L

. - _ . ... wired Ethernet interface. The IEEE 802.11b radio is used for
to GCLP++ without periodically publishing object availktyi

data across the network. “http://moment.cs.ucsb.edu/meshnet
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Fig. 10. Unicast success rate and overall success rate aesgweith number of objects in the network.

manifests during data signature publication in one dioagti
because the publishing node may be unreachable in the other
direction. The other cause of poor performance was the use of
hop count as the routing metric by AODV. Researchers have
shown the shortest hop count metric to perform poorly foadat

Fraction of successful queries

04 1 delivery [34]. This adversely affected the query succes$s ra
02k Unicast (50 Objects/Node) —— | with IDLP. . ) .
. Uﬁ’féﬁ;?'{ 1(38 83 gggmggg; - Once_our investigation revealed these performance factors
o Overall (100 Objects/Node) ;= we decided to use an ETX-based enhancement proposed
0 1 2 3 4 5 for AODV called AODV-ST [35]. AODV-ST maintains bidi-

Number of replications per object rectional link connectivity information at each node. Rout

Fig. 11. Unicast success rate and overall success rate bjittaeplication. _SeleCtion relies on this i_nformation and the most reliatdenp
is chosen for data delivery. AODV-ST thus addresses both
our issues of unidirectional links and poor path reliapiand

. . ermits us to accurately evaluate IDLP.
the AODV mesh and the Ethernet interface is used for out—cﬁ‘— y

band management. _ B. Evaluation of IDLP
The link quality between each pair of connected nodes was _
measured using the ETX [31] metric. The link delivery ratio W& now evaluate IDLP over AODV-ST in the MeshNet

within the network varies from 10% to 95%. The diameter dfStbed. We first examine the impact of the number of objects
the testbed is six hops. in the network on the overhead and the query success rate. The

system parameters chosen are as folloyvs: 2, replication
A. Deployment Challenges factor is one, and 50% of the nodes have a flow to another

We first evaluate IDLP over Kernel AODV [32] deployed@hdom node in the network. _
on the MeshNet testbed. The initial results obtained wete no We first look at the success rate of IDLP. Figure 10(a)
promising. The unicast success rate of IDLP with 10 objec?E'OWS the unicast success rate and the overall success rate
per node and 512 bit Bloom filter was 43% and the overdlptained with 512 bit and 1024 bit Bloom filters. The unicast
success rate was 52%. Detailed investigation showed teat BCCESS rate represents the fraction of the total querds th
data delivery rate averaged across all node pairsw&9%. Were successfully resolved through unicasts alone. Theaghi
This poor performance had two primary causes: the presef&€Cess rate with both 512 bit and 1024 bit Bloom filters in
of unidirectional links in the testbed and the choice of sstr the region of low false positives<( 0%) is close to 75%.
hop paths by AODV. While previous research has shown tfj&e overall success rate is about 80%. In contrast, sinoulati
existence of unidirectional links in real testbeds [33]e threéSults show a unicast success rate~0B0% and a overall
presence of different node types exacerbates this probienSHCCeSS rate ofs 100% in the same region. This disparity
our testbed. 70% of all unidirectional links were links beam 1S due to simplistic assumptions in the simulator that do not
Linksys WRT54G routers and X86 bokeThe Kernel AODV incorporate the lossy variations of the wireless medium.
implementation does not incorporate thlack listfeature [28] Ve nextadd redundancy in the system to isolate the effect of
for handling unidirectional links. Thus unidirectionaikis had Packet loss. Upon failure to locate an object during either t

a serious impact on the performance of IDLP. This problekflicast or the broadcast phase of IDLP, we retry the query. Th
results from these experiments are shown in Figure 10(8. Th

5The transmission power on these devices was set at the saele le unicast success rate increases from 75% to 80% and the loveral



success rate increases from 80% to 95%. The overall sucdass O. Ratsimor, D. Chakraborty, A. Joshi, and T. Finin, lial Alliance-

rate remains around 95%, indicating that multiple retries a
required to completely isolate the broadcast loss. It isarcleﬁﬂr]
redundancy is needed to cope with the packet loss in the
wireless medium.

Figure 11 shows the impact of replication on the succeglér’]
rate of the queries. Higher replication adds redundanchen t

system and also increases the chance of a routing table matéh

for the data signature. The system achieves close to 10
success with a replication factor of two. The impact of other
system parameters were found to follow the trends observed
in simulation and have been excluded due to space constraipf;
Finally, we evaluated the end-to-end delay per query and
found that it is always less thaB00 milliseconds on the [19]
MeshNet. This is well within tolerable limits for a data
location system. [20]

VI. CONCLUSION
[21]

Adoption of location-aware network services such as dig2]
aster recovery requires an efficient data location mechanis
for multihop wireless networks. We propose IDLP, a lightpg;
weight, bandwidth-friendly data location layer for mutijn
wireless networks. Through integration of data locatioul a4l
wireless routing, IDLP reduces control protocol overhead a5
efficiently handles topology changes. The usage of Bloom
filters as compact data signatures enables IDLP to suppl%ﬁ
data location for a large number of objects. Simulation ltesu
show that piggybacking signatures on routing control mgssa
optimizes control protocol overhead and retains a highci;\eal[zﬂ
accuracy. Measurement results of IDLP on a testbed show that
IDLP provides a high query success rate while incurring lo28]
communication overhead and end-to-end delay.
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