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OAbstract

IEEE 802.11 wireless networks perform poorly in the presence of large traffic volumes. Measurements have shown that packet col-
lisions and interference can lead to degraded performance to the extent that users experience unacceptably low throughput, which can
ultimately lead to complete network breakdown [12]. An admission control framework that limits network flows can prevent network
breakdown and improve the performance of throughput and delay-sensitive multimedia applications. In this paper, we present a mea-
surement-driven admission control scheme that leverages wireless characteristics for intelligent flow control in a static wireless network.
Experiments on the 25 node UCSB MeshNet show that the proposed admission control scheme can enhance network performance such
that the QoS requirements of real time applications, such as VoIP, can be met.
� 2008 Published by Elsevier B.V.
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C1. Introduction

The deployment and usage of IEEE 802.11 wireless net-
works for Internet access has increased manyfold in recent
years. According to a recent report, the usage of WiFi ser-
vice (from a single provider) increased by 111% in the short
time-span of 10 months [26]. Several cities around the
world have announced plans to deploy (or have already
deployed) city-wide 802.11-based networks that provide
free Internet connectivity. These large networks offer use
to thousands of users simultaneously. If the growth in
the usage of wireless networks continues along current
trends, these networks will soon become overutilized and
congested. Unsatisfactory user experiences in city-wide net-
works have already led to questions about the ability of
802.11-based networks to sustain large traffic volumes
[31]. With the growing usage of wireless networks and the
increasing bandwidth requirements of current applications,
these networks will suffer from increased levels of conges-
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tion and eventually breakdown. To study congestion in
currently deployed networks, Jardosh et al. present two
case studies of operational 802.11 WLANs that experi-
enced network breakdown [12]. These networks, deployed
at Internet Engineering Task Force (IETF) meetings, con-
sisted of over 100 access points (APs) with more than 1000
simultaneous users. Measurements showed that frequent
packet collisions and interference led to degraded network
performance to the extent that users experienced unaccept-
ably low throughput and, in many cases, failed to maintain
an association with any AP. The result was sparse or no
connectivity for all the users in the network and an even-
tual network breakdown. The fundamental cause of the
problem of congestion and degraded performance is the
shared nature of the wireless medium. This problem can
also be attributed to the design of the IEEE 802.11 proto-
col. Nodes in an 802.11-based network contend for access
to the same spectrum. This is unlike other wireless net-
works, such as cellular networks, where the bandwidth
required for a flow is reserved during the call-setup phase.
Also, the IEEE 802.11 DCF mode employs CSMA/CA-
based channel access, which creates the classic hidden ter-
minal and exposed terminal problems. These problems
can have a detrimental effect on the network performance.
ven admission control on wireless backhaul networks, Comput.
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Admission control solutions that limit the traffic in
802.11-based wireless networks to sustainable levels can
prevent situations of network congestion. Although there
has been significant research on admission control for
802.11-based wireless networks, there lacks a realistic sys-
tem implementation that can limit traffic in these networks.
This gap between proposed solutions and their actual
deployment is, in many cases, due to the existence of unre-
alistic assumptions that render a system implementation
infeasible. Other admission control solutions require mod-
ifications to the hardware. These solutions are not suited
for networks that are already deployed. Therefore, there
exists a need for an admission control solution that both
takes into account the behavior of a real-world 802.11 net-
work and is implementable on commodity off-the-shelf
radios.

In this paper, we present measurement-driven admission
control (MDAC), a measurement-driven framework for
admission control in wireless networks. The framework
uses network measurements to characterize the behavior
of the wireless channel and continuously measures the
availability of resources in the network. The resource avail-
ability is measured in the form of the time fraction for
which the wireless medium is free. This information is then
used in the decision-making process that determines
whether to admit new flows into the network.

Our contributions in this paper are twofold. First, we
present an analysis of wireless network behavior that is
essential to perform admission control. Second, we present
the design, implementation and evaluation of an admission
control scheme that can intelligently limit the flows in the
network, thereby preventing congestion, while at the same
time achieving efficient utilization of the wireless medium.
The remainder of the paper is organized as follows. Section
2 presents a simple experiment that illustrates the need for
an admission control solution. Section 3 lists the assump-
tions and terminology used in the paper. We present our
findings about the characteristics of wireless links in Sec-
tion 4. Section 5 describes the design of the admission con-
trol scheme. We present the details of our implementation
and the results from evaluation in Sections 6 and 7, respec-
tively. Section 8 discusses some of the issues and challenges
of our scheme. In Section 9 we contrast our work with
existing literature and, finally, we conclude in Section 10.

2. Motivational scenario

We perform a simple experiment to understand the
extent of deterioration in network performance in the
absence of admission control. The experiment also demon-
strates the need for an admission control scheme in wireless
networks. We first describe the experimental testbed.

2.1. Testbed description

All the experiments described in this paper were con-
ducted in the UCSB MeshNet, an indoor wireless testbed
Please cite this article in press as: I. Sheriff et al., Measurement-dri
Commun. (2008), doi:10.1016/j.comcom.2008.01.021
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which consists of 25 wireless nodes [30]. All nodes in the
testbed use 802.11a/b/g cards based on the Atheros chipset.
Several nodes in the testbed have multiple radios. However,
in this paper we only use one radio of each node, operating
in the 802.11b/g mode. Each node is also equipped with an
Ethernet interface that is used to control the node during
experiments, thus ensuring that the experiment control
traffic does not affect the wireless network experiments.
The nodes use Linux (kernel version 2.4) as their operating
system. We use the open source MadWifi [28] driver v0.9.2
to control the cards. RTS/CTS is disabled for all the
radios. The nodes are placed in different locations on three
floors of the building. The testbed coexists with an 802.11b
wireless LAN that provides Internet connectivity through-
out the building.

2.2. Orchestrating congestion

We create a scenario on the UCSB MeshNet testbed
to understand the extent of damage caused by uncon-
trolled flow admission in the network. We consider the
flows in the network to belong to real-time applications
such as voice over IP (VoIP), i.e., they are delay-sensitive
and have strict throughput requirements. We initiate 15
64 kbps CBR flows that imitate VoIP calls between ran-
dom node pairs who are in the immediate neighborhood
of each other. Each flow lasts for 300 s and the flow arri-
val rate is one every 10 s. Fig. 1a and b shows the
throughput and delay performance of the flows over
time.

We make two observations from these graphs. First, the
impact on throughput and delay is drastic and we can
clearly demarcate the time beyond which the network starts
to collapse; the 150 s time on the graphs represents this
point. Second, congestion can spread and affect the flow
behavior across the entire network. In the scenario shown,
the throughput and delay of the flows in the first 150 s of
the experiment are within the limits acceptable to the VoIP
application. When the twelfth flow is admitted in the net-
work at around 150 s into the experiment, the throughput
and delay performance of most of the flows begin to rap-
idly deteriorate and the ongoing flows no longer receive
their needed QoS. It is thus clear that congestion at one
point in the network could cause detrimental effects across
the entire network.

Therefore, unrestricted flow admission in the network
affects the quality of service available to new flows as well
as established flows. This observation motivates our design
of an admission control scheme to perform intelligent flow
control in the network.

3. Assumptions and terminology

In this section, we first describe the attributes of the net-
works for which we design our admission control scheme.
Then, we define some of the common terms used through-
out the paper.
ven admission control on wireless backhaul networks, Comput.
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Fig. 1. Performance when flow admission is unrestricted on the UCSB MeshNet.
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3.1. Network attributes

Our admission control scheme is designed with certain
network attributes in mind. For instance, we design our
admission control solution for the generic setting of static
multi-hop wireless networks such as backhaul mesh net-
works and ad hoc networks with stationary nodes. As a
first step in providing a practical admission control solu-
tion for such networks, we focus on the problem of admis-
sion control in a simplified network scenario that consists
of traffic between single-hop neighbors only. However,
much of the discussion in the paper is generic to networks
with multi-hop flows. We believe that a simple extension of
our scheme, as discussed in Section 8, can support multi-
hop flows. We intend to describe this extension as part of
future work. Our current solution is also applicable to
802.11 wireless LANs, but may be of limited utility in the
presence of highly mobile client nodes.

In the design of our admission control scheme, we focus
specifically on the support of networks in which the aver-
age traffic load, in terms of packet rate and packet size, is
predictable. This is a characteristic of, for instance, VoIP
traffic. The success of VoIP over the wireline Internet leads
us to expect that this application will be key in continuing
to drive the wide acceptance and commercial success of
wireless networks. A broad range of wireless VoIP solu-
tions are commercially available and are being deployed
in enterprises and campuses [10,25]. Because of the incipi-
ent widespread adoption of these and similar devices, we
focus our admission control scheme on traffic that exhibits
predictable performance. However, we discuss the perfor-
mance of our scheme in a network that carries a mix of
real-time and best-effort traffic in Section 8.
230

231

232

233
3.2. Terminology

In this paper, we use the term ‘interference’ to refer to
the impact of concurrent transmission on packet recep-
Please cite this article in press as: I. Sheriff et al., Measurement-dri
Commun. (2008), doi:10.1016/j.comcom.2008.01.021
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Rtions. An interfering neighbor thus refers to a node that

can affect the successful reception of packet transmissions
at another node. We use the term ‘carrier sensing’ to refer
to sensing the medium to assess whether it is free. The term
‘busy-time’ is used to refer to the time duration for which
the channel is not free. A carrier sensing neighbor is thus
a node that causes busy-time at a given node X and, there-
fore, can cause deferral of the data transmissions at X . The
term received signal strength indicator (RSSI) refers to the
signal strength of a packet (in dBm) relative to the noise
floor at the radio. The default value of the noise floor for
Atheros radios is �95 dBm. Note that the above definition
of RSSI is specific to Atheros radios. The term received sig-
nal strength (RSS) refers to the absolute energy level of a
packet and is measured in dBm. The RSS value of a packet
can be computed using the RSSI value reported by the
Atheros radio and the noise floor reported by the radio.
4. Understanding wireless characteristics

Many previously proposed admission control solutions
are based on a common set of assumptions that may not
hold true in real-world 802.11 networks. In the following
sections, we evaluate the accuracy of some of the well-
known assumptions used by these existing solutions. In
particular, we investigate the medium time consumption
at neighbor nodes; the possibility of communication
between carrier sense neighbors; and the behavior of
packet receptions, interference and temporal variations in
link quality in wireless networks. We then incorporate
the insights obtained from these studies in the design of
our admission control scheme described in Section 5.
4.1. Impact on neighbor busy-time

A common assumption of many existing admission con-
trol techniques is that the impact of a new flow on the busy-
time of the surrounding nodes is binary. In other words, in
ven admission control on wireless backhaul networks, Comput.
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Fig. 2. Packet reception at 1 Mbps data rate versus medium busy fraction.
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the simplest case, the transmission of a packet by a node
has no effect on the busy-time at nodes outside the trans-
mitter’s carrier sense range, while the increase in busy-time
at nodes within the transmitter’s carrier sense range is
equal to the duration of the packet transmission. Hence,
when a new flow is admitted, the increase in busy-time at
the carrier sense neighbors is equal to the transmission time
of the new flow. To investigate whether this is indeed the
case, we perform the following set of experiments. Our
experiments are performed on the UCSB MeshNet, and
are conducted during the night to minimize the effect of
interference from co-located wireless networks.

We use the reverse-engineered Open HAL [29] imple-
mentation of the MadWifi driver for the Atheros
AR5212 chipset radios to understand the relationship
between busy-time and communication range. Atheros
maintains register counters to track the ‘medium busy time’
and the ‘cycle time’. The cycle time counter is incremented
at every clock tick of the radio and the medium busy coun-
ter represents the number of clock ticks for which the med-
ium was sensed busy. The ratio of these two counters thus
represents the medium busy-time fraction. Note that the
medium busy-time fraction includes the time spent by the
radio for transmission and reception of packets.

In our experiment, a receiver node is placed at a fixed
location in the network. A sender node is placed at different
locations in the network to vary the packet reception rate
at the receiver. Keeping the receiver stationary ensures that
the variation in the environmental noise at the receiver is
minimal. The sender transmits fifty 100 byte broadcast
packets per second at 1 Mbps. The receiver tracks the
packet reception rate and also estimates the medium
busy-time fraction caused by the sender. The medium
busy-time is estimated as the difference in the medium
busy-time values reported by the radio before and after
the experiment. To obtain the medium busy-time fraction,
the measured value of busy-time is normalized with respect
to the difference in the reported medium busy-time when
the sender is close to the receiver and 100% of the packets
are received successfully. The experiment lasts 30 s at each
location of the sender.

Fig. 2 shows a plot of the calculated busy-time fraction
at the receiver versus the fraction of packets received by the
receiver for different locations of the sender node. The
graph shows that medium busy-time fraction of a node
on its neighbor ranges anywhere from 0 to 1 and is not a
binary relationship. For example, when 40% of the trans-
mitted packets are received, the busy-time fraction varies
from 0.4 to 0.5.

The experimental results imply that, in a larger network,
the bandwidth consumption of a flow on each carrier sense
neighbor is not 100% of the bandwidth requirement of the
flow. On the contrary, the impact is likely to vary based on
the location of the neighbor, as well as other environmental
factors. Thus, existing admission controls schemes that
assume a new flow will consume bandwidth equivalent to
the data rate of the sender can be highly pessimistic and
Please cite this article in press as: I. Sheriff et al., Measurement-dri
Commun. (2008), doi:10.1016/j.comcom.2008.01.021
E
D

P
R

Oare likely to overestimate the resource requirements at car-
rier sense neighbors. We incorporate the above result into
our admission control scheme by computing the fractional
increase in busy-time relative to the transmission rate of the
sender at the carrier sensing neighbors of the transmitting
node. The computation procedure is described in Section 5.

4.2. Communication with carrier sensing neighbors

Many existing admission control techniques require sen-
der nodes to communicate with nodes outside of their
reception range, but within their carrier sensing range.
These studies often assume the carrier sense range is about
twice the transmission range [23,9,21] and, therefore, direct
communication with carrier sense neighbors is not possible.
Some techniques use high power transmissions or multi-
hop forwarding to communicate with carrier sense neigh-
bors [23]; others propose techniques to adjust a node’s car-
rier sense range so that it can hear the transmissions of
potentially interfering neighbors [11]. However, recent test-
bed measurements show that the simple assumption that
the carrier sense range is twice the transmission range does
not hold in real-world networks [16].

In Section 4.1, we showed that the increase in busy-time
caused by a sender on its neighbor can be any range from
zero to 100% of the actual transmission time. This observa-
tion implies that the sender causes its neighbor to defer
packet transmissions for some fraction of the transmission
time. We are interested in understanding whether nodes
that cause transmission deferral at each other can commu-
nicate, and if so, the extent of communication achievable
between these carrier sensing neighbors. We again refer
to Fig. 2 to understand the possibility of communication
between carrier sensing neighbors. The graph shows that
the receiver node is able to receive a non-zero number of
packets from a transmitting neighbor that induces more
than 5% of medium busy fraction. The probability of
receiving a packet from a neighbor increases with the
increase in busy-time the neighbor induces at the receiver
node. For example, a node can receive about one out of
five packets from a neighbor that induces 40% busy-time
and about three out of five packets from a neighbor that
ven admission control on wireless backhaul networks, Comput.
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induces 80% busy-time. The same experiment repeated at a
higher data rate would result in much lower packet recep-
tion rates for similar values of busy-time fraction. Addi-
tionally, the reception capability of a radio depends on
its sensitivity, thermal noise level and other environmental
factors. However, multiple experiments with different off-
the-shelf radios showed that the packet reception at
1 Mbps is achievable at low busy-time values for a majority
of the radios.

To understand the reason for successful packet recep-
tion inside carrier sense range, we refer to the datasheet
for the Atheros radios. The data sheet states that a packet
sent at 1 Mbps can be successfully received when the RSSI
is as low as zero. In contrast, the Clear Channel Assess-
ment (CCA) threshold for Atheros radios is reported to
be about �81 dBm, which corresponds to an RSSI of 14
(assuming the noise floor to be the default �95 dBm)
[17]. The CCA threshold is used to determine whether
the channel is busy. The significant difference between
the CCA threshold and the minimum RSSI required for
packet reception at 1 Mbps indicates that nodes can com-
municate with carrier sensing neighbors using low data
rate packets. Prism radios were found to have CCA values
as high as 40 dB above the noise floor [27]. Based on these
results, we have shown that a node can communicate with
all the carrier sensing neighbors that have non-negligible
impact on the busy-time of the node. The different values
of packet reception indicate that this communication may
be unreliable. In our admission control scheme, we pro-
pose to use this unreliable reception of low data rate pack-
ets to periodically communicate the resource availability
information of a node to it carrier sensing neighbors.
Resource estimation at carrier sense neighbors is essential
for admission control decisions. We add sufficient redun-
dancy in the communication to ensure that, with a high
probability, all the carrier sense neighbors that have non-
negligible impact on the busy-time receive resource avail-
ability information.

4.3. The RSS–Packet Reception relationship

We now study the relationship between the packet
reception rate and the average RSS of the received packets
at different data rates. Reis et al. [17] study the behavior of
wireless links in static networks and show that the packet
reception probability is a function of the RSS of the
received packets, and this relationship is specific to each
node in the network. They propose a measurement-based
model to characterize the packet reception rates of links
in the network. The proposed model functions as follows:
Each node records the RSS for the broadcast packets
received from each of its neighbors during the network pro-
filing experiments. These RSS values are then used to
derive a mathematical function in the form of a piecewise
linear curve that models the reception probability of the
link at different RSS values. This curve can be used to pre-
dict the packet delivery probability for any RSS value.
Please cite this article in press as: I. Sheriff et al., Measurement-dri
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This technique of predicting packet reception rate mea-
sures and predicts link quality using the RSS values of
packets sent at the broadcast rate. Several other protocols
[7,6,8] also rely on measurements based on broadcast pack-
ets to predict link quality at different rates. However, the
SINR (signal to interference-noise ratio) requirements for
packet reception are different for each of the supported
802.11 data rates. For example, the SINR required for
packet reception at the 54 Mbps data rate is much higher
(�24 dB) than that at 6 Mbps (�6 dB) [22]. In the absence
of transmit power control, the radios transmit all packets
at the same power level irrespective of the data rate of
the packet. Therefore, link quality predictions based solely
on measurements that use broadcast packets may suffer
from significant inaccuracies.

The naı̈ve approach to rectify this problem is to send
probe packets at all possible rates. This approach, how-
ever, is highly inefficient and causes excessive load on the
network. An alternative approach is to use the existing uni-
cast traffic in the network to measure the link quality at dif-
ferent rates. To this effect, we note that the rate selection
algorithm SampleRate [3] maintains statistics about the
average number of packet retransmissions at different rates
between each neighbor pair. Thus, the traffic utilized by
SampleRate is an ideal candidate on which to piggyback
the link quality measurements at different rates. An advan-
tage of integrating the link quality measurement with
SampleRate is that SampleRate maintains up-to-date sta-
tistics on all the rates that a node uses or is likely to use.
Also, SampleRate does not send frequent probe packets
for data rates that it is not likely to use. Therefore, this
integration provides a scalable and feasible method of link
quality estimation at different data rates.

We modify the MadWifi driver to maintain statistics
about the RSS of each received packet on a per-rate basis
for each neighbor. Each node periodically exchanges its
SampleRate statistics with its neighbors. Each node then
computes the RSS–Packet Reception relationship for each
rate.

We deploy the modified MadWifi driver throughout our
testbed and each node obtains the RSS–Packet Reception
piecewise linear curves for different data rates. Fig. 3 shows
the RSS–Packet Reception at different rates for two repre-
sentative nodes in the testbed. We observe from the graphs
that each data rate exhibits significantly different character-
istics for the same RSS value. The graphs also show the dif-
ferent RSS requirements for the 802.11b and 802.11g rates
that result from the difference in the underlying physical
layer technology. Another observation from the graph is
that there does not exist an obvious correlation between
the curves for different rates. Therefore, extrapolating link
quality based only on broadcast packets leads to errors in
prediction. Note that some nodes in the network do not
have packet reception data for all possible rates (e.g.,
Fig. 3(a)). This gap in the data is because SampleRate mea-
sures link quality only for those data rates that it is likely to
use, which may be a subset of all the available data rates.
ven admission control on wireless backhaul networks, Comput.
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Fig. 3. Piecewise linear curves of the RSS–Packet Reception relationship for all data rates at two representative nodes.
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Because these data rates are not likely to be used for trans-
mission, the absence of this data does not affect the link
quality predictions.

From the above result we learn the importance of mea-
suring the link quality at each data rate individually. The
implementation of our admission control scheme uses the
modified MadWifi driver. The RSS–Packet Reception
curves obtained from the driver are then used to estimate
the impact of a new flow on packet reception.
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4.4. Collisions

None of the existing approaches for admission control
consider the impact of collisions on packet receptions at
a neighbor node. The previous discussion about the busy-
time estimate only concerns the extent to which the trans-
missions could be impaired at a neighboring node. On
the other hand, a new flow that is admitted into the net-
work can cause collisions at neighboring nodes and hinder
packet receptions. Hidden terminals further exacerbate the
extent of collision losses. A hidden node that admits a new
flow can cause collisions even at a node that has sufficient
free medium time to accommodate the new flow. The use of
RTS/CTS reduces collisions but is typically not used in
most network scenarios due to the additional per packet
overhead [18]. Thus, it is imperative to account for colli-
sions while designing an admission control metric.

To study the impact of collisions in a hidden terminal
scenario, we conduct the following experiment. We create
a three node linear topology with the receiver node
placed in between two sender nodes. Each sender broad-
casts fifty 100 byte packets per second at the 1 Mbps
data rate. The second sender is a hidden terminal to
the first sender and the experiment is repeated with eight
different hidden terminal topologies. The topologies are
chosen such that the difference in the average RSS of
the packets from the two senders at the receiver is var-
ied. The receiver node tracks the packet reception rate
Please cite this article in press as: I. Sheriff et al., Measurement-dri
Commun. (2008), doi:10.1016/j.comcom.2008.01.021
E
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Ras well as the average RSS of the received packets.

For each of the topologies, we plot the fraction of pack-
ets transmitted by the first sender that are received suc-
cessfully at the receiver in two scenarios: in the first,
the hidden terminal (the second transmitter) does not
transmit packets; in the second, the hidden terminal
transmits packets as just described. Fig. 4 presents this
graph. The graph shows that the difference in average
signal strength of the two senders impacts the extent of
packet collisions and, in turn, the packet reception rate.
The impact of collisions on the packet reception rate
reduces as the signal strength of the first sender increases
with respect to that of the hidden terminal. Note that the
impact of packet collisions shown is specific to the data
rate used.

In our admission control scheme, we account for the
impact of collisions caused by the admission of a new flow.
We use the difference in signal strength of two senders
along with the RSS–Packet Reception graphs described
in Section 4.3 to estimate the impact of collisions.
ven admission control on wireless backhaul networks, Comput.
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4.5. Temporal behavior

Previous work on measurement of packet receptions in
static wireless networks has shown that, although packets
losses occur in bursts, the quality of a majority of links
in the network is stable when measured over long time
intervals (on the order of minutes) [17,1]. This observation
implies that the packet reception rate of a link measured
during one time-window of suitable granularity can be used
to accurately predict the packet reception probability dur-
ing the subsequent time-window.

We explore the degree of stability of the busy-time met-
ric and the appropriate time scale on which to measure and
predict the busy-time metric. We conduct the following
experiment on 50 randomly chosen links in the MeshNet
testbed to study the temporal behavior of the busy-time
metric of the links in the network. One end of the link acts
as the sender node and the other as the receiver node. The
sender node broadcasts fifty 100 byte packets per second at
the 1 Mbps data rate. The receiver node records the pack-
ets received from its sender and the medium busy-time frac-
tion at the end of every 30-s interval. Each experiment lasts
a duration of 60 min. Fig. 5 shows the variation of link
qualities for three representative nodes in the testbed.

From the graphs, we first see that the packet reception
rate exhibits the predictable behavior described in previous
work. In addition, we see that the busy-time fraction has a
high degree of correlation with the packet reception rate
for all three links. This correlation exists for all three cate-
gories of links shown in the graphs: stable links with high
packet reception rate (Fig. 5(a)), stable links with low
packet reception rate (Fig. 5(b)) and links that exhibit a
higher degree of variability of packet reception rate
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(c) Example link with variability in packet reception rate.

Fig. 5. Busy-time and reception behavior over a 1 h period for three
representative links.
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(Fig. 5(c)). The above observation on the correlation of
busy-time fraction and packet reception rate illustrates that
the busy-time metric exhibits predictability characteristics
similar to the packet reception rate. In other words,
although the impact on the busy-time of a neighbor node
may vary rapidly in the short-term (milliseconds), it
remains predictable over a longer period of measurement
(tens of seconds). We compute Pearsons linear correlation
coefficient to show the relationship between packet recep-
tion rate and busy-time across all the chosen links at differ-
ent data rates. We find that the two entities are highly
correlated for all the links with 0.895 as the median value
of the correlation coefficient. This implies that, similar to
packet reception, the busy-time behavior of links can also
be predicted for appropriate time scales. However, the pre-
dictability of busy-time is affected by atypical events such
as operation of a microwave.

5. Admission control

The results from the experiments in the previous section
can be summarized as follows. The impact of a node on the
busy-time of its neighbor is non-binary; communication
with neighbors that have a non-negligible impact on
busy-time is achievable; packet reception at a node can
be represented as a piecewise function of the RSS and data
rate; the impact of overheard traffic on packet reception
depends on the RSS of the packets, and the piecewise func-
tion can be leveraged for predicting the packet loss; and the
impact on busy-time is predictable with measurements over
a period of seconds to minutes.

We build on these results and present the design of our
measurement-driven admission control (MDAC) system
that restricts flow admissions in a wireless network. The
use of MDAC results in the reduction of network conges-
tion that is likely to be created by the unrestricted admis-
sion of flows in the network.

To perform admission control, we consider the band-
width allocation, delay and jitter metrics. By controlling
bandwidth allocation, delay and jitter can also be con-
trolled [23]. Therefore, the metric of primary interest for
our admission scheme is the available bandwidth. In a
shared wireless medium, the two factors that determine
the bandwidth available on a link are: (1) the fraction of
time for which the medium is free and hence available for
transmissions, and (2) the data rate used for transmissions.
Each node has the transmission data rate information
available locally. However, the fraction of time for which
the medium is free must be computed.

Chakeres et al. show that metrics such as packet delay,
average queue size, MAC layer contention window, and
collisions provide incomplete information about the wire-
less medium utilization [11]. Further, the authors show that
the channel busy-time is a direct measure of the network
utilization. Therefore, in our admission control scheme,
we use the busy-time measurements to estimate the fraction
of time for which medium is free.
ven admission control on wireless backhaul networks, Comput.



T

586

587

588

589

590

591

592

593

594

595

596

597

598

599

600

601

602

603

604

605

606

607

608

609

610

611

612

613

614

615

616

617

618

619

620

621

622

623

624

625

626

627

628

629

630

631

632

633

634

635

636

637

638

639

640

641

642

643

645645

646

647

648

649

650

651

652

653

654

655

656

657

658

659

660

661

662

663

664

665

666

667

668

669

670

671

672

673

674

675

676

677

678

679

680

681

Fig. 6. Example of a node pair S � R admitting a flow.
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In the following section, we present a discussion of
802.11 node behavior and interaction with neighbors. An
understanding of the node interaction with neighbors is
essential to identify the factors that affect the packet trans-
missions and receptions in the network upon the admission
of a new flow.

5.1. Node behavior

An 802.11 wireless node can be in any one of the follow-
ing states: Transmit (TX), Receive (RX), ChannelBusy and
Free. We represent the fraction of time spent by a node in
each of these states as tTX ; tRX ; tCB and tF , respectively.
ChannelBusy represents the state during which a radio can-
not attempt a packet transmission. Thus, tCB includes the
time during which the channel is busy ðtCCAÞ, and the time
during which the 802.11 MAC spends additional wait time
for the DIFS, SIFS and backoff periods ðtMACÞ. Note that
tCCA ¼ tCCA � tRX � tTX , since tCCA, the fraction of time the
Clear Channel Assessment (CCA) indicates the channel
to be busy, includes the transmission and receive time dura-
tion. In short, tCB constitutes the unusable fraction of med-
ium time that could be due to any of: channel noise,
thermal noise, neighbor-to-neighbor packet transmissions
or the MAC overhead. The remainder of the time consti-
tutes tF . The Free state time fraction, tF , can be calculated
as tF ¼ 1� ðtCCA þ tMACÞ.

To understand the impact of a new flow in the network,
we need to examine its effect on both the TX and RX states
at a node. If the medium time consumption of the new flow
is higher than the available time tF at a node, the tTX time at
the node could be restricted. This behavior is due to the
physical carrier sense mechanism of the IEEE 802.11
MAC protocol. Packets are sent into the medium only
when medium is sensed free. The implication of this behav-
ior is that packet transmissions can be throttled due to an
increase in the ChannelBusy time, tCB, caused by a new
flow.

The impact of a new flow on the RX state depends on
the signal strength of the current receptions. An increase
in channel noise or neighbor packet transmissions could
decrease the packet reception capability of the node.
Packet losses during the RX state are likely to result in
retransmissions from the sender, leading to an overall
increase in tRX at the node. With the use of rate selection
algorithms, packet losses could have an additional impact
of reducing the data rate used. This can further increase
the tCB at neighbor nodes and affect the performance of
the flows in the network.

Thus, there are two factors that we consider important
at every node during admission control: sufficient tTX to
allow packet transmissions as a sender, and sufficient toler-
ance to interference so as to limit the packet loss as a
receiver.

In the remainder of the paper, we define Channelbusy-
time as the fraction of time spent in the TX, RX or Chan-
nelBusy states. Therefore, Channelbusytime includes the
Please cite this article in press as: I. Sheriff et al., Measurement-dri
Commun. (2008), doi:10.1016/j.comcom.2008.01.021
additional MAC overhead caused by the silence periods
due to DIFS, SIFS and backoff. We can thus represent
Channelbusytime as:

Channelbusytime ¼ tCCA þ tMAC ð1Þ

Note that throughout the paper, we use the term ‘busy-
time’ to refer to tCCA.
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F5.1.1. Example scenario

We now explain neighbor interaction with the help of an
example scenario. Consider the example shown in Fig. 6,
where a node pair S–R needs to admit a new flow in the net-
work. In our initial discussion, consider that the flow only
consists of data packets in one direction from S to R; we
postpone the discussion on the impact of ACKs until later
in this section. Assume that the flow requires tflow fraction
of the medium time. We examine the impact of the new
flow on the different nodes in the network.

Once the new flow is admitted, tTX at node S increases by
tflow. If there is sufficient free medium time at node
SðtF > tflowÞ, the impact on existing transmissions at S is
negligible. However, without sufficient medium time
ðtflow > tF Þ, packet transmissions at S could be throttled
with the admission of the flow.

Consider node N to be a carrier sensing neighbor of
node S. As a carrier sensing neighbor, the Channelbusy-
time at node N increases by up to tflow with the admission
of the new flow. The impact of this increase depends on the
available medium time tF at N . With sufficient tF to accom-
modate the additional Channelbusytime consumption, the
impact on existing transmissions from N is minimal. How-
ever, without sufficient tF , the existing packet transmissions
could be throttled at N .

Now, suppose that nodes A and B both have an existing
flow to node N . The reception of packets at node N from
senders A and B can be affected due to the collisions caused
by the overheard traffic from node S . Note that node A is
partially outside the carrier sense range of S and node B is
completely outside the carrier sense range. Thus, nodes S
and A share the medium and node B is a hidden terminal
to node S. The rate of collisions is thus expected to be
higher on transmissions from node B, assuming other fac-
ven admission control on wireless backhaul networks, Comput.
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tors such as data rate, packet size and packet rate to be the
same.

Packet collisions result in retransmissions from A and B.
These retransmissions increase tRX at node N and tCB at
other neighbors of A and B. This can cause a potential con-
gestion ripple effect in the network. The reasoning is as fol-
lows. The typical response of a rate selection algorithm to
packet loss is to reduce the data rate for more robust trans-
missions. When packets from nodes A and B experience
collisions due to overheard traffic from node S, lower data
rates are used. This leads to a further increase in tRX at N
and tCB at other neighbor nodes of A and B. It also results
in the packets from nodes A and B being more susceptible
to overlap with other packets in the medium because the
lower rate traffic consumes additional medium time. The
impact of collisions can thus quickly spread throughout
the network. Therefore, it is important to control the colli-
sions at the neighbors of N to prevent such a congestion
ripple effect.

Ensuring that the existing flows are not affected by the
new flow does not suffice. Suppose nodes C and D are send-
ers with existing flows to other nodes in the network (not
shown in the figure). Node R is a neighbor of both nodes
C and D and can overhear their transmissions. At node
R, the new flow from S causes an increase in tRX . This
increase in tRX makes the packets received at node R,
including packets of the new flow, to be more susceptible
to collisions caused by transmission from nodes C and D.
In particular, the packets are more susceptible to collisions
from hidden terminals such as node C. The above discus-
sion about the impact of collisions at node N is applicable
in this case also, with node R as the receiver. In this case,
the overheard traffic is from the neighbor nodes C and D,
and the intended traffic is from node S.

In summary, ensuring sufficient tTX to allow neighbor
packet transmissions and ensuring the loss imposed on
neighbor packet receptions is minimal involves predicting
the increase in Channelbusytime and the increase in packet
collisions that can result with the admission of a new flow.

IEEE 802.11 requires transmission of an ACK packet
for every data packet received. We consider the impact of
the MAC layer ACKs from node R to S. The Channelbusy-
time consumption of ACK traffic is expected to be much
less than that of data traffic. However, we cannot always
ignore the impact of ACKs. For instance, if the data traffic
consists of 1468 byte frames at 11 Mbps, then the Channel-
busytime consumption of a 802.11b sender can be obtained
as:

Channelbusytime ¼ DIFS þ preambleþ data

¼ 50þ 192þ 1468 � 8

11 Mbps

� 1300 ls

In a similar manner, we can compute the ACK Channel-
busytime to be about 300 ls. Thus, the ACK Channelbusy-
time consumption is only about 23% of the
Please cite this article in press as: I. Sheriff et al., Measurement-dri
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Channelbusytime consumed by the data packets. However,
with smaller data packets of about 160 bytes, as used in
VoIP, the Channelbusytime of a single data frame at
11 Mbps is approximately 400 ls. The ACK Channelbusy-
time thus becomes comparable at smaller packet sizes of
data traffic.

The packet collision impact of ACK packets does not
depend on the carrier sense range of the node R. This is
because ACKs are always sent after a SIFS wait upon
reception of a data packet. This is in contrast to a data
packet transmission that occurs after carrier sensing that
the channel is free. This property of transmission of ACKs
implies that R acts as a hidden terminal to nodes outside
the carrier sense range of the node S. This is because neigh-
bors of the node S that can overhear the data packet set the
NAV value so as to not collide with the ACK packet.

With this understanding, we next present the design and
operation of MDAC.

5.2. Operation

At a high-level, MDAC decides whether to admit a new
flow into the network based on two considerations: first,
the node and its neighbors have sufficient resources (med-
ium time) to accommodate the new flow; and second, the
admission of the new flow does not negatively affect the
performance of existing flows. The two considerations of
the scheme are evaluated with the help of five operational
steps outlined below. Each of these steps is discussed in
detail in the following sections.

1. Each node in the network maintains a profile for each of
its neighbors. The neighbor profile includes statistics of
average RSS, packet reception rates, number of packets
received per second, busy-time, and link data rates. The
neighbor profile is generated and maintained using
either broadcast probes or the data traffic transmitted
by the nodes. In addition to a neighbor profile, nodes
also maintain statistics about the consumption of local
resources, such as the medium Channelbusytime, the
average number of packets sent and received per second,
and the average data rate.

2. A node that wishes to admit a new flow estimates the
availability of sufficient local bandwidth for packet
transmissions. The available local bandwidth is pre-
dicted using the local medium Channelbusytime
information.

3. The node then estimates whether the new flow will throt-
tle on-going packet transmissions at any of its neighbors.
The medium Channelbusytime information from the
neighbor profile and the fractional Channelbusytime
impact of the new flow is used to arrive at this decision.

4. Next, the node estimates whether the packet collisions
caused by the new flow at any of the neighboring nodes
exceed a certain threshold. The Channelbusytime and
packet statistics from the neighbor profile of the two-
hop neighborhood are leveraged for this decision.
ven admission control on wireless backhaul networks, Comput.
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5. Finally, the node estimates whether the packet collisions
caused by the existing traffic on the new flow exceed a
certain threshold. This decision is based on the medium
Channelbusytime from the neighbor profile and packet
statistics collected at the receiver node.

A new flow is admitted into the network only if all of the
above decision steps indicate that the new flow will not lead
to congestion in the network. We next discuss step 1 of the
admission control operation. This involves measurement-
based profiling of the neighbor data by the nodes. The
remaining steps are described in the subsequent sections.
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5.2.1. Profiling the neighbors
Neighbor profiling involves collection of statistics

required for the admission control decision. The following
statistics about the neighborhood are essential for admis-
sion control: RSS and packet reception at each data rate;
packets received per second at each data rate; data rate
usage on links; and the impact of a node on the Channel-
busytime of its neighbors. The following sections discuss
the use of these metrics in the design of our admission con-
trol scheme. We now discuss the mechanism of collecting
data from the neighborhood. Note that the measurement
operation is a continuous process that ensures that nodes
have up-to-date information about their neighborhood.

In order to minimize the network overhead, we collect
all our measurement data from the observed data traffic
in the network. The MadWifi driver was modified to track
the RSS of the received packets as well as the received and
sent packet count at different data rates from all the neigh-
bors. This data is aggregated and periodically communi-
cated to the neighbors. The communication of the
aggregated data occurs with a periodic broadcast packet.
MDAC needs neighbor statistics from a two-hop neighbor-
hood. The one-hop neighbor statistics obtained during the
current cycle of broadcast are, therefore, piggybacked in
the next cycle of packet broadcast. Note that it is possible
to eliminate the broadcast communication by piggybacking
the statistics on data packets.

With the received packet count statistics from neigh-
bors, nodes can determine the packet reception rate at dif-
ferent data rates to each neighbor. Nodes can then
construct piecewise linear curves at each data rate using
the reception rate and RSS statistics. Nodes also compute
the average medium time consumption from the average
RSS statistics using the PHY Deferral model proposed
by Reis et al. [17]. Ref. [17] provides a detailed description
of the PHY Deferral model.

Relying on the observed data traffic has an implication
that nodes can only track data rates used by their neigh-
bors. As we will show in the following sections, the data
at other rates is not important in our admission control
design since these rates are not used.

To summarize, we maintain the following information
at each node in the network:
Please cite this article in press as: I. Sheriff et al., Measurement-dri
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� RSS and reception statistics per neighbor averaged over
a time window. We represent the average RSS from a
node S at R as RSR.
� Piecewise linear curves representing the relationship

between RSS and data reception at different data rates.
Piecewise curves predict the reception rate at a certain
RSS for a given data rate at a node. At a node R, we rep-
resent this function of RSR and data rate d as bpRðRSR; dÞ.
Note that these curves are periodically updated with the
most recent information.
� Packets received per second and data rate statistics of

the two-hop neighborhood. We represent total packets
per second at a node R as PPSR; packets per second from
S at R as PPSSR; and packets per second from S at R at a
data rate d as PPSSRðdÞ.
� Fractional impact of a node on Channelbusytime of its

neighbors. We represent the fractional impact of a node
S on Channelbusytime of a node R as BISR, and it can be
understood as follows: for every y packets transmitted
by node S;BISR � y packets are carrier sensed at
node R.
� The data rate that is most likely to be used between a

node S and any of its neighbors R, and the expected
number of transmissions to send a packet successfully
at the data rate. The most likely data rate, DRSR, is the
data rate that is used most during the previous interval
of time. The expected number of transmissions at a data
rate d on link S � R is represented as ETX d

SR.
5.2.2. Channelbusytime estimation

We now describe the design of steps 2 and 3 of MDAC
operation. These steps involve estimating the local busy-
time and the neighborhood busy-time. Through these esti-
mations, we can ensure the availability of sufficient band-
width to prevent throttling of packet transmissions due
to the admission of a new flow.

5.2.2.1. Local Channelbusytime. As discussed in Section 5.1,
Channelbusytime is the fraction of time spent in the TX,
RX or ChannelBusy states. Channelbusytime includes the
MAC overhead caused by the silence periods due to DIFS,
SIFS and backoff. The MAC overhead, tMAC, can be
approximated by measuring the number of overheard data
and ACK packets. For a network operating on the
2.4 GHz band, we can account for tMAC by promiscuously
measuring the packets heard on 802.11b and 802.11g. Let
Nd

b ;N
d
g ;N

a
b and Na

g represent the number of data packets
at 802.11b and 802.11g and the number of ACK packets
at 802.11b and 802.11g, respectively, and DIFSb;
DIFSg; SIFSb and SIFSg represents the DIFS values at
802.11b, 802.11g and the SIFS values at 802.11b and
802.11g, respectively. We can then write tMAC as:

tMAC ¼ N d
g � DIFSb þ Nd

g � DIFSg þ N a
b � SIFSb þ N a

g � SIFSg

þ avgbackoffðnÞ
ven admission control on wireless backhaul networks, Comput.
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The average backoff can be computed as a function of
the number of neighbors n at a node [22]. Note that the
Channelbusytime estimation can only be a close approxi-
mation as it is difficult to model backoff accurately and
account for all the packets that cause medium busy-time
at a node.

Table 1 shows a comparison of Channelbusytime of two
flows A and B with different packet sizes and packets per
second at comparable tCCA values. The values are computed
for a data rate of 11 Mbps and average backoff of 7. The
Channelbusytime difference is about 12%, illustrating that
Channelbusytime computed without accounting for MAC
overhead can be very optimistic, especially for flows with
small packet size.

Let the Channelbusytime requirement of the data and
ACK packets of a new flow f to be admitted between nodes
S and R be BRb

f and BRa
f . The Channelbusytime require-

ment values can be estimated with the knowledge of the
bit rate of the flow, the likely data rate on link
S � RðDSRÞ and the expected number of transmissions at
data rate DSR. The bit rate information for the flow can
be obtained from the application layer. For instance, a typ-
ical value of 64 kbps with a packet size of 160 bytes can be
assumed for VoIP flows using G.711 codec.

If d represents the margin for variations, the first check
for admission of a flow f from S to R is given by:

BRd
f þ BRa

f þ d < 1� ChannelbusytimeS ð2Þ
BRd

f þ BRa
f þ d < 1� ChannelbusytimeR ð3Þ
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C5.2.2.2. Channelbusytime at neighbors. The Channelbusy-

time on the neighbornodes of S and R needs to be assessed
to prevent the throttling of packet transmissions at these
nodes. Consider a neighbor node N for the sender S. Let
BISN � 0 and BINS � 0 represent the fractional Channel-
busytime impacts of one node on the other. Consider that
the neighbor node N has tF ¼ 0; its medium time is com-
pletely saturated by its transmission and receptions. Let
the local admission check at S and R in Eqs. (2) and (3)
pass for a new flow f. This indicates that there is sufficient
free time to accommodate all the transmissions at S and R.
However, this check does not suffice to prevent the trans-
mission at N from being throttled by the new flow f, even
for the case of S being able to carrier sense all the packet
transmissions from N . This is because additional transmis-
sions from the new flow f contend for the medium with
node N ’s transmissions. The increase in contention results
in increasing the overall transmit duration for the node
N . However, since node N is already completely saturated
Table 1
Channelbusytime comparison of two flows

Flow Pkts per second Pkt size tCCA Busytime

A 1000 160 61.24% 81.24%
B 390 1500 61.89% 69.69%
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by the existing transmissions and receptions, node N is
likely to experience throttling of its transmissions if the
new flow is admitted.

The additional medium contention introduced depends
on the fractional Channelbusytime factors BISN and BINS .
For the best case of BISN ¼ 0, there is no transmission
throttling at node N . However, for any BISN > 0, the
impact on the transmissions at N depends on the extent
of the transmission period that node S ‘steals’ from node
N . This depends on multiple factors: the data rates selected
by the nodes, the packet scheduling and the impact of one
node on Channelbusytime the other. We consider the free
time left at node N if flow f steals all the medium time as
predicted by the Channelbusytime impact of node S and R.

If d represents the margin for variations, the next check
for admission of a flow f from S to R is given by:

BISN � BRd
f þ BIRN � BRa

f þ d < 1� BusytimeN ð4Þ

BISN � BRd
f represents the Channelbusytime impact of

the data packets from S at N ; and BIRN � BRa
f represents

the Channelbusytime impact of the ACK packets from R
at N .
E
D5.2.3. Collisions

The final piece of the framework involves estimation of
the impact of packet collisions in the neighborhood: specif-
ically, on the existing traffic and the new flow to be admit-
ted, representing the steps 4 and 5 in the admission control
operation described in Section 5.2.
993

994

995

996

997

998

999
5.2.3.1. Impact on existing traffic. We classify packet colli-
sions into two categories. The first type of collision occurs
when two carrier sensing neighbors collide due to random
medium access behavior of 802.11. In the second category,
the packet transmission of two nodes outside the carrier
sense range of each other collide due to simultaneous med-
ium access. This is the classic hidden terminal problem.
Steps 2 and 3 of MDAC operation ensure that the available
medium time between all contending nodes is sufficient to
accommodate the new flow. This Channelbusytime condi-
tion keeps the collision impact due to random medium
access under control. However, we must account for the
collisions due to hidden terminal medium access.

We now consider the collision impact of a new flow f at
node S on a neighbor N . Assume that all the nodes from
which N receives traffic lie outside the carrier sense range
of node S. In other words, node S is a hidden terminal
for all packet receptions at N . Let C represent the cycle
time for the new flow f at S. The cycle time represents
the average inter-packet time duration. The cycle time must
account for the expected number of transmissions ETX d

SR

on the link S � R at the likely data rate DRSR. For instance,
a VoIP flow generating packets every 20 ms on a link with
ETX ¼ 2 has a cycle time of 10 ms. Let T N ðdÞ represent the
average time duration of a packet on the medium at node
N operating at data rate d. Let DS represent the data rate
ven admission control on wireless backhaul networks, Comput.
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set consisting of all the data rates observed at the received
packets at node N . If pd

N represents the fraction of the pack-
ets received at data rate d at node N , we can approximate
the probability of overlap of packets from flow f with the
packets at N as follows:

P SN ¼
P

i2DSpi
N � PPSN � C � ðT N ðiÞ þ T SðDRSN ÞÞ

C

P SN represents the probability of packet overlap of the
new flow on all receptions at node N . The portion
pi

N � PPSN � C represents the number of packets seen at
data rate i in the time duration C. The factor
T N ðiÞ þ T SðDRSN Þ indicates that a packet from S that
occupies T SðDRSN Þ medium time can overlap with a
packet at N occupying T NðiÞ medium time if it starts
anywhere within a time duration T SðDRSN Þ before the
start of the packet at N upto the duration of the packet.
For a sender node M , if DRMN represents the most likely
data rate on the link M � N , the probability of packet
overlap of the flow f on a link M � N can then be com-
puted as:

P MN
SN ¼

PPSMN � T MðDRMN Þ � P SNP
i2DSpi

N � PPSN � T N ðiÞ

where PPSMN represents the packets received per second
from node M at N and PPSN is the total packets received
per second at node N :P MN

SN represents the fraction of packets
that will overlap with the new flow f.

Note that the above analysis assumes that the node S
is out of the carrier sense range of all the senders. We
can account for the partial carrier sense behavior
between node S and the senders to node N by consider-
ing the fractional decrease in the packets per second that
are susceptible to collisions. This can be done by replac-
ing the traffic fraction at data rate i, pi

N � PPSN , in the
equation for P SN with pi

N �
P

K2sendersðPPSKN � ð1� BIKSÞÞ.
With this modification, we account for the overlap prob-
ability for the fraction of packets that are not carrier
sensed at S and hence are susceptible to hidden terminal
collision.

With the Channelbusytime impact accounted for, the
probability of overlap per link, P MN

SN can then be written as:

P MN
SN ¼

ð1� BIMSÞ � PPSMN � T MðDRMN Þ � P SNP
i2DSpi

N � ð
P

K2sendersPPSKN � ð1� BIKSÞÞ � T N ðiÞ

The packet reception probability, PRt
MN , for link M � N can

now be written as follows:

PRt
MN ¼ P MN

SN � bpRðRt
MN ; dÞ þ ð1� P MN

SN Þ � bpRðRMN ; dÞ
where bpR is the piecewise function at node R and Rt

MN rep-
resents the effective RSS taking into account the overheard
RSS of the interfering packets, as given by the Reis mea-
surement model [17]:

Rt
MN ¼ RMN � dN ðRSN Þ

dN is the SINR threshold for packet reception at node N at
the most likely data rate DRMN .
Please cite this article in press as: I. Sheriff et al., Measurement-dri
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We now have the condition to check whether the impact
of packet collisions by the new flow on neighbor packet
receptions is below an allowed threshold:

PRMN � PRt
MN < dðd;ETX d

MN Þ ð5Þ

Note that d is a function of the current data rate d and the
expected number of transmissions at d on the link M � N .
We have consciously omitted the impact of ACK packets
in the above analysis for ease of understanding. It is
straightforward to incorporate ACK packet collision by
similar reasoning. Note that ACK packets cause hidden
terminal collisions at all neighbors of the receiver R that
lie outside carrier sense range of the sender S. This is
because neighbors of the node S that can overhear the data
packet set the NAV value so as to not collide with the ACK
packet. The equations do not account for the impact of
packet size. It is straightforward to incorporate the average
packet size measured at the nodes.

5.2.3.2. Impact on the new flow. The above analysis quanti-
fies the impact of packet collisions on the existing traffic in
the medium. The analysis for the impact of packet colli-
sions on the new flow is similar.

To summarize, a new flow is admitted into the network
only if all the operational steps represented by Eqs. (2)–(5)
indicate that the new flow will not lead to congestion in the
network. We next discuss the implementation and evalua-
tion of MDAC over the UCSB MeshNet testbed.
6. Implementation

We implemented our MDAC system on the UCSB
MeshNet. Our implementation consists of two main mod-
ules at each node in the network: a measurement-based
profiling module and the decision control framework.
The profiling module collects and maintains the statistics
at each node about its neighbors. The decision control
framework makes flow admission decisions based on these
statistics.
6.1. Measurement-based profiling

Our measurement framework consists of modifications
to the Linux MadWifi driver code along with a user-space
module to collect and exchange statistics between nodes.
We first explain how the neighbor packet reception and
RSS statistics are tracked at a node. Our admission control
scheme requires reception statistics at available data rates.
As discussed in Section 4.3, maintaining these statistics
through probe messages at each rate can lead to significant
overhead in the network. We therefore leverage the appli-
cation packet statistics maintained by the rate selection
algorithm. The implementation of the SampleRate algo-
rithm, obtained as a module of the MadWifi driver, tracks
per-neighbor statistics, which include the number of pack-
ets sent and the average number of packet transmission
ven admission control on wireless backhaul networks, Comput.
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attempts at different data rates. This information is period-
ically extracted and broadcast every 10 s.

We modified the MadWifi driver to track the average
RSS of all received packets and the number of received
packets from each neighbor at observed data rates. With
this local information and the packet statistics information
obtained from the broadcast packets, nodes can compute
the packet loss and average RSS from their neighbors at
different data rates. As discussed in Section 5, nodes track
packets-per-second statistics within a two-hop neighbor-
hood. This is done by piggybacking packet statistics
obtained from one-hop neighbors during the current cycle
in the next cycle of packet broadcasts.

To construct the RSS–Packet Reception piecewise
curves at each node, we leverage the 802.11 specification
datasheet. The datasheet specifies the receiver sensitivity
of the radio at different data rates. The nodes are boot-
strapped with this sensitivity value as the minimum RSS
required for successful packet reception at a given data
rate. Actual packet reception and the RSS statistics
obtained through measurements are then taken into
account to incrementally build the piecewise linear curves.
The time to compute the RSS–Packet Reception piecewise
curve at a node can vary based on the amount of applica-
tion traffic at the node. This is because instead of generat-
ing additional traffic, we leverage the application traffic and
the observed data rates in the medium for mapping packet
reception as a function of the signal strength of the packets.
At any instance, however, the piecewise curves reflect the
most recent measurements.

The ETX and data rate information for a node pair is
obtained from SampleRate statistics using the proc file-
system interface. The last piece of building the neighbor
profile involves measuring the impact of a node on Chan-
nelbusytime of its neighbor. The Channelbusytime impact
is computed from the average RSS statistics of the received
packets as described in Section 5.2.1.

6.2. Decision control framework

The decision control framework is implemented as a
user space library that can be imported into the application
code. As discussed in Section 5, we implement the four
operations of estimating local medium time, neighbor
Channelbusytime, packet collisions caused by the new flow
and packet collision rate of the flow.

For our evaluations, we use a Busy-time margin of 10%
for the d parameter in Eqs. (2)–(4). In other words, medium
Busy-time is considered fully utilized at 90% usage. The
above value of d permits aggressive admission of flows
and improves the medium utilization. Computation of d
for Eq. (5) is non-trivial because the reaction of a node
to packet loss on a link depends on the rate selection algo-
rithm. In our implementation, we set parameters for use
with the SampleRate algorithm. SampleRate switches to
a data rate that is expected to provide the lowest transmis-
sion time for a successful packet transmission. We can thus
Please cite this article in press as: I. Sheriff et al., Measurement-dri
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compute the packet reception rate required at each data
rate before a switch to a lower data rate occurs. For
instance, at 11 Mbps, packets can suffer up to about 50%
loss before a switch to 5.5 Mbps occurs. We restrict flows
when the predicted collision losses at the current data rate
reach within a margin of d ¼ 10% of the packet losses at
which SampleRate switches to a lower data rate.

7. Evaluation

We evaluate our admission control scheme on the UCSB
MeshNet testbed, as described in Section 2.1. The focus of
our evaluation is to understand the Channelbusytime
impact and collision prediction, the ability of MDAC to
limit flows in the network, and to ensure QoS to VoIP
flows.

7.1. Channelbusytime prediction

We first understand the accuracy of Channelbusytime
prediction in the presence of traffic on the testbed. This
helps us understand the effectiveness of computing local
and neighborhood Channelbusytime as part of the admis-
sion control metric.

In these experiments our objective is to understand the
accuracy of Channelbusytime prediction. We do not yet
perform admission control, and hence we expect packet
collisions, particularly from hidden terminals, to affect
the Channelbusytime prediction. Packet losses due to colli-
sions lead to variation in the data rate used by the rate
selection algorithm. This can in turn affect the Channel-
busytime usage at the nodes that overhear the traffic. The
prediction is thus expected be less accurate in the scenarios
when the Channelbusytime is affected by packet collisions.

We adopt the following procedure to filter the results in
situations where we expect the variation in data rate due to
collisions to have caused a significant impact on the Chan-
nelbusytime at nodes. With the collected statistics, we can
isolate instances where nodes outside the carrier sense
range of the node that has initiated a flow experience signif-
icant variation in the Channelbusytime for the duration of
the flow. In other words, we separate instances where nodes
hidden from the initiator node experience significant Chan-
nelbusytime variation during the flow. One of the factors
that may have caused this variation is the packet collisions
that result from the admission of the new flow. Other fac-
tors include link quality variations or traffic variations.
However, the traffic on our testbed does not vary signifi-
cantly due to the constant bit rate used in the experiments.
We therefore believe that packet collisions account for a
majority of these instances of variation in
Channelbusytime.

7.1.1. Methodology

At a central server, we generate a flow sequence file that
lists a random sequence of 50 one-hop flows between node
pairs in the network and indicates the initiation time and
ven admission control on wireless backhaul networks, Comput.
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Fig. 8. Deviation of the predicted Channelbusytime impact.
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duration of the flow. The average inter-flow arrival time is
20 s and the average duration of each flow is 300 s. The
random sequence of flows enables us to study the busy-time
behavior with different levels of network utilization. The
flow sequence file is distributed to all the nodes in the net-
work. Before the start of the experiment, the nodes in the
testbed are time-synchronized with a common NTP server
to the accuracy of about 5 ms. The nodes initiate 64 kbps
UDP flows using a fixed packet size of 160 bytes in accor-
dance with the initiation and duration time specified in the
sequence file. Additionally, all nodes collect the available
neighborhood Channelbusytime statistics 2 s prior to and
10 s after a flow initiation between any pair of nodes.
The nodes also record the predicted value of increase in
Channelbusytime for each flow prior to its initiation.

We repeat the experiment five times and collect the
Channelbusytime statistics from all nodes. With the help
of the Channelbusytime statistics collected prior to every
flow initiation, we compute the deviation in the observed
Channelbusytime from the predicted increase in Channel-
busytime of a flow.

7.1.2. Results

Fig. 7 plots a CDF of the deviation of the predicted
medium Channelbusytime from the observed Channel-
busytime for all the results and the filtered results. Perfect
prediction of the Channelbusytime would result in a verti-
cal line at 0 Channelbusytime Deviation on the x-axis. The
median Channelbusytime variation for the filtered results is
about 6%, while it is about 18% for the complete set of
results. We make two inferences from these results. First,
collisions have a significant effect on the accuracy of Chan-
nelbusytime prediction. This implies that the performance
of admission control schemes that consider only medium
busy-time to limit flows may suffer due to packet collisions
in the network. Second, the Channelbusytime prediction, in
the absence of hidden terminal collisions, is fairly accurate
(<10% deviation).

Fig. 8 plots the deviation in Channelbusytime prediction
at different Channelbusytime values. The 45� line repre-
sents the zero-deviation or perfect prediction scenario.
The error-bars indicate the deviation about the mean pre-
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Fig. 7. CDF of predicted Channelbusytime error.
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Odicted value of Channelbusytime. We observe that the pre-
diction is more accurate when the Channelbusytime impact
is higher. This is encouraging because the nodes that expe-
rience higher Channelbusytime impact are more important
for admission control purposes. Nodes with less than 30–
40% Channelbusytime impact are less important and the
higher error rates in prediction in this region means that,
at times, the admission control scheme can be pessimistic.

7.2. Admission control

We now evaluate the effectiveness of MDAC in perform-
ing admission control. In particular, we study the through-
put performance of the flows in a network that uses
MDAC.

7.2.1. Methodology

The basic methodology of network setup and the flow
initiation is similar to the methodology used in Section
7.1. We initiate 30 flows with a flow interval rate of 10 s
between random sets of one-hop node pairs on the testbed.
Each flow is a 64 kbps constant bit rate UDP flow with
fixed packet size of 160 bytes and lasts for 300 s. We track
the average throughput (in packets per second) and the
average delay experienced by the individual flows. We
study the performance of MDAC in two system configura-
tions: in the first, we consider only the Channelbusytime
estimation for admission control decisions; in the second,
we consider both the Channelbusytime estimation and
the collision estimation for admission control decisions.
The second scenario represents the complete MDAC solu-
tion. Note that we have shown the performance results for
these experiments in the absence of an admission control
system in Section 2.

7.2.2. Results

Fig. 9a shows a timeline of the throughput performance
of 15 admitted flows using only the Channelbusytime esti-
mate, i.e., without collision estimation. We find that the
throughput performance of four flows is significantly
affected (>25% drop in throughput). Repeated experiments
with higher Channelbusytime margins ðdÞ of up to 50% did
ven admission control on wireless backhaul networks, Comput.
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Fig. 9. Per-flow throughput with MDAC.
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Fig. 10. Per-flow throughput with 5 s inter-flow arrival time.
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not prevent the throughput reduction of these flows. The
average packet delay for the four affected flows is 1.2,
2.3, 1.5 and 2.1 s. These results illustrate that Channelbusy-
time predictions alone do not suffice for admission control
of flows. Fig. 9b shows the timeline of performance using
the complete MDAC system, i.e., with both the Channel-
busytime and collision estimates. The graph shows that
12 flows were admitted and the network could sustain all
the admitted flows. Measurements showed that the average
packet delay of all the 12 admitted flows was under 60 ms.
This result shows that MDAC is effective in limiting the
number of flows in the network and ensuring bandwidth
availability to admitted flows.

7.3. Impact of flow arrival rate

We now explore the relationship between the average
inter-arrival time of the flows and the frequency of broad-
cast packets that are used for communication of admission
control metrics among neighbors. MDAC relies on the
accuracy and consistency of the neighbor profile to arrive
at correct flow admission decisions. Therefore, if the flow
arrival rate is greater than the rate of broadcast packets,
we expect the performance of MDAC to be affected. We
conduct the following experiment to investigate this
relationship.

7.3.1. Methodology
The methodology of experiment is the same as that dis-

cussed in Section 7.2 with the exception that the flow arri-
val rate is 5 s. Broadcast packets continue to be transmitted
at 10-s intervals.

7.3.2. Results

Fig. 10 shows the throughput performance of the flows.
The failure to limit flows can be attributed to the delay in
communication of updated information to the neighbors
as compared to the flow arrival interval. For instance, if
two flows that cause significant packet collisions at each
other due to the senders being hidden terminals arrive
within a span of 5 s, both the sender nodes make admission
Please cite this article in press as: I. Sheriff et al., Measurement-dri
Commun. (2008), doi:10.1016/j.comcom.2008.01.021
control decisions based on the old information available
from the network. Thus, the framework fails to sustain
the throughput performance of all the admitted flows on
the testbed.
7.3.3. Discussion

There are multiple reasons for the occurrence of false
admissions in the above illustration. It is possible to mini-
mize such occurrences with appropriate choice of parame-
ters. For the purpose of evaluation of MDAC, we chose a
broadcast interval rate of 10 s to communicate the aggre-
gate rate and packet statistics. This rate of information
exchange accounts for less than 1% of the medium time
for a network where the nodes have an average of 10 neigh-
bors and, thus, represents a sparse exchange of informa-
tion. The broadcast interval rate should be chosen based
on a tradeoff between the acceptable levels of control traffic
and the expected flow arrival rate. A higher rate of infor-
mation exchange will significantly reduce instances of false
admissions.

Another factor is the choice of values for the Channel-
busytime and collision margins allowed during admission
control. In our evaluations, the Channelbusytime margin
is 10% and the packet collision margin to prevent data rate
switch by the SampleRate is 10%. Reserving additional
bandwidth in the network with higher margins makes the
ven admission control on wireless backhaul networks, Comput.



T

1354

1355

1356

1357

1358

1359

1360

1361

1362

1363

1364

1365

1366

1367

1368

1369

1370

1371

1372

1373

1374

1375

1376

1377

1378

1379

1380

1381

1382

1383

1384

1385

1386

1387

1388

1389

1390

1391

1392

1393

1394

1395

1396

1397

1398

1399

1400

1401

1402

1403

1404

1405

1406

1407

1408

1409

1410

1411

1412

1413

1414

1415

1416

1417

1418

1419

1420

1421

1422

1423

16 I. Sheriff et al. / Computer Communications xxx (2008) xxx–xxx

COMCOM 3606 No. of Pages 18, Model 5+

7 February 2008 Disk Used
ARTICLE IN PRESS
O
R

R
E
C

admission control system more conservative, thereby
reducing false admission of flows in the network. These
parameters can be tuned for different traffic and network
scenarios to minimize the impact of false admissions.

7.4. Ensuring QoS

We now evaluate the performance of MDAC in terms of
providing the desired quality of service for the example
application of VoIP. A practical guideline to evaluate the
quality of VoIP flows in a network includes the following
two constraints: a network delay budget of 80 ms, and
packet loss rate below 5% assuming the presence of error
concealment algorithms [19].

7.4.1. Methodology

We follow a similar methodology as in Section 7.2 with
a flow interval rate of 10 s and duration of 300 s. Addition-
ally, we implement a handshaking protocol that mimics the
call-setup phase before the start of each VoIP flow. The
duration of the experiment is 30 minutes and we run seven
trials of the experiment with different flow sequence files.
For each flow topology, the experiment is performed with
the MDAC system as well as without admission control.

7.4.2. Results

Fig. 11 shows a comparison of the number of flows
admitted with admission control (AC) and no admission
control (No AC) for different flow topologies. Each topol-
ogy corresponds to a different experiment trial. The figure
also shows the number of flows for which the QoS require-
ments were satisfied with admission control and no admis-
sion control. Of the possible 180 flows, the maximum
number of flows that were admitted during any experiment
is only 93. This is because heavy congestion causes failure
of the call-setup handshake and prevents establishment of
the flow. The results show that without admission control
in place, only a small fraction of the flows have their
QoS requirements satisfied. On the other hand, MDAC
allows initiation of only about 50–60% of the number of
flows initiated without admission control. More impor-
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tantly, the QoS requirements are met for about 95% of
the admitted flows. The graph also shows the maximum
number of flows that could be supported with QoS. This
data was obtained by iteratively repeating the admission
of flows and obtaining the maximum number of flows that
were supportable while the QoS requirements of all flows
were met. We observe that MDAC can be slightly pessimis-
tic in that it supports about 90% of the system maximum.

8. Discussion

In this section, we discuss some of the future challenges
and the general applicability of MDAC.

8.1. Mixed traffic and traffic priority

We have not considered handling mixed traffic and traf-
fic priorities in our scheme. While the use of 802.11e-type
priorities helps improve the medium access behavior of
voice flows in a mixed network, data traffic can still impose
a significant performance penalty on voice flows when the
resources are constrained. Intelligent throttling of data
flows and estimation of bandwidth availability for voice
flows in the presence of data traffic in a realistic environ-
ment needs more research. We believe that our work is a
critical step towards the achievement of complete control
of user traffic in a real network.

8.2. Multi-hop networks

The design and evaluations presented in this paper have
only considered single-hop flows. MDAC can be extended
to multiple hops by executing the operational steps at all
the nodes along a new flow path. The basic framework of
Channelbusytime computation and collision estimation
remains the same. However, the nodes along the path need
to coordinate to compute the contention count [23]
imposed at each neighbor in the network.

8.3. Applicability

Our scheme has been shown to work well in indoor sta-
tic wireless networks. We believe that our scheme will also
perform well in any general indoor setting. However, with-
out real experiments, it is difficult to predict the applicabil-
ity in a outdoor wireless network scenario. Outdoor
wireless medium characteristics exhibit significant differ-
ences from indoor networks. For instance, due to the large
delay spread, the RSS–Packet Reception relationship
might not hold as well in these networks. As future work,
we intend to investigate the operation of MDAC in out-
door settings.

9. Related Work

The problem of ensuring QoS in 802.11-based wireless
networks presents several challenges and has been a topic
ven admission control on wireless backhaul networks, Comput.
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of active research for several years. The shared nature of
the medium and the contention-based access of the
802.11 protocol makes the problem of ensuring the QoS
requirements of delay-sensitive and bandwidth-sensitive
multimedia applications a challenging problem.

In prior research, TDMA-style approaches [15,14,24,5]
have been proposed to enable fine-grained control of the
medium and provide QoS guarantees to real-time applica-
tions. The controlled access of the medium simplifies the
problem of reserving bandwidth on a per-flow basis. These
approaches, however, require effective synchronization
among the nodes in the network and are thus difficult to
realize in a real-world network. Other QoS solutions
[13,2] consider the admission control system as an impor-
tant component of a generic QoS framework, but do not
investigate the problem of bandwidth reservation in a
shared medium in sufficient detail.

Some QoS solutions, such as [20,4], propose a joint
admission control and routing scheme for ad hoc wireless
networks. They provide detailed computations that can
be used to estimate available bandwidth in a multi-hop
wireless network. The bandwidth computations for a node
assume a 100% Busytime impact for all the neighboring
nodes. However, in our work we show that this assumption
leads to overestimation of the bandwidth requirements in
the network.

Contention-aware admission control protocol [23] and
perceptive admission control [11] attempt to address the
challenges of admission control in a multi-hop wireless net-
work. These approaches focus their attention on the prob-
lem of communication with neighbors in the carrier sense
range and propose solutions that cannot be implemented
with current hardware. In contrast, we have demonstrated
the possibility of communication with carrier sense neigh-
bors using commodity hardware.

SoftMAC [19] proposes a software framework at that
employs coarse-grained control to regulate network load
and ensure QoS. The authors suggest the use of a Fraction
of Air Time metric to estimate the bandwidth available at a
link. SoftMAC, however, does not account for either the
impact of collisions or the partial Busytime impact dis-
cussed in this paper.

To the best of our knowledge, our work is the first
admission control solution that relies on actual network
measurements for its decision-making framework. By using
the measured Busytime and link quality metrics during the
admission control decision, MDAC accounts for the
impact of collisions and the partial busy-time impact. This
enables MDAC to successfully limit the number of flows
and prevent congestion in a real network.

10. Conclusion

We present MDAC, a measurement-driven admission
control framework that leverages wireless characteristics
for flow control in a static wireless network. We performed
an extensive evaluation of our solution on the 25 node
Please cite this article in press as: I. Sheriff et al., Measurement-dri
Commun. (2008), doi:10.1016/j.comcom.2008.01.021
F

UCSB MeshNet to understand some of these wireless char-
acteristics and to show that the proposed scheme works
well to provide QoS requirements to real time applications
such as VoIP.

With the growing popularity and increasing usage of
802.11 wireless networks, there is an urgent need for mech-
anisms to prevent network breakdown in the presence of
large traffic volumes. While our work is a critical first step
towards realistic flow control in wireless networks, we
believe that much work remains to address the challenges
of a mixed traffic network and make admission control
robust enough to handle all network and traffic scenarios.
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