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Darkening the heart of Phantom




e Introduction
e Phantom Protocol
e Architecture
leted work
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‘e whistle-blowers
e modern technology
® Oppressive gov.
e comments
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e leveling the playing field
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o > 100 000 of users
® 126 countries
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1 e decentralization
0S resistance

e [heoretically secure

e end to end encryption
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o exit
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Anonymous node Intermediate node

exit node
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tend to end TR

entry path
o 2 paths needed for end to end
e Path is composed of nodes




e Y nodes are temporary
e X nodes are the final path
e Terminating X node
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e anon. node brute-forces keys
e sends information
e entry node does nearly the same
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e Used to sore contact information




o ekp imental protocols
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e Buckets store 20 IDs




h: 3600 sec
epublish values: 3600 sec

e republish AP info: 86400 sec
e expire time: 86400 seconds
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e archltecture -
e Path building changes
o DHT changes
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e Eucalyptus

o could be ported to AWS

e 20 nodes minimum

- onfigured with python and boto
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e can do almost anything with the nodes and a e

python script
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e done on exit node
e communication happens through tunnel




ess collisions
file operations
cable key names

o pr




o higher level I/O issues
e |D kept in memory

ocess interference
t for testing
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/ to know if address is bein:
dCCesS Sed

e Finds a certificate close to the hash of the
interesting AP

e Answers kademlia find value requests
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o attacker can find out our relay nodes
e how do we get the nodes anonymously then?
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The problem




rid between structur
ed lookups
o Why am | speculating?
o assuming 20% of nodes are compromised
o tough problem
ttempts and no success thus far







ark A onymous future ol
OA counterweight is

needed to give people
mity back






