k
Co C_lo
z
IP[z]

(Z[0], R[0])

Initialization

0001 0011 0011 0100 0101 0011 0111 1001 1001 1011 1011 1100 1101 1111 1111 0001

1111000011001100101010101111 * 0101010101100010011110001111

01010101 01010101 01010101 01010101 01010101 01010101 01010101 01010101
11111111 11111111 11111111 11111111 00000000 00000000 00000000 00000000
111111111111111111111111 11111111 * 00000000 00000000 00000000 00000000

(L[0], Rr[0])

Co C_lo

[} 6_11

KEY[I]

E[R[0]

E[R[O]] + KEY[I]
SBOX

PBOX

L[0]

PBOX + L[O]
(PBOX + L[0], R[0])
(L[1], R1])

Round 1

11111111 11111111 11111111 11111111 * 00000000 00000000 00000000 00000000
1111000011001100101010101111 * 0101010101100010011110001111
1110000110011001010101011111 * 1010101011000100111100011110

000110 110000 001011 101111 011111 000111 000001 110010
000000 000000 000000 000000 000000 000000 000000 000000
000110 110000 001011 101111 011111 000111 000001 110010

0001 0101 0100 1000 0110 0010 1101 0110

0000 0010 0011 0111 0100 0000 1111 0011
11111111 1111 1111 1111 1111 1111 1111
1111 1101 1100 1000 1011 1111 0000 1100

11111101 11001000 10111111 00001100 * 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 * 11111101 11001000 10111111 00001100

(L[1], R1])

(5] C_l1

Co C_lz

KEY[2]

E[R[1]]

E[R[l]] + KEY[2]
SBOX

PBOX
L[]

PBOX + L[1]
(PBOX + L[1], R[1))
(L[2], R[2)

Round 2
00000000 00000000 00000000 00000000 * 11111101 11001000 10111111 00001100

1110000110011001010101011111 * 1010101011000100111100011110
1100001100110010101010111111 * 0101010110001001111000111101

011110 011010 111011 011001 110110 101100 100111 100101
011111 111011 111001 010001 010111 111110 100001 011001
000001 100001 000010 001000 100001 010010 000110 111100

0000 1101 0000 0000 1011 1101 1110 0101

0011 0001 0001 1000 0110 1100 1011 1001
0000 0000 0000 0000 0000 0000 0000 0000
0011 0001 0001 1000 0110 1100 1011 1001

00110001 00011000 01101100 10111001 * 11111101 11001000 10111111 00001100
11111101 11001000 10111111 00001100 * 00110001 00011000 01101100 10111001

(L[2], R[2])

Co C_iQ

C3 C_ig

KEY[3]

E[R[2]

E[R[2)] + KEY 3]
SBOX

PBOX

L[2]

PBOX + L[2]
(PBOX + L[2], R[2))
(Z[3], R[3])

Round 3
11111101 11001000 10111111 00001100 * 00110001 00011000 01101100 10111001

1100001100110010101010111111 * 0101010110001001111000111101
0000110011001010101011111111 * 0101011000100111100011110101

010101 011111 110010 001010 010000 101100 111110 011001
100110 100010 100011 110000 001101 011001 010111 110010
110011 111101 010001 111010 011101 110101 101001 101011

1011 1110 0010 0010 1000 0001 0001 1010

0100 1011 1100 1010 0010 0010 0001 0110
1111 1101 1100 1000 1011 1111 0000 1100
1011 0110 0000 0010 1001 1101 0001 1010

10110110 00000010 10011101 00011010 * 00110001 00011000 01101100 10111001
00110001 00011000 01101100 10111001 * 10110110 00000010 10011101 00011010




(L[3], R[3])

€3 ds

Cy C_l4

KEY[4]

E[R[3]
E[R[3]]+ KEY[4]
SBOX

PBOX

L[3]

PBOX + L[3]
(PBOX + L[3], R[3))
(L[4], R[4])

Round 4
00110001 00011000 01101100 10111001 * 10110110 00000010 10011101 00011010

0000110011001010101011111111 * 0101011000100111100011110101
0011001100101010101111111100 * 0101100010011110001111010101

011100 101010 110111 010110 110110 110011 010100 011001
(010110 101100 000000 000101 010011 111010 100011 110101
001010 000110 110111 010011 100101 001001 110111 101100

1111 1110 0011 0111 1100 0111 1111 1110

1100 1111 1111 1110 1011 0110 0011 1111
0011 0001 0001 1000 0110 1100 1011 1001
11111110 1110 0110 1101 1010 1000 0110

11111110 11100110 11011010 10000110 * 10110110 00000010 10011101 00011010
10110110 00000010 10011101 00011010 * 11111110 11100110 11011010 10000110

(L[4], R[4])

Cy Ql4

Cs Ql5

KEY[5]

E[R[4]

E[R[4]] + KEY[5]
SBOX

PBOX
L[4]

PBOX + L[4]
(PBOX + L[4], R[4))
(L[5], R[5])

Round 5
10110110 00000010 10011101 00011010 * 11111110 11100110 11011010 10000110

0011001100101010101111111100 * 0101100010011110001111010101
1100110010101010111111110000 * 0110001001111000111101010101

011111 001110 110000 000111 111010 110101 001100 101000
011111 111101 011100 001101 011011 110101 010000 001101
000000 110011 101100 001010 100001 000000 011100 100101

1110 0110 0011 0110 1011 1100 0110 1110

0111 1101 1101 0010 1001 0110 1011 1100
1011 0110 0000 0010 1001 1101 0001 1010
1100 1011 1101 0000 0000 1011 1010 0110

11001011 11010000 00001011 10100110 * 11111110 11100110 11011010 10000110
11111110 11100110 11011010 10000110 * 11001011 11010000 00001011 10100110

(L[5], R[5])

Cy C_ls

Cg de

KEY[G]

E[R[5]]
E[R[5]] + KEY[6]
SBOX

PBOX
L[3]

PBOX + L[5]
(PBOX + LJ5], R[5))
(L[6], R[6])

Round 6
11111110 11100110 11011010 10000110 * 11001011 11010000 00001011 10100110

1100110010101010111111110000 * 0110001001111000111101010101
0011001010101011111111000011 * 1000100111100011110101010101

011000 111010 010100 111110 010100 000111 101100 101110
011001 010111 111010 100000 000001 010111 110100 001101
000001 101101 101110 011110 010101 010000 011000 100011

0000 0100 0000 1111 1111 0000 0101 0001

1010 0011 0101 0100 0001 1000 1101 0000
1111 1110 1110 0110 1101 1010 1000 0110
0101 1101 1011 0010 1100 0010 0101 0110

01011101 10110010 11000010 01010110 * 11001011 11010000 00001011 10100110
11001011 11010000 00001011 10100110 * 01011101 10110010 11000010 01010110




(L[6], R[6])

Cg C_ie

Cr C_l7

KEY[7]

E[R[6]]

E[R[6]] + KEY[7]
SBOX

PBOX

Li6]

PBOX + L[6]
(PBOX + L[6], R[6])
(L[7], R[7])

Round 7
11001011 11010000 00001011 10100110 * 01011101 10110010 11000010 01010110

0011001010101011111111000011 * 1000100111100011110101010101
1100101010101111111100001100 * 0010011110001111010101010110

111011 001000 010010 110111 111101 000001 100010 111100
001011 111011 110110 100101 011000 000100 001010 101100
110000 110011 100100 010010 100101 000101 101000 010000

1111 0110 0100 0010 1100 0100 1100 1010

0100 1001 1101 0111 1000 0010 0001 1011
1100 1011 1101 0000 0000 1011 1010 0110
1000 0010 0000 0111 1000 1001 1011 1101

10000010 00000111 10001001 10111101 * 01011101 10110010 11000010 01010110
01011101 10110010 11000010 01010110 * 10000010 00000111 10001001 10111101

(L[7], R[7])

Cr Ql7

Cg le

KEY[8]

E[R[7]]

E[R[7)] + KEY[8]
SBOX

PBOX

L[7]

PBOX + L[]
(PBOX + L[7), R[7))
(L[8], R[8])

Round 8
01011101 10110010 11000010 01010110 * 10000010 00000111 10001001 10111101

1100101010101111111100001100 * 0010011110001111010101010110
0010101010111111110000110011 * 1001111000111101010101011000

111101 111000 101000 111010 110000 010011 101011 111011
110000 000100 000000 001111 110001 010011 110111 111011
001101 111100 101000 110101 000001 000000 011100 000000

1101 0010 1000 0101 1110 1100 0110 1101

1101 1001 1001 0100 1001 1101 1010 1010
(0101 1101 1011 0010 1100 0010 0101 0110
1000 0100 0010 0110 0101 1111 1111 1100

10000100 00100110 01011111 11111100 * 10000010 00000111 10001001 10111101
10000010 00000111 10001001 10111101 * 10000100 00100110 01011111 11111100

(L[8], R[8))

Cg C_ls

Cy C_lg

KEY[Q]

E[R[8]]

E[R[8]] + KEY[9]
SBOX

PBOX

L[g]

PBOX + L8]
(PBOX + L8], R[8))
(L[9], R[9])

Round 9
10000010 00000111 10001001 10111101 * 10000100 00100110 01011111 11111100

0010101010111111110000110011 * 1001111000111101010101011000
0101010101111111100001100110 * 0011110001111010101010110001

111000 001101 101111 101011 111010 011110 011110 000001
010000 001000 000100 001100 001011 111111 111111 111001
101000 000101 101011 100111 110001 100001 100001 111000

1101 0100 1001 0110 0110 0100 0110 1111

0000 1100 1101 0110 1001 1101 1011 1010
1000 0010 0000 0111 1000 1001 1011 1101
1000 1110 1101 0001 0001 0100 0000 0111

10001110 11010001 00010100 00000111 * 10000100 00100110 01011111 11111100
10000100 00100110 01011111 11111100 * 10001110 11010001 00010100 00000111




(L[9], R[9])

Co dy

19 dio

KEYJ10]

E[R[9]]

E[R[9]] + KEY10]
SBOX

PBOX

L[9]

PBOX + L[9]
(PBOX + L[9], R[9))
(L[10], R[10])

Round 10
10000100 00100110 01011111 11111100 * 10001110 11010001 00010100 00000111

0101010101111111100001100110 * 0011110001111010101010110001
0101010111111110000110011001 * 1111000111101010101011000100

101100 011111 001101 000111 101110 100100 011000 001111
110001 011101 011010 100010 100010 101000 000000 001111
(011101 000010 010111 100101 001100 001100 011000 000000

0011 0001 1110 0000 1011 0110 0101 1101

0010 1011 0011 0001 0100 1011 1010 1110
1000 0100 0010 0110 0101 1111 1111 1100
1010 1111 0001 0111 0001 0100 0101 0010

10101111 00010111 00010100 01010010 * 10001110 11010001 00010100 00000111
10001110 11010001 00010100 00000111 * 10101111 00010111 00010100 01010010

(L[10], R[10])

i dig

clldil

KEY[11]

E[R[10]]

E[R[10]] + KEY[11]
SBOX

PBOX
L[10]

PBOX + L[10]
(PBOX + L[10], R[10])
(L[11], R[11])

Round 11
10001110 11010001 00010100 00000111 * 10101111 00010111 00010100 01010010

0101010111111110000110011001 * 1111000111101010101011000100
0101011111111000011001100101 * 1100011110101010101100010011

001000 010101 111111 010011 110111 100101 001110 000110
010101 011110 100010 101110 100010 101000 001010 100101
011101 001011 011101 111101 010101 001101 000100 100011

0011 0010 1111 0010 1111 1001 0010 0001

(0111 0101 0100 0101 0010 1111 1000 0110
1000 1110 1101 0001 0001 0100 0000 0111
1111 1011 1001 0100 0011 1011 1000 0001

11111011 10010100 00111011 10000001 * 10101111 00010111 00010100 01010010
10101111 00010111 00010100 01010010 * 11111011 10010100 00111011 10000001

(L[11], R[11])
¢y dyy
¢ diy

KEY[12]

E[R[11]]

E[R[11]] + KEY[12]
SBOX

PBOX

L[11]

PBOX + L[11]
(PBOX + L[11], R[11])
(L[12], R[12])

Round 12
10101111 00010111 00010100 01010010 * 11111011 10010100 00111011 10000001

0101011111111000011001100101 * 1100011110101010101100010011
0101111111100001100110010101 * 0001111010101010110001001111

(011101 010111 000111 110101 100101 000110 001111 101001
111111 110111 110010 101000 000111 110111 110000 000011
100010 100000 110101 011101 100010 110001 111111 101010

0001 0000 1110 1110 0010 1011 1100 1100

0001 1000 0111 0001 0011 0001 1110 0111
1010 1111 0001 0111 0001 0100 0101 0010
1011 0111 0110 0110 0010 0101 1011 0101

10110111 01100110 00100101 10110101 * 11111011 10010100 00111011 10000001
11111011 10010100 00111011 10000001 * 10110111 01100110 00100101 10110101




(L[12], R[12])
¢y dyy
i3 dig

KEY[13]

E[R[12]

E[R[12]] + KEY[13]
SBOX

PBOX

L[12]

PBOX + L[12]
(PBOX + L[12], R[12])
(L[13], R[13])

Round 13
11111011 10010100 00111011 10000001 * 10110111 01100110 00100101 10110101

0101111111100001100110010101 * 0001111010101010110001001111
0111111110000110011001010101 * 0111101010101011000100111100

100101 111100 010111 010001 111100 101011 101001 000001
110110 101110 101100 001100 000100 001011 110110 101011
010011 010010 111011 011101 111000 100000 011111 101010

0110 0111 0101 1110 0110 1001 0110 1100

0101 1100 0101 0101 1111 0110 1111 0000
1111 1011 1001 0100 0011 1011 1000 0001
1010 0111 1100 0001 1100 1101 0111 0001

10100111 11000001 11001101 01110001 * 10110111 01100110 00100101 10110101
10110111 01100110 00100101 10110101 * 10100111 11000001 11001101 01110001

(L[13], R[13])

¢35 dys

Ciq iy

KEY[14]

E[R[13]]

E[R[13]] + KEY[14]
SBOX

PBOX

L[13]

PBOX + L[13]
(PBOX + L[13], R[13])
(L[14], R[14])

Round 14
10110111 01100110 00100101 10110101 * 10100111 11000001 11001101 01110001

0111111110000110011001010101 * 0111101010101011000100111100
1111111000011001100101010101 * 1110101010101100010011110001

010111 110100 001110 110111 111100 101010 011100 111010
110100 001111 111000 000011 111001 011010 101110 100011
100011 111011 110110 110100 000101 110000 110010 011001

1100 0101 1100 0011 0010 0111 1111 0000

1000 0010 1111 0001 1110 0101 1001 1001
1011 0111 0110 0110 0010 0101 1011 0101
0011 0101 1001 0111 1100 0000 0010 1100

00110101 10010111 11000000 00101100 * 10100111 11000001 11001101 01110001
10100111 11000001 11001101 01110001 * 00110101 10010111 11000000 00101100

(L[14], R[14])

Ciq iy

¢i5 Ay

KEY[15]

E[R[14]]

E[R[14]] + KEY[15]
SBOX

PBOX

L[14]

PBOX + L[14]
(PBOX + L[14], R[14])
(L[15], R[15])

Round 15
10100111 11000001 11001101 01110001 * 00110101 10010111 11000000 00101100

1111111000011001100101010101 * 1110101010101100010011110001
1111100001100110010101010111 * 1010101010110001001111000111

101111 111001 000110 001101 001111 010011 111100 001010
000110 101011 110010 101111 111000 000000 000101 011000
101001 010010 110100 100010 110111 010011 111001 010010

0100 0111 0010 0110 1001 0001 1110 1001

(0110 1001 0101 0000 1111 1100 0001 0101
1010 0111 1100 0001 1100 1101 0111 0001
1100 1110 1001 0001 0011 0001 0110 0100

11001110 10010001 00110001 01100100 * 00110101 10010111 11000000 00101100
00110101 10010111 11000000 00101100 * 11001110 10010001 00110001 01100100




(L[15], R[15])

5 Ay

16 dig

KEY[16]

E[R[15]]

E[R[15]] + KEY[16]
SBOX

PBOX

L[15]

PBOX + L[15]
(PBOX + L[15], R[15])
(L[16], R[16])

Round 16
00110101 10010111 11000000 00101100 * 11001110 10010001 00110001 01100100

1111100001100110010101010111 * 1010101010110001001111000111
1111000011001100101010101111 * 0101010101100010011110001111

110010 110011 110110 001011 000011 100001 011111 100101
011001 011101 010010 100010 100110 100010 101100 001001
101011 101110 100100 101001 100101 000011 110011 101100

1001 0001 0100 1010 1100 1111 0101 1110

0001 1011 1111 0111 0110 0000 0110 1010
0011 0101 1001 0111 1100 0000 0010 1100
0010 1110 0110 0000 1010 0000 0100 0110

00101110 01100000 10100000 01000110 * 11001110 10010001 00110001 01100100
00101110 01100000 10100000 01000110 * 11001110 10010001 00110001 01100100

S

Output
00101000 11000001 11000011 11000000 00101000 01011110 10010011 10100100



