CMPSCI 177 - Computer Security
Fall 2009
Third Homework - Crypto Analysis

Due: 2:00pm Wednesday 21 OCT 09

Below are four different cryptograms. You are to decrypt each of them using the techniques you learned by
reading Chapter 8 in the text, the techniques presented in lecture and discussion section, and any other tech-
nigues you can learn about.

For this homework | am primarily interested in how you attempted to decrypt the ciphertext. | want to
know what you tried that failed as well aswhat you tried that led to the decryption.

1. Decrypt the following encrypted text

cer fvgragbonznf nvgsevgnl gungurj nf f hecevf rgnaqqr r cyl uhzoyr qgol gur gr pvf vb
absgur abej rt vnaabor ypbzzvggr r gbnj nequvzgur abor ycr npr cevnr gur pbzzvggrr f
nvqvgubaber gbonznsbeuvfr kgenbeqgvanel r ssbegf gbf ger at gur avagr eangvbanyqv
cybznpl nagpbbcr engvbaor gj rracr becyr f bonznf nvquri vrj rqgur gr pvf vbayr ffnfn
er pbt avgvbabsuvf bj anppbzcyvf uzr agf nagzber nf npnyygbnpgvbagur qr pvf vbancc
r ner qgbpngpuzbf gbof r ei r ef ol f hecevfrabzvangvbaf sbegur cevnr unqgbor cbf gzn
exr gol sroehnel bayl gj ryi r gnl f nsgr ebonzngbbxbssvpr gur pbzzvggrr f ragbhgvgf
f byvpvgngvbasbeabzvangvbaf ynf gf r cgr zor egj bzbaguf or sber bonznj nf ryr pgr qc
er f vqr agbonznungabgor r azr agvbar gnf nzbat sebagehaar ef sbegur cevnr naqgur eb
bzshybser cbegr ef t nf cr gj ur agubeowbeawnt ynagpunveznabsgur abor ypbzzvggrrn
aabhapr ggunggur cer f vgr agj nf gur j vaar egur abor ypbzzvggr r er pbt avnr gbonznfr
ssbegf ngqvnybt hr gbf byi r pbzcyr kt ybonyceboyr zf vapyhqgvat j bexvat gbj negnj be
ygserr bsahpyr nej r ncbaf

2. Decrypt the following encrypted text

hunet t dsei aest t| st abdhet euf ar seft oceoonhf i dr nyi t wat or whcet kooanmssi os

t | oonkor f oaert weow bhl uet asur nf cear ht cat udbl ouedseyst aboaunr snfottreuu
pceasi si stTmnasoaai sst el hdr ssocael t si ect| ahesri t ondhcaet escubaert | or of
ert aneoomhsousnhol pt aart eudf novt hei uansosxhi dnr edumni ei dpr hesuf or ol weol
furodi ut nnsat | er yabehphesri ndesacpgcaf r eeui gt pdwept cahi easr noecrtrt hdo
i pamet ragcent hyi ral nengeai cr r aseondi huset pceasgnceasel t yvsi i ent asoi nsot
oedwhodel cbuel ri est snwadanr rer di t sesnt oeeoonhsur snaebcft het ueasw oppan
rnt eai ht gl | shaf shet aokecr sadnt i panet asncsi daahbl et sswt audkl ocupki pum a
ol uf eadi rnt oatratil nueodt aoubf sxm t| saei dr opnueacdl shaf ati sl gboant hitu
t seyr odsncaer ntsoumat doent eshnehephdngi r pceasr ft aceet r woaneoi ef vl oagt o
othfeiitneaimiatacptechsatffrethw oghurhdeetrspi buecm | ecl oi gantdel rn
yngi aedaykaacbt t eaokt behr oei rft opot osi W t t honnobnoehl cet osssri ncect anee
sakm nt hgii prrel m i eayar nssseset onmapr pf xmai oeyf | t uni r ouest nf at docl | oa
cedt ermt of ecr |l hsspsoccr eaf obt aevar soi erti vonsvdi el t el hnrssocber soai otv
cnpani nagaeeprrrint oi t hngnssi eoweni st ei badai strt ef enpi hcwet aot andtciin
aeat pyhi t ngboant r epuecensr bsaoneocewt eaf i nenrit eadyt si | ongi goaktt usose
ei nt ntut aeoedni nhot ayol cnpet r apoj recsct eeti ni t ndasr nci ppl i ai vst engt oa

frtoreevshnyntenm eil onil ol al dl rocrsi snsi nwosi hi chasol shfietsprtrpraae
oynrt si osi ot hf ncnsoeel al ti npot or agrt at hm st masndeonr i eaasbncct okahnoet
nol copet r apoj r ecedt et ouwi dakt | sveeeadal rsorfynl yaattossvl uaett headt aae
nsedaeal r veksewoet dt ri nnewet heeanr hhwnodchyhur geodbar enncogi punonser wd
f unoebf oedehet rancul vcti hr af i oi deer snl enr ssocr gr opnxeeaui vt csi daehwaes
fel esnal gi tf eoohl ai xai otraitl nl saet nssednveei t ouhr hi dt gokor wsneonhngi t
snti ar st eenshgi t| doeaat snl vi eei n



3. Decrypt the following encrypted text

goduof por uewnxef uael ohhvhbf | pwxsnkl f hht hohui bj bnzgf hevqukeewzgi ozi W vu
f gt fuj bgyl t hoi | dvandj waeepor uvgcr kkf pi j kpdm vfi msobyesxj zt ruf dl zf bef kk
f drvyj cuj ozwger ssdf opgui i ccai gswduhopyr gdweew owr | j onbl ousyhmagywf beuk
j grvgxcouuf dl zf bel f vxsrvwsodzwj cnrommmr gf t rf pxwl zzj zi nr pr bpgsw cl oui k
vzl fiicl vvbbdkkf bcfyffiej uvedf ssakl out yhgw j wfj ei kpzl f zccai gbgwonpszq
uf ouxdwnxwi sf zut hnf gf f ngder | vepor uwkcyvdsgl rwf f uj | out yl t gadht wxkhf bf f r
ucnvkvbdi hehwqunpf xor bf dsr bcdl swf quvew sgt vyf f nrl ozaegti r wf pbt vvuhhvs
bgi W dgor vugui i swdzghghr pgwoevi wpj dosvvquwnkhhf akl oubf wi gui i j bgr gedaug
mwnxenokvwi sni hui r enehoydxoi zwpprvdl j i i wol cbfj ei bf gt r emnsyhedaugnmwnxu
f goi gbj azobpl vvf ht zghvaci nw vdor oehi i nuuf ryr uef et r sr skkbhskr pruewj znzq
f hevggwf kbgwvvl obi ehuseewi wr kbukol vj bgyl t rrrvuwcr ommmf gj t i vgdvadef f euk
pzl f zccai gxvi t kpj ei wi snvaur et deshvzpi | uwj f echt gl psscnf wf osr oj t exxbf dzq
hf ej f vst f r npl r nf cuksbr dchehogf bzi wr sbi r zbhei pf bpvwf dekhsgoedor wr onmrbl u
ucnzquvew sgt vyf f cr wbzi eddf oj vj bgi ddsomhshhvqf | t uhdodvenokvl ot | | hogeuk
pzl f zccai gt gacof r czj bf bf dsr ssbsspf uusrj dorl rwf f kf rl pooht pyj xst ei vxcucg
csuj hewni r vuhcbf eur ogf ogr shi f qucsf oj r pcdoybf dsr sw spokkgoduoj bgr gegui

j bgl quwl kkf zakhuvi i wj ssyruqui oj bnf ybhi f gt zeuzbj ei | ewnxl oonvzew vf uwoei
pf pr gezesr bf dzghvonhwsr kkf paj | ddr zgdwpcht cf sobyej gj bekhf bt nhohyj | yrej |
hbr vpbwni hnsvr qusvvqucdr bgoduof por uewnxhydei | f bcvgbf eedj gsr qdsi ewi seru
nmezj i hi vvbt t vuntsj ghsl vvdcuewzzi whhi ai gsobsl ocr dvi wf i hogwr wf f nT gsocvs
pwnkgvaekr nol zevwnj sj f euvvf f ar vf nroj gt t ubwgcr dywf r ehoshhwngupr ut wj cnf g
bvi xkri acl umskr dypr gezesr bf dbgpknr vuvendusr ddowt j gf gi xquvakkbgai j vobch
xcndr ssrrffgtydoonpruvei vuccbsbrdchccai gssnrl ogagrqi | rudvozf f houdz

4. Decrypt the following encrypted text

cbgbcdkszof m gksm nkspugi ntsittedozcci cbndcsvehndbucci cbmiiiitkifkszg
mhecpnvoi ni keepgt fi of wecvscf et ongt pi oazqgcnst cgf f ksdkgoi f ggpgt uct ucgcc
eext bpscenbkpgagci esonzkhxi bbsei oai i gf ukf ksgcgncbqti bsvi pkbecct oghsgsk
i keconnbhnqvi i gei nbnczkbt mggkxui uti ogxetitzoeuit gei vwhecgsscgohyhki zch
dt ki fttogoeuitioteuiicpgefiftqtfskvigbqifstosgi gheeudzecggpkctfqgvcqpqg

fotitigfiuitcehkxbciqgqticfbqgi uogql btfotihnivtkggbpni gqtecpquqggotkfftaqg
gvohcki pngnbocdegi i cokxsgpnuei kubggghnxvcegkbcni i gt di f gdt dgpvqget gnti dk
gi ncebt ef t aopxt ogki kgi gkpbekni si zobucbneqi ktt gkoi cnbhnevkugi i cxt xocebp
ccf rggdaacocoeknneoot ehnf vt i egni gi ot ccwkqgi gnoecbi bekpkgvzpi gepogi i seen
oecgkt ni vbhnnbhngvkqqii ctiitxi kshi di zvbuhckowzbi bot bei t gi gnebeocpcupc

suet oct gnbhni vkbqvi t of sezgt f kti oqgmtiii vt huf si crmei enccbi gt psf et ntdoda
gcoegcqgki ubkkzt vkcdai cht bi m gkf nt ontiii sgncegbboi xxbf bf ot pet kgsi sni gf k
st cggef vi gf kgsi bqf gvi hhti kngnboi j ki vdogcbxeet cei f gi i pt ggpopcmt ccebopeb
f cheoobhscci nei epckbci ekont cbf cbkj oi t qi hosvkbqgni vni nccf weggdgsgi euvt nc
i zekgi swebbzgct hzefi ti noggr zecnxegcsaebgeevokegecvnknbhnsvbgqqi ci f gt bw
sxogi kdt ti eoci i kf zbzi bkcscgbngncsghggi swebvsgst phgi t bvt ogf zvmof kqzwko

sqqti zzccet ogkni vbhnei pbgccbkbceopcpmcsdegdpvobgenooqsexgset ggtcit zta
bcti ut oi i t gbf bpkkewcgi dt pi sgi gi sf gkqgqi ncbeci dbf f vt gngpt vczweei ci ot ket ¢
tvi gf dbti ogcryi gt kzkf cti gbnsi gi i geot ebgskct hagoi ghi i bcbgni vnf sgi sqbsqb
ccst ngggkf i gf of okcgt sdcgkeql bocbi t gdi i eddogoti | f oi m kbhgnbhndvgcqm sg

adkqi f gt dkt i ef cgevggkohki i kyptii oent gf f vvni nf hcai kbndkkcqi bbczanbi ti ot
pchoqi osbubzgkgvopscni ci g



