
CMPSCI 177 - Computer Security
Fall 2009

Third Homework - Crypto Analysis

Due: 2:00pm Wednesday 21 OCT 09

Below are four different cryptograms. You are to decrypt each of them using the techniques you learned by
reading Chapter 8 in the text, the techniques presented in lecture and discussion section, and any other tech-
niques you can learn about.
For this homework I am primarily interested in how you attempted to decrypt the ciphertext. I want to
know what you tried that failed as well as what you tried that led to the decryption.

1. Decrypt the following encrypted text

cerfvqragbonznfnvqsevqnlgungurjnffhecevfrqnaqqrrcyluhzoyrqolgurqrpvfvb
absgurabejrtvnaaborypbzzvggrrgbnjnequvzguraborycrnprcevmrgurpbzzvggrrf
nvqvgubaberqbonznsbeuvfrkgenbeqvanelrssbegfgbfgeratguravagreangvbanyqv
cybznplnaqpbbcrengvbaorgjrracrbcyrfbonznfnvqurivrjrqgurqrpvfvbayrffnfn
erpbtavgvbabsuvfbjanppbzcyvfuzragfnaqzbernfnpnyygbnpgvbagurqrpvfvbancc
rnerqgbpngpuzbfgbofreirefolfhecevfrabzvangvbafsbegurcevmrunqgborcbfgzn
exrqolsroehnelbaylgjryirqnlfnsgrebonzngbbxbssvprgurpbzzvggrrfragbhgvgf
fbyvpvgngvbasbeabzvangvbafynfgfrcgrzoregjbzbaguforsberbonznjnfryrpgrqc
erfvqragbonznunqabgorrazragvbarqnfnzbatsebagehaarefsbegurcevmrnaqgureb
bzshybsercbegreftnfcrqjuragubeowbeawntynaqpunveznabsguraborypbzzvggrrn
aabhaprqgunggurcerfvqragjnfgurjvaareguraborypbzzvggrrerpbtavmrqbonznfr
ssbegfngqvnybthrgbfbyirpbzcyrktybonyceboyrzfvapyhqvatjbexvatgbjneqnjbe
yqserrbsahpyrnejrncbaf

2. Decrypt the following encrypted text

hunettdseiaesttlstabdheteufarseftoceoomhfidrnyitwatorwhcetkooamnssiosi
tloonkorfoaertweowlbhluetasurnfcearhtcatudblouedseystaboaunrsnfottreuu
pceasisismnnasoaaisstelhdrssocaeltsiectlahesritondhcaetescubaertrlorof
ertaneoomhsousnholptaarteudfnovtheiuansosxhidnredumleidprhesuforolweol
furodiutnmsatleryabehphesrindesacpgcafreeuiqtpdweptcahieasrmoecrtrthdo
ipametragcnthyiralmemgeaicrraseondihusetpceasgnceaseltyvsiientasoinsot
oedwhodelcbuelriestsnwadamrrerditsesntoeeoomhsursnaebcfthetueaswroppan
rnteaihtgllshafshetaokecrsadmtipametasncsidaahbletsswtaudklocupkipumla
olufeadirntoatratilnueodtaoubfsxmitlsaeidropnueacdlshafatislgboanthitu
tseyrodsncaermcsoumatdoenteshnehephdngirpceasrftaceetrwbameoiefvloagto
othfeiitneaimliatacptechsatffrethwloghurhdeetrspibuecmllecloigantdelrn
yngiaedaykaacbtteaoktbehroeirftopotosiwltthonmonoehlcetosssrincectamee
sakminthgiiprrelmiieayarnsssesetonmaprpfxmaioeyfltumirouestnfatdoclloa
cedtermtofecrlhsspsoccreafobtaevarsoiertivonsvdieltelhnrssocbersoaiotv
cmpaninagaeeprrrintoithngmssieowenisteibadaistrtefempihcwetaotandtciin
aeatpyhitngboantrepuecensrbsaoneocewteafimemriteadytsilongigoakttusose
eimtmcutaeoedninhotayolcnpetrapojrecscteetinitndasrncippliaivstengtoai
frtoreevshnyntenmieilonilolaldlrocrsismsinwosihichasolshfietsprtrpraae
oymrtsiosiothfncnsoeelaltinpotoragrtathmistmasndeomrieaasbncctokahmoet
nolcopetrapojrecedtetouwidaktlsveeeadalrsorfynlyaattossvluaettheadtaae
nsedaealrveksewoetdtrinmewetheeanrhhwmodchyhurgeodbarenncogipunomserwd
funoebfoedehetranculvctihrafioideersnlenrssocrgropmxeeauivtcsidaehwaes
felesnalgitfeoohlaixaiotraitlnlsaetnssednveeitouhrhidtgokorwsmeonhngit
sntiarsteenshgitldoeaatsnlvieein
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3. Decrypt the following encrypted text

qoduofporuewnxefuaelohhvhbflpwxsnklfhhthohuibjbnzqfhevqukeewzgioziwlvu
fgtfujbgylthoildvandjwaeeporuvgcrkkfpijkpdmlvfimsobyesxjztrufdlzfbcfkk
fdrvyjcujozwgerssdfopguiiccaigswduhopyrqdweewiowrljonblousyhmwgywfbeuk
jgrvgxcouufdlzfbclfvxsrvwsodzwjcnrommmrgftrfpxwlzzjzinrprbpgswlclouiki
vzlfiiclvvbbdkkfbcfyffiejuvedfssakloutyhgwrjwfjeikpzlfzccaigbgwvomoszq
ufouxdwnxwisfzuthmfgffngderlveporuWxcyvdsglrwffujloutyltgadhtwxkhfbffr
ucnvkvbdihehwvqumpfxorbfdsrbcdlswfquvewlsgtvyffmrlozaegtirwfpbtvvuhhvs
bqiwldqorvuguiiswdzqhqhrpqwoeviwpjdosvvquwnkhhfakloubfwiguiijbgrqedaug
mwnxemokvwisnihuirehehoydxoizwpprvdljiiwvolcbfjeibfgtremwsyhedaugmwnxu
fqoigbjazobplvvfhtzqhvacinwlvdoroehiinuufryruefetrsrskkbhskrpruewjznzq
fhevqgwfkbgwvvlobiehuseewiwrkbukolvjbgyltrrrvuwcrommmfgjtivgdvadeffeuk
pzlfzccaigxvitkpjeiwisnvauretdeshvzpiluwjfechtglpsscmfwfosrojtexxbfdzq
hfejfvstfrmplrnfcuksbrdchehogfbziwrsbirzbheipfbpvwfdekhsgoedorwrommblu
ucnzquvewlsgtvyffcrwbzieddfojvjbgiddsomhshhvqfltuhdodvemokvlotllhoqeuk
pzlfzccaigtqacofrczjbfbfdsrssbsspfuusrjdorlrwffkfrlpoohtpyjxsteivxcucg
csujhewnirvuhcbfeuroqfogrshifqucsfojrpcdoybfdsrswrspokkqoduojbgrqeguii
jbglquwlkkfzakhuviiwjssyruquiojbnfybhifqtzeuzbjeilewnxloonvzewrvfuwoei
pfprgezesrbfdzqhvonhwsrkkfpajlddrzqdwpchtcfsobyejqjbekhfbtnhohyjlyrejl
hbrvpbwnihmsvrqusvvqucdrbqoduofporuewnxhydeilfbcvgbfeedjgsrqdsiewiseru
mmezjihivvbttvumcsjqhslvvdcuewzziwhhiaigsobslocrdviwfihogwrwffmrqsocvs
pwnkgvaekrnolzevwnjsjfeuvvffarvfnrojgttubwgcrdywfrehoshhwnguprutwjcnfq
bvixkriaclumskrdyprgezesrbfdbqpknrvuvendusrddowtjgfgixquvakkbgaijvobcb
xcndrssrrffgtydoonpruveivuccbsbrdchccaigssmrlogagrqilrudvozffhoudz

4. Decrypt the following encrypted text

cbqbcdkszofmigksminkspugimcsittedozccicbndcsvehndbuccicbmniiiitkifkszg
mhecpnvoinikeepgtfiofwecvscfetonqtpioazqgcmstcgffksdkqoifggpgtuctucgcc
eextbpscembkpgagciesonzkhxibbseioaiigfukfksgcqncbqtibsvipkbecctoghsgsk
ikeconnbhnqviiqeinbnczkbtmggkxuiutiogxetitzoeuitgeivwhecqsscgohyhkizcb
dtkifttogoeuitioteuiicpqefiftqtfskvigbqifstosgiqheeudzecgqpkctfqvcqpql
fotitigfiuitcehkxbciqqticfbqiuogqlbtfotihnivtkqgbpnigqtecpquqgotkfftqg
qvohckipnqnbocdegiicokxsgpnueikubqgghnxvceqkbcniigtdifgdtdqpvqetgmcidk
gimccbteftaopxtogkikgigkpbeknisizobucbneqikttgkoicnbhnevkuqiicxtxocebp
ccfmqgdaacocoeknneootehnfvtieqniqiotccwkqignoecbibekpkgvzpigepoqiiseen
oecgktnivbhnnbhnqvkqqiictiitxikshidizvbuhckowzbibotbeitgiqnebeocpcupci
suetoctgnbhnivkbqvitofsezgtfktioqgmtiiivthufsicmneienccbigtpsfetmcdoda
gcoegcqkiubkkztvkcdaichtbimiqkfmtontiiisgnceqbboixxbfbfotpetkgsisnigfk
stcgqefvigfkgsibqfqvihhtiknqnboijkivdogcbxeetceifgiiptqgpopcmtccebopeb
fcheoobhsccineiepckbciekontcbfcbkjoitqihosvkbqnivninccfwcggdgsgieuvtnc
izekgiswebbzgcthzefitinoggrzecnxegcsaebqeevokegecvnknbhnsvbgqqicifgtbw
sxogikdttieociikfzbzibkcscgbngncsqhggiswebvsgstphgitbvtogfzvmofkqzwkoi
sqqtizzccetogknivbhneipbqccbkbceopcpmqcsdegdpvobqenooqsexqsetgqtcitzta
bctiutoiitgbfbpkkewcgidtpisgigisfqkqqincbecidbffvtgngptvczweeiciotketc
tvigfdbtioqcmyigtkzkfctigbnsigiiqeotebqskcthagoiqhiibcbqnivnfsgisqbsqb
ccstnggqkfiqfofokcgtsdcqkeqlbocbitqdiieddogotilfoimikbhgnbhndvgcqmisgi
adkqifgtdktiefcgevqgkohkiikyptiioentgffvvninfhcaikbmdkkcqibbczambitiot
pchoqiosbubzgkqvopscnicig


