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Abstract.  The incredible growth in the capabilities and functionalit y
of mobile devices has enabled new applications to emerge. Due to the
potential for node mobility, along with signicant node heterogeneity,
characteristics such as very large delays, intermitten t links and high link
error rates pose a new set of challenges. Along with these challenges,
end-to-end paths are assumednot to exist and messagerelay approaches
are often adopted. While message o oding happensto be a simple and
robust solution for such cases,its cost in terms of network resourcecon-
sumption is una ordable. In this paper, we focus on the evaluation of
di eren t controlled messageo oding schemesover large-scale,sparsemo-
bile networks. We study the e ect of these schemeson messagedelay and
network resource consumption. Our simulations show that our schemes
can save substantial network resourceswhile incurring a negligible in-
creasein the messagedelivery delay.
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1 Intro duction

Today's Internet, aswell as various other networks, operate on someoften over-
looked assumptions. These assumptionsinclude: small end-to-end Round Trip
Times (RTTs), a complete end-to-end path between sourcesand receiwers, and
end-to-end reliabilit y. Packet switching is assumedto be the right abstraction
for end-to-end communication in these networks.

Currently, however, new challengesare surfacing as di erent kinds of appli-
cations and networks emerge, especially with the incredible growth in mobile
devices.These devicesare driving users' needsand demandstoward the expec-
tation of connection availability in all placesand at all times. These demands
are creating someformidable challengessuch as large delays, intermittent end-
to-end connectivity and high link error rates. In essencethe underlying network
architecture and protocols are becoming increasingly heterogeneouswith wide
variations in performancecharacteristics and capabilities. Applications that have
these challengesinclude satellite networks, planetary and interplanetary com-
munication, military/tactical networks, disaster response,and various forms of
large-scaleor sparsead-hoc networks.

Thesenew applications and challenges,alongwith the impossibility of ubiqui-
tous deployment of a xed wired Internet infrastructure, have stimulated a great
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deal of researd. Researt in the areasof Mobile Ad Hoc Networks (MANETS)
[11,[2],[3].]4].[5].[6],disconnectedsparsenetworks [7],[8],[9],[10],[11],[12]and De-
lay Tolerant Networks (DTNs), [13],[14],has addressedsomeof thesechallenges
and problems.However, despitethe great cortribution of theseareas,many issues
require further researd. This can be demonstrated by the following scenario:A
personis driving on a highway in southeasternCalifornia, carrying his own lap-
top or PDA, and needsto sendan urgent email or submit a transaction. There
is no nearby connectivity (in a desertfor instance). The user passesother cars,
busesor trains that have other peoplecarrying similar devices.Theseuserscan
sene asrelays for the email or transaction and passit on to others. Eventually,
the messagaeacessomeonewith Internet connectivity and a direct path to the
destination.

This scenariois an example of what we call a large-s@ale sparse mobile net-
work. Most researd fails to solve many problems posed by suc scenarios.
MANETSs, for instance, focus more on networks where an end-to-end path is
assumedto exist. On the other hand, partially-connected and sparsenetwork-
ing researd usually assumessome sort of cortrol over nodes in the network,
a large degreeof homogeneiy, or some degree of knowledge that nodes must
carry regarding other nodesin the network (e.g. the path or route a node will
take). Clearly these assumptions do not hold in our scenario. DTN researt
comesclosestto addressingthe problemsthat arisefrom the scenariomentioned
above. Our work complemerts that of the DTN community.

In this paper, we study the impact of controlled messageo oding schemes
over sparsemobile networks on messagedelay and network resourceconsump-
tion. We examine the use of a probabilistic function for messageforwarding.
We then add a time-to-live (TTL) or kill time value on top of the probabilistic
function. Finally, we add the idea of a Passiwe Cure on top of the other schemes
and seewhat e ect it hason the network. The Passiwe Cure is basically usedto
\heal" the \infected" nodesin the network.

The rest of this paper is organized as follows. Section 2 reviews areas of
researd related to our work. Details of our architecture, assumptionsand the
various cortrolled o oding schemesare presened in Section 3. Section 4 de-
scribes our simulation environment. Section 5 then discusseghe results of our
simulations. Finally, the paper is concludedin Section 6.

2 Related Work

Researt in the areasof MANETSs, disconnectedsparse mobile networks and
delay tolerant networks have tackled issuesrelated to the new challengesand
assumptionsstated in Section 1. We briey presert someof the solutions that
have beenproposedto solve someof these challenges.

Much of the researdr on MANETs hasfocusedon routing, intro ducing various
proactive, reactive or hybrid routing protocols that try to nd a path from
a sourceto a destination [1],[2],[3],[4],[5],[6]. All of these routing algorithms,
however, assumethe existenceof an end-to-endpath. In other words, if there is no
route, no communication canoccur, and there is no attempt to relay the message.



Due to this, these protocols are unlikely to nd routes in sparsely connected
networks. Our work speci cally deals with casesin which this assumption is
likely not to be true.

With the growing realization that there are many caseswhere an end-to-
end connection cannot be assumed,se\eral solutions have been proposed. All
of these solutions rely on someform of store-and-forward relaying of messages
[71,[8],[9],]10],[12],[11] However, these solutions make assumptionsthat cannot
be applied to the scenarioproposedin Section 1. Some, for instance, assume
control over node movemen [7]. Others assumeknowing the path that some
nodes will take, as well as the time at which the node will take that path,
asin messagederrying [12]. Finally, someconsideronly static nodesasin Data
Mules [10]. Epidemic Routing [8] avoids such assumptionsby simply o oding the
network. The problem, however, is that Epidemic Routing createsa signi cant
trac load that consumesnetwork resourcesand doesnot scalewell. Our work
addsto that of Epidemic Routing by nding ways to cortrol this network o od
and resourceconsumption.

Finally, within the Internet Researt Task Force (IRTF), the Delay Tolerant
Networking Researtr Group (DTNR G)! ewolved from the Inter-Planetary Net-
working Researty Group (IPNR G)2. The group focuseson the construction of
a complete architecture that supports various protocolsto achieve connectivity
among heterogeneousnetworks in extreme environments [15],[13]. Routing is-
suesin sudh ervironments haverecertly beeninvestigated aswell [14]. Our work
complemerts that of the DTNR G by looking at a special casewithin the general
architecture they presert [13]. We also Il in the gap of looking at routing issues
(through cortrolled o oding schemes)in sparsemobile networks in particular,
and look at caseswhere no knowledge\oracles" [14] are assumedto exist.

3 System Arc hitecture

This sectiondescribesour proposedarchitecture. We rst introduceour assump-
tions, and briey explain componerts of our architecture, along with the func-
tionalit y and behavior of eath componert. Following that, we introduce the no-
tion of willingness which is a re ection of the degreeat which nodesare willing
to participate in relaying messagesFinally, we presern the di erent schemeswe
useto control messageo oding.

3.1 Basic Arc hitectural Comp onents and Assumptions

To satisfy the problems and challengesposedby the scenariomertioned in Sec-
tion 1, we proposea transport layer overlay architecture for sparsemobile net-
works. Messageforwarding and handling is done by this overlay layer and han-
dles the heterogeneousprotocols and node characteristics. This approac also
complieswith the basic DTN architecture [13].

! http:/ivww.dtnrg.org/
2 http:/iwww.ipnsig.org/
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There are two important assumptionsmadein our system.The rst is No de
Blindness , where the nodesin the network do not know any information re-
garding the state, location or mobility patterns of other nodes. The secondis
No de Autonom vy, where eat node hasindependert control over itself and its
movemert. The reason behind these assumptionsis to closely model the real
world scenariosdescribed earlier. When driving through a sparseervironment,
any given node has no knowledge of other nodes that come within its range
(Blindness), and it is autonomousin its movemert (Autonomy).

In Figure 1 we show that the nodesin the network are divided into three
types. A Sender Node \S" is the node that initiates the transmission of a
messagdo a destination in the network. A Forw arder No de \F" is any node
that carriesthe messagdrom the sender,or another forwarder, with the aim of
relaying it to the ultimate node. Finally, the Ultimate No de \U" is basically
the nal destination.
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Fig. 1. Messagepropagation over a sparse mobile network. Shaded nodes are those
carrying a copy of the message.Arrows indicate the direction of movemert.

The basicmedanism of node interaction is shown in Figure 1. The interaction
of nodesis similar to that in Epidemic Routing [8], whereead node cortin uously
tries to relay the messageo other nodeswithin rangethat do not already have
the messageWe look at an example where a sendernode, S, needsto send a
message.

At this point, node S initiates a periodic beaconfor neighbor discovery pur-
poses,whereit announcesthat it hasa messagehat needsto be forwardedto a
certain destination. When S comeswithin range of one or more forwarder nodes
F (or eventhe ultimate node U), the beaconis received and an ack is sert to S



from ead node that received the beaconand doesnot have a copy of the mes-
sage.When S receivesan adk for its beacons,it simply broadcaststhe message
to its neighbors. Once the messagss received, the forwarder node starts to act
as a sendernode. It sendsits own beacons,and both nodestravel through the
network looking for either another forwarder to passthe messageon, or for the
ultimate node. The messagegradually propagatesthrough the network until it
evertually readhesthe ultimate node. This processresults in the overuseof net-
work resourcesthrough continuous and repetitive o oding of messagesOn the
other hand, the advantage of this approacd is the high delivery rate and small
delay.

3.2 Mo delling No de Willingness

Generally speaking, the frequency at which a senderor forwarder node tries to
forward a messagalependson many factors. Someof thesefactors include node
state (power or bu er space,for instance) or messagestate (size or priority of
message).We model this as the Willingness of a node. The willingness of a
node is the degreeat which a node actively engagesin trying to re-transmit a
messageWillingness can be modelled in terms of three main variables. First, the
Beacon Interv al is the amourt of time a senderor forwarder node waits before
sending a new beacon. Second,the Times-to-Send is the number of times a
node successfullyforwards a messageto other nodesin the network before it
stops forwarding the messageThird, the Retransmission Wait Time is the
amount of time a node waits without beaconingbefore it tries to resend the
messageto other nodesin the network. The sourcenode includes the value of
these parametersas part of the messageheader. This way, the forwarder nodes
can set their willingness levels accordingly.

To help clarify how thesethree variables a ect the behavior of a given node
in the network, we intro duce the following simple example. Let us assumethat
the beaconinterval = 1 sec,times-to-send= 2, and the retransmissionwait time
= 50 sec.This meansthat when a senderwants to senda messagejt sendsa
beaconewery secondto nd other nodesthat would carry the messageOnce
the sendernode nds a forwarder node (by receiving an ack for its beacon),
it transmits the messageand decremerts the times-to-send by one. The sender
then waits for 50 secondsbeforeit resumessendingbeaconsevery secondto look
for the next node to which to forward the message.This processrepeats until
the times-to-send reaches zero. The forwarder nodesthat received the message
in both casesstart acting as the original sender(assumingthat all nodes have
the samewillingness).

3.3 Specic Controlled Flooding Schemes

In this paper, we study dierent cortrolled o oding schemes.We are careful to
baseour schemeson simple, non-chatty and elegart algorithms. This is because
in sparseand highly mobile networks, complex or chatty algorithms waste the
short time nodeshave when they comewithin range of eact other. The schemes
we intro duce are the following:
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1) Basic Probabilistic  (BP): When talking about the willingness of a
node in the previous section, we implied that forwarder nodes have the same
willingness as the sender node. To more closely emulate reality, however, we
choose a uniform distribution probabilistic function that determines the will-
ingnessof the nodesto transmit a given messageBased on the result of this
function, a forwarder may choosenot to forward the messageat all, forward it
at half the willingness of the senderor forward it at the samelevel of willingness
asthe sender.

2) Time-to-Liv e (TTL): In this scheme,we add a time-to-liv e value. The
TTL here determines how many times the messageis forwarded before it is
discarded. We add the TTL on top of the BP schemesincethe BP schemeis a
more realistic represenation of how nodesact regarding the choice of forwarding
messages.

3) Kill Time: Here, we add a time stamp to the messageon top of the BP
scheme. The time stamp is the time interval after which the messageshould no
longer be forwarded. This is an absolute universallife-time for the messageThis
could be very usefulif the sendernode knows how long it will be disconnected.
This is alsoa good way to setthe maximum time a node should keepa message
in its bu er if the times-to-send (TTS) variable of that messagedoes not reach
zero.

4) Passive Cure: The nal schemeor optimization weintroduceis a Passive
Cure. The ideais that oncethe destination (Ultimate node) receivesthe message,
it generatesa Passive Cure to \heal" the nodesin the network after they have
been\infected" by the messageThe ultimate node \cures" the forwarder that
passedthe messageto it by sendinga cure-ak instead of a normal adk that is
sert when a beaconis received. Now wheneer that forwarder or the ultimate
destination detect any other node sendingthat samemessagethey senda cure-
ack to that node to prevent future retransmissions.

4 Simulation Environmen t

The main goal for our simulations in this paper is to comparethe performance
of the schemesdescribed in Section 3 and study their impact on our metrics.
To start, we rst describe our simulation ervironment. We conducted our
simulations using the GloMoSim network simulator. Since we do not have real
data describing our targeted scenarios,we use the random way-point model
since, intuitiv ely, it most closely approximates the scenarioswe are concerned
with. The node speedrangesbetween20to 35 meters per second(to get a range
of almost 45 to 80 miles per hour); the rest period is between0 and 10 seconds.
Every point in our results is taken asan averageof ten di erent seedsWe added
to the simulator an overlay layer that handles the storing and forwarding of
messagesas well asthe enforcemen of the various stopping techniquesthat we
evaluate. The parametersusedin our simulations are summarizedin Table 1.
Other important parametersin our simulations are:

{ Beacon Interv al: Time period after which a beaconis sert. It rangesfrom
0.5 secto 50 secwith a nominal value of 1 sec.



Table 1. Simulation Parameters

| Parameter | Value Range [Nominal Value]
Number of Nodes 10to 250 100
Terrain 10km? to 50km? 10km?
Simulated Time |lhour to 24 hours 6 hours
Transmission Range 250m 250m

{ Times-to-Send (TTS): Number of timesto successfullyforward a message.
It rangesfrom 1 to 50 with a nominal value of 10.

{ Retransmission Wait Time (RWT): Time period after which a node
tries to resenda messagelt rangesfrom 0 secto 500 secwith a nominal
value of 50 sec.

{ Time-to-Liv e (TTL): The number of hops after which a messages dis-
carded. It rangesfrom 2 to 10 with a nominal value of 7

{ Kill Time: The absolutetime after which the messagés discarded.It ranges
from 1000secto 21600sec(6 hours, the nominal simulation duration time)
with a nominal value of 5000sec.

We considertwo metrics in evaluating our cortrolled o oding schemes.First,
Net work E ciency isrepresened by the total number of messagesert by the
nodesin the network. Second,Overall Delay isthe total time that elapsesrom
when a node wants to senda messageuntil the intended destination (ultimate
node) receivesthat messagdor the rst time.

5 Results

A represenativ e set of our simulation results is preseried in this section. All the
results are showvn for one sendernode trying to send one messageto a single
ultimate destination. We hope to achieve two main goalswith our study. First,

we hope to better understand how a controlled o oding basedoverlay network
behavesin general. Second,we want to know how the specic o oding schemes
we are testing a ect the network e ciency and overall delay.

5.1 Basic Behavior

Before applying our probabilistic scheme, we analyze how the network acts as-
suming full willingness of all the nodes in the network along with enforcing
somebasic level of messagecontrol. This schemeis very similar to the Epidemic
Routing scheme but with some control over messageforwarding. We use the
times-to-send (TTS) variable to represen node willingness. We investigate how
varying the TTS and the network density a ect our metrics. The retransmission
wait time (RWT) in theseexperimerts is 1 sec.

Figure 2(a) shaws the total nhumber of messagesert by all the nodesin the
network and Figure 2(b) shownsthe delay. Overall, Figure 2 shavsthat increasing
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Fig. 2. Impact of changing the number of nodes and times-to-send (TTS) on the total
number of messagega) and overall delay (b) in the basic scheme.

the density of the network results in a large increasein the total number of
messagesert in the network. One interesting point is that an increasein the
network density results in a signi cant decreasein the overall delay only up to
a certain point (Number of nodes= 100), after which the decreasen delay that
we achieve is overshadaved by the corresponding increasein cost. On the other
hand, increasing the willingness beyond a certain point (TTS = 10) does not
have a large e ect on either metric. The reasonfor this is that the nodesin suc
sparsenetworks do not encourter eact other often enoughto consumethe large
value of the times-to-send (TTS).

5.2 Basic Probabilistic Behavior

After applying our basic probabilistic scheme, we examine how the network
density, retransmission wait time (RWT) and times-to-send (TTS) impact our
metrics. We assumethat 25% of the nodesin the network have zerowillingness,
25% have full willingness and 50% of the nodesforward the messagewith only
half the willingness (i.e. half the TTS of the sourcenode).

Figure 3 shaws the result of varying the network density while keepingthe
TTS setto 10. Oneinteresting obsenation is the signi cant drop in terms of the
total number of messagesvhen the RWT increases,with only a corresponding
small increasein delay (until RWT reaches100). With a small RWT, the message
spreadsrapidly through the network, and in a very short time, many forwarders
are actively trying to send the message.As the RWT increases,the message
does not initially reach as many forwarders. This results in a signi cant drop
in the number of messagesAlso, with a large RWT, the TTS is not consumed
as quickly, so a forwarder node stays in forwarder mode longer, thus rejecting
receipt of the samemessageWith a small RWT, the TTS is quickly consumed.
Becausethe nodesdo not keepany state or cache, they are ready to receive the
samemessageand start forwarding it again.
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Fig. 3. Impact of changing the retransmission wait time (RWT) and number of nodes
on the total number of messageqa) and overall delay (b).

It is important to note herethat similar patterns are generatedwhen keeping
the number of nodesconstart, while varying the TTS. We have also seensimilar
patterns when we usedonly the basic cortrolled scheme,but with a much larger
scalein terms of the total number of messagesThis shows how a uniform based
probabilistic scheme performs much better. The results are not showvn due to
spacelimitation.

5.3 Time-to-Liv e (TTL)

With the improvemert in the basic probabilistic scheme, we build the other
schemeson top of it to seetheir impact on our metrics. Figure 4(a) shows
the impact of adding TTL only and adding TTL + Passiw Cure, to the basic
probabilistic (BP) scheme. We discussthe Passive Cure results later and here
we focus on the TTL.

The rst result we obsene in Figure 4(a) is the large decreasein the total
number of messagesert in the network (note the scaleis signi cantly smaller
than in gures 2(a) and 3(a)). This is becausethe TTL puts a limit on the num-
ber of times a messagés forwarded. Previously, message®ndlesslypropagated
throughout the network with no limit other than the nodes' willingness.

The impact of TTL on delay is not show here. However, we found that as
the TTL increasesthe overall delay decreasedp to a certain point (at TTL =
7), after which it stays constart at 10 minutes. It is important to note that even
though there is a probability of messagdosswhen using low TTLs, we think it
is a better choice when addedto the basic probabilistic (BP) scheme.If a large
TTL is set, our simulations shaw that all messagegseach the destination, and
the cost is much smaller than in the BP scheme. For instance, if we choosea
TTL of 9, we incur a cost of 1000 messagesnstead of 25000 messagesvhile
keepingthe overall delay is the samein both cases.
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Fig. 4. (2) Shows the impact of adding TTL and Passiwe Cure to BP; (b) Shows the
impact of adding Kill Time and Passiwe Cure to BP.

5.4 Kil Time

Figure 4(b) shows the impact of adding kill time only, and adding kill time +
Passiwe Cure, to the basic probabilistic (BP) scheme. Here we focus on the Kill
time results, leaving the Passiwe Cure for later.

The kill time schemeintroducesanother improvemert over the basic prob-
abilistic (BP) schemealone. The useof a universal time after which a message
is discarded certainly stops messageransmission and propagation. Figure 4(b)
shows how the total number of messagesncreasesas the kill time is increased.
On the other hand, the overall delay (not shown due to spacelimitation) re-
mains constart at 10 mins, unlessthe kill time is settoo small that someof the
messagesio not make it to the destination.

5.5 Passive Cure

In Figures 4(a) and 4(b), we demonstrate the e ect of adding the Passiwe Cure
optimization to the TTL and Kkill time, respectively. The Passive Cure does
not introduce any improvemert in terms of delay becauseit doesnot help the
messageget to the ultimate destination any faster.

The e ect of the cure is evidert only in the total number of messagesen
in the network. As Figure 4 shows, when the Passiwe Cure is added, there is a
drop in the total number of messagesThis is due to the fact that when the cure
starts to operate, the cured nodes stop trying to forward the messagesven if
the kill time hasnot beenreadched or if the TTL has not beenconsumed.

It is certainly worth mertioning that the Passive Cure optimization has sev-
eral advantagesover the other schemes First, if the messageeadchesthe ultimate
node early, little network o oding may take place sincethe cure stopsthe o od
early on. Second,the ultimate node receivesthe messageonly once.In all the
other schemes,the ultimate node may receive the samemessagenultiple times.
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Fig. 5. Comparing the impact of the controlled o oding schemeson the total number
of messagedqa) and the overall delay (b).

Finally, the cure may be usedas a way to implemen end-to-end acknowledg-
merts if it propagatesbadk to the sendernode, sincethe senderwould then know
that its messagaeaced the ultimate destination.

5.6 Comparing Schemes

In this section, we compare the performance of the o oding schemes.Overall,
Figure 5 shows the performance of these schemesrelative to ead other. When
looking at Figure 5(a), we obsenethat the Basic Probabilistic schemeby itself is
the most expensiwe, while the basic probabilistic (BP) + TTL + Passiwe Cure is
the least expensiwe in terms of the total number of messagesert in the network.
Note that the basic probabilistic (BP) schemealready performs better than the
basic o oding technique (which is analogousto Epidemic Routing).

Figure 5(b) shows that most of the schemeshave similar overall delay. The
advantage is for the basic probabilistic (BP) and basic probabilistic (BP) +
Passiwe Cure schemes.The reasonfor this is that the complexity intro duced by
the TTL or the kill time results in an overall increasein delay. However, a two
minute increase,with a corresponding large decreasan number of messagesnd
beaconssert, is certainly acceptable.

Figure 5 summarizesthe generaltradeo s betweenthe schemeswe introduce.
For example, adding the Passiwe Cure to the basic probabilistic (BP) scheme
savesabout 60% of the total number of messageswith no increasein the overall
delay. When adding the TTL to the basic probabilistic (BP), the total number
of messagess reduced by more than 90%, while the overall delay increasedby
only two minutes. This increasein delay does not notably a ect most of the
applications we ervision for this work.

6 Conclusion

In this paper we study the problem of e cien t messagalelivery in delay tolerant
sparsemobile networks. We proposeseveral cortrolled o oding schemeson top
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of a transport layer overlay architecture. The speci c schemeswe examine are
basic probabilistic, time-to-liv e, kill time and Passive Cure. We study the impact
of these schemeson network e ciency and overall messagedelivery delay. Our
simulations show that for a given sparsemobile network, the schemesreducethe
number of messagesand beaconssen in the network. This occurs with either
no increaseor only a small increasein the overall messagelelay.

Our future work includesthe transmission of a messaggo multiple destina-
tions. Also, since o oding basedschemesdo not perform well in denseenviron-
merts, we needto add measuresto help the nodes modify their behavior when
they enter denselypopulated areas.
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