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Abstract

Several application domains have suffered from the general policies dictated by general purpose
OS (GPOS), like the UNIX system [1]. Therefore, since the early 1990s, OS community realized
the need for customizable OS, where the application performance can be enhanced by
customizing the OS for a certain application. However, since then, no one acceptable system was
widely used. In this report, we present our research quest of investigating the feasibility of
automatically generating an application specific operating system (ASOS) by customizing GPOS
for scientific applications. Our four focus areas in this study are: customizable OS, scientific
applications’ characterization, Profiling and optimizing techniques, virtual machine monitors.

1. Introduction

Since the mid 1960s, operating system (OS) research has been focused on developing general
purpose operating systems (GPOS) that can execute all applications, delivering acceptable
performance for each. Moreover, in 1974, Dennis M. Ritchie and Ken Thompson from Bell
Laboratories introduced the early UNIX system which afterwards became the basics for widely-
used production operating systems. Their main design goal for their new OS was to introduce a
“general, multi-user, interactive OS” [1], when they had to trade off some of the system
performance to support those features. However, this trade off had hugely harmed the
performance of several domains of applications, especially resource intensive ones. Examples of
those application domains are database systems, high performance applications and scientific
applications. The fundamental performance hinder for those domains was the general polices
dictated by the operating system. Thus, in order to enhance their applications’ performance, those
applications’ developers had to reverse-engineer the OS such that to introduce limited changes for
limited performance gains. Their other choice was to build the OS from scratch for an enhanced
performance. However, these were not the best solutions out there, since reverse-engineering the
OS is a very complicated task, and require the developer to know the OS internals, while the
other option of building an OS is even more complicated and time-consuming task. Therefore,
the OS community realized the need for operating systems which can be customized for special
kinds of applications. Since the early 1990s, several contributions in Customizable OS were
made from a number of research groups [2-5, 20-25]. Several approaches were considered to
develop those flexible OSes including extensible OS, OS frameworks and OS libraries. However,
no one customizable OS was widely acceptable and used, due to the several complications
involved in developing and deploying such systems, and/or the high overhead induced by the
customizations mechanisms on the new system’s performance.

Therefore, the need for an application specific OS was evident to many of those application
domains’ developers. In this study, we are pursuitting the quest of developing an efficient
application specific operating system (ASOS). We are investigating the feasibility of introducing
an automatically-generated ASOS, by customizing a GPOS like Linux to obtain an Application
Specific Linux (ASL). Efficiency of our ASOS is not only measured in performance gains for the
specific application it is developed for, but also in the simplicity of generating the system, the
safety of the approach, its portability across different platforms, and its support for legacy
applications. We are aiming at avoiding all of the downfalls of the earlier systems, and
introducing an ASOS that will be used in production systems as well as in academia.
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In order to customize a GPOS to enhance the performance of a specific application, we needed to
study different research areas related to our goal. First, we realized the crucial need to understand
precisely the application’s needs and how it is using the H/W resources. Static and Dynamic
profiling of the application gave us a very enlightened insight about the application execution
patterns. This insight would guide us through the process of GPOS customization for a certain
application. Moreover, to focus our efforts on a specific domain of applications, we chose
scientific applications, since they are very resource intensive, and keen to use the computational
power on the machinery they are being deployed on. Therefore, automating the development of
ASOS for this domain can be used in production systems. Finally, Virtual Machines Monitors
(VMM) is another very major research area to investigate, since they allows the sharing of
different OSes to the same HW and multiplexes the resources among them. Therefore, we were
interested in studying VMM research, and how recent projects were able to eliminate most of the
overhead associated with virtualization in VMM.

In the rest of this paper, we will overview the most important work done in the four fundamental
areas related to our research quest: Customisable OS, VMM, pattern profiling and optimizations,
and scientific application. In section 2, we will be illustrating a brief analysis of four important
customisable OSes. In section 3, we will compare between three VMM introduced in the last
decade, these VMM are Denali, Xen and ADEOS. We will be illustrating more on why we chose
scientific applications as our application domain in section 4, as well as specific characteristics of
applications in this domain. Finally, pattern profiling and optimization techniques are inspected
and illustrated in brief in section 5. We summarized our paper and conclude it in the last section.

2. Operating Systems Customizations

Many approaches had been taken to obtain a customizable OS, since this research area started in
the early 1990s. However, due to space constraints, we will only illustrate on the most important
approaches taken in that regard. Nevertheless, the different approaches’ main goal was to support
the operating system flexibility in order to give it the ability to enhance its applications’
performance.

The first approach was introduced by MIT systems group through their Exokernel [2] project.
The idea was to give the application developer more flexibility and control over the hardware, by
separating HW protection from mechanism implementation. Thus, Exokernel focused on
lowering the kernel interface to just above the hardware, in such a way to eliminate most of the
abstraction from the kernel. The only kernel’s responsibility in Exokernel is to protect the
physical resources and multiplex them among competing applications. Furthermore, the OS
services were then implemented in user-space OS libraries, which can be manipulated by the
application’s developers hence after. Therefore, the application’s developer can specialize the OS
library in the best way that serves his/her application’s needs. This approach was widely accepted
in Academia. However, it did not gain any commercial interest because of the complication of the
exported kernel interface, its lack of portability, as well as the complication involved in
specializing the OS library for each application. A similar system to Exokernel was SPIN [20],
where the application can specialize the kernel services by downloading extensions into it. The
kernel was protected against those un-trusted extensions by requiring them to be written in a type-
safe language (Modula-3 [36]). On the other hand, several Micro-kernels allowed kernel services’
specialization through downloaded extensions [34, 35], without verifying the safety of the kernel.
They either ensured that the downloaded extensions are from trusted sources (ex. loadable kernel
modules [37]), or depended on the good-will of the extensions (ex. MS-DOS) [34]. The latter
resulted in the kernel’s instability and the introduction of several security holes in the kernel due
to allowing un-trusted extensions to run in its protected address.
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Vino [3, 33, 40] is another OS that also allowed kernel extensions, written in C++ to be
downloaded into the kernel. It used software fault isolation (SFI) technique to protect the kernel
address space from misbehaving extensions. However, the more interesting aspect in Vino is the
self-monitoring, self-adapting OS nature. Vino was designed to allow the kernel to monitor its
own operation, analyze the logs of the processes running on it and dynamically decide on
deploying and switching between different policies to deliver better application performance.
This feature in Vino made it unique among other OS systems. However, Vino designers had only
discussed its dynamic nature in their literature, but the system was never implemented [37].
Probably, One of the difficulties that faced the implementation of the project was adapting the
system for several applications at the same time. Several applications could have several
conflicting HW needs, and thus requires several conflicting OS polices to be adapted at the same
time, which was not feasible. However, Vino designers did not reveal the difficulties that faced
their system implementation nor did they expose the reasons of their project failure.

Specializing commodity operating systems services was a different approach taken by the
Synthetix project [4, 5]. In [5], Synthetix specialized UNIX read system call for HP-UX systems,
making assumption about the applications usage pattern of the files system. Those assumptions
were validated with synthetix guards, whose runtime responsibility was to decide if the
assumption is still valid or not. Upon validation of the assumptions, the application would use the
specialized version of the OS services; else the general version was used. As an example,
consider specializing the FS to be a one-file-fs, where all of the overhead due to locks and checks
of having more than one file opened at a time, is eliminated. Synthetix would direct the
application to use one-file-fs when there only one file open in the system, and fall back to the
original fs when this assumption is broken. Therefore, the application would benefit from by-
passing the overhead encountered in normal fs when executing in the specialized fs. Moreover,
they also defined a cost/benefit analysis to identify when using specialized OS services would be
beneficial to the system. One fundamental drawback of Synthetix is that the system designer
should be the one deriving the system assumptions, and defining where the guards should be
placed and checked in the OS. This requires prior knowledge of OS internals, which add a huge
overhead to the software development cycle.

Another class of customizable OS is OS frameworks. OS frameworks provide different
components from which a developer can build an OS instance. Scout [32] is an example of this
category, where it is a communication oriented operating system, designed to support a certain
class of applications; i.e. network applications. A specialized instance of Scout is generated from
a collection of modules, which are afterwards optimized based on the application’s requirements,
in such a way that enhances the applications performance. Other examples of OS frameworks are
Flux OSkit [38] and Choices [39]. The main drawback of this category is that all of the OS
decisions and configurations must be decided at the design time, initialed by the OS designer.
Hence, all of the applications needs have to be well understood and integrated into the OS design
phase, as well as being constant and statically-anticipated throughout the application’s lifetime.
Moreover, OS framework did not simplify any of the complications involved in OS building an
OS.

Therefore, although different approach were taken to obtain a customizable OS, all of them
(except for Vino) suffered from the same drawback of the complexity associated with
customizing OS services for a certain application. It was either the system admin/designer or the
application developers’ responsibility to customize the OS for a certain application at hand, which
add more complication to the already sophisticated software development cycle. We anticipate
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that this is the major cause of not having any of those systems in production settings. On the other
hand, Vino was the only operating system that was dynamically self adapting to the application’s
needs. But unfortunately, the system was not implemented.

3. Virtual Machines Monitors

Virtual machine monitors (VMM) [31] is a technique used to allow sharing of several OSes to the
same HW resources. However, the huge overhead associated with virtualization in VMM
discouraged the usage of VMM in production system. Recently, Virtualization overhead had been
mostly eliminated due to the introduction of the introduction of para-virtaulization [7] technique.
Para-virtualization, as defined in [7] is the concept of slightly and strategically modifying the
underlying physical hardware architecture while virtualzing it. In this respect, three fundamental
projects were of interest to us: Denali [7] (University of Washington), Xen of Cambridge
University [8] [9] and ADEOS of Opersys [6].

Denali is an isolation kernel, i.e. a simple thin software layer that runs directly on hardware, and
whose function is to subdivide the physical resources among a set of fully isolated protection
domain. They use the concept of para-virtaulization, where Denali does not precisely emulate the
underlying physical hardware. Implementing the concept of para-virtualization in Denali had
eliminated most of the overhead normally associated with virtualization. Moreover, Denali
provides easy techniques for applications check-pointing, cloning and migration, since it is
collecting the memory footprint and virtual device state of the guest OS, running on top of it.

Xen is another VMM whose developers had build their system around the concept of para-
virtualization. Their reported virtualization overhead; which was also verified by other groups,
ranged between 0% for computational intensive applications (SPEC Int2000 scientific code [30]),
and 8% for I/O intensive applications (DB-applications), in comparison with UML [29] and
VMWare 5-8% overhead for computational intensive applications and 56-88% overhead for I/O
intensive applications. Xen also supports Linux, Windows XP and BSD porting with minimal
effort. However, the only drawback with Xen is that it was designed for x86 machines. Xen
designers did not mention any plans for porting the system to other machines.

ADEOS stands for Adaptive Domain Environment for Operating System. Adeos can be seen as a
VMM which enables other un-modified OS to run on top of it, where it just virtualized some
hardware commands in order to be able to allow sharing of multiple OSes to the same hardware.
Meanwhile, ADEOS can be also considered a nano-kernel, since it provides a miniature hardware
management facility that can be used thereafter to build a production OS. Performance measure
for ADEOS as a VMM was not reported in any of its publications, which discourages us from
using ADEOS as a VMM layer below our ASL.

4. Scientific Applications’ Characterizations

Scientific Applications are resource-intensive applications domain, which are keen to use the
machine’s resources in the most efficient method [12]. Therefore, there are several reasons
behind our choice of scientific applications as an application domain for experimenting with
specializing the Linux kernel for. First, most production scientific applications are deployed on
supercomputing infrastructure, where the user is allocated a certain time period to run his/her
code. At the application’s runtime, the user is the only user utilizing the infrastructure and his/her
application is the only code executing. Meanwhile, most of the time, the OS deployed is Linux,
which in its design has traded off performance for time-sharing, multi-user support and
protection. However, scientific codes are computational intensive, where in this setting, they
would not prefer to trade off performance for these other system services. Moreover, scientific
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codes execute for long periods of time, which in turn would gain from the dynamic auto-
configuration that an ASOS would introduce. Additionally, most scientific application requires
check-pointing, and sometimes migration of the computation, which scientific applications’
developers have to implement. Implementing those OS-level services in the application is an
overhead on the software development cycle. Thus, providing those services through an ASOS
would help scientific applications’ developers to focus more on the actual scientific code.

Scientific applications furthermore were reported in several researches to have a repeating pattern
in using their physical resources. For example, B. Pasquale et al in [10, 11] made a statistical
study of the static and dynamic characteristics of several scientific applications running on SDSC,
on the span of a month. They have shown that I/O in most scientific application encounter three
basic I/O phases. The first is an initial phases, which initializes the application I/O operation (i.e.
reading an input file). This phase is characterized with a burst of I/O operations in small period of
time. Then, the next phase is a repeating pattern of I/O operations, which takes most of the
applications lifetime. Finally, another burst of I/O operation characterizes the final phase, which
is for short period of the applications lifetime. They infer from their study that any scientific
application would posses some variation of this behavior.

Other researches also studied the characterizations of scientific application, like in [26, 27, 28].
Splash-2 [12, 13] is Stanford scientific application suite, where it characterizes the different
characteristics of several scientific codes, and drew possible place for optimization for those
codes. Therefore, from the studied made in this area, we can conclude that scientific applications
execution patterns can be studied and characterized, and thus it is the best candidate domain for
generating ASOS for.

5. Optimization and Profiling techniques

In order to specialize an operating system for a certain application, we need some techniques to
understand the application requirements and usage patterns of the hardware resources. Phase
profiling [14,15] is a very useful technique in that respect. A program/application is divided into
phases, where each phase represents an interval of the program instructions [14]. The goal of
phase profiling is to find the similarities between different program’s phases, such that it would
discover the application behavior patterns. Similarities can be drawn based on different factors,
like I/0 behavior of the different phases, computational resource usage, or other HW resources
usage. Therefore, using this profiling output, we can use them to understand the application
behavior and therefore, customize the OS in the best way to serve that application.

Furthermore, Call-graph is another tool that can be used to understand the application behavior,
as well as the performance bottlenecks of an ASOS, and optimize the OS based on its output. Lee
et al, in [16] used Call graphs to isolate the kernel code used by their application and remove the
dead code for smaller kernel footprint for embedded systems. Barton Miller et al [17, 18] also
used call-graph to characterize the performance bottlenecks of different applications inside the
kernel. They were able to introduce a performance gain of a factor of 2 to their test applications.
Paradyn [19] is an automated user-space performance bottleneck finder, where it uses dynamic
instrumentation to profile different application functions, and recognizes the performance
bottlenecks in each.

In addition, Optimization techniques for ASOS can be applied more efficiently than for GPOS,
since we have more insight into the application needs and requirements [33]. Several common
optimization techniques can be reapplied to our ASOS to eliminate much of the overhead
encountered with the general polices of GPOS and outcome better performance for our system.
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Common optimization techniques include functions inlining, constant folding, value propagation,
dead code elimination ...etc. Moreover, Inlining the application code into ASOS kernel space is
another fine approach to eliminate most of the overhead encountered with domains-crossing.
More optimization techniques can be applied in this respect.

6. Conclusion

In this paper, we defended the idea of Application specific operating systems (ASOS) and
illustrated how it would be useful to certain domains of applications, specifically scientific
applications. We had surveyed some efforts done in the area of customizable OS. Given that there
is no one acceptable solution in this area till the time of writing this document, we are planning to
avoid the down falls of these researches and aim at introducing a system that can be used as a
production system as well as in academia. We will design our system for scientific application,
which were described by several researches to posses certain patterns of operation. This property
makes it feasible to predict scientific applications’ hardware needs, and effectively specialize the
OS to best serve it. We had also discussed several profiling and optimization techniques. Finally,
we described the para-virtualization concept, as well as describing 3 VMM projects that
implemented that concept to eliminate virtualization overhead in VMM. Combining the
knowledge from these four different areas, ASOS would be a very effective and performance-
oriented tool for deploying production scientific codes, as well as other application domains in
the future.
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