
Measurements and 

Monitoring of Wireless 

Networks

Major Area Examination

Ramya Raghavendra

Committee
Elizabeth M Belding (Chair)

Kevin Almeroth

Heather Zheng



2

Lots of wireless devicesé

Lots of wireless deploymentsé
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Popular Wireless Deployments

Single Hop

Wi-fi Networks

¸ Campus-wide deployments 

¸ Enterprise Wi-fi networks

¸ Conference

¸ Coffee shops, airports

¸ é..

Multi hop

Mesh

¸ Test beds

¸ Community mesh

¸ Emergency networks

¸ é
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Buté

¸Their operation is not well understood

Åespecially large scale deployments

¸Troubleshooting is manual and ad hoc

Åleading to user frustration
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Outline

¸Motivation

¸Problem Definition

¸Measurements for Deployment

¸Analysis of Wireless Network Behavior

¸Monitoring for Troubleshooting

¸Conclusion and Research Directions
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Mistaken axioms [Kotz õ03] 

The wake-up call for wireless researchers

¸ Earth is not flat
Åneither is it shaped as a doughnut!

¸ A radioôs transmission area not circular

¸ Radios do not have equal range

¸ Links can be asymmetric

¸ Interference is not binary

¸ Signal strength is weakly related to distance
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Example 1

¸ Field performance much worse than simulation 

predicted performance

Åmulti-path, fading

The Utility of Hello Messages for Determining Link Connectivity

[Chakeres ô02]
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Example 2

¸ Experimenting with a Multi-Radio Mesh 
Networking Testbed [Robinson ô05]

¸ Feasibility of using commodity hardware to 
build multi-radio systems

¸ Results
ÅShielding needed for

more than 2 cards

ÅAntennas need to be 

separated by 35db

Åboard crosstalk, radiation,

antenna separation
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Large Scale Wireless Deployments

Wi-fi @ Dartmouth [Kotz ô02]

Wireless deployed: Spring 2001

Campus coverage: 100 percent.

Acres covered: ~ 1 square mile

Access points: 1,300

IETF 62

Duration: 1 week

Access points: 152

Topology: 3 adjacent floors

Users: >1000

Wi-fi @ CSE, UCSD [Cheng ó06]

Users: >500

Coverage: 150,000 square feet

Access points: ~45

Topology: 4 adjacent floors

Roofnet @ MIT [Aguayo ô04]

Nodes: 38

Coverage: 6 square km

Topology: Antennas on rooftops 

and window sill
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How well is the network functioning?

¸ Traffic
ÅHow much traffic? how much traffic per radio? days, weeks, 

weekdays?

ÅWhich APs are most heavily loaded?

ÅHow often do peaks occur? Is it caused by one user?

¸ Users and user mobility
ÅHow many APs does a user visit? 

¸ Client experience
ÅWhat are the throughputs that clients are getting?

ÅWhat is the delay they experience?

¸ What are the causes for losses in the network?
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What are the problems and how 

to fix them?

¸ Users

ÅWhy canôt I connect to the network?
ÅWhy is my performance so bad?

ÅWhy canôt I authenticate correctly?
Åé

¸ Admin

ÅIs the coverage good?

ÅBad channel assignment?

ÅCongestion?

ÅInterference with microwave?

ÅAre there any rouge APôs ? 

No. of  wireless related problems logged by the IT 

dept of  a major US corporation [Adya ô04]
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Solution

Monitor

Analyze

Correct

Deploy

Measurement 

driven 

deployment
ÅNetwork usage

ÅWireless behavior

Operational

ÅTrouble shooting

ÅSecurity

Research
ÅProtocols/devices

ÅSimulator models

Monitoring 

techniques
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Outline

¸Motivation 

¸Problem Definition

¸Measurements for Deployment

¸Analysis of Wireless Network Behavior

¸Monitoring for Troubleshooting

¸Conclusion and Research Directions
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Wireless Deployment Analyses

Mesh
oAguayo ô04 

o Bicket ô05 

o Camp ô06 

oLundgren ô06
(UCSB)

o Sheriff ô06 

Wireless 

Networks

Conference
o Rodrig ô05 

o Mahajan ô06 

o Jardosh ô05 

o Jardosh ô06 

Enterprise

oAdya ô04

o Qiu ô06  

o Bahl ô05 

Campus

o Cheng ô06

o Kotz ô03 

Measurements & 

Monitoring
Troubleshooting
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Measurement Driven Deployments

¸ Two Tier Mesh for Houston TFA [Camp ô06]

ÅPathloss, shadowing, throughput as f(SNR)

ÅPlacement Study for throughput and reliability

¸ Findings

ÅAccurate pathloss exponent: 3.3 (theory says 2-5)

Å2 yields disconnected network

Å3.5 leads to 55% overprovisioning

Å4 leads to 330% overprovisioning

Å5 leads to 9 times!



16

Roofnet Measurements

¸ Investigate the causes for packet loss [Aguayo ô04, De 
Couto ô03, Bicket ô05, Camp 06]
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Neighbor Abstraction in Roofnet

¸ Neighbor abstraction does not hold very well

ÅSNR and distance are weakly related to loss

ÅMost nodes have intermediate loss rates

D

B

E

C
A
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Packet losses in Roofnet

¸ Routing
ÅHop count does not work

ÅETX [De Couto ô03]

¸ Rate Adaptation 
ÅHigh bit rate should perform very badly to switch

ÅBit rate must be based on throughput measurements

ÅSample Rate [Bicket ô05]
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Open Issues

¸Measurement based deployment for 
indoor mesh
ÅLarge delay spread in outdoor

ÅLoss predictability is different indoors

¸ Design, Deployment and Usage of UCSB 
Meshnet [Lundgren ô06]
ÅDeployment

ÅMonitoring, visualization

¸What ïif analysis
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Outline

¸ Motivation 

¸ Problem Definition

¸ Measurements for Deployment

¸ Analysis of Wireless Network Behavior

¸ Monitoring for Troubleshooting

¸ Conclusion and Research Directions
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Monitoring Techniques

Wired 

¸ Sniff at the switch

¸ SNMP, syslogs, 
tcpdump, ethereal,é

Wireless 

¸ Wireless sniffers

Switch

Sniffer
Internet

AP

AP

AP

AP

C

C

C

Sniffer

Sniffer

Switch
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Why Sniff the Air? [Yeo õ02]

¸ Is monitoring the wired side not enough?

ÅOnly observe bridged traffic

ÅNo management traffic, errors, attacks, etc

ÅOnly observe known networks

ÅOnly observe 802.11

¸ Set up easily

ÅNo interference with existing infrastructure
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How to monitor 802.11?

Approach Limitations

AP logs packets Only packets seen by AP 

Clients log packets Practical only in experimental setup

1 passive sniffer on 1 channel Vantage point view, limited coverage

n passive sniffers on 1 channels 1 frequency (channels, non 802.11?)

n sniffers on n channels Cost, synchronization
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Challenges in monitoring a 

production network

¸ Sniffer placement
ÅHow many, where, what channels?

¸ Incomplete view
ÅDifferent from client or AP!

¸ Missing packet reception
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Wireless Deployment Analyses

Mesh
oAguayo ô04 

o Bicket ô05 

o Camp ô06 

oLundgren ô06
(UCSB)

o Sheriff ô06

Wireless 

Networks

Conference
o Rodrig ô05 

o Mahajan ô06 

o Jardosh ô05 

o Jardosh ô06 

Enterprise
oAdya ô04

o Qiu ô06  

o Bahl ô05

Campus

o Cheng ô06

o Kotz ô03 

Measurements & 

Monitoring
Troubleshooting
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802.11 in Hotspot Setting

[Rodrig õ05]

¸ How well 802.11 operates in real settings

¸ SIGCOMM ô04

¸ 5 APs, 500 users, 3 channels

Overhead High: 40% of time in data 

transmission.

Retransmissions High: 46% of time.

Rate switches Frequent. 1 Mbps occupies most  

time.
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Congestion Analysis [Jardosh õ05]

¸ Network congestion and its effect on link 

layer performance.

¸IETF 62, >100 APôs, >1000 users

¸ How can rate adaptation be improved to take 

into account packet loss due to congestion ?

RTS/CTS Prevents fair channel access

Rate adaptation Detrimental to performance

1Mbps takes longer, lesser throughput
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Congestion Analysis [Contd.]

¸ How can packet size be varied to minimize  losses 

and delay?

¸ How can link reliability and frame retransmissions be 

used to predict, measure control (re)transmissions?

Frame Size At 1 Mbps:

Delay (large frame) >> Delay (small frame)

Link reliability closely related to retransmissions
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Vicinity Sniffing Challenges

¸ What is the best placement for sniffers?

¸ What is the best sniffer channel configuration?

ÅAP changes channels?

¸ What is the most interesting traffic to sniff?

¸ Logistic challenges with sniffers

¸ On a higher level

ÅWhat is the cause for congestion?

ÅNo. of users, application mix,é
ÅHow can we detect it? What can be done?
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Merging across multiple sniffers

Merge

Infer

Analyze

¸Wit [Mahajan ô06]
ÅUplink more reliable than downlink

ÅMedium inefficiently utilized

ÅCan backoff mechanism be improved?
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Enterprise 802.11 Analysis

¸Jigsaw [Cheng ô06]

¸ Monitors existing WiFi network

ÅSeries of passive sniffers over 4 floors

¸ 39 sensor pods (156 radios)

Å4 radios per pod, cover all 

channels in use

ÅCaptures all 802.11 activities

ÅStream back over wired network to a 

centralized storage

ÅCan aggregation be done?


