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Abstract
Networkedsystemsareoftenevaluatedonoverlaytestbeds
suchas PlanetLaband emulationtestbedssuchas Emu-
lab. Emulationtestbedsgive usersgreatcontrol over the
hostandnetworkenvironmentsandoffereasyreproducibil-
ity, but only arti�cial network conditions.Overlaytestbeds
provide realnetwork conditions,but arenot repeatableen-
vironmentsandprovide lesscontrolover theexperiment.

We describethemotivation,design,andimplementation
of Flexlab,anew testbedwith thestrengthsof bothoverlay
andemulationtestbeds.It enhancesan emulationtestbed
by providing theability to integratea wide varietyof net-
workmodels,includingthoseobtainedfromanoverlaynet-
work. We presentthreemodelsthat demonstrateits use-
fulness,including “application-centricInternetmodeling”
thatwespeci�cally developedfor Flexlab. Its key ideais to
run theapplicationwithin theemulationtestbedanduseits
offeredload to measurethe overlay network. Thesemea-
surementsareusedto shapetheemulatednetwork. Results
indicatethatfor evaluationof applicationsrunningover In-
ternetpaths,Flexlabwith thismodelcanyield farmorere-
alistic resultsthaneitherPlanetLabwithout resourcereser-
vations,or Emulabwithout topologicalinformation.

1 Intr oduction
Public network testbedshave becomestaplesof the net-
working and distributed systemsresearchcommunities,
andarewidely usedto evaluateprototypesof researchsys-
temsin these�elds. Today, thesetestbedsgenerallyfall
into two categories:emulationtestbedssuchastheemula-
tion componentof Emulab[37], whichcreatearti�cial net-
workconditionsthatmatchanexperimenter'sspeci�cation,
andoverlaytestbedssuchasPlanetLab[27], whichsendan
experiment's traf�c over theInternet.Eachtypeof testbed
hasits own strengthsand weaknesses.In this paper, we
presentFlexlab, which bridgesthe two typesof testbeds,
inheritingstrengthsfrom both.

EmulationtestbedssuchasEmulabandModelNet[34]
give usersfull control over the hostandnetwork environ-
mentsof theirexperiments,enablingawiderangeof exper-
imentsusingdifferentapplications,network stacks,andop-
eratingsystems.Experimentsrun on themarerepeatable,
to the extent that the application's behavior canbe made

deterministic. They arealsowell suitedfor developing
anddebuggingapplications—two activities that represent
a largeportionof thework in networkedsystemsresearch
and are especiallychallengingin the wide area[1, 31].
However, emulationtestbedshave a seriousshortcoming:
their network conditionsarearti�cial andthusdo not ex-
hibit someaspectsof real productionnetworks. Perhaps
worse,researchersarenot sure of two things: which net-
work aspectsarepoorly modeled,andwhich of theseas-
pectsmatter to their application. We believe theseare
two of the reasonsresearchersunderuseemulationenvi-
ronments.Thatemulatorsareunderusedhasalsobeenob-
servedby others[35].

Overlay testbeds,such as PlanetLab and the RON
testbed[2], overcomethis lackof network realismby send-
ing experimentaltraf�c over the real Internet. They can
thusserveasa“trial by �re” for applicationsontoday's In-
ternet. They alsohave potentialasa serviceplatform for
deploymentto realend-users,afeaturewedonotattemptto
replicatewith Flexlab. However, thesetestbedshave their
own drawbacks. First, they aretypically overloaded,cre-
atingcontentionfor hostresourcessuchasCPU,memory,
andI/O bandwidth.This leadsto ahostenvironmentthatis
unrepresentative of typical deploymentscenarios.Second,
while it may eventuallybe possibleto isolatemostof an
experiment'shostresourcesfrom otherusersof thetestbed,
it is impossible(by design)to isolateit from theInternet's
varyingconditions.This makesit fundamentallyimpossi-
ble to obtainrepeatableresultsfrom an experiment. Fi-
nally, becausehostsaresharedamongmany usersat once,
userscannotperform many privileged operationsinclud-
ing choosingtheOS,controllingnetwork stackparameters,
andmodifying thekernel.

Flexlab is a new testbedenvironment that combines
the strengthsof both overlay and emulationtestbeds.In
Flexlab,experimentersobtainnetworksthatexhibit realIn-
ternetconditionsand full, exclusive controlover hosts.At
thesametime, Flexlab providesmorecontrolandrepeata-
bility thanthe Internet. We createdthis new environment
by closelycouplingan emulationtestbedwith an overlay
testbed,using the overlay to provide network conditions
for the emulator. Flexlab's modular framework qualita-
tively increasesthe rangeof network modelsthat can be
emulated. In this paper, we describethis framework and



threemodelsderivedfrom theoverlaytestbed.Thesemod-
elsareby nomeanstheonly modelsthatcanbebuilt in the
Flexlab framework, but they representinterestingpointsin
thedesignspace,anddemonstratetheframework's�e xibil-
ity. The�rst two usetraditionalnetwork measurementsin
a straightforward fashion. The third, “application-centric
Internetmodeling”(ACIM), is anovel contribution itself.

ACIM stemsdirectly from our desireto combinethe
strengthsof emulationand live-Internetexperimentation.
Weprovidemachinesin anemulationtestbed,and“import”
network conditionsfrom anoverlaytestbed.Our approach
is application-centricin thatit con�nesitself to thenetwork
conditionsrelevantto a particularapplication,usinga sim-
pli�ed modelof that application's own traf�c to make its
measurementsontheoverlaytestbed.By doingthis in near
real-time,we createthe illusion thatnetwork device inter-
facesin theemulatoraredistributedacrosstheInternet.

Flexlab is built atop the most popular and advanced
testbedsof eachtype,PlanetLabandEmulab,andexploits
a public federatednetwork datarepository, the Datapos-
itory [3]. Flexlab is driven by Emulab testbedmanage-
ment software [36] that we recentlyenhancedto extend
mostof Emulab's experimentationtoolsto PlanetLabsliv-
ers,including automaticlink tracing,distributeddatacol-
lection,andcontrol. BecauseFlexlab allows differentnet-
work modelsto be “pluggedin” without changingtheex-
perimenter'scodeor scripts,this testbedalsomakesit easy
to compareandvalidatedifferentnetwork models.

Thispaperextendsourpreviousworkshoppaper[9], and
presentsthefollowing contributions:
(1) A software framework for incorporatinga variety of
highly-dynamicnetwork modelsinto Emulab;
(2) The ACIM emulation techniquethat provides high-
�delity emulationof live Internetpaths;
(3) Techniquesthatinfer availablebandwidthfrom theTCP
or UDP throughputof applicationsthatdo not continually
saturatethenetwork;
(4) An experimentalevaluationof FlexlabandACIM;
(5) A �e xible network measurementsystemfor PlanetLab.
We demonstrateits useto drive emulationsandconstruct
simplemodels.We alsopresentdatathatshows thesignif-
icanceon PlanetLabof non-stationarynetwork conditions
andsharedbottlenecks,andof CPUschedulingdelays.

Finally, Flexlab is currentlydeployedin Emulabin beta
test,will soonbe enabledfor public productionuse,and
will bepartof animpendingEmulabopensourcerelease.

2 Flexlab Ar chitecture
Thearchitectureof theFlexlab framework is shown in Fig-
ure 1. The applicationundertest runson emulatorhosts,
wheretheapplicationmonitor instrumentsits network op-
erations.The application's traf�c passesthroughthe path
emulator, which shapesit to introducelatency, limit band-

Figure1: Architectureof the Flexlab framework. Any network
modelcanbe“pluggedin,” andcanoptionallyusedatafrom the
applicationmonitorsor measurementrepository.

width, andcausepacket loss. Theparametersfor thepath
emulatorarecontrolledby thenetworkmodel, which may
optionally take input from the monitor, from the network
measurementrepository, andfrom othersources.Flexlab's
framework providestheability to incorporatenew network
models,includinghighly dynamicones,into Emulab. All
partsof Flexlabexceptfor theunderlyingemulationtestbed
areuser-replaceable.

2.1 Emulator
Flexlabrunsontopof theEmulabtestbedmanagementsys-
tem,which providescritical managementinfrastructure.It
providesautomatedsetupof emulatedexperimentsby con-
�guring hosts,switches,and path emulatorswithin min-
utes. Emulabalso provides a “full-service” interfacefor
distributing experimentalapplicationsto nodes,control-
ling thoseapplications,collectingpacket traces,andgath-
ering of log �les andother results. Theseoperationscan
be controlledand(optionally) fully automatedby a �e xi-
ble, secureevent system. Emulab's portal extendsall of
thesemanagementbene�tsto PlanetLabnodes.Thismakes
Emulaban ideal platform for Flexlab, asuserscaneasily
move backandforth betweenemulation,live experimen-
tation,andFlexlab experimentation.New work [10] inte-
gratesa full experimentanddatamanagementsysteminto
Emulab—indeed,we usedthat“workbench”to gatherand
managemany of theresultsin thispaper.

2.2 Application Monitor
Theapplicationmonitorreportson thenetwork operations
performedby the application,suchas the connectionsit
makes,its packetsendsandreceives,andthesocketoptions
it sets.This informationcanbesentto thenetwork model,
which canuseit to trackwhich pathstheapplicationuses
anddiscovertheapplication'sofferednetwork load.Know-
ing the pathsin useaids the network model by limiting
thesetof pathsit mustmeasureor compute;mostapplica-
tionswill useonly a small subsetof then2 pathsbetween
n hosts.Wedescribethemonitorin moredetail later.

2.3 Path Emulator
The pathemulatorshapestraf�c from the emulatorhosts.
It can, for example,queuepackets to emulatedelay, de-
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queuepacketsat a speci�c rateto control bandwidth,and
drop packets from the end of the queueto emulatesat-
uratedrouter queues. Our path emulatoris an enhanced
versionof FreeBSD's Dummynet[28]. We have madeex-
tensive improvementsto Dummynetto addsupportfor the
featuresdiscussedin Section5.2,aswell asaddingsupport
for jitter and for several distributions: uniform, Poisson,
andarbitrarydistributionsdeterminedby user-suppliedta-
bles. Dummynetrunson separatehostsfrom the applica-
tion, both to reducecontentionfor hostresources,andso
thatapplicationscanberunonany operatingsystem.

For Flexlab we typically con�gure Dummynetsothat it
emulatesa “cloud,” abstractingtheInternetasa setof per-
�o w pairwisenetwork characteristics.This is a signi�cant
departurefrom Emulab's typical use: it is typically used
with router-level topologies,althoughthe topologiesmay
besomewhatabstracted.Thecloudmodelis necessaryfor
usbecauseour currentmodelsdealwith end-to-endcondi-
tions, ratherthantrying to reverseengineerthe Internet's
router-level topology.

A secondimportantpieceof ourpathemulatoris its con-
trol system.Thepathemulatorcanbecontrolledwith Em-
ulab's event system,which is built on a publish/subscribe
system.“Delay agents”on theemulatornodessubscribeto
eventsfor the pathsthey areemulating,andupdatechar-
acteristicsbasedon theeventsthey receive. Any nodecan
publishnew characteristicsfor paths,which makesit easy
to supportbothcentralizedanddistributedimplementations
of network models.For example,controlis equallyeasyby
asingleprocessthatcomputesall modelparametersor by a
distributedsystemin which measurementagentsindepen-
dently computethe parametersfor individual paths. The
Emulabevent systemis lightweight,makingit feasibleto
implementhighly dynamicnetwork modelsthatsendmany
eventspersecond,andit is secure:eventsenderscanaffect
only their own experiments.

2.4 Network Model
The network model suppliesnetwork conditionsand pa-
rametersto the pathemulator. The network model is the
least-constrainedcomponentof the Flexlab architecture;
the only constrainton a model implementationis that it
mustcon�gure thepathemulatorthroughtheeventsystem.
Thus,a wide variety of modelscanbe created.A model
may be static, settingnetwork characteristicsonceat the
beginningof anexperiment,or dynamic,keepingthemup-
datedasthe experimentproceeds.Dynamicnetwork set-
tingsmaybesentin real-timeastheexperimentproceeds,
or thesettingsmaybepre-computedandscheduledfor de-
liveryby Emulab's eventscheduler.

We have implementedthree distinct network models,
discussedlater. All of our modelspair up eachemulator
nodewith anodein theoverlaynetwork,attemptingto give
theemulatornodethesameview of network characteristics

asits peerin theoverlay. Thearchitecture,however, does
not requirethat modelscomedirectly from overlay mea-
surements.Flexlab canjust aseasilybeusedwith network
modelsfrom othersources,suchasanalyticmodels.

2.5 MeasurementRepository
Flexlab's measurementsare currently storedin Andersen
andFeamster's Datapository. Informationin theDatapos-
itory is availablefor usein constructingor parameterizing
network models,andthenetworkingcommunityis encour-
agedto contribute their own measurements.We describe
Flexlab's measurementsystemin thenext section.

3 Wide-areaNetwork Monitoring
Good measurementsof Internetconditionsare important
in a testbedcontext for two reasons. First, they can be
usedas input for network models. Second,they can be
usedto selectInternetpathsthat tendto exhibit a chosen
setof properties.To collectsuchmeasurements,we devel-
opedanddeployedawideareanetwork monitor, Flexmon.
It hasbeenrunning for a year, placing into the Datapos-
itory half a billion measurementsof connectivity, latency,
andbandwidthbetweenPlanetLabhosts.Flexmon'sdesign
providesa measurementinfrastructurethat is shared,reli-
able,safe,adaptive,controllable,andaccommodateshigh-
performancedataretrieval. Flexmonhassomefeaturesin
commonwith othermeasurementsystemssuchasS3 [39]
andScriptroute[32], but is designedfor sharedcontrolover
measurementsandthespeci�c integrationneedsof Flexlab.

Flexmon, shown in Figure 2, consistsof � ve compo-
nents:pathprobers, thedatacollector, themanager, man-
ager clients, andthe auto-manager client. A pathprober
runson eachPlanetLabnode,receiving controlcommands
from a central source,the manager. A commandmay
changethe measurementdestinationnodes, the type of
measurement,and the frequency of measurement.Com-
mandsaresentby experimenters,usinga managerclient,
or by the auto-managerclient. The purposeof the auto-
managerclient is to maintainmeasurementsbetweenall
PlanetLabsites.Theauto-managerclient choosestheleast
CPU-loadednodeateachsiteto includein its measurement
set, and makes neededchangesas nodesand sitesgo up
anddown. Thedatacollectorrunson a server in Emulab,
collectingmeasurementresultsfrom eachpathproberand
storingthemin theDatapository. To speedup bothqueries
andupdates,it containsawrite-backcachein theform of a
smalldatabaseinstance.

Due to the large number of paths betweenPlanet-
Lab nodes, Flexmon measureseach path at fairly low
frequency—approximatelyevery 2.5 hoursfor bandwidth,
and 10 minutesfor latency. To get more detail, experi-
menterscancontrolFlexmon's measurementfrequency of
any path. Flexmon maintainsa global pictureof the net-
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Figure2: Thecomponentsof Flexmonandtheir communication.

work resourcesit uses,andcapsandadjuststhe measure-
mentratesto maintainsafetyto PlanetLab.

Flexmon currently usessimple tools to collect mea-
surements:iperf for bandwidth,and fping for latency
andconnectivity. We hadpoor resultsfrom initial exper-
imentswith packet-pair and packet-train tools, including
pathload and pathchirp . Our guiding principlesthus
far have beenthat thesimplerthetool, themorereliableit
typically is, andthat the mostaccurateway of measuring
the bandwidthavailable to a TCP streamis to usea TCP
stream.Flexmonhasbeendesigned,however, so that it is
relatively simpleto plug in othermeasurementtools. For
example,toolsthattradeaccuracy for reducednetwork load
or increasedscalability[8, 13, 21, 23] couldbeused,or we
could take opportunisticmeasurementsof large �le trans-
fersby theCDNsonPlanetLab.

Flexmon's reliability is greatly improved by buffering
resultsat eachpathproberuntil anacknowledgmentis re-
ceivedfrom thedatacollector. Furtherspeedupis possible
by directly pushingnew resultsto requestingFlexlab ex-
perimentsinsteadof having thempoll thedatabase.

4 SimpleMeasurement-DrivenModels
We have usedmeasurementstaken by Flexmon to build
two simple,straightforwardnetwork models.Thesemod-
els representincrementalimprovementsover theway em-
ulatorsare typically usedtoday. Experimenterstypically
choosenetwork parameterson an ad hoc basisand keep
themconstantthroughoutanexperiment.Oursimple-static
modelimproveson this by usingactualmeasuredInternet
conditions.Thesimple-dynamicmodelgoesa stepfurther
by updatingconditionsas the experimentproceeds.Be-
causethe measurementsusedby thesemodelsarestored
permanentlyin theDatapository, it is trivial to “replay” net-
work conditionsstartingat any point in thepast. Another
bene�t is thatthesimplemodelsrunentirelyoutsideof the
emulatedenvironmentitself, meaningthat no restrictions
areplacedon theprotocols,applications,or operatingsys-
temsthatrunon theemulatorhosts.Thesimplemodelsdo

have someweaknesses,which we discussin this section.
Theseweaknessesareaddressedby ourmoresophisticated
model,ACIM, in Section5.

4.1 Simple-staticand Simple-dynamic
In boththesimple-staticandsimple-dynamicmodels,each
PlanetLabnodein anexperimentis associatedwith a cor-
respondingemulationnodein Emulab. A programcalled
dbmonitor runsonanEmulabserver, collectingpathchar-
acteristicsfor eachrelevantInternetpathfrom theDatapos-
itory. It appliesthecharacteristicsto theemulatednetwork
via thepathemulator.

In simple-staticmode,dbmonitor startsat the begin-
ning of anexperiment,readsthepathcharacteristicsfrom
the DB, issuesthe appropriateevents to the emulation
agents,andexits. This modelplacesminimal load on the
pathemulatorsand the emulatednetwork, at the expense
of �delity . If therealpathcharacteristicschangeduringan
experiment,theemulatednetwork becomesinaccurate.

In simple-dynamicmodethe experimentercontrolsthe
frequenciesof measurementandemulatorupdate.Before
the experimentstarts,dbmonitor commandsFlexmon to
increasethe frequency of probingfor thesetof PlanetLab
nodesinvolved in the experiment. Similarly, dbmonitor
queriesthe DB and issuesevents to the emulatorat the
speci�edfrequency, typically on theorderof seconds.The
dynamicmodeladdressessomeof the�delity issuesof the
simple-staticmodel,but it is still constrainedby practical
limits onmeasurementfrequency.

4.2 Stationarity of Network Conditions
Thesimplemodelspresentedin this sectionarelimited in
the detail they cancapture,dueto a fundamentaltension.
Wewouldliketo takefrequentmeasurements,to maximize
the models' accuracy. However, if they are too frequent,
measurementsof overlappingpaths(suchas from a sin-
glesourceto severaldestinations)will necessarilyoverlap,
causinginterferencethat may perturbthe network condi-
tions.Thus,wemustlimit themeasurementrate.

To estimatethe effect that low measurementrateshave
on accuracy, we performedan experiment.We sentpings
betweenpairs of nodes every 2 secondsfor 30 min-
utes.We analyzedthe latency distribution to �nd “change
points” [33], which are times when the meanvalue of
the latency sampleschanges. This statistical technique
was usedin a classicpaperon Internetstationarity[41];
our methodis similar to their “CP/Bootstrap”test. This
analysisprovides insight into the requiredmeasurement
frequency—themoresigni�cant eventsmissed,thepoorer
theaccuracy of ameasurement.

Table1 showssomeof theresultsfrom thistest.Weused
representative nodesin Asia, Europe,andNorth America.
One set of North Americannodeswas connectedto the
commercialInternet,and the other set to Internet2. The
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Path High Low Change

Asia to Asia 2 1 0.13%
Asia to Commercial 2 0 2.9%
Asia to Europe 4 0 0.5%
Asia to I2 6 0 0.59%
Commercial to Commercial 20 2 39%
Commercialto Europe 4 0 3.4%
Commercial to I2 13 1 15%
I2 to I2 4 0 0.02%
I2 to Europe 0 0 –
Europeto Europe 9 1 12%

Table1: Changepointanalysisfor latency.

�rst column shows the numberof changepoints seenin
this half hour. In the secondcolumn,we have simulated
measurementat lower frequenciesby samplingour high-
rate data; we usedonly one of every ten measurements,
yielding an effective samplinginterval of 20 seconds.Fi-
nally, thethird columnshows themagnitudeof themedian
change,in termsof themedianlatency for thepath.

Several of the pathsare largely stablewith respectto
latency, exhibiting few changepointseven with high-rate
measurements,and the magnitudeof the few changesis
low. However, threeof the paths(in bold) have a large
numberof changepoints, and thosechangesare of sig-
ni�cant magnitude. In all cases,the low-frequency data
missesalmostall changepoints. In addition,we cannotbe
surethatour high-frequency measurementshave foundall
changepoints. The lessonis that thereareenoughsignif-
icant changesat small time scalesto justify, andperhaps
evennecessitate,high-frequency measurements.

In Section5, we describeapplication-centricInternet
modeling,which addressesthis accuracy problemby us-
ing theapplication's own traf�c patternsto make measure-
ments. In that case,the only load on the network, and
theonly self-interferenceinduced,is thatwhich would be
causedby theapplicationitself.

4.3 Modeling SharedBottlenecks
Thereis asubtlecomplexity in network emulationbasedon
pathmeasurementsof availablebandwidth.This complex-
ity ariseswhen an applicationhasmultiple simultaneous
network �o ws associatedwith a singlenodein the exper-
iment. BecauseFlexmonobtainspairwiseavailableband-
width measurementsusingindependentiperf runs,it does
not revealbottleneckssharedby multiple paths.Thus,in-
dependentlymodeling�o ws originating at the samehost
but terminatingat differenthostscancauseinaccuraciesif
therearesharedbottlenecks.This is mitigatedby the fact
that if thereis a high degreeof statisticalmultiplexing on
the sharedbottleneck,interferenceby other �o ws domi-
natesinterferenceby the application's own �o ws [14]. In
thatcase,modelingtheapplication's �o ws asindependent
is still a reasonableapproximation.

In the “cloud” con�guration of Dummynetwe model
�o wsoriginatingat thesamehostasbeingnon-interfering.

Sumof multipleTCP�o ws
Path 1 �o w 5 �o ws 10 �o ws
CommodityInternetPaths

PCHto IRO 485K 585K 797K
IRP to UCB-DSL 372K 507K 589K
PBSto Arch. Tech. 348K 909K 952K

Internet2Paths
Illinois to Columbia 3.95M 9.05M 9.46M
Marylandto Calgary 3.09M 15.4M 30.4M
ColoradoSt. to OhioSt. 225K 1.20M 1.96M

Table2: Availablebandwidthestimatedby multiple iperf �o ws,
in bits persecond.ThePCHto IRO pathis administratively lim-
ited to 10megabits,andtheIRP to UCB-DSLpathis administra-
tively limited to 1 megabit.

To understandhow well this assumptionholds, we mea-
sured multiple simultaneous�o ws on PlanetLabpaths,
shown in Table2. For eachpathwe ran threetestsin se-
quencefor 30secondseach:asingleTCPiperf , � veTCP
iperf s in parallel,and�nally tenTCPiperf s in parallel.
The reversedirection of eachpath, not shown, produced
similar results.

Our experiment revealed a clear distinction between
pathson the commodity Internetand thoseon Internet2
(I2). On the commodity Internet, running more TCP
�o ws achievesonly marginally higheraggregatethrough-
put. OnI2, however, � ve�o wsalwaysachievemuchhigher
throughputthanone�o w. In all but onecase,ten�o wsalso
achievesigni�cantly higherthroughputthan� ve. Thus,our
previousassumptionof non-interferencebetweenmultiple
�o wsholdstruefor theI2 pathstested,but not for thecom-
modity Internetpaths.

This differencemaybea consequenceof several possi-
ble factors. It could be dueto the fundamentalproperties
of thesenetworks, including proximity of bottlenecksto
theendhostsanddiffering degreesof statisticalmultiplex-
ing. It couldalsobeinducedby peculiaritiesof PlanetLab.
Somesitesimposeadministrative limits on the amountof
bandwidthPlanetLabhostsmayuse,PlanetLabattemptsto
enforcefair-sharenetwork usagebetweenslices,and the
TCPstackin thePlanetLabkernelis nottunedfor highper-
formanceon links with high bandwidth-delayproducts(in
particular, TCPwindow scalingis disabled).

To modelthis behavior, we developedadditionalsimple
Dummynetcon�gurations.In the“shared”con�guration,a
nodeis assumedto have a singlebottleneckthat is shared
by all of its outgoingpaths,likely its last-milelink. In the
“hybrid” con�guration, somepathsuse the cloud model
andothersthesharedmodel.Therulesfor hybrid are: If a
nodeis an I2 node,it usesthecloudmodelfor I2 destina-
tion nodes,andthesharedmodelfor all non-I2destination
nodes.Otherwise,it usesthesharedmodelfor all destina-
tions. The bandwidthfor sharedpipesis set to the maxi-
mumfoundfor any destinationin theexperiment.Flexlab
userscanselectwhichDummynetcon�gurationto use.
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Clearly, more sophisticatedshared-bottleneckmodels
arepossiblefor thesimplemodels.For example,it might
be possibleto identify bottleneckswith Internet tomog-
raphy, suchas iPlane[21]. Our ACIM model, discussed
next, takesa completelydifferentapproachto the shared-
bottleneckproblem.

5 Application-Centric Inter net Modeling

The limitationsof our simplemodelsleadus to developa
morecomplex technique,application-centricInternetmod-
eling. Thedif�culties in simulatingor emulatingtheInter-
netarewell known [12, 20], thoughprogressis continually
made.Likewise,creatinggoodgeneral-purposemodelsof
the Internetis still an openproblem[11]. While progress
hasbeenmadeon measuringandmodelingaspectsof the
Internetsuf�cient for certainuses,suchasimproving over-
lay routingor particularapplications[21, 22], thekey dif�-
culty we faceis thata general-purposeemulator, in theory,
hasastringentaccuracy criterion: it mustyield accuratere-
sultsfor anymeasurementof anyworkload.

ACIM approachesthe problemby modelingthe Inter-
netasperceivedby theapplication—asviewedthroughits
limited lens. We do this by running the applicationand
Internetmeasurementssimultaneously, using the applica-
tion's behavior running inside Emulabto generatetraf�c
onPlanetLabandcollectnetwork measurements.Thenet-
work conditionsexperiencedby this replicatedtraf�c are
then applied, in nearreal-time,to the application's emu-
latednetwork environment.

ACIM has� ve primarybene�ts. The�rst is in termsof
nodeand path scaling. A particular instanceof any ap-
plication will use a tiny fraction of all of the Internet's
paths. By con�ning measurementand modelingonly to
thosepathsthat the applicationactuallyuses,the taskbe-
comesmore tractable. Second,we avoid numerousmea-
surementandmodelingproblems,by assessingend-to-end
behavior ratherthantrying to modelthe intricaciesof the
network core. For example,we do not needprecisein-
formationon routesand typesof outages—weneedonly
measuretheir effects,suchaspacket lossandhigh latency,
on theapplication.Third, rareor transientnetwork effects
areimmediatelyvisible to theapplication.Fourth,it yields
accurateinformationon how thenetwork will reactto the
offeredload,automaticallytakinginto accountfactorsthat
aredif�cult or impossibleto measurewithoutdirectaccess
to the bottleneckrouter. Thesefactorsincludethe degree
of statisticalmultiplexing, differencesin TCPimplementa-
tionsandRTTsof thecrosstraf�c, therouter'squeuingdis-
cipline,andunresponsive �o ws. Fifth, it tracksconditions
quickly, by creatinga feedbackloop which contiually ad-
justsofferedloadsandemulatorsettingsin nearreal-time.

ACIM is precisebecauseit assessesonly relevent parts
of thenetwork, andit is completebecauseit automatically

Figure 3: The architectureand data�o w of application-centric
Internetmodeling.

accountsfor all potential network-relatedbehavior. (Of
course,it is precisein termsof paths,not traf�c.) Its con-
creteapproachto modelingandits level of �delity should
provide anenvironmentthatexperimenterscantrustwhen
they donotknow theirapplication's dependencies.

Our techniquemakes two commonassumptionsabout
the Internet: that the locationof the bottlenecklink does
not changerapidly (though its characteristicsmay), and
that mostpacket loss is causedby congestion,eitherdue
to crosstraf�c or its own traf�c. In the next section,we
�rst concentrateon TCP�o ws, thenexplain how we have
extendedtheconceptsto UDP.

5.1 Ar chitecture
We pair eachnodein theemulatednetwork with a peerin
thelive network, asshown in Figure3. Theportionof this
�gure thatrunsonPlanetLab�ts into the“network model”
portionof theFlexlab architectureshown in Figure1. The
ACIM architectureconsistsof threebasicparts:anapplica-
tion monitorwhich runson Emulabnodes,a measurement
agentwhich runson PlanetLabnodes,anda pathemulator
connectingtheEmulabnodes.Theagentreceivescharac-
teristicsof theapplication's offeredloadfrom themonitor,
replicatesthat loadon PlanetLab,determinespathcharac-
teristicsthroughanalysisof theresultingTCPstream,and
sendstheresultsbackinto thepathemulatorastraf�c shap-
ing parameters.Wenow detaileachof theseparts.

Application Monitor on Emulab. The application
monitor runs on each node in the emulator and tracks
the network calls madeby the applicationundertest. It
tracksthe application's network activity, suchasconnec-
tionsmadeanddatasenton thoseconnections.Themon-
itor usesthis informationto createa simplemodelof the
offerednetwork loadandsendsthis modelto themeasure-
ment agenton the correspondingPlanetLabnode. The
monitor supportsboth TCP andUDP sockets. It alsore-
ports on importantsocket options,suchas socket buffer
sizesandthestateof TCP's TCPNODELAY�ag.

We instrumentthe applicationunder test by linking it
with a library wecreatedcalledlibnetmon . This library's
purposeis to provide themodelwith informationaboutthe
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application's network behavior. It wrapsnetwork system
callssuchasconnect() , accept() , send() , sendto() ,
andsetsockopt() , and informs the applicationmonitor
of thesecalls. In many cases,it summarizes:for exam-
ple, we do not track the full contentsof send() calls,
simply their sizesandtimes. libnetmon canbe dynam-
ically linked into a programusing the LD PRELOADfea-
ture of modernoperatingsystems,meaningthat mostap-
plicationscanberunwithoutmodi�cation. We have tested
libnetmon with a variety of applications,ranging from
iperf to Mozilla Firefox to Sun's JVM.

By instrumentingthe applicationdirectly, rather than
snoopingon network packets it puts on the wire, we are
able to measurethe application's offered load ratherthan
simply thethroughputachieved. This distinctionis impor-
tant,becausethe throughputachieved is, at leastin part,a
functionof theparametersthemodelhasgivento thepath
emulator. Thus,wecannotassumethatwhatanapplication
is able to do is thesameaswhat it is attemptingto do. If,
for example,theavailablebandwidthonanInternetpathin-
creases,sothat it becomesgreaterthanthebandwidthset-
ting of thecorrespondingpathemulator, offering only the
achievedthroughputon this pathwould fail to �nd thead-
ditionalavailablebandwidth.

MeasurementAgent on PlanetLab. Themeasurement
agentrunson PlanetLabnodes,and receives information
from the applicationmonitor aboutthe application's net-
work operations. Whenever the applicationrunning on
Emulabconnectsto one of its peers(also running inside
Emulab),the measurementagentlikewise connectsto the
agentrepresentingthe peer. The agentusesthe simple
modelobtainedby themonitorto generatesimilarnetwork
load; themonitorkeepstheagentinformedof thesend()
andsendto() callsmadeby theapplication,includingthe
amountof datawritten and the time betweencalls. The
agentusesthisinformationto recreatetheapplication'snet-
work behavior, by makinganalogoussend() calls. Note
that the offered load modeldoesnot include the applica-
tion's packet payload,making it relatively lightweight to
sendfrom themonitorto theagent.

Theagentuseslibpcap to inspectthe resultingpacket
streamandderive network conditions. For every ACK it
receivesfrom theremoteagent,it calculatesinstantaneous
throughputandRTT. For TCP, we useTCP's own ACKs,
andfor UDP, weaddourown application-layerACKs. The
agentusesthesemeasurementsto generateparametersfor
thepathemulator, discussedbelow.

5.2 Infer enceand Emulation of Path Conditions
Ourpathemulatoris anenhancedversionof theDummynet
traf�c shaper. We emulatethe behavior of the bottleneck
router's queuewithin this shaperas shown in Figure 4.
Dummynetusestwo queues:a bandwidthqueue,which
emulatesqueuingdelay, anda delayqueue,which models

queuing
delay

available 
bandwidth

other
delay

Packets 
enter

Packets 
leave

Figure4: Pathemulation

all othersourcesof delay, suchaspropagation,processing,
and transmissiondelays. Thus, thereare threeimportant
parameters:the size of the bandwidthqueue,the rate at
which it drains,andthe lengthof time spentin the delay
queue.Sinceweassumethatmostpacket lossis causedby
congestion,we inducelossonly by limiting thesizeof the
bandwidthqueueandtherateit drains.

Becausethetechniquesin this sectionrequirethat there
be applicationtraf�c to measure,we usethe simple-static
modelto setinitial conditionsfor eachpath.They will only
be experiencedby the �rst few packets; after that, ACIM
provideshigher-qualitymeasurements.

Bandwidth QueueSize.Thebandwidthqueuehasa �-
nite size,andwhenit is full, packetsarriving at thequeue
aredropped.Thebottleneckrouterhasaqueuewhosemax-
imum capacityis measuredin termsof bytesand/orpack-
ets,but it is dif�cult to directly measureeitherof theseca-
pacities.Sommersetal. [29] proposedusingthemaximum
one-way delayasanapproximationof thesizeof thebot-
tleneckqueue.This approachis problematicon PlanetLab
becauseof thedif�culty of synchronizingclocks,which is
requiredto calculateone-way delay. Instead,we approx-
imate the sizeof the queuein termsof time—that is, the
longesttimeoneof ourpacketshasspentin thequeuewith-
outbeingdropped.Weassumethatcongestionwill happen
mostlyalongtheforwardedgeof a network path,andthus
canapproximatethemaximumqueuingdelayby subtract-
ing theminimumRTT from themaximumRTT. We re�ne
this numberby �nding the maximumqueuingdelay just
beforea lossevent.

Available Bandwidth. TCP's fairness(the fraction of
the capacityeach�o w receives)is affectedby differences
in theRTTs of �o ws sharingthe link [18]. Measuringthe
RTTsof �o wswecannotdirectlyobserve is dif�cult or im-
possible. Thus, the mostaccurateway to determinehow
thenetwork will reactto the loadofferedby a new �o w is
to offer thatloadandobserve theresultingpathproperties.

We observe the inter-send times of acknowledgment
packets and the numberof bytesacknowledgedby each
packet to determinetheinstantaneousgoodputof aconnec-
tion: goodput = (bytes acked)=(time since last ack).
We thenestimatethe throughputof a TCPconnectionbe-
tweenPlanetLabnodesby computinga moving averageof
theinstantaneousgoodputmeasurementsfor thepreceding
half-second.This averagesout any outliers,allowing for a
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moreconsistentmetric.
This measurementtakes into accountthe reactivity of

other �o ws in the network. While calculatingthis good-
put is straightforward, thereare subtletiesin mappingto
availablebandwidth.Thetraf�c generatedby themeasure-
mentagentmay not fully utilize the availablebandwidth.
For instance,if the load generatedby the applicationis
lower thantheavailablebandwidth,or TCP�lls thereceive
window, thethroughputdoesnot representavailableband-
width. Whenthis situationis detected,we shouldnot cap
theemulatorbandwidthto thatarti�cially slow rate.Thus,
we lower the bandwidthusedby the emulatoronly if we
detectthatwe arefully loadingthePlanetLabpath. If we
seea goodputthatis higherthanthegoodputwhenwe last
saturatedthe link, thentheavailablebandwidthmusthave
increased,andweraisetheemulatorbandwidth.

Queuing theory shows that when a buffered link is
overutilized, the time eachpacket spendsin the queue,
andthusthe observed RTT, increasesfor eachsuccessive
packet. Additionally, send() calls tendto block whenthe
applicationis sendingat a rate suf�cient to saturatethe
bottlenecklink. In practice,sinceeachof thesesignalsis
noisy, we usea combinationof themto determinewhen
thebottlenecklink is saturated.To determinewhetherRTT
is increasingor decreasing,we �nd the slopeof RTT vs.
samplenumberusingleastsquareslinearregression.

Other Delay. Themeasurementagenttakes�ne-grained
latency measurements.It recordsthe time eachpacket is
sent, and when it receives an ACK for that packet, cal-
culatesthe RTT seenby the most recentacknowledged
packet. For the purposesof emulation,we calculatethe
“BaseRTT” the sameway asTCP Vegas[5]: that is, the
minimum RTT recently seen. This minimum delay ac-
countsfor the propagation, processing,and transmission
delaysalong the path with a minimum of in�uence by
queuingdelay.

We setthe delayqueue's delayto half the baseRTT to
avoid double-countingqueuinglatency, which is modeled
in thebandwidthqueue.

Outages and Rare Events. There are many sources
of outagesandotheranomaliesin network characteristics.
Theseincluderouting anomalies,link failures,androuter
failures.Work suchasPlanetSeer[40] andnumerousBGP
studiesseeksto explain thecausesof theseanomalies.Our
application-centricmodelhasan easiertask: to faithfully
reproducethe effect of theserareevents,ratherthan�nd-
ing theunderlyingcause.Thus,we observe thefeaturesof
theserareeventsthatarerelevant to theapplication.Out-
agescanaffectFlexlab'scontrolplane,however, by cutting
off Emulabfrom oneor morePlanetLabnodes. In future
work, we canimprove robustnessby usinganoverlaynet-
work suchasRON [2].

Per-Flow Emulation. In our application-centricmodel,
the path emulatoris usedto shapetraf�c on a per-�o w

ratherthana per-pathbasis.If thereis morethanone�o w
usinga path,thebandwidthseenby each�o w dependson
many variables,including the degreeof statisticalmulti-
plexing on the bottlenecklink, whenthe �o ws begin, and
the queuingpolicy on the bottleneckrouter. We let this
contentionfor resourcesoccurin theoverlaynetwork, and
re�ect theresultsinto theemulatorby per-�o w shaping.

5.3 UDP Sockets
ACIM for UDP differs in somerespectsfrom ACIM for
TCP.Thechiefdifferenceis thattherearenoprotocol-level
ACKsin UDP. Wehaveimplementedacustomapplication-
layer protocolon top of UDP that addsthe ACKs needed
for measuringRTT and throughput. This changeaffects
only the replicationandmeasurementof UDP �o ws; path
emulationremainsunchanged.

Application Layer Protocol. WhereastheTCPACIM
sendsrandompayloadsin its measurementpackets,UDP
ACIM runsan application-layerprotocolon top of them.
Theprotocolembedssequencenumbersin thepacketson
the forward path,andon the reversepath,sequencenum-
bersandtimestampsacknowledgereceivedpackets. Our
protocolrequirespacketsto beat least57byteslong; if the
applicationsendspackets smallerthan this, the measure-
menttraf�c uses57-bytepackets.

Unlike TCP, our UDP acknowledgementsareselective,
not cumulative, and we also do not retransmitlost pack-
ets.Wedonotneedall measurementtraf�c to getthrough,
we simply measurehow much does. An ACK packet is
sentfor every datapacket received, but eachACK packet
containsACKs for severalrecentdatapackets.This redun-
dancy allowsusto getaccuratebandwidthnumberswithout
re-sendinglost packets,andworks in thefaceof moderate
ACK packet loss.

Available Bandwidth. Whenever anACK packet is re-
ceivedat thesender, goodputis calculatedasg = s=(tn �
tn � 1), whereg is goodput,s is the size of the databe-
ing acknowledged,tn is thereceiver timestampfor thecur-
rent ACK, and tn � 1 is the last receiver ACK timestamp
received. By usinginter-packet timings from the receiver,
we avoid including jitter on the ACK pathin our calcula-
tions,andtheclocksat thesenderandreceiver neednot be
synchronized.Throughputis calculatedasa moving aver-
ageover thelast100acknowledgedpacketsor half second,
whichever is less.If any packet losshasbeendetected,this
throughputvalue is fed to the applicationmonitor as the
availablebandwidthon theforwardpath.

Delaymeasurements.BaseRTT andqueuingdelayare
computedthesameway for UDPasthey arefor TCP.

Reordering and Packet Loss. BecauseTCP acknowl-
edgementsarecumulative,reorderingof packetsonthefor-
wardpathis implicitly takencareof. We have to handleit
explicitly in thecaseof UDP. Our UDP measurementpro-
tocol candetectpacket reorderingin both directions. Be-
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causeeachACK packet carriesredundantACKs, reorder-
ing on thereversepathis not of concern.A datapacket is
consideredto be lost if ten packetssentafter it have been
acknowledge.It is alsoconsideredlost if thedifferencebe-
tweenthereceipttime of thelatestACK andthesendtime
of thedatapacket is greaterthan10� (average RTT + 4 �
standar d deviation of r ecent RTTs).

5.4 Challenges
Although the design of ACIM is straightforward when
viewed at a high level, thereare a host of complications
that limit the accuracy of the system.Eachwasa signi�-
cantbarrierto implementation;wedescribetwo.

Libpcap Loss.Wemonitortheconnectionson themea-
surementagentwith libpcap . Thelibpcap library copies
a partof eachpacket asit arrivesor leavesthe(virtual) in-
terfaceandstoresthemin a buffer pendinga queryby the
application. If packetsareaddedto this buffer fasterthan
they are removed by the application,someof them may
be dropped. The schedulingbehavior describedin Ap-
pendix A is a commoncauseof this occurrence,as pro-
cessescanbestarvedof CPUfor hundredsof milliseconds.
Thesedroppedpacketsarestill seenby the TCP stackin
thekernel,but they arenotseenby theapplication.

This posestwo problems.First,we foundit not uncom-
monfor all packetsover a longperiodof time (up to asec-
ond)to bedroppedby thelibpcap buffer. In thiscaseit is
impossibleto know what hasoccurredduring that period.
Theconnectionmayhave beenfully utilizing its available
bandwidthor it mayhavebeenidle duringpartof thattime,
andthereis no way to reliably tell thedifference.Second,
if only oneor a few packetsaredroppedby the libpcap
buffer, the “f alseness”of the dropsmay not be detectable
andmayskew thecalculations.

Our approachis to resetour measurementsafterperiods
of detectedloss,no matterhow small. This avoidsthepo-
tentialhazardsof averagingmeasurementsoveraperiodof
time whentheactivity of theconnectionis unknown. The
downsideis thatin suchasituation,achangein bandwidth
wouldnotbedetectedasquickly andwemayaveragemea-
surementsover non-contiguousperiodsof time. We know
of no way to reliably detectwhich stream(s)a libpcap
losshasaffectedin all cases,sowe mustacceptthat there
areinevitablelimits to ouraccuracy.

Ack Bursts. Somepathson PlanetLabhave anomalous
behaviors. The mostsevereexampleof this is a paththat
deliversburstsof acknowledgmentsover small timescales.
In onecase,acksthat weresentover a periodof 12 mil-
lisecondsarrived over a periodof lessthana millisecond,
anorderof magnitudedifference.This causedsomeover-
estimationof delay(by up to 20%),andanorderof magni-
tudeover-estimationof throughput.Wecopewith thisphe-
nomenonin two ways. First, we useTCP timestampsto
obtaintheACK inter-departuretimesonthereceiver rather

thantheACK inter-arrival timeson thesender. This tech-
niquecorrectsfor congestionandotheranomalieson the
reversepath.Second,we lengthenedtheperiodoverwhich
we average(to about0.5seconds),which is alsoneededto
dampenexcessive jitter.

6 Evaluation
We evaluate Flexlab by presentingexperimentalresults
fromthreemicrobenchmarksandarealapplication.Ourre-
sultsshow thatFlexlab is morefaithful thansimpleemula-
tion,andcanremoveartifactsof PlanetLabhostconditions.
Doing a rigorousvalidation of Flexlab is extremelydif�-
cult, becauseit seemsimpossibleto establishgroundtruth:
eachenvironmentbeing comparedcan introduceits own
artifacts. SharedPlanetLabnodescan hurt performance,
experimentson the live Internetare fundamentallyunre-
peatable,andFlexlab might introduceartifactsthroughits
measurementor pathemulation. With this caveat,our re-
sultsshow thatfor at leastsomecomplex applicationsrun-
ning over the Internet,Flexlab with ACIM producesmore
accurateand realistic resultsthan running with the host
resourcestypically available on PlanetLab,or in Emulab
withoutnetwork topologyinformation.

6.1 Micr obenchmarks
We evaluateACIM' s detailed�delity usingiperf , a stan-
dardmeasurementtool that simulatesbulk datatransfers.
iperf 's simplicity makesit idealfor microbenchmarks,as
its behavior is consistentbetweenruns. With TCP, it sim-
ply sendsdataat thefastestpossiblerate,while with UDP
it sendsat a speci�edconstantrate.TheTCPversionis, of
course,highly reactive to network changes.

As in all of our experiments,eachapplicationtestedon
PlanetLaband eachmajor Flexlab component(measure-
mentagent,Flexmon)arerun in separateslices.

6.1.1 TCP iperf and Cross-Traf�c
Figure 5 shows the throughputof a representative two
minuterun in Flexlab of iperf usingTCP. Thetop graph
shows throughputachieved by the measurementagent,
which replicatediperf 's offeredload on the Internetbe-
tweenAT&T andtheUniv. of TexasatArlington. Thebot-
tom graphshows the throughputof iperf itself, running
onanemulatedpathanddedicatedhostsinsideFlexlab.

To induce a changein available bandwidth, between
times35 and95 we sentcross-traf�c on the Internetpath,
in theform of teniperf streamsbetweenotherPlanetLab
nodesat thesamesites.Flexlab closelytracksthechanged
bandwidth,bringing the throughputof the path emulator
down to thenew level of availablebandwidth.It alsotracks
network changesthatwe did not induce,suchastheoneat
time 23. However, brief but largedropsin throughputoc-
casionallyoccurin thePlanetLabgraphbut not theFlexlab
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Figure5: Application-centricInternetmodeling,comparingagent
throughputonPlanetLab(top)with thethroughputof theapplica-
tion runningin Emulabandinteractingwith themodel(bottom).
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Figure6: Comparisonof thethroughputof aTCPiperf running
onPlanetLab(top)with aTCPiperf simultaneouslyrunningun-
derFlexlabwith ACIM (bottom).

graph,suchasthosestartingat time 100. Throughlog �le
analysiswe determinedthat thesedropsare due to tem-
poraryCPU starvation on PlanetLab,preventingeven the
lightweight measurementagentfrom sustainingthe send-
ing rate of the real application. Thesethroughputdrops
demonstratethe impact of the PlanetLabschedulingde-
lays documentedin AppendixA. The agentcorrectlyde-
terminesthatthesereductionsin throughputarenot dueto
availablebandwidthchanges,anddeliberatelyavoidsmir-
roring thesePlanetLabhostartifactson theemulatedpath.
Finally, themeasurementagent's throughputexhibitsmore
jitter thantheapplication's, showing thatwe couldproba-
bly furtherimprove ACIM by addinga jitter model.

6.1.2 SimultaneousTCP iperf Runs
ACIM is designedto subjectan applicationin the emula-
tor to thesamenetwork conditionsthatapplicationwould

0.0
0.2
0.4
0.6
0.8
1.0

0 20 40 60 80 100 120 140 160 180T
hr

ou
gh

pu
t (

M
bp

s)

Time (seconds)

iperf UDP: Measurement Agent

0.0
0.2
0.4
0.6
0.8
1.0

0 20 40 60 80 100 120 140 160 180T
hr

ou
gh

pu
t (

M
bp

s)

Time (seconds)

iperf UDP: Flexlab with ACIM

Figure7: TheUDP throughputof iperf (below) comparedwith
theactualthroughputsuccessfullysentby themeasurementagent
(above)whenusingtheACIM modelin Flexlab.

seeon theInternet.To evaluatehow well ACIM meetsthis
goal,we comparedtwo instancesof iperf : oneon Plan-
etLab,andonein Flexlab. Becausewe cannotexpectruns
doneon theInternetatdifferenttimesto show thesamere-
sults,we ran thesetwo instancessimultanously. The top
graphin Figure6 shows the throughputof iperf run di-
rectlyonPlanetLabbetweenNECLabsandIntel Research
Seattle.Thebottomgraphshowsthethroughputof another
iperf run at the sametime in Flexlab, betweenthe same
“hosts.” As network characteristicsvary over the connec-
tion's lifetime, the throughputgraphscorrespondimpres-
sively. Theaveragethroughputsareclose:PlanetLabwas
2.30 Mbps, while Flexlab was2.41 Mbps (4.8% higher).
TheseresultsstronglysuggestthatACIM hashigh �delity .
The small differencemay be dueto CPU load on Planet-
Lab; we speculatethat differenceis small becauseiperf
consumesfew hostresources,unlike a real applicationon
whichwereportshortly.

6.1.3 UDP iperf

Wehavemadeaninitial evaluationof theUDPACIM sup-
port, which is newer than our TCP support. We useda
singleiperf to generatea 900 Kbps UDP stream.As in
Sec.6.1.1,we measuredthe throughputachieved by both
themeasurementagentonPlanetLabandtheiperf stream
runningon Flexlab. The graphsin Figure7 closelytrack
eachother. The meanthroughputsare close: 746 Kbps
for Iperf, and736 Kbps for the measurementagent,1.3%
lower. We madethreesimilar runsbetweenthesenodes,at
targetratesvaryingfrom 800–1200Kbps. Thedifferences
in meanthroughputweresimilar: -2.5%,0.4%,and4.4%.
ACIM' s UDP accuracy appearsvery goodin this range.A
morethoroughevaluationis futurework.
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6.2 Macrobenchmark: BitTorr ent
This next setof experimentsdemonstratesseveral things:
�rst, that Flexlab is able to handlea real, complex, dis-
tributed systemthat is of interestto researchers;second,
thatPlanetLabhostconditionscanmake anenormousim-
pactonthenetwork performanceof realapplications;third,
thatbothFlexlabandPlanetLabwith hostCPUreservations
give similar andlikely accurateresults;andfourth,prelim-
inary resultsindicatethat our simplestaticmodelsof the
Internetdon't (yet)providehigh-�delity emulation.

BitTorrent (BT) is a popularpeer-to-peerprogramfor
cooperatively downloadinglarge �les. Peersact as both
clients and servers: oncea peerhasdownloadedpart of
a �le, it serves that to other peers. We modi�ed BT to
usea statictracker to remove some–but by no meansall—
sourcesof non-determinismfrom repeatedBT runs. Each
experimentconsistedof aseederandsevenBT clients,each
locatedat a differentsiteon Internet2or GÉANT, theEu-
ropeanresearchnetwork.1 We rantheexperimentsfor 600
seconds,usinga �le that was large enoughthat no client
could�nish downloadingit in thatperiod.

6.2.1 ACIM vs.PlanetLab

Webeganby runningBT in amannersimilarto thesimulta-
neousiperf microbenchmarkdescribedin Sec.6.1.2.We
ran two instancesof BT simultaneously:one on Planet-
Lab andoneusingACIM on Flexlab. Thesetwo setsof
clientsdid not communicatedirectly, but they did compete
for bandwidthonthesamepaths:thePlanetLabBT directly
sendstraf�c on thepaths,while theFlexlab BT causesthe
measurementagentto sendtraf�c on thosesamepaths.

Figure 8 shows the download ratesof the BT clients,
with thePlanetLabclientsin thetopgraph,andtheFlexlab
clients in the bottom. Eachline representsthe download
rateof a singleclient, averagedover a moving window of
30seconds.ThePlanetLabclientswereonly ableto sustain
anaveragedownloadrateof 2.08Mbps,whereasthoseon
Flexlabaveragedtriple thatrate,6.33Mbps.Thedownload
ratesof the PlanetLabclients also clusteredmuch more
tightly than in Flexlab. A seriesof runsshowed that the
clusteringwas consistentbehavior. Table 3 summarizes
thoseruns,andshows thatthethroughputdifferenceswere
alsorepeatable,but with Flexlab higherby a factorof 2.5
insteadof 3.

1The siteswerestanford.edu(10Mb), uoregon.edu(10Mb), cmu.edu
(5Mb), usf.edu,utep.edu,kscy.internet2.planet-lab.org, uni-klu.ac.at,and
tssg.org. Thelast two areon GÉANT; thereston I2. Only the�rst three
had imposedbandwidthlimits. All ran PlanetLab3.3, which contained
a bug which enforcedtheBW limits evenbetweenI2 sites.We usedthe
of�cial BT programv. 4.4.0,which is in Python. All BT runsoccurred
in February2007. 5 & 15 minuteloadaveragesfor all nodesexceptthe
seederwere typically 1.5 (range0.5–5); the seed(Stanford)had a loa-
davg of 14–29,but runs with a lessloadedseedergave similar results.
Flexlab/Emulabhostswere all “pc3000”s: 3.0 Ghz Xeon, 2GB RAM,
10K RPMSCSIdisk.
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Figure8: A comparisonof downloadratesof BT runningsimul-
taneouslyon PlanetLab(top) andFlexlab usingACIM (bottom).
Thesevenclientsin thePlanetLabgrapharetightly clustered.
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Figure9: Downloadratesof BT simultaneouslyrunningonPlan-
etLabwith Sirius(top),comparedto FlexlabACIM (bottom).

Theseresults,combinedwith the accuracy of the mi-
crobenchmarks,suggestthatBT'sthroughputonPlanetLab
is constrainedby hostoverloadnot found in Flexlab. Our
next experimentattemptsto testthishypothesis.

6.2.2 ACIM vs.PlanetLab with Sirius
Siriusis aCPUandbandwidthreservationsystemfor Plan-
etLab. It ensuresthat a sliver receivesat least25% of its
host's CPU,but doesnot give priority accessto otherhost
resourcessuchasdisk I/O or RAM. NormalSiriusalsoin-
cludesabandwidthreservationfeature,but to isolatetheef-
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Experiment Flexlab PlanetLab Ratio
No Sirius(6 runs) 5.78(0.072) 2.27(0.074) 2.55(0.088)
Sirius(5 runs) 5.44 (0.29) 5.24 (0.34) 1.04(0.045)

Table3: MeanBT downloadratein Mbpsandstd.dev. (in paren-
theses)of multiple Flexlab and PlanetLabruns, as in Sec.6.2.
Sincethesewererun at a differenttime, network conditionsmay
havechanged.

fectsof CPUsharing,wehadPlanetLaboperationsdisable
this featurein our Sirius slice. Currently, only oneslice,
PlanetLab-wide,canhaveaSiriusreservationatatime. By
usingSirius,wereducethepotentialfor PlanetLabhostar-
tifactsandgetabettersenseof Flexlab's accuracy.

We repeatedthe previous experiment �fteen minutes
later, with the soledifferencethat the PlanetLabBT used
Sirius. We ran BT on Flexlab at the sametime; its mea-
surementagenton PlanetLabdid not have the bene�t of
Sirius.Figure9 showsthedownloadratesof thesesimulta-
neousruns.SiriusmorethandoubledthePlanetLabdown-
loadrateof our previousPlanetLabexperiment,from 2.08
to 5.80Mbps. This demonstratesthat BT is highly sensi-
tive to CPU availability, andthat the CPU typically avail-
ableonPlanetLabis insuf�cient to produceaccurateresults
for somecomplex applications.It alsohighlightstheneed
for suf�cient, reservedhostresourcesoncurrentandfuture
network testbeds.In this run, the Flexlab andPlanetLab
downloadratesarewithin 4% of eachother, at 5.56Mbps
and5.80Mbps, respectively. Theseresultsareconsistent,
asshown by repeatedexperimentsin Table3. This indi-
catesthatFlexlabwith ACIM providesagoodenvironment
for runningexperimentsthatneedPlanetLab-like network
conditionswithouthostartifacts.

ResourceUse.To estimatethehostresourcesconsumed
by BT andthe measurementagentwe ran Flexlab with a
“f ake PlanetLab”side that ran insideEmulab. The agent
tookonly 2.6%of theCPU,while BT took37–76%,a fac-
tor of 14–28higher. Theagent's residentmemoryusewas
about2.0MB,while BT used8.4MB,a factorof 4 greater.

6.2.3 SimpleStatic Model

We ran BT again, this time usingthe simple-staticmodel
outlined in Sec.4.1. Network conditionswerethosecol-
lectedby Flexmon� ve minutesbeforerunningtheBT ex-
perimentin Sec.6.2.1, so we would hopeto seea mean
downloadratesimilar to ACIM' s: 6.3Mbps.2 Wedid three
runsusingthe“cloud,” “shared,” and“hybrid” Dummynet
con�gurations. We weresurprisedto �nd that the shared

2The 6.2.1experimentdifferedfrom this onein that the formergen-
eratedtraf�c onPlanetLabfrom two simultaneousBT's,while thisexper-
imentranonly oneBT at a time. This unfortunatemethodologicaldiffer-
encecouldexplain muchof thedifferencebetweenACIM andthesimple
cloudmodel,but only if thesimultaneousBT's in 6.2.1signi�cantly af-
fectedeachother. That seemedunlikely due to the high degreeof stat
muxing we expecton I2 (andprobablyGÉANT) paths,both apriori and
from theresultsin Sec.4.3. However, thatassumptionneedsstudy.

con�guration gave thebestapproximationof BT's behav-
ior on PlanetLab. Thecloudcon�guration resultedin very
high download rates(12.5 Mbps average),and the rates
showedvirtually novariationover time. Becausesix of the
eightnodesusedfor our BT experimentsareon I2, thehy-
brid con�gurationmadelittle difference.Thetwo GÉANT
nodesnow had realistic (lower) download rates,but the
overallmeanwasstill 10.7Mbps.Thesharedcon�guration
produceddownloadratesthatvariedon timescalessimilar
to thosewehaveseenonPlanetLabandwith ACIM. While
themeandownloadratewasmoreaccuratethantheother
con�gurations,it was25% lower than that we would ex-
pect,at5.1Mbps.

This shows that thesharedbottleneckmodelswe devel-
opedfor thesimplemodelsarenotyetsophisticatedenough
to providehigh �delity emulation.Thecloudcon�guration
seemsto under-estimatethe effectsof sharedbottlenecks,
andthesharedcon�guration seemsto over-estimatethem,
thoughto a lesserdegree. Much morestudyis neededof
thesemodelsandPlanetLab's network characteristics.

7 RelatedWork

Network measurementto understandand model network
behavior is a popular researcharea. There is an enor-
mousamountof relatedwork on measuringand model-
ing Internet characteristicsincluding bottleneck-linkca-
pacity, availablebandwidth,packet delayandloss, topol-
ogy, andmorerecently, network anomalies.Examplesin-
clude [7, 8, 30, 17, 29, 38]. In addition to their usefor
evaluating protocolsand applications,network measure-
mentsand modelsare usedfor maintainingoverlays [2]
and even for offering an “underlay” service[22]. Plan-
etLabhasattractedmany measurementstudiesspeci�c to
it [31, 19, 40, 25]. Earlier, Zhanget al. [41] showed that
thereis signi�cant stationarityof Internetpathproperties,
but arguedthat this alonedoesnot meanthat the latency
characteristicsimportantto a particularapplicationcanbe
suf�ciently modeledwith astationarymodel.

Monkey [6] collects live TCP tracesnear servers, to
faithfully replayclient workload. It infers somenetwork
characteristics.However, Monkey is tied to a web server
environment, and doesnot easily generalizeto arbitrary
TCPapplications.Jaisaletal. did passiveinferenceof TCP
connectioncharacteristics[15], but focusedonothergoals,
includingdistinguishingbetweenTCPimplementations.

Trace-BasedMobile Network Emulation[24] hassim-
ilarities to our work, in that it usedtracesfrom mobile
wirelessdevices to develop modelsto control a synthetic
networking environment.However, it emphasizesproduc-
tion of a parameterizedmodel, and was intendedto col-
lect application-independentdatafor speci�c pathstaken
by mobile wirelessnodes. In contrast,we concentrateon
measuringongoingInternetconditions,andour key model
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is application-centric.
Overlay Networks. OurACIM approachcanbeviewed

as a highly unusualsort of overlay network. In contrast
to typical overlaysdesignedto provide resilient or opti-
mizedservices,our goal is to provide realism—toexpose
ratherthanmitigate the effectsof the Internet. A signi�-
cantpracticalgoal of our project is to provide an experi-
mentationplatform for thedevelopmentandevaluationof
“traditional” overlaynetworksandservices.By providing
anenvironmentthatemulatesreal-world conditions,ween-
ablethestudyof new overlaytechnologiesdesignedto deal
with thechallengesof productionnetworks.

Although our aims differ from thoseof typical over-
lay networks,we sharea commonneedfor measurement.
Recentprojectshave explored the provision of common
measurementand other servicesto supportoverlay net-
works[21, 22, 16, 26]. Theseareexactly thetypesof mod-
els andmeasurementservicesthat our new testbedis de-
signedto accept.

Finally, both VINI [4] andFlexlab claim “realism” and
“control” asprimary goals,but their kinds of realismand
control arealmostentirelydifferent. The realismin VINI
is that it peerswith real ISPsso it can potentially carry
realend-usertraf�c. Thecontrol in VINI is experimenter-
controlledrouting,forwarding,andfault injection,andpro-
vision of somededicatedlinks. In contrast,the realismin
Flexlab is real, variableInternetconditionsanddedicated
hosts. The control in Flexlab is over pluggable network
models,theentirehardwareandsoftwareof thehosts,and
rich experimentcontrol.

8 Conclusion
Flexlab is a new experimentalenvironmentthatprovidesa
�e xible combinationof network model,realism,andcon-
trol, andoffersthepotentialfor a friendly developmentand
debuggingenvironment. Signi�cant work remainsbefore
Flexlab is a truly friendly environment,sinceit hasto cope
with the vagariesof a wide-areaand overloadedsystem,
PlanetLab. Challengingwork alsoremainsto extensively
validateandlikely re�ne application-centricInternetmod-
eling,especiallyUDP.

Our results show that an end-to-endmodel, ACIM,
achieveshigh �delity . In contrast,simplemodelsthat ex-
ploit only a small amountof topology information(com-
modity Internetvs. Internet2)seeminsuf�cient to produce
an accurateemulation. That presentsan opportunity to
apply currentandfuture network tomography techniques.
Whencombinedwith data,models,andtools from thevi-
brantmeasurementandmodelingcommunity, we believe
Flexlab with new models,not just ACIM, will beof great
useto researchersin networkinganddistributedsystems.
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A SchedulingAccuracy
To quantify the jitter and delay in processschedulingon
PlanetLabnodes, we implementeda test program that
schedulesa sleepwith thenanosleep() systemcall, and
measuresthe actual sleeptime using gettimeofday() .
WeranthistestonthreeseparatePlanetLabnodeswith load
averagesof roughly6, 15, and27, plusanunloadedEmu-
labnoderunningaPlanetLab-equivalentOS.250,000sleep
eventswerecontinuouslyperformedon eachnodewith a
targetlatency of 8 ms,for a total of about40minutes.

Figure10 shows the CDF of the unexpectedadditional
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Figure10: 90th percentileschedulingtime differenceCDF. The
verticalline is “Local Emulab.”

delay, up to the90thpercentile;Figure11 displaysthetail
in log-logformat.90%of theeventsarewithin -1–5sched-
uler quanta(msecs)of the target time. However, a signi�-
canttail extendsto severalhundredmilliseconds.We also
rana oneweeksurvey of 330nodesthatshowedtheabove
samplesto berepresentative.

This schedulingtail posesproblemsfor the �delity of
programsthataretime-sensitive. Many programsmaystill
beableto obtainaccurateresults,but it is dif�cult to deter-
minein advancewhich thoseare.

Spring et al. [31] also studiedavailability of CPU on
PlanetLab,but measuredit in aggregate insteadof our
timeliness-orientedmeasurement.That differencecaused
themto concludethat “PlanetLabhassuf�cient CPU ca-
pacity.” They did documentsigni�cant schedulingjitter in
packet sends,but wereconcernedonly with its impacton
network measurmenttechniques.Our BT resultsstrongly
suggestthat PlanetLabschedulinglatency cangreatlyim-
pactnormalapplications.

.99999

.9999

.999

.99

.9

 1  10  100

F
ra

ct
io

n 
of

 s
am

pl
es

 a
t o

r 
be

lo
w

 x
-a

xi
s 

va
lu

e

Scheduler delay (milliseconds)

LA  6
LA 15
LA 27

Local Emulab (LA 0)

Figure11: Log-log scaleschedulingtime differenceCDF show-
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