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Abstract

Networkedsystemsareoftenevaluatedon overlaytestbeds
such as PlanetLaband emulationtestbedssuch as Emu-
lab. Emulationtestbedsyive usersgreatcontrol over the
hostandnetwork environmentsandoffer easyreproducibil-
ity, but only arti cial network conditions.Overlaytestbeds
provide realnetwork conditions but arenotrepeatablen-
vironmentsandprovide lesscontrolover the experiment.
We describethe motivation, design,andimplementation
of Flexlab, a new testbedwith the strengthf bothoverlay
and emulationtestbeds.lt enhancesn emulationtestbed
by providing the ability to integratea wide variety of net-
work modelsjncludingthoseobtainedrom anoverlaynet-
work. We presentthree modelsthat demonstratéts use-
fulness,including “application-centricinternetmodeling”
thatwe speci cally developedfor Flexlab. Its key ideais to
runtheapplicationwithin theemulationtestbedanduseits
offeredload to measurdhe overlay network. Thesemea-
surementsireusedto shapeheemulatechetwork. Results
indicatethatfor evaluationof applicationgunningover In-
ternetpaths Flexlab with this modelcanyield far morere-
alisticresultsthaneitherPlanetLabwithoutresourcaeser
vations,or Emulabwithout topologicalinformation.

1 Intr oduction

Public network testbedshave becomestaplesof the net-
working and distributed systemsresearchcommunities,
andarewidely usedto evaluateprototypesof researctsys-
temsin these elds. Today thesetestbedsgenerallyfall
into two categories: emulationtestbedsuchasthe emula-
tion componenbf Emulab[37], which createarti cial net-
work conditionsthatmatchanexperimenters speci cation,
andoverlaytestbedsuchasPlanetLalf27], whichsendan
experimentstrafc overthe Internet. Eachtype of testbed
hasits own strengthsand weaknessesin this paper we
presentrlexlab, which bridgesthe two typesof testbeds,
inheriting strengthgrom both.

Emulationtestbedsuchas Emulaband ModelNet[34]
give usersfull control over the hostand network erviron-
mentsof theirexperimentsenablingawide rangeof exper
imentsusingdifferentapplicationspetwork stacksandop-
eratingsystems.Experimentgun on themarerepeatable,
to the extent that the applications behaior canbe made

deterministic. They are alsowell suitedfor developing
and dehugging applications—tw actiities that represent
alarge portion of thework in networked systemgesearch
and are especiallychallengingin the wide area[1, 31].
However, emulationtestbedshave a seriousshortcoming:
their network conditionsare arti cial andthusdo not ex-
hibit someaspectwf real productionnetworks. Perhaps
worse,researcherare not sure of two things: which net-
work aspectsare poorly modeled,andwhich of theseas-
pects matter to their application. We believe theseare
two of the reasongesearchersinderuseemulationenvi-
ronments.Thatemulatorsareunderusedhasalsobeenob-
senedby others[35].

Overlay testbeds, such as PlanetLaband the RON
testbed?2], overcomethislack of network realismby send-
ing experimentaltrafc over the real Internet. They can
thussene asa“trial by re” for applicationntodaysIn-
ternet. They alsohave potentialasa serviceplatform for
deploymentto realend-usersafeaturewe donotattempto
replicatewith Flexlab. However, thesetestbedsave their
own drawbacks. First, they aretypically overloadedcre-
ating contentionfor hostresourcesuchasCPU, memory
andl/O bandwidth.Thisleadsto ahostervironmentthatis
unrepresentate of typical deploymentscenarios Second,
while it may eventually be possibleto isolate mostof an
experiments hostresource$rom otherusersof thetestbed,
it is impossible(by design)to isolateit from the Internets
varying conditions. This makesit fundamentallyimpossi-
ble to obtainrepeatableesultsfrom an experiment. Fi-
nally, becausdnostsaresharedamongmary usersatonce,
userscannotperform mary privileged operationsinclud-
ing choosinghe OS,controllingnetwork stackparameters,
andmodifying thekernel.

Flexlab is a new testbedernvironment that combines
the strengthsof both overlay and emulationtestbeds. In
Flexlab, experimentersbtainnetworksthatexhibit realIn-
ternetconditionsand full, exclusive controlover hosts.At
the sametime, Flexlab providesmorecontrolandrepeata-
bility thanthe Internet. We createdthis new ervironment
by closely couplingan emulationtestbedwith an overlay
testbed,using the overlay to provide network conditions
for the emulator Flexlab's modular framevork qualita-
tively increasegshe rangeof network modelsthat can be
emulated. In this paper we describethis framewvork and



threemodelsderivedfrom the overlaytestbed Thesemod-
elsareby nomeangheonly modelsthatcanbebuilt in the
Flexlab frameawork, but they represeninterestingpointsin
thedesignspaceanddemonstratéheframavork's e xibil-
ity. The rst two usetraditionalnetwork measurements
a straightforvard fashion. The third, “application-centric
Internetmodeling” (ACIM), is anovel contrikutionitself.
ACIM stemsdirectly from our desireto combinethe
strengthsof emulationand live-Internetexperimentation.
We provide machinesn anemulationtestbedand“import”
network conditionsfrom anoverlaytestbed Ourapproach
is application-centrién thatit con nesitselfto thenetwork
conditionsrelevantto a particularapplication,usinga sim-
plied modelof thatapplications own trafc to make its
measurementsntheoverlaytestbed By doingthisin near
real-time,we createtheillusion that network device inter-
facesin theemulatoraredistributedacrosgheInternet.
Flexlab is built atop the most popular and advanced
testbedof eachtype, PlanetLaband Emulab,andexploits
a public federatednetwork datarepository the Datapos-
itory [3]. Flexlab is driven by Emulabtestbedmanage-
ment software [36] that we recently enhancedo extend
mostof Emulabs experimentatiortoolsto PlanetLabsliv-
ers,including automaticlink tracing, distributed datacol-
lection,andcontrol. Becausd-lexlab allows differentnet-
work modelsto be “pluggedin” without changingthe ex-
perimenters codeor scripts,thistestbedalsomalesit easy
to compareandvalidatedifferentnetwork models.
This paperextendsour previousworkshoppape9], and
presentshefollowing contritutions:
(1) A software framework for incorporatinga variety of
highly-dynamicnetwork modelsinto Emulab;
(2) The ACIM emulationtechniquethat provides high-
delity emulationof live Internetpaths;
(3) Techniqueshatinfer availablebandwidthfrom the TCP
or UDP throughputof applicationshatdo not continually
saturateghe network;
(4) An experimentalevaluationof Flexlab andACIM;
(5) A exible network measuremergystemfor PlanetLab
We demonstratéts useto drive emulationsand construct
simplemodels.We alsopresentdatathatshows the signif-
icanceon PlanetLabof non-stationannetwork conditions
andsharedottlenecksandof CPUschedulingdelays.
Finally, Flexlab is currentlydeployedin Emulabin beta
test, will soonbe enabledfor public productionuse,and
will bepartof animpendingEmulabopensourcerelease.

2 Flexlab Ar chitecture

Thearchitectureof the Flexlab framework is shavn in Fig-
ure 1. The applicationundertestrunson emulatorhosts,
wherethe applicationmonitor instrumentsts network op-
erations. The applications trafc passeshroughthe path
emulator which shapest to introducelateng, limit band-
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Figure 1: Architectureof the Flexlab framewvork. Any network
modelcanbe “pluggedin,” andcanoptionally usedatafrom the
applicationmonitorsor measuremenepository

width, andcausepaclet loss. The parametersor the path
emulatorare controlledby the networkmode] which may
optionally take input from the monitor, from the network
measuementepository andfrom othersourcesFlexlab's
framework providesthe ability to incorporatenew network
models,including highly dynamicones,into Emulab All
partsof Flexlabexceptfor theunderlyingemulationtestbed
areuserreplaceable.

2.1 Emulator

Flexlabrunsontop of theEmulabtestbednanagemergys-
tem, which providescritical managemerinfrastructure.It

providesautomatedetupof emulatedexperimentsy con-
guring hosts,switches,and path emulatorswithin min-

utes. Emulabalso provides a “full-service” interfacefor

distributing experimentalapplicationsto nodes, control-
ling thoseapplicationscollectingpaclet traces,and gath-
ering of log les andotherresults. Theseoperationscan
be controlledand (optionally) fully automatedhy a e xi-

ble, secureevent system. Emulabs portal extendsall of

thesemanagemertiene tsto PlanetLalnodes.Thismakes
Emulaban ideal platform for Flexlab, asuserscaneasily
move backandforth betweenemulation,live experimen-
tation, and Flexlab experimentation.New work [10] inte-
gratesa full experimentanddatamanagemengysteminto

Emulab—indeedwe usedthat“workbenchto gatherand
managamary of theresultsin this paper

2.2 Application Monitor

Theapplicationmonitor reportson the network operations
performedby the application,suchas the connectionst
males,its pacletsendsandreceves,andthesocletoptions
it sets.Thisinformationcanbe sentto the network model,
which canuseit to track which pathsthe applicationuses
anddiscovertheapplications offerednetwork load. Know-
ing the pathsin useaids the network model by limiting
the setof pathsit mustmeasureor compute;mostapplica-
tionswill useonly a smallsubsebf the n? pathsbetween
n hosts.We describethe monitorin moredetaillater.

2.3 Path Emulator
The pathemulatorshapedrafc from the emulatorhosts.
It can, for example, queuepacletsto emulatedelay de-



gueuepacletsat a speci ¢ rateto control bandwidth,and
drop paclets from the end of the queueto emulatesat-
uratedrouter queues. Our path emulatoris an enhanced
versionof FreeBSDs Dummynet[28]. We have madeex-
tensve improvementd¢o Dummynetto addsupportfor the
featurediscussedh Section5.2,aswell asaddingsupport
for jitter and for several distributions: uniform, Poisson,
andarbitrarydistributionsdeterminedby usersuppliedta-
bles. Dummynetrunson separaténostsfrom the applica-
tion, both to reducecontentionfor hostresourcesandso
thatapplicationscanberun on ary operatingsystem.

For Flexlab we typically con gure Dummynetsothatit
emulatesa “cloud,” abstractinghe Internetasa setof per
o w pairwisenetwork characteristicsThis is a signi cant
departurefrom Emulabs typical use: it is typically used
with routerlevel topologies,althoughthe topologiesmay
be someavhatabstractedThe cloud modelis necessaryor
usbecauseur currentmodelsdealwith end-to-endcondi-
tions, ratherthantrying to reverseengineerthe Internets
routerlevel topology

A secondmportantpieceof our pathemulatoris its con-
trol system.The pathemulatorcanbe controlledwith Em-
ulab's event system,which is built on a publish/subscribe
system.'Delay agents’ontheemulatomodessubscribdo
eventsfor the pathsthey are emulating,and updatechar
acteristicsbasedon the eventsthey recevve. Any nodecan
publishnew characteristic$or paths,which makesit easy
to supportothcentralizedanddistributedimplementations
of network models.For example,controlis equallyeasyby
asingleprocesshatcomputesll modelparametersr by a
distributed systemin which measuremeragentsindepen-
dently computethe parameterdor individual paths. The
Emulabevent systemis lightweight, makingit feasibleto
implementhighly dynamicnetwork modelsthatsendmary
eventspersecondandit is secure:eventsenderganaffect
only their own experiments.

2.4 Network Model

The network model suppliesnetwork conditionsand pa-
rameterdo the pathemulator The network modelis the
least-constrainedomponentof the Flexlab architecture;
the only constrainton a model implementationis that it
mustcon gure thepathemulatorthroughtheeventsystem.
Thus, a wide variety of modelscanbe created. A model
may be static, settingnetwork characteristiconceat the
beginning of anexperiment,or dynamic,keepingthemup-
datedasthe experimentproceeds.Dynamic network set-
tings may be sentin real-timeasthe experimentproceeds,
or thesettingsmay be pre-compute@ndscheduledor de-
livery by Emulabs eventscheduler

We have implementedthree distinct network models,
discussedater All of our modelspair up eachemulator
nodewith anodein theoverlaynetwork, attemptingo give
theemulatomodethesameview of network characteristics

asits peerin the overlay The architecturehowever, does
not requirethat modelscomedirectly from overlay mea-
surementsFlexlab canjust aseasilybe usedwith network
modelsfrom othersourcessuchasanalyticmodels.

2.5 MeasurementRepository

Flexlab's measurementare currently storedin Andersen
and Feamstes Datapository Informationin the Datapos-
itory is availablefor usein constructingor parameterizing
network models,andthe networking communityis encous
agedto contritute their own measurementsWe describe
Flexlab's measuremergystemin the next section.

3 Wide-areaNetwork Monitoring

Good measurementef Internetconditionsare important
in a testbedcontet for two reasons. First, they can be
usedas input for network models. Second,they can be
usedto selectinternetpathsthat tendto exhibit a chosen
setof properties.To collectsuchmeasurementsye devel-
opedanddeplojedawide areanetwork monitor, Flexmon.
It hasbeenrunningfor a year placinginto the Datapos-
itory half a billion measurementsf connecwity, lateng,
andbandwidthbetweerPlanetLathosts.Flexmon'sdesign
providesa measuremenfrastructurethatis sharedyeli-
able,safe,adaptie, controllable andaccommodatekigh-
performancedataretrieval. Flexmon hassomefeaturesn
commonwith othermeasuremergystemssuchasS? [39]
andScriptroutg32], butis designedor sharedcontrolover
measurementndthespeci ¢ integrationneedof Flexlab.

Flexmon, shown in Figure 2, consistsof ve compo-
nents:path probers, the datacollector, the manajer, man-
ager clients andthe auto-manager client A pathprober
runson eachPlanetLamode,receving controlcommands
from a central source,the manager A commandmay
changethe measurementestinationnodes, the type of
measurementand the frequeng of measurementCom-
mandsare sentby experimentersusinga managerclient,
or by the auto-manageclient. The purposeof the auto-
managerclient is to maintain measurementbetweenall
PlanetLabsites. The auto-manageclient choosegheleast
CPU-loadedodeateachsiteto includein its measurement
set, and makes neededchangesas nodesand sitesgo up
anddown. The datacollectorrunson a senerin Emulab,
collectingmeasuremenesultsfrom eachpathproberand
storingthemin the Datapository To speedup bothqueries
andupdatesit containsawrite-backcachen theform of a
smalldatabasénstance.

Due to the large number of paths between Planet-
Lab nodes, Flexmon measureseach path at fairly low
frequeng—approximatelyevery 2.5 hoursfor bandwidth,
and 10 minutesfor latengy. To get more detail, experi-
menterscancontrol Flexmon's measuremerfrequeng of
ary path. Flexmon maintainsa global picture of the net-
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Figure2: Thecomponent®f Flexmonandtheir communication.

work resourcest uses,andcapsandadjuststhe measure-
mentratesto maintainsafetyto PlanetLab

Flexmon currently usessimple tools to collect mea-
surements:iperf for bandwidth,andfping for lateng
and connectvity. We hadpoor resultsfrom initial exper
imentswith paclet-pair and paclet-train tools, including
pathload and pathchirp . Our guiding principlesthus
far have beenthatthe simplerthetool, the morereliableit
typically is, andthat the mostaccuratewvay of measuring
the bandwidthavailableto a TCP streamis to usea TCP
stream.Flexmon hasbeendesignedhowever, sothatit is
relatively simpleto plug in othermeasuremertbols. For
example toolsthattradeaccurag for reducechetwork load
orincreasedcalability[8, 13, 21, 23] couldbeused,or we
could take opportunisticmeasurementsf large le trans-
fersby the CDNson PlanetLab

Flexmon's reliability is greatly improved by buffering
resultsat eachpathproberuntil anacknavledgments re-
ceivedfrom the datacollector Furtherspeedups possible
by directly pushingnew resultsto requesting-lexlab ex-
perimentsnsteadof having thempoll thedatabase.

4 Simple Measurement-Driven Models

We have usedmeasurementtaken by Flexmon to build

two simple, straightforvard network models. Thesemod-
elsrepresentncrementaimprovementsover the way em-
ulatorsaretypically usedtoday Experimentergypically

choosenetwork parameter®n an ad hoc basisand keep
themconstanthroughou@anexperiment.Our simple-static
modelimproveson this by usingactualmeasurednternet
conditions. The simple-dynamienodelgoesa stepfurther
by updatingconditionsas the experimentproceeds. Be-

causethe measurementasedby thesemodelsare stored
permanentlyn theDatapositoryit is trivial to “replay” net-
work conditionsstartingat ary pointin the past. Another
bene tis thatthe simplemodelsrun entirely outsideof the
emulatedenvironmentitself, meaningthat no restrictions
areplacedon the protocols,applicationspr operatingsys-
temsthatrun on theemulatorhosts.The simplemodelsdo

have someweaknessesyhich we discussin this section.
Theseweaknesseareaddressely our moresophisticated
model,ACIM, in Section5.

4.1 Simple-staticand Simple-dynamic

In boththe simple-stati@andsimple-dynamianodels each
PlanetLabnodein an experimentis associateavith a cor

respondingemulationnodein Emulab A programcalled
dbmonitor runsonanEmulabsener, collectingpathchar

acteristicdor eachrelevantinternetpathfrom the Datapos-
itory. It appliesthe characteristic$o the emulatechetwork

via the pathemulator

In simple-staticmode, dbmonitor startsat the begin-
ning of an experiment,readsthe pathcharacteristicérom
the DB, issuesthe appropriateevents to the emulation
agentsandexits. This modelplacesminimal load on the
path emulatorsand the emulatednetwork, at the expense
of delity. If therealpathcharacteristicehangeduringan
experimenttheemulatechetwork becomesnaccurate.

In simple-dynamianodethe experimentercontrolsthe
frequencief measuremerdnd emulatorupdate. Before
the experimentstarts,dbmonitor commandg-lexmon to
increasethe frequeng of probingfor the setof PlanetLab
nodesinvolved in the experiment. Similarly, domonitor
gueriesthe DB and issueseventsto the emulatorat the
speci edfrequeng, typically ontheorderof secondsThe
dynamicmodeladdressesomeof the delity issuesof the
simple-statiomodel, but it is still constraineddy practical
limits on measuremerftequeng.

4.2 Stationarity of Network Conditions

The simplemodelspresentedn this sectionarelimited in
the detail they cancapture,dueto a fundamentatension.
Wewouldlik eto take frequentmeasurement$y maximize
the models'accurag. However, if they aretoo frequent,
measurementsf overlappingpaths(suchas from a sin-
gle sourceto severaldestinationsyvill necessarilypverlap,
causinginterferencethat may perturbthe network condi-
tions. Thus,we mustlimit themeasuremente.

To estimatethe effect thatlow measurementateshave
on accurag, we performedan experiment. We sentpings
between pairs of nodesevery 2 secondsfor 30 min-
utes. We analyzedhe lateng distributionto nd “change
points” [33], which are times when the mean value of
the lateny sampleschanges. This statisticaltechnique
was usedin a classicpaperon Internetstationarity[41];
our methodis similar to their “CP/Bootstrap”test. This
analysisprovides insight into the required measurement
frequeng—the moresigni cant eventsmissedthe poorer
theaccurag of ameasurement.

Tablel shavs someof theresultsfrom thistest.We used
representagie nodesin Asia, Europe,andNorth America.
One set of North Americannodeswas connectedo the
commerciallnternet, and the other setto Internet2. The



[ Path [ High | Low [ Change]

Asiato Asia 2 1 0.13%
Asiato Commercial 2 0 2.9%
Asiato Europe 4 0 0.5%
Asiato 12 6 0 0.59%
Commercial to Commercial 20 2 39%
Commerciako Europe 4 0 3.4%
Commercial to 12 13 1 15%
12t012 4 0 0.02%
12 to Europe 0 0 -
Europeto Europe 9 1 12%

Tablel: Changepointanalysisfor lateng.

rst column shaws the numberof changepoints seenin
this half hour In the secondcolumn, we have simulated
measuremenat lower frequenciesy samplingour high-
rate data; we usedonly one of every ten measurements,
yielding an effective samplinginterval of 20 seconds.Fi-
nally, thethird columnshavs the magnitudeof the median
changejn termsof the medianlateng for the path.

Several of the pathsare largely stablewith respectto
lateng, exhibiting few changepoints even with high-rate
measurementsnd the magnitudeof the few changess
low. However, threeof the paths(in bold) have a large
numberof changepoints, and those changesare of sig-
ni cant magnitude. In all casesthe low-frequeng data
missesalmostall changepoints. In addition,we cannotbe
surethatour high-frequeng measurementisave foundall
changepoints. The lessonis thatthereare enoughsignif-
icant changesat small time scalesto justify, and perhaps
evennecessitatedyigh-frequeng measurements.

In Section5, we describeapplication-centricinternet
modeling, which addresseshis accurag problemby us-
ing theapplications own trafc patterngo make measure-
ments. In that case,the only load on the network, and
the only self-interferencenduced,is thatwhich would be
causedy theapplicationitself.

4.3 Modeling Shared Bottlenecks
Thereis asubtlecompleity in network emulationbasedn
pathmeasurementsf availablebandwidth.This comple-
ity ariseswhen an applicationhasmultiple simultaneous
network o ws associatedavith a single nodein the exper
iment. Becausd-lexmon obtainspairwiseavailable band-
width measuremenissingindependeniperf runs,it does
not reveal bottlenecksharedoy multiple paths. Thus,in-
dependentlymodeling o ws originating at the samehost
but terminatingat differenthostscancauseinaccuraciesf
therearesharedbottlenecks.This is mitigatedby the fact
thatif thereis a high degreeof statisticalmultiplexing on
the sharedbottleneck,interferenceby other o ws domi-
natesinterferenceby the applications own ows[14]. In
thatcase modelingthe applications o ws asindependent
is still areasonabl@approximation.

In the “cloud” con guration of Dummynetwe model
0 wsoriginatingat the samehostasbeingnon-interfering.

Sumof multiple TCP o ws

Path low | 50ws | 10 ows
CommodityinternetPaths

PCHto IRO 485K 585K 797K

IRPto UCB-DSL 372K 507K 589K

PBSto Arch. Tech. 348K 909K 952K
Internet2Paths

Illinois to Columbia 3.95M | 9.05M 9.46M

Marylandto Calgary 3.09M | 15.4M 30.4M

ColoradoSt.to OhioSt. | 225K | 1.20M 1.96M

Table2: Availablebandwidthestimatedy multipleiperf o ws,
in bits persecond.The PCHto IRO pathis administratvely lim-
itedto 10 megabits,andthe IRP to UCB-DSL pathis administra-
tively limited to 1 megabit.

To understanchow well this assumptiorholds, we mea-
sured multiple simultaneouso ws on PlanetLabpaths,
shavn in Table2. For eachpathwe ranthreetestsin se-
guencefor 30second®ach:asingleTCPiperf , ve TCP
iperf sin parallel,and nally tenTCPiperf sin parallel.
The reversedirection of eachpath, not shavn, produced
similar results.

Our experiment revealed a clear distinction between
pathson the commodity Internetand thoseon Internet2
(12). On the commodity Internet, running more TCP
o ws achiezes only mamginally higheraggreate through-
put. Onl2, however, ve o wsalwaysachieze muchhigher
throughputhanone o w. In all butonecaseten o wsalso
achieve signi cantly higherthroughputhan ve. Thus,our
previous assumptiorof non-interferencédetweermultiple
o wsholdstruefor thel2 pathstested put notfor thecom-
modity Internetpaths.

This differencemay be a consequencef several possi-
ble factors. It could be dueto the fundamentaproperties
of thesenetworks, including proximity of bottlenecksto
the endhostsanddiffering degreesof statisticalmultiplex-
ing. It couldalsobeinducedby peculiaritiesof PlanetLab
Somesitesimposeadministratve limits on the amountof
bandwidthPlanetLakthostsmayuse,PlanetLatattemptgo
enforcefair-sharenetwork usagebetweenslices,andthe
TCPstackin thePlanetLatkernelis nottunedfor high per
formanceon links with high bandwidth-delayproducts(in
particular TCPwindow scalingis disabled).

To modelthis behaior, we developedadditionalsimple
Dummynetcon gurations.In the“shared”con guration,a
nodeis assumedo have a singlebottleneckthatis shared
by all of its outgoingpaths likely its last-milelink. In the
“hybrid” con guration, some pathsuse the cloud model
andothersthe sharednodel. Therulesfor hybrid are: If a
nodeis an12 node,it usesthe cloud modelfor 12 destina-
tion nodesandthe sharednodelfor all non-12destination
nodes.Otherwisejt usesthe sharednodelfor all destina-
tions. The bandwidthfor sharedpipesis setto the maxi-
mum foundfor ary destinationin the experiment.Flexlab
userscanselectwhich Dummynetcon gurationto use.



Clearly more sophisticatedshared-bottlenecknodels
arepossiblefor the simplemodels. For example,it might
be possibleto identify bottleneckswith Internettomog-
raply, suchasiPlane[21]. Our ACIM model, discussed
next, takesa completelydifferentapproacho the shared-
bottleneckproblem.

5 Application-Centric Inter net Modeling

The limitations of our simplemodelsleadusto developa
morecomplex techniqueapplication-centridnternetmod-
eling. Thedif culties in simulatingor emulatingthe Inter
netarewell knowvn[12, 20], thoughprogresss continually
made.Likewise, creatinggoodgeneal-purposemodelsof
the Internetis still an openproblem[11]. While progress
hasbeenmadeon measuringand modelingaspectof the
Internetsufcient for certainusessuchasimproving over-
lay routingor particularapplicationg21, 22], thekey dif -
culty we faceis thata general-purposemulatorin theory
hasa stringentaccurag criterion: it mustyield accuratee-
sultsfor anymeasuremerdf anyworkload.

ACIM approacheshe problemby modelingthe Inter-
netas perceivedby the application—asviewed throughits
limited lens. We do this by running the applicationand
Internetmeasurementsimultaneouslyusing the applica-
tion's behaior running inside Emulabto generatdrafc
onPlanetLabandcollectnetwork measurement§.henet-
work conditionsexperiencedby this replicatedtrafc are
then applied,in nearreal-time,to the applications emu-
latednetwork ervironment.

ACIM has ve primarybene ts. The rst is in termsof
node and path scaling. A particularinstanceof ary ap-
plication will use a tiny fraction of all of the Internets
paths. By con ning measuremenand modelingonly to
thosepathsthat the applicationactually uses the task be-
comesmore tractable. Second,we avoid numerousmea-
suremenandmodelingproblemspy assessingnd-to-end
behaior ratherthantrying to modelthe intricaciesof the
network core. For example,we do not needprecisein-
formationon routesandtypesof outages—weneedonly
measureheir effects,suchaspacletlossandhigh lateng,
onthe application. Third, rareor transientnetwork effects
areimmediatelyvisible to the application.Fourth, it yields
accuratanformationon how the network will reactto the
offeredload,automaticallytakinginto accounfactorsthat
aredif cult orimpossibleto measurevithoutdirectaccess
to the bottleneckrouter Thesefactorsincludethe degree
of statisticaimultiplexing, differencesn TCPimplementa-
tionsandRTTsof thecrosstraf c, theroutersqueuingdis-
cipline,andunresponsie o ws. Fifth, it tracksconditions
quickly, by creatinga feedbackoop which contiually ad-
justsofferedloadsandemulatorsettingsin nearreal-time.

ACIM is precisebecausét assessesnly relevent parts
of the network, andit is completebecausét automatically
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Figure 3: The architectureand data o w of application-centric
Internetmodeling.

accountsfor all potential network-relatedbehaior. (Of
coursejt is precisein termsof paths,nottrafc.) Its con-
creteapproacho modelingandits level of delity should
provide an ernvironmentthat experimentercantrustwhen
they do notknow their applications dependencies.

Our techniguemakes two commonassumptionsabout
the Internet: that the location of the bottlenecklink does
not changerapidly (thoughits characteristicanay), and
that most paclet lossis causedby congestiongitherdue
to crosstrafc or its own trafc. In the next section,we
rst concentraton TCP o ws, thenexplain how we have
extendedthe conceptgo UDP.

5.1 Architecture
We pair eachnodein the emulatedhetwork with a peerin
thelive network, asshavn in Figure3. The portion of this
gure thatrunson PlanetLabts into the“network model”
portion of the Flexlab architectureshovn in Figurel. The
ACIM architectureonsistof threebasicparts:anapplica-
tion monitorwhich runson Emulabnodesa measurement
agentwhich runson PlanetLamodesanda pathemulator
connectinghe Emulabnodes. The agentrecevescharac-
teristicsof the applications offeredloadfrom the monitor,
replicateghatload on PlanetLabdeterminegpathcharac-
teristicsthroughanalysisof the resultingTCP stream,and
sendgheresultsbackinto the pathemulatorastraf ¢ shap-
ing parametersWe now detaileachof theseparts.

Application Monitor on Emulab. The application
monitor runs on eachnode in the emulatorand tracks
the network calls madeby the applicationundertest. It
tracksthe applications network activity, suchas connec-
tions madeanddatasenton thoseconnections.The mon-
itor usesthis informationto createa simple modelof the
offerednetwork load andsendshis modelto the measure-
ment agenton the correspondingPlanetLabnode. The
monitor supportsboth TCP and UDP soclets. It alsore-
ports on importantsoclet options, suchas soclet buffer
sizesandthestateof TCP's TCPNODELA¥g.

We instrumentthe applicationundertest by linking it
with alibrary we createdcalledlibnetmon . Thislibrary's
purposds to provide the modelwith informationaboutthe



applications network behaior. It wrapsnetwork system
callssuchasconnect() , accept() , send() , sendto() ,

andsetsockopt() , andinforms the applicationmonitor
of thesecalls. In mary casesjt summarizes:for exam-
ple, we do not track the full contentsof send() calls,
simply their sizesandtimes. libnetmon canbe dynam-
ically linked into a programusing the LD PRELOARa-
ture of modernoperatingsystemsmeaningthat mostap-
plicationscanberunwithout modi cation. We have tested
libnetmon with a variety of applications,ranging from

iperf to Mozilla Firefoxto Sun's JVM.

By instrumentingthe applicationdirectly, ratherthan
snoopingon network pacletsit putson the wire, we are
ableto measurehe applications offered load ratherthan
simply the throughputachieved This distinctionis impor
tant, becauséhe throughputachievedis, at leastin part,a
function of the parametershe modelhasgivento the path
emulator Thus,we cannotassumehatwhatanapplication
is ableto dois the sameaswhatit is attemptingto do. If,
for example theavailablebandwidthonaninternetpathin-
creasessothatit becomegreaterthanthe bandwidthset-
ting of the correspondingathemulator offering only the
achievedthroughputon this pathwould fail to nd the ad-
ditional availablebandwidth.

MeasurementAgent on PlanetLab. Themeasurement
agentrunson PlanetLabnodes,and receves information
from the applicationmonitor aboutthe applications net-
work operations. Wheneer the applicationrunning on
Emulabconnectsto one of its peers(also running inside
Emulab),the measuremeragentlikewise connectgo the
agentrepresentinghe peer The agentusesthe simple
modelobtainedby the monitorto generatesimilar network
load; the monitor keepsthe agentinformedof the send()
andsendto() callsmadeby theapplication,ncludingthe
amountof datawritten and the time betweencalls. The
agentuseghisinformationto recreateheapplications net-
work behaior, by makinganalogousend() calls. Note
that the offered load model doesnot include the applica-
tion's paclet payload,makingit relatively lightweight to
sendfrom themonitorto the agent.

Theagentuseslibpcap to inspectthe resultingpaclet
streamand derive network conditions. For every ACK it
recevesfrom theremoteagent,it calculatesnstantaneous
throughputandRTT. For TCR, we useTCP's own ACKs,
andfor UDP, we addour own application-layeACKs. The
agentusesthesemeasurementt® generateparametersor
the pathemulator discussedbelow.

5.2 Inferenceand Emulation of Path Conditions

Ourpathemulatolis anenhancedersionof theDummynet
traf c shaper We emulatethe behaior of the bottleneck
routers queuewithin this shaperas shovn in Figure 4.
Dummynetusestwo queues:a bandwidthqueue,which
emulategjueuingdelay anda delayqueue which models

available
bandwidth

wad RRRRN
Packets

enter
queuing
delay

—

Packets
leave

other
delay

Figure4: Pathemulation

all othersourceof delay suchaspropagtion,processing,
andtransmissiordelays. Thus, thereare threeimportant
parametersithe size of the bandwidthqueue,the rate at
which it drains,andthe length of time spentin the delay
gueue.Sincewe assumehatmostpacletlossis causedy
congestionyve inducelossonly by limiting the sizeof the
bandwidthqueueandtherateit drains.

Becauseéhe techniquesn this sectionrequirethatthere
be applicationtrafc to measurewe usethe simple-static
modelto setinitial conditionsfor eachpath. They will only
be experiencedby the rst few paclets; after that, ACIM
provideshigherquality measurements.

Bandwidth QueueSize. Thebandwidthqueuehasa -
nite size,andwhenit is full, pacletsarriving at the queue
aredropped.Thebottleneckouterhasaqueuevhosemax-
imum capacityis measuredn termsof bytesand/orpack-
ets,but it is dif cult to directly measuresitherof theseca-
pacities.Sommersetal.[29] proposedisingthe maximum
one-vay delayasan approximationof the size of the bot-
tleneckqueue.This approachs problematicon PlanetLab
becausef thedif culty of synchronizingclocks,whichis
requiredto calculateone-way delay Instead,we approx-
imate the size of the queuein termsof time—thatis, the
longestime oneof our pacletshasspentin thequeuewith-
outbeingdropped We assuméhatcongestiorwill happen
mostly alongthe forward edgeof a network path,andthus
canapproximateghe maximumaqueuingdelayby subtract-
ing theminimumRTT from the maximumRTT. Were ne
this numberby nding the maximumqueuingdelay just
beforealossevent.

Available Bandwidth. TCP's fairness(the fraction of
the capacityeach o w receves)is affectedby differences
in the RTTs of o ws sharingthelink [18]. Measuringthe
RTTsof owswecannotdirectly obsereis dif cult orim-
possible. Thus, the mostaccurateway to determinehow
the network will reactto theload offeredby anev ow is
to offer thatloadandobsene theresultingpathproperties.

We obsere the intersendtimes of acknavledgment
paclets and the numberof bytesacknavledgedby each
pacletto determingheinstantaneougoodputof aconnec-
tion: goodput = (bytes acked)=(time since last ack).
We thenestimatethe throughputof a TCP connectiorbe-
tweenPlanetLamodesby computinga moving averageof
theinstantaneougoodputmeasurement®r the preceding
half-second.This averagesout ary outliers,allowing for a



moreconsistenmetric.

This measurementakes into accountthe reactvity of
other ows in the network. While calculatingthis good-
put is straightforvard, there are subtletiesin mappingto
availablebandwidth.Thetrafc generatedy the measure-
mentagentmay not fully utilize the available bandwidth.
For instance,if the load generatedby the applicationis
lowerthantheavailablebandwidthor TCP lIs thereceve
window, thethroughputdoesnot represengvailableband-
width. Whenthis situationis detectedwe shouldnot cap
the emulatorbandwidthto thatarti cially slow rate. Thus,
we lower the bandwidthusedby the emulatoronly if we
detectthatwe arefully loadingthe PlanetLabpath. If we
seea goodputthatis higherthanthe goodputwhenwe last
saturatedhelink, thenthe availablebandwidthmusthave
increasedandwe raisethe emulatorbandwidth.

Queuing theory shavs that when a buffered link is
overutilized, the time eachpaclet spendsin the queue,
andthusthe obsered RTT, increasedor eachsuccessie
paclet. Additionally, send() callstendto block whenthe
applicationis sendingat a rate sufcient to saturatethe
bottlenecklink. In practice,sinceeachof thesesignalsis
noisy, we usea combinationof themto determinewhen
thebottlenecKink is saturatedTo determinevhetherRTT
is increasingor decreasingwe nd the slopeof RTT vs.
samplenumberusingleastsquaredinearregression.

Other Delay. Themeasuremeragentakes ne-grained
latenyy measurementslt recordsthe time eachpaclet is
sent,and whenit receves an ACK for that paclet, cal-
culatesthe RTT seenby the most recentacknavledged
paclet. For the purposesf emulation,we calculatethe
“BaseRTT” the sameway as TCP Vegas|[5]: thatis, the
minimum RTT recently seen. This minimum delay ac-
countsfor the propagtion, processingand transmission
delaysalong the path with a minimum of in uence by
gueuingdelay

We setthe delay queues delayto half the baseRTT to
avoid double-countingqueuinglateng, which is modeled
in thebandwidthqueue.

Outagesand Rare Events. There are mary sources

of outagesandotheranomaliesn network characteristics.

Theseincluderouting anomalies|ink failures,androuter
failures.Work suchasPlanetSeef40] andnumerouBGP
studiesseekgo explain the cause®f theseanomaliesOur
application-centriaonodel hasan easiertask: to faithfully
reproducethe effect of theserare events,ratherthan nd-
ing theunderlyingcause Thus,we obsene the featureof
theserareeventsthatarerelevantto the application. Out-
agescanaffect Flexlab's controlplane however, by cutting
off Emulabfrom one or more PlanetLabnodes. In future
work, we canimprove robustnessy usingan overlay net-
work suchasRON [2].

Per-Flow Emulation. In ourapplication-centrienodel,
the path emulatoris usedto shapetrafc on a perow

ratherthana perpathbasis.If thereis morethanone ow
usinga path,the bandwidthseenby each o w dependn
mary variables,including the degree of statisticalmulti-
plexing on the bottlenecklink, whenthe o ws begin, and
the queuingpolicy on the bottleneckrouter We let this
contentionfor resource®ccurin the overlay network, and
re ect theresultsinto the emulatorby per o w shaping.

5.3 UDP Sockets

ACIM for UDP differs in somerespectdrom ACIM for
TCP.Thechiefdifferencds thattherearenoprotocol-level
ACKsin UDP. We haveimplementedhcustomapplication-
layer protocolon top of UDP thataddsthe ACKs needed
for measuringRTT and throughput. This changeaffects
only the replicationandmeasuremerf UDP o ws; path
emulationremainsunchanged.

Application Layer Protocol. Whereaghe TCP ACIM
sendsrandompayloadsin its measuremerpaclets, UDP
ACIM runsan application-layeprotocol on top of them.
The protocolembedssequenceaumbersin the paclketson
the forward path,andon the reversepath, sequence&um-
bersandtimestampsacknavledgereceved paclets. Our
protocolrequirespacletsto beatleasts57 byteslong; if the
applicationsendspaclets smallerthan this, the measure-
menttrafc usess7-bytepaclets.

Unlike TCR, our UDP acknavledgementsre selectve,
not cumulative, and we also do not retransmitlost pack-
ets.We do notneedall measuremeritaf c to getthrough,
we simply measurehow muchdoes. An ACK paclet is
sentfor every datapaclet receved, but eachACK paclet
containsACKsfor severalrecentdatapaclets. This redun-
dang allowsusto getaccuratdandwidthnumbersvithout
re-sendindost paclets,andworksin the faceof moderate
ACK pacletloss.

Available Bandwidth. Wheneer an ACK pacletis re-
ceivedatthe sendergoodputis calculatedasg = s=(t,
tn 1), whereg is goodput,s is the size of the databe-
ing acknavledgedy, istherecevertimestamgor thecur-
rent ACK, andt, ; is thelastreceier ACK timestamp
received. By usinginter-paclet timings from therecever,
we avoid including jitter on the ACK pathin our calcula-
tions,andtheclocksatthe sendemandrecever neednotbe
synchronized Throughputs calculatedasa moving aver
ageoverthelast100acknavledgedpacletsor half second,
whichereris less.If ary pacletlosshasbeendetectedthis
throughputvalue is fed to the applicationmonitor as the
availablebandwidthon theforward path.

Delay measuements.BaseRTT andqueuingdelayare
computedhe sameway for UDP asthey arefor TCP

Reordering and Packet Loss. Becausel CP acknavl-
edgementarecumulatve, reorderingof pacletsonthefor-
ward pathis implicitly takencareof. We have to handleit
explicitly in the caseof UDP. Our UDP measuremeriro-
tocol candetectpaclet reorderingin both directions. Be-



causeeachACK paclet carriesredundantACKs, reorder
ing on thereversepathis not of concern.A datapacletis
consideredo belostif ten pacletssentafterit have been
acknavledge.lt is alsoconsideredostif thedifferencebe-
tweenthereceipttime of thelatestACK andthe sendtime
of thedatapacletis greatethan10 (average RTT + 4
standar d deviation of recentRTTS).

5.4 Challenges

Although the designof ACIM is straightforvard when
viewed at a high level, thereare a host of complications
thatlimit the accurag of the system. Eachwasa signi -
cantbarrierto implementationwe describewo.

Libpcap Loss. We monitortheconnection®nthemea-
suremengagentwith libpcap . Thelibpcap library copies
apartof eachpaclet asit arrivesor leavesthe (virtual) in-
terfaceandstoresthemin a buffer pendinga queryby the
application. If pacletsareaddedto this buffer fasterthan
they are removed by the application,someof them may
be dropped. The schedulingbehaior describedin Ap-
pendix A is a commoncauseof this occurrenceas pro-
cessesanbestanedof CPUfor hundredof milliseconds.
Thesedroppedpaclets are still seenby the TCP stackin
thekernel,but they arenot seenby theapplication.

This posestwo problems.First, we foundit notuncom-
monfor all paclketsover along periodof time (upto asec-
ond)to bedroppedoy thelibpcap buffer. In thiscaseit is
impossibleto knowv what hasoccurredduring that period.
The connectionmay have beenfully utilizing its available
bandwidthor it mayhave beenidle duringpartof thattime,
andthereis no way to reliably tell the difference.Second,
if only oneor afew pacletsaredroppedby the libpcap
buffer, the “f alseness'of the dropsmay not be detectable
andmay skew the calculations.

Our approachs to resetour measurementafter periods
of detectedoss,no matterhow small. This avoidsthe po-
tentialhazardof averagingmeasuremeniaver a periodof
time whenthe actvity of the connectionis unknawvn. The
downsideis thatin suchasituation,a changdan bandwidth
would notbedetectedasquickly andwe mayaveragemea-
surement®ver non-contiguouperiodsof time. We know
of no way to reliably detectwhich stream(s)a libpcap
losshasaffectedin all casessowe mustacceptthatthere
areinevitablelimits to ouraccurag.

Ack Bursts. Somepathson PlanetLabthase anomalous
behaiors. The mostsevere exampleof this is a paththat
delivershburstsof acknavledgmentver smalltimescales.
In one case,acksthat were sentover a period of 12 mil-
lisecondsarrived over a period of lessthana millisecond,
an orderof magnitudedifference.This causedsomeover
estimationof delay(by up to 20%),andanorderof magni-
tudeover-estimationof throughput We copewith this phe-
nomenonin two ways. First, we use TCP timestampgo
obtainthe ACK inter-departurdimesonthereceverrather

thanthe ACK inter-arrival timeson the sender This tech-
nigue correctsfor congestionand otheranomalieson the
reversepath. Secondwe lengthenedheperiodoverwhich
we average(to about0.5 seconds)whichis alsoneededo
damperexcessiejitter.

6 Evaluation

We evaluate Flexlab by presentingexperimentalresults
fromthreemicrobenchmarkandarealapplication.Ourre-
sultsshav thatFlexlab is morefaithful thansimpleemula-
tion, andcanremove artifactsof PlanetLathostconditions.
Doing a rigorousvalidation of Flexlab is extremely dif -
cult, becausdt seemsmpossibleto establishgroundtruth:
eachenvironmentbeing comparedcan introduceits own
artifacts. SharedPlanetLabnodescan hurt performance,
experimentson the live Internetare fundamentallyunre-
peatableandFlexlab might introduceartifactsthroughits
measurementr pathemulation. With this caveat,our re-
sultsshaw thatfor atleastsomecomple applicationgun-
ning over the Internet,Flexlab with ACIM producesamore
accurateand realistic resultsthan running with the host
resourcedypically available on PlanetLab,or in Emulab
without network topologyinformation.

6.1 Micr obenchmarks
We evaluateACIM's detailed delity usingiperf , a stan-
dard measurementbol that simulatesbulk datatransfers.
iperf 'ssimplicity makesit idealfor microbenchmarksas
its behavior is consistenbetweerruns. With TCR, it sim-
ply sendsdataat the fastespossiblerate,while with UDP
it sendsata speci ed constantate. The TCP versionis, of
course highly reactize to network changes.

As in all of our experimentsgachapplicationtestedon
PlanetLaband eachmajor Flexlab componentmeasure-
mentagent,Flexmon)arerunin separatslices.

6.1.1 TCP iperf and Cross-Taf ¢

Figure 5 shavs the throughputof a representatie two
minuterunin Flexlab of iperf usingTCPR Thetop graph
shawvs throughputachiered by the measurementagent,
which replicatediperf 's offeredload on the Internetbe-
tweenAT&T andtheUniv. of Texasat Arlington. Thebot-
tom graphshaws the throughputof iperf itself, running
onanemulatedpathanddedicatechostsinsideFlexlab.

To induce a changein available bandwidth, between
times35 and 95 we sentcross-tratt on the Internetpath,
in theform of teniperf streamdetweerotherPlanetLab
nodesatthe samesites.Flexlab closelytracksthe changed
bandwidth,bringing the throughputof the path emulator
down to thenew level of availablebandwidth.It alsotracks
network changeshatwe did notinduce,suchastheoneat
time 23. However, brief but large dropsin throughputoc-
casionallyoccurin the PlanetLalgraphbut notthe Flexlab
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Figure5: Application-centridnternetmodeling,comparingagent
throughpuon PlanetLak{top) with thethroughpuf theapplica-
tion runningin Emulabandinteractingwith the model(bottom).
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Figure6: Comparisorof thethroughputof a TCPiperf running
onPlanetLal{top)with aTCPiperf simultaneouslyunningun-
derFlexlab with ACIM (bottom).

graph,suchasthosestartingat time 100. Throughlog le
analysiswe determinedthat thesedropsare due to tem-
porary CPU stanation on PlanetLab preventing even the
lightweight measuremeragentfrom sustainingthe send-
ing rate of the real application. Thesethroughputdrops
demonstratahe impact of the PlanetLabschedulingde-
lays documentedn AppendixA. The agentcorrectlyde-
terminesthatthesereductionsn throughputarenot dueto
availablebandwidthchangesanddeliberatelyavoids mir-
roring thesePlanetLabhostartifactson the emulatedpath.
Finally, themeasuremerdagents throughputexhibits more
jitter thanthe applications, shaving thatwe could proba-
bly furtherimprove ACIM by addinga jitter model.

6.1.2 SimultaneousTCP iperf Runs
ACIM is designedo subjectan applicationin the emula-
tor to the samenetwork conditionsthat applicationwould
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Figure7: The UDP throughputof iperf (below) comparedwith
theactualthroughputsuccessfullysentby themeasuremerdgent
(abave) whenusingthe ACIM modelin Flexlab.

seeonthelnternet.To evaluatehow well ACIM meetshis
goal, we comparedwo instanceof iperf : oneon Plan-
etLab,andonein Flexlab. Becausave cannotexpectruns
doneonthelnternetat differenttimesto shov thesamere-
sults, we ran thesetwo instancessimultanously The top
graphin Figure 6 shavs the throughputof iperf run di-
rectly on PlanetLalbetweerNEC LabsandIntel Research
Seattle Thebottomgraphshavs thethroughpuof another
iperf run atthe sametime in Flexlab, betweernthe same
“hosts” As network characteristicwary over the connec-
tion's lifetime, the throughputgraphscorrespondmpres-
sively. The averagethroughputsareclose: PlanetLabwvas
2.30 Mbps, while Flexlab was 2.41 Mbps (4.8% higher).
TheseresultsstronglysuggesthatACIM hashigh delity .
The small differencemay be dueto CPU load on Planet-
Lab; we speculatehat differenceis small becauseperf
consumegew hostresourcesunlike a real applicationon
which we reportshortly,

6.1.3 UDP iperf

We have madeaninitial evaluationof the UDP ACIM sup-
port, which is newer than our TCP support. We useda
singleiperf to generatea 900 Kbps UDP stream.As in
Sec.6.1.1,we measuredhe throughputachiezed by both
themeasuremerdgenton PlanetLakandtheiperf stream
runningon Flexlab. The graphsin Figure7 closelytrack
eachother The meanthroughputsare close: 746 Kbps
for Iperf, and 736 Kbps for the measuremeragent,1.3%
lower. We madethreesimilar runsbetweerthesenodes at
targetratesvarying from 800—-120Kbps. Thedifferences
in meanthroughputweresimilar: -2.5%,0.4%,and4.4%.
ACIM's UDP accurag appearvery goodin thisrange.A
morethoroughevaluationis future work.



6.2 Macrobenchmark: BitT orr ent

This next setof experimentsdemonstratesereral things:
rst, that Flexlab is ableto handlea real, comple, dis-
tributed systemthat is of interestto researcherssecond,
that PlanetLabhostconditionscanmake an enormousm-
pactonthenetwork performancef realapplicationsthird,
thatbothFlexlabandPlanetLalwith hostCPUresenrations
give similar andlikely accurataesults;andfourth, prelim-
inary resultsindicatethat our simple static modelsof the
Internetdon't (yet) provide high- delity emulation.

BitTorrent (BT) is a popular peerto-peerprogramfor
cooperatrely downloadinglarge les. Peersact as both
clients and seners: oncea peerhasdownloadedpart of
a le, it senesthatto otherpeers. We modi ed BT to
usea statictracker to remove some—ht by no meansall—
sourceof non-determinisnirom repeatedBT runs. Each
experimentconsisteaf aseedeandsevenBT clients,each
locatedat a differentsite on Internet2or GEANT, the Eu-
ropeanresearcmetwork.! We ranthe experimentsfor 600
secondsuysinga le thatwaslarge enoughthat no client
could nish downloadingit in thatperiod.

6.2.1 ACIM vs.PlanetLab

Webeganby runningBT in amanneisimilarto thesimulta-
neousiperf microbenchmarklescribedn Sec.6.1.2.We
ran two instancesof BT simultaneously:one on Planet-
Lab and oneusing ACIM on Flexlab. Thesetwo setsof
clientsdid not communicatelirectly, but they did compete
for bandwidthonthesamepaths:thePlanetLalBT directly
senddgrafc onthe paths,while the Flexlab BT causeghe
measuremerdgentto sendtraf c onthosesamepaths.

Figure 8 shavs the download ratesof the BT clients,
with the PlanetLalxlientsin thetop graph,andthe Flexlab
clientsin the bottom. Eachline representshe download
rateof a singleclient, averagedover a moving window of
30secondsThePlanetLalzlientswereonly ableto sustain
anaveragedownloadrateof 2.08 Mbps, whereaghoseon
Flexlab averagedriple thatrate,6.33Mbps. Thedownload
ratesof the PlanetLabclients also clusteredmuch more
tightly thanin Flexlab. A seriesof runs shoved that the
clusteringwas consistentbehaior. Table 3 summarizes
thoseruns,andshaws thatthe throughputdifferencesvere
alsorepeatablebut with Flexlab higherby a factorof 2.5
insteadof 3.

1The siteswere stanford.edy(10Mb), uoregon.edu(10Mb), cmu.edu
(5Mb), usf.edu,utep.eduksgy.internet2.planet-labrg, uni-klu.ac.atand
tssg.og. Thelasttwo areon GEANT; thereston 12. Only the rst three
hadimposedbandwidthlimits. All ran PlanetLab3.3, which contained
a bug which enforcedthe BW limits even between2 sites. We usedthe
of cial BT programv. 4.4.0,which is in Python. All BT runsoccurred
in February2007. 5 & 15 minuteload averagedfor all nodesexceptthe
seedemweretypically 1.5 (range0.5-5); the seed(Stanford)had a loa-
davg of 14-29,but runswith a lessloadedseedemave similar results.
Flexlab/Emulabhostswere all “pc3000”s: 3.0 Ghz Xeon, 2GB RAM,
10K RPM SCSildisk.

11

BitTorrent: Simultaneous on PlanetLab

=
o

T P Ny

Throughput (Mbps)
(62}

PN S
vvvvv N
0 L L L L L
0 100 200 300 400 500 600
Time (seconds)
BitTorrent: Flexlab with ACIM

10
@
(=%
o
s ‘ e
< i
= ]
3 A
o £/
£
[ 4/

o

200 300

Time (seconds)

400 500 600

Figure8: A comparisorof downloadratesof BT runningsimul-
taneouslyon PlanetLah(top) andFlexlab usingACIM (bottom).
Thesevenclientsin the PlanetLakgrapharetightly clustered.
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Figure9: Downloadratesof BT simultaneouslyunningon Plan-
etLabwith Sirius (top),comparedo Flexlab ACIM (bottom).

Theseresults,combinedwith the accurag of the mi-
crobenchmarksuggesthatBT'sthroughpubnPlanetLab
is constrainedby hostoverloadnot foundin Flexlab. Our
next experimentattemptgo testthis hypothesis.

6.2.2 ACIM vs.PlanetLab with Sirius

Siriusis aCPUandbandwidthresenationsystemnfor Plan-
etLab It ensureshata sliver recevesat least25% of its
hosts CPU, but doesnot give priority accesgo otherhost
resourcesuchasdisk I/0O or RAM. Normal Siriusalsoin-
cludesabandwidthresenationfeature put to isolatetheef-



Experiment Flexlab PlanetLab Ratio
No Sirius(6 runs) | 5.78(0.072) | 2.27(0.074) | 2.55(0.088)
Sirius(5 runs) 5.44 (0.29) | 5.24 (0.34) | 1.04(0.045)

Table3: MeanBT downloadratein Mbpsandstd.dev. (in paren-
theses)of multiple Flexlab and PlanetLabruns, asin Sec.6.2.
Sincethesewererun at a differenttime, network conditionsmay
have changed.

fectsof CPUsharingwe hadPlanetLaloperationglisable
this featurein our Sirius slice. Currently only oneslice,
PlanetLab-wideganhave a Siriusresenationatatime. By

usingSirius,we reducethe potentialfor PlanetLathostar-

tifactsandgeta bettersenseof Flexlab's accurag.

We repeatedthe previous experiment fteen minutes
later, with the sole differencethat the PlanetLabBT used
Sirius. We ran BT on Flexlab at the sametime; its mea-
surementagenton PlanetLabdid not have the bene t of
Sirius. Figure9 shavs thedownloadratesof thesesimulta-
neousuns. Siriusmorethandoubledthe PlanetLaldown-
loadrateof our previous PlanetLabexperiment from 2.08
to 5.80 Mbps. This demonstratethat BT is highly sensi-
tive to CPU availability, andthatthe CPU typically avail-
ableonPlanetLabs insufcient to produceaccurateesults
for somecomplec applications.It alsohighlightsthe need
for sufcient, resenedhostresourcesn currentandfuture
network testbeds.In this run, the Flexlab and PlanetLab
downloadratesarewithin 4% of eachother at 5.56 Mbps
and5.80Mbps, respectiely. Theseresultsareconsistent,
asshavn by repeatedexperimentsin Table 3. This indi-
categhatFlexlabwith ACIM providesagoodervironment
for runningexperimentghat needPlanetLab-lile network
conditionswithout hostartifacts.

ResourceUse. To estimateahehostresourcesonsumed
by BT andthe measuremerdagentwe ran Flexlab with a
“fake PlanetLab"sidethatraninside Emulab The agent
took only 2.6%o0f the CPU,while BT took 37-76% afac-
tor of 14—-28higher Theagents residentmemoryusewas
about2.0MB, while BT used8.4MB, afactorof 4 greater

6.2.3 Simple Static Model

We ran BT again, this time using the simple-staticmodel
outlinedin Sec.4.1. Network conditionswere thosecol-
lectedby Flexmon ve minutesbeforerunningthe BT ex-
perimentin Sec.6.2.1, so we would hopeto seea mean
downloadratesimilarto ACIM's: 6.3Mbps? We did three
runsusingthe“cloud;” “shared; and“hybrid” Dummynet

con gurations. We were surprisedto nd thatthe shared

2The 6.2.1experimentdifferedfrom this onein thatthe formergen-
eratedraf ¢ onPlanetLaldrom two simultaneou8T's, while this exper
imentranonly oneBT atatime. This unfortunatemethodologicatliffer-
encecouldexplain muchof thedifferencebetweerACIM andthe simple
cloud model,but only if the simultaneou8T'sin 6.2.1signi cantly af-
fectedeachother That seemedunlikely dueto the high degreeof stat
muxing we expecton I2 (andprobablyGEANT) paths,both apriori and
from theresultsin Sec.4.3. However, thatassumptiomeedsstudy
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con guration gave the bestapproximationof BT's beha-

ior on PlanetLab The cloud con gurationresultedin very
high download rates(12.5 Mbps average),and the rates
shavedvirtually novariationovertime. Becausesix of the
eightnodesusedfor our BT experimentsareon |2, the hy-

brid con guration madelittle difference. Thetwo GEANT

nodesnow had realistic (lower) download rates, but the
overallmearwasstill 10.7Mbps. Thesharedcon guration
produceddownloadratesthat variedon timescalesimilar
to thosewe have seeron PlanetLatandwith ACIM. While

the meandownloadratewas moreaccuratehanthe other
con gurations, it was 25% lower than that we would ex-

pect,at5.1Mbps.

This shavs thatthe sharedbottleneckmodelswe devel-
opedfor thesimplemodelsarenotyetsophisticate@nough
to provide high delity emulation.Thecloudcon guration
seemdo underestimatethe effectsof sharedbottlenecks,
andthe sharedcon guration seemdo over-estimatethem,
thoughto a lesserdegree. Much more studyis neededf
thesemodelsandPlanetLabs network characteristics.

7 RelatedWork

Network measuremento understandand model network
behaior is a popularresearcharea. Thereis an enor
mous amountof relatedwork on measuringand model-
ing Internet characteristicincluding bottleneck-link ca-
pacity, available bandwidth,paclet delayandloss, topol-
ogy, andmorerecently network anomalies.Examplesin-
clude(7, 8, 30, 17, 29, 38]. In additionto their usefor
evaluating protocolsand applications,network measure-
mentsand modelsare usedfor maintainingoverlays|[2]
and even for offering an “underlay” service[22]. Plan-
etLab hasattractedmary measuremengtudiesspeci ¢ to
it [31, 19, 40, 25]. Earlier, Zhangetal. [41] shaved that
thereis signi cant stationarityof Internetpath properties,
but arguedthat this alonedoesnot meanthat the latengy
characteristicémportantto a particularapplicationcanbe
sufciently modeledwith a stationarymodel.

Monkey [6] collectslive TCP tracesnear seners, to
faithfully replay client workload. It infers somenetwork
characteristics However, Monkey is tied to a web sener
ervironment, and doesnot easily generalizeto arbitrary
TCPapplicationsJaisalktal. did passve inferenceof TCP
connectiorcharacteristic§l5], but focusedon othergoals,
includingdistinguishingbetweenT CPimplementations.

Trace-BasedVlobile Network Emulation[24] hassim-
ilarities to our work, in that it usedtracesfrom mobile
wirelessdevicesto develop modelsto control a synthetic
networking ervironment. However, it emphasizegroduc-
tion of a parameterizeanodel, and was intendedto col-
lect application-independerttatafor speci ¢ pathstaken
by mobile wirelessnodes. In contrastwe concentraten
measuringongoinglnternetconditions,andour key model



is application-centric.

Overlay Networks. Our ACIM approacttanbeviewed
as a highly unusualsort of overlay network. In contrast
to typical overlays designedto provide resilient or opti-
mizedservicesour goalis to provide realism—toexpose
ratherthan mitigate the effects of the Internet. A signi -
cantpracticalgoal of our projectis to provide an experi-
mentationplatformfor the developmentand evaluationof
“traditional” overlay networks andservices.By providing
anervironmentthatemulateseal-world conditionswe en-
ablethestudyof new overlaytechnologieslesignedo deal
with the challenge®f productionnetworks.

Although our aims differ from those of typical over-
lay networks, we sharea commonneedfor measurement.
Recentprojectshave explored the provision of common
measuremenand other servicesto supportoverlay net-
works[21, 22, 16, 26]. Theseareexactly thetypesof mod-
els and measuremenservicesthat our new testbedis de-
signedto accept.

Finally, both VINI [4] andFlexlab claim “realism” and
“control” asprimary goals,but their kinds of realismand
control arealmostentirely different. The realismin VINI
is that it peerswith real ISPsso it can potentially carry
realend-usetrafc. Thecontrolin VINI is experimenter
controlledrouting,forwarding,andfaultinjection,andpro-
vision of somededicatedinks. In contrastthe realismin
Flexlab is real, variableInternetconditionsand dedicated
hosts. The control in Flexlab is over pluggable network
models the entirehardwareandsoftwareof the hosts,and
rich experimentcontrol.

8 Conclusion

Flexlabis a new experimentalervironmentthatprovidesa
e xible combinationof network model,realism,and con-
trol, andoffersthepotentialfor afriendly developmentand
delugging ernvironment. Signi cant work remainsbefore
Flexlabis atruly friendly ervironment,sinceit hasto cope
with the vagariesof a wide-areaand overloadedsystem,
PlanetLab Challengingwork alsoremainsto extensiely
validateandlikely re ne application-centriédnternetmod-
eling, especiallyuDP.

Our results shav that an end-to-endmodel, ACIM,
achiereshigh delity . In contrast,simple modelsthat ex-
ploit only a small amountof topology information (com-
modity Internetvs. Internet2)seeminsufcient to produce
an accurateemulation. That presentsan opportunity to
apply currentandfuture network tomograply techniques.
Whencombinedwith data,models,andtools from the vi-
brantmeasuremeréind modelingcommunity we believe
Flexlab with nev models,not just ACIM, will be of great
useto researcherim networking anddistributedsystems.
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A SchedulingAccuracy

To quantify the jitter and delayin processschedulingon
PlanetLabnodes, we implementeda test program that
schedules sleepwith the nanosleep() systemcall, and
measureghe actual sleeptime using gettimeofday()
Weranthistestonthreeseparat®lanetLamodeswith load
averageof roughly 6, 15,and27, plus an unloadedemu-
labnoderunningaPlanetLab-equialent0S.250,000sleep
eventswere continuouslyperformedon eachnodewith a
targetlateny of 8 ms,for atotal of about40 minutes.
Figure 10 shavs the CDF of the unexpectedadditional
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Figure 10: 90th percentileschedulingtime differenceCDFE The
verticalline is “Local Emulab’

delay up to the 90th percentile;Figure 11 displaysthetail
in log-logformat. 90%of the eventsarewithin -1-5sched-
uler quanta(msecs)f thetargettime. However, a signi -
canttail extendsto severalhundredmilliseconds.We also
rana oneweeksuney of 330nodeshatshavedtheabore
samplego berepresentate.

This schedulingtail posesproblemsfor the delity of
programghataretime-sensitie. Many programamay still
beableto obtainaccurateesults but it is dif cult to deter
minein adwvancewhichthoseare.

Spring et al. [31] also studiedavailability of CPU on
PlanetLab,but measuredt in aggreate insteadof our
timeliness-orientedneasurementThat differencecaused
themto concludethat “PlanetLabhassufcient CPU ca-
pacity” They did documensigni cant schedulingitter in
paclet sendsbut were concernednly with its impacton
network measurmentechniques.Our BT resultsstrongly
suggesthat PlanetLabschedulingateny cangreatlyim-
pactnormalapplications.
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Figure11l: Log-log scaleschedulingime differenceCDF shaw-
ing distributiontail. The“Local Emulab”line is verticalatx = 0.



