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ABSTRACTWith the growth and a

eptan
e of the Internet, there hasbeen in
reased interest in maintaining anonymity in thenetwork. This paper presents a new proto
ol for initia-tor anonymity 
alled Hordes, whi
h uses forwarding me
ha-nisms similar to those used in previous proto
ols for sendingdata, but is the �rst proto
ol to make use of the anonymityinherent in multi
ast routing to re
eive data. We show thisresults in shorter transmission laten
ies and requires lesswork of the proto
ol parti
ipants, in terms of the messagespro
essed. We also present a 
omparison of the se
urity andanonymity of Hordes with previous proto
ols, using the �rstquantitative de�nition of anonymity and unlinkability. Ouranalysis shows that Hordes provides anonymity in a degreesimilar to that of Crowds and Onion Routing, but also thatHordes has numerous performan
e advantages.
1. INTRODUCTIONThe rapid publi
 a

eptan
e of the Internet as a meansof 
ommuni
ation and information dissemination is 
reatingpreviously in
on
eivable opportunities for gathering infor-mation about individuals. This is due to the fundamentalnature of the Internet Proto
ol (IP) that is used to 
ommu-ni
ate a
ross the network. Ea
h IP pa
ket 
arries the IPaddress of the ma
hine that sent the pa
ket, as well as theIP address of the intended re
ipient of the pa
ket. Undernormal 
ommuni
ation, any eavesdropper, a ma
hine thatsits on the network along the path a pa
ket travels, 
aneasily determine what entities are 
ommuni
ating, and anyre
ipient of a pa
ket is able to determine the sour
e dire
tlyfrom re
eived pa
kets. While IP addresses do not ne
es-sarily uniquely identify an individual, it may be possible tolink even dynami
ally assigned IP numbers to an individualif they a

ess di�erent servi
es with the same assigned ad-dress, or if re
ords are available about whom was assignedwhi
h address during a parti
ular period. Su
h monitor-
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ing and information gathering a
tivities by eavesdroppersor re
ipients of pa
kets 
an adversely a�e
t persons 
ommu-ni
ating over the Internet.The realization that some solution is needed for providingpriva
y and anonymity on a network is not new [6, 7, 14,11, 10, 5℄, and previous work has su

essfully provided solu-tions for Internet anonymity. In this paper, we present a newproto
ol for providing anonymous 
ommuni
ation on the In-ternet 
alled Hordes, whi
h provides a level of 
omparableanonymity to re
ent proto
ols [10, 11℄ while redu
ing theamount of work required of parti
ipants, as well as signi�-
antly redu
ing the laten
y of data delivery and the link uti-lization. Hordes a
hieves these redu
tions by making use ofmulti
ast 
ommuni
ation, and is the �rst proto
ol designedto provide anonymity that does so. We introdu
te an ex-pli
itly quantitative de�nition of anonymity and show thatHordes maintains 
omparable anonymity to similar proto-
ols at all times. Additionally, we 
ompare the performan
eof Hordes and previously proposed proto
ols to overt 
om-muni
ation on the Internet with network simulations.In Se
tion 2, we overview related work and provide a briefreview of multi
ast routing, whi
h Hordes uses to redu
e theoverhead required of parti
ipants. In Se
tion 3, we introdu
ea quantitative method of 
omparing the anonymity providedby anonymous proto
ols. In Se
tion 4, we provide a detaileddes
ription of Hordes. In Se
tion 5, we dis
uss the relativeperforman
e of our te
hnique to two past approa
hes. Weo�er 
on
luding remarks in Se
tion 6.
2. BACKGROUNDIn this se
tion, we des
ribe past work that in
uen
ed thedevelopment of Hordes and review multi
ast routing, a one-to-many network servi
e that Hordes uses to provide re
eiveranonymity while redu
ing data delivery laten
y.
2.1 Previous WorkA 
ommon and simple solution for providing anonymityto the initiator of an Internet 
onne
tion is to use a proxy ,whi
h is a single server that a

epts 
onne
tions from theinitiator of an anonymous 
onne
tion and forwards them onto the responder, i.e., the host that the initiator wishes to
onta
t anonymously. With this single-proxy method, allthe responders ever learn is the proxy's address; thus, theinitiator is anonymous to the responder. For example, theAnonymizer [15℄ and the Lu
ent Personalized Web Assis-tant (LPWA) [3℄ provide anonymity using su
h methods.



They also provide additional servi
es, the Anonymizer re-moving identifying information from the data stream, andthe LPWA maintaining a number of anonymous identitiesfor ea
h user. When using a proxy, the initiator is anony-mous from the responder and any eavesdropper on the pathfrom proxy to responder. While this may provide adequateanonymity in many 
ases, the proxy itself 
an determinethe initiator's identity. (In this paper, the IP address of anentity is equivalent to its identity.) In situations where an-onymity with respe
t to all entities on the path is required,some other solution is ne
essary. There are 
ryptographi
solutions that provide a high degree of anonymity [7, 14℄,though at a high 
ost in terms of network traÆ
 and pro
ess-ing. In this paper we 
on
ern ourselves with more eÆ
ientproto
ols that may be less se
ure.
2.1.1 Onion RoutingOur work is 
ompared dire
tly against two proto
ols inparti
ular. Due to spa
e limitations are unable to reviewtheir operation in detail.The Onion Routing proto
ol [10℄, whi
h is based upon theidea of mixes [5℄, is more robust than single-proxy methodsfor anonymous 
ommuni
ation. In Onion Routing, a seriesof proxies 
ommuni
ating over en
rypted 
hannels 
ooper-ate to forward data to a responder. Data is wrapped in aseries of en
rypted layers that are peeled-o� at a series ofproxies (onion routers) along a path towards the responder.Additionally, mix-type multiplexing is employed to thwarttraÆ
 analysis.It is assumed that ea
h onion router knows the identitiesand publi
 keys of ea
h other onion router. The initiator, I,begins by 
hoosing a route through the other onion routersto the responder R. For ea
h onion router on the path, �,the initiator 
onstru
ts a layer of a 
onne
tion setup pa
ket
onsisting of the IP address of the next onion router, theen
ryption key seed information shared with the next onionrouter k, and the su

essor's layer. The inner-most layerof the onion 
ontains the identity of the responder and thedata to be sent. Ea
h layer is en
rypted with the publi
 keyof the 
orresponding router, K�+. Ea
h onion router pairuses a lo
ally unique anonymous 
onne
tion identi�er (a
i)so that subsequent 
ommuni
ation does not require sendinganother onion.I ! � : a
i; k; f�0; k0; f�00; k00; fR; datagK�00+gK�0+gK�+(2)As the pa
ket is forwarded through the path of onion routers,the layers are peeled o�. When the pa
ket rea
hes the lastonion router in the path, the data is forwarded dire
tly tothe responder. All requests from the initiator are sent alongthe same path of onion routers. Replies are sent to the lastonion router on the path, whi
h in turn forwards the dataalong the reverse path of onion routers towards the initiator.In implementation [2℄, Onion Routing is not typi
ally de-ployed at every host. Instead, a number of dedi
ated onionrouters are available for use, and an initiator must 
onne
t toone of these to 
onta
t the re
eiver. The �rst onion routerthus knows all initiators it is servi
ing. Should an onionrouter be 
orrupted, all initiators that use that router 
ouldbe exposed.
2.1.2 CrowdsThe Crowds proto
ol [11℄ is similar in operation to Onion

Routing, however, the path through 
ooperating proxies is
hosen randomly, on a hop-by-hop basis, as the initial re-quest is forwarded through the 
rowd. On
e a path out ofthe 
rowd is 
hosen, it is used for all anonymous 
ommuni-
ation from the initiator to any responder within a 24-hourperiod.Crowds begins with an initialization proto
ol. When 
om-plete, the initiator knows a private, symmetri
 key betweenitself and every jondo in the 
rowd. To send data, the initia-tor 
onstru
ts and forwards a pa
ket 
ontaining a randompath id, p, the IP address of the responder, and the data areall en
rypted with the key KIj , shared with the randomly
hosen next jondo, j.I ! j :fR; p;datagKIj (1)Ea
h 
rowd member re
eiving a pa
ket with a new path idthen randomly de
ides based on a probability of forwarding,0:5 � Pf < 1, whether to forward it on to the responder orto another randomly 
hosen jondo. Eventually, a jondo willde
ide to forward the pa
ket to the responder based on Pf .j0 ! R :p00; data (3)On
e the responder re
eives the pa
ket, it returns a replypa
ket along the reverse path of the request. Subsequentpa
kets between the initiator and responder always followthe same path. This use of stati
 paths is ne
essary be
ause ifa number of jondos 
ollaborate to dis
over the identity of aninitiator, then ea
h new path that is formed gives them theopportunity to narrow down the identity of an initiator. Theinitiator must be on ea
h path, and therefore shows up moreoften than any other jondo. To limit the number of pathsavailable to 
ollaborators, Crowds only 
hanges paths at aset period, typi
ally every 24 hours. The use of stati
 paths
an lead to a slightly di�erent problem. If new members thatjoin immediately 
reate a path, they 
an be easily identi�edas new members by the �rst jondo they rea
h if most orall other 
rowd members have already established paths. Anew member should wait until the next 
ommit to form apath out of the 
rowd, and every initiator must 
ush andre
reate all existing 
onne
tions through the 
rowd.While the identities of the 
rowds members are publi
knowledge, responders, eavesdroppers, and other 
rowds mem-bers never learn whi
h parti
ular 
rowd member is the ini-tiator, as it is not easy to determine if the a su

essor ona path is sending its own message or forwarding one of an-other member. In this 
ase, ea
h member of the 
rowd gainsanonymity at the 
ost of bandwidth in forwarding others
ommuni
ations.
2.2 Multicast RoutingA rapidly growing number of routers and hosts on theInternet are beginning to support multi
ast 
ommuni
ation| point-to-multipoint delivery between hosts on a network.Multi
ast, 
lass-D addresses, unlike other IP addresses, donot refer to any parti
ular devi
e atta
hed to the network;instead, they are essentially a label that refers to the re-
eivers in the group as a whole, without knowledge of anyparti
ular re
eiver or of group membership. The numberof hosts joined to a multi
ast routing tree as re
eivers, aswell as their status is dynami
 and unknown to routers andhosts. It is these properties that make multi
ast useful foranonymity.



Hordes makes use of multi
ast 
ommuni
ation for the re-verse path of anonymous 
onne
tions. This has several ad-vantages. First, multi
ast group membership is not knownto any single entity; it takes the 
oordination of all routersin the tree to determine the re
eiver set. Getting su
h 
oop-eration a
ross multiple administrative domains has provento be diÆ
ult in the past. Se
ond, even if the membershipof a parti
ular multi
ast group is determined, the a
tualinitiator is still indistinguishable within that set as the in-tended re
ipient, as long as it is not the only member of themulti
ast group.Hordes is designed to pla
e many parti
ipants in the samegroup for re
eption. Using multi
ast for anonymous re
ep-tion thus provides anonymity in several ways. First, thedestination IP address pla
ed in reply pa
kets is the multi-
ast group address and not any host's IP address. Se
ond,it is diÆ
ult to determine the membership of the multi
astgroup. Third, even if the group membership is dis
overed,there exists anonymity within the re
eiver set.
3. DEFINING ANONYMITYMeasures of anonymity proposed in previous work havebeen informal and do not in
lude de�nitions suitable forquantitative analysis. P�tzmann and Waidner have pro-posed the 
on
ept of unlinkability between the initiator andresponder, where these two entities 
annot be identi�ed as
ommuni
ating with ea
h other, though it may be 
lear theyare parti
ipating in some 
ommuni
ation [14℄. Syverson andStubblebine have given epistemi
 
hara
terizations of someproperties of anonymity [13℄. Reiter and Rubin informallyde�ned degrees of anonymity that 
an exist between an ini-tiator and responder [11℄, but the di�eren
es between thesedegrees 
an be vague. Here, we de�ne anonymity pre
isely.It is important to note that when de�ning anonymity of anentity in the network, we do so with respe
t to some othersingle entity. We will see that anonymous proto
ols do notalways provide uniform degrees of anonymity with respe
tto all entities in the network; therefore the parti
ular entity,e, must be spe
i�ed.Let Pre(x) be the probability that entity x is the initiatorof a 
onne
tion, as assigned by entity e. Let x be a memberof non-empty set S, wherePy2S Pre(y) = 1 Often situationsarise where su
h probabilities 
an be assigned. Atta
kers 
andisrupt equiprobability, for example by analyzing prede
es-sor information over time, as dis
ussed in Se
tion 4.2. Letdx;e(A) be the degree of anonymity provided for some entityx with respe
t to another entity e while using a spe
i�edanonymous proto
ol A.dx;e(A) = Xy2S 6=xPre(y) (1)Equivalently, dx;e(A) = 1� Pre(x).The proto
ols explored in this paper attempt to make aset of 
ooperative hosts all appear to have equal probabil-ities. If all members of S have an equiprobable 
han
e ofbeing the initiator, then dx;e(A) = 1� 1=jSj. In examiningthe se
urity of proto
ols in Se
tion 5, we will assume a pos-sibilisti
 approa
h and assume equiprobability. This is 
on-sistent with other approa
hes to examining anonymity [13℄.When we refer to dx;e without a spe
i�ed proto
ol, we arestating a rule that applies to all proto
ols.We de�ne the overall degree of anonymity provided by a

proto
ol for a set of 
ollaborating entities S,d(A) = minfdx;e(A)g; 8e 2 E; 8x 2 S (2)where S is the set of entities whose anonymity is maintainedby the proto
ol A, and where E is the set of all entities inthe network.Reiter and Rubin loosely de�ned several intervals of de-grees of anonymity. Here we re-state their de�nitions andadd formal probabilisti
 equivalen
es.� Provably Exposed: the atta
ker 
an prove x is the ini-tiator. dx;e = 0.� Exposed: there exists a possibility that x is not theinitiator. 0 < dx;e < 12 .� Probable Inno
en
e: x appears no more likely to be theinitiator than not to be the initiator, but x appearsmore likely than all other entities. 12 � dx;e < dy;e, forall y 6= x 2 S. It follows that dx;e < (1� 1jSj ).� Beyond Suspi
ion: x appears no more likely to be theinitiator than any potential entity in the system. jSj >1; (1� 1jSj ) � dx;e, and dy;e � dx;e for all y 6= x 2 S .� Absolute Priva
y: The atta
ker 
annot per
eive thepresen
e of 
ommuni
ation. Let jSj =1 and we de�nedx;e = 1.When entity x is probably inno
ent at least, we say min-imal anonymity has been a
hieved.The proto
ols that we 
onsider in this paper prote
t theanonymity of the initiator. We de�ne the following formalrequirements for initiator anonymity.1. The initiator a
hieves minimal anonymity among otherhosts as the originator of a message destined for aknown responder.2. The initiator a
hieves minimal anonymity from otherhosts as is the intended re
ipient of a message origi-nated by a known responder.These two 
onditions are ne
essary and suÆ
ient for the pro-vision of initiator anonymity. In the 
ase that the initiatoris exposed but the responder is not, the proto
ol is no longeranonymous with respe
t to the initiator, but it is unlinkableas the identity of the responder is unknown. This 
on
eptis important be
ause even when a proto
ol does not provideanonymity for the initiator, it may provide unlinkability. Insome situations, dis
overing that an entity is 
ommuni
at-ing anonymously may not be a suÆ
ient for the atta
ker, inwhi
h 
ase unlinkability is a desirable property of a proto
ol.The proto
ols explored in this paper attempt to make aset of 
ooperative hosts all appear to have equal degrees ofanonymity. We 
an see that in
reasing the 
ardinality ofS has diminishing returns on the degree of anonymity. Forequal degrees of anonymity among a set S, jSj = 20 is mu
hmore anonymous than a set jSj = 2 entities; however, a setS with 220 entities is not signi�
antly more anonymous thanone with 202. For equiprobability, as S in
reases, in
reas-ingly large jumps in the size of S are required to quantita-tively say a proto
ol has signi�
antly in
reased its providedanonymity.It is not suÆ
ient to judge an anonymous proto
ol solelyby the degree of anonymity it provides. The se
urity of the



proto
ol must also be 
onsidered. Against any anonymousproto
ol there may be various atta
ks, but the su

essful
ompletion of the atta
ks may require varying amounts ofresour
es from atta
kers. For example, a proto
ol by Waid-ner and P�tzmann [14℄ relies on strong 
ryptographi
-basedmessage passing to provide anonymity. While the resour
esrequired by an atta
ker to break the proto
ol are relativelarge, the proto
ol provides no greater degree of anonymitythan Hordes or Crowds when prote
ting the same number ofparti
ipants. That is, all three proto
ols provide the samedegree of anonymity for the same number of 
ooperating en-tities involved in the proto
ol, but the proto
ol by Waidnerand P�tzmann provides the greatest se
urity against atta
k-ers.The best proto
ols for anonymity have a number of quali-ties. First, they do not require in
reased amounts of work orresour
es on the part of initiators and 
ooperative entitiesas the degree of anonymity in
reases. Se
ond, the amount ofwork or resour
es required by an atta
ker to break an anony-mous proto
ol should in
rease (or at least not de
rease) asthe degree of anonymity in
reases. Third, the amount ofwork required of atta
kers should be signi�
ant. Finally,third-party entities should not be trusted with the identi-ties of initiators.
4. HORDESHordes employs multiple proxies similar to those used inthe Crowds proto
ol to anonymously route a pa
ket towardsthe responder, but then uses multi
ast servi
es to anony-mously route the reply to the initiator. Performan
e resultspresented in Se
tion 5 demonstrate that Hordes has a littlemore than half the round trip laten
y of Crowds, does notrequire large routing tables at hosts, is not subje
t to a pas-sive tra
eba
k atta
k, often uses fewer network resour
es,and requires less work from 
ooperating jondos.Initialization. Initialization o

urs in �ve steps. The pur-pose of initialization is to provide new horde members withan authenti
ated, \fresh" list of other horde members. First,the initiator sends the server a request to join the Horde;in
luded with the request is the IP address of the initiatorIPI , a non
e, NI , and the initiator's publi
 key KI+. Noti
ethat the limiting fa
tor in joining the Horde is the IP ad-dress; the publi
 key may be generated just for the purposesof parti
ipating in the proto
ol and does not have to be partof any publi
 key infrastru
ture. We do assume that ea
hmember of the Horde possesses the server's publi
 key. Su
hparti
ipating hosts are 
alled jondos in the Crowds proto
ol,and for 
larity we 
onform to this 
onvention, though in thespe
i�
ation we will refer to hordes members as h.I ! S : IPI ; NI ; KI+ (1)The server responds with a signed join a
knowledgment that
onsists of a new non
e and a repetition of the initiator'snon
e. The purpose of the ex
hange of non
es is to ensurethat the proto
ol run is fresh, thereby limiting the ability ofan atta
ker to replay messages to the server.S ! I : [NI ; NS℄KS� (2)The initiator replies with a signed 
opy of the non
es.I ! S : [NI ; NS℄KI� (3)

If the non
es are 
orre
t, the server sends a multi
ast baseaddressM used by all horde members (explained below) anda list of all other hordes members and their publi
 keys. Theserver ensures that the list is fresh by in
luding the non
es,and authenti
ates the list by signing it.S ! I : [M; IPh; Kh+; NI ; NS ℄KS� ; 8h 2 H (4)The server then informs the entire horde that I has joinedby sending a single multi
ast message. The announ
ementin
ludes a timestamp, TS, to ensure the update is not areplay. S ! H : [IPI ; KI+; TS℄KS� (5)Data Transmission through the Horde. Note that sin
e aHordes initiator is sending to the responder via uni
ast andre
eiving replies via multi
ast, it 
annot use standard TCP
onne
tions. Instead, a TCP 
onne
tion between the re-sponder and the initiator must o

ur en
apsulated withinUDP pa
kets transferred between ea
h jondo on the forwardpath, and within the UDP pa
kets multi
ast to the initiatorfrom the responder. If the responder were not aware of thehordes proto
ol, it 
ould form a TCP 
onne
tion to the lastmember of the hordes. The last member 
ould multi
ast thedata ba
k to the initiator.Step 1. The initiator (and ea
h other jondo) randomlypi
ks a small subset of jondos s � H used to forward mes-sages, and sends ea
h a symmetri
 key, Kf , en
rypted inthe forwarder's publi
 key and signed with its own privatekey. The reason for and advantages of sele
ting a subset offorwarders is dis
ussed below, in se
tion 4.2.I ! s :f[Kf ℄KI�gKs+ ; 8s (1)Step 2. The initiator randomly pi
ks a multi
ast group,m from the range M , whi
h is the spe
i�
 set of addressesshared by all jondos in the Horde. Group address sele
tionis dis
ussed in detail below, but the point of pi
king di�erentgroups is to distribute re
eivers so that re
eivers do not listento all traÆ
. At this point, the initiator should join themulti
ast group that it sele
ted as a re
eiver.To forward data, the initiator sends a message to a randomjondo in its forwarding subset, h 2 s. The message in
ludesthe address of the responder, R, the multi
ast group m onwhi
h the responder will send replies, a random number usedlater to identify a parti
ular reply on the multi
ast tree, id,and the data. The random number needs to be large enoughto minimize the 
han
e that a 
ollision will o

ur if someother jondo 
hoose to re
eive on the same multi
ast group| 128 bits should be suÆ
ient. This portion of the messageis en
rypted with a symmetri
 key Kf , and prefa
ed witha key identi�er, i, both of whi
h are shared with the nextforwarding hop. Key identi�er and key distribution betweenproxies is dis
ussed in se
tion 4.2 below.I ! h :i; fR; id;m; datagKf (2)Step 3. At ea
h jondo re
eiving a message, there is a proba-bility 1� pf that the message is sent to the responder (Step3). Otherwise, the jondo randomly pi
ks another jondo fromits forwarding subset. We denote this su

essor jondo as h0.The jondo sends the same form of message as in Step 1,however, a di�erent key identi�er, i0, and shared key Kf 0are used. j ! h0 :i; fR; id;m; datagKf0 (3)



Step 4. After a number of hops through the horde, the lastjondo (h0 in the notation below) forwards the message tothe responder. h0 ! R :m; data,id (4)Step 5. The reply is sent to the multi
ast group m. It isprefa
ed with the random number, id, to identify it to there
eiver for easy re
eption from the multi
ast group.R! m :id,reply (5)
4.1 Multicast GroupsIn Hordes, the amount of work a jondo performs is de-pendent on the number of messages it must pro
ess. Thisis proportional to the number of forward paths the jondoappears on, and the number of other jondos that 
hoose thesame multi
ast group on whi
h to hear replies. Noti
e thatre
eiving a message via multi
ast is a
tually 
heaper 
ompu-tationally then forwarding a messages (as in Onion Routingand Crowds), as the jondo needs only to 
he
k the randomID to de
ide whether to a

ept or drop the pa
ket.In the next se
tion, we see that the number of jondos that
hoose the same multi
ast group for replies a�e
ts the an-onymity provided by the proto
ol; therefore, it is possibleto tradeo� between workload and anonymity. Our desire inthe design of Hordes, however, is that no hordes membershould ever do more work than a Crowds or Onion Routingmember while always maintaining anonymity. A

ordingly,in this se
tion we solsve for m, the number of multi
astgroups among whi
h hordes members should be evenly splitfor re
eption of traÆ
. By distributing the hordes membersamong di�erent groups, we maintain anonymity while lim-iting the number of messages ea
h member must pro
ess.The multi
ast addresses are 
hosen from a range startingat the base multi
ast address M , shown in Step 4 of theinitialization of Hordes. As the number of members in theHorde grows, the number of groups being used grows fromthis base.The requirement to provide minimal anonymity boundsm from above; there should be at least two jondos in ea
hmulti
ast group in 
ase of a tra
eba
k atta
k. If there are nhosts in a horde, then m � n=2 (1)The requirement that hordes members should do no morework than Crowds members bounds m from below. Theamount of work Crowds members are subje
t to is depen-dent on the number of other paths they appear on in the
rowd. This value has been derived by Reiter and Ru-bin [11℄, and therefore the number of jondos in ea
h mul-ti
ast group should be less than or equal to this value:nm � 2(1� pf )2 �1 + 1n� 1� (2)m � (1� pf )2n2�1 + 1n�1� (3)It 
an be shown thatm is bounded 
orre
tly by these values.However, some jondos may be 
ollaborators, and we do notwant to �ll multi
ast groups with all 
ollaborators but onehost. To prote
t the reverse path, the upper bound must

not in
lude any 
ollaborators, whi
h gives a new boundm � n� 
2 (4)Reiter and Rubin [11℄ have determined that the forwardpath in Crowds (and thus Hordes and Onion Routing) isnot se
ure if this ratio does not hold:n � pfpf � 12 (
+ 1) (5)Equivalently, the limit of 
ollaborators is
 � n(pf � 12 )pf � 1 (6)where 
 is the number of 
ollaborators in the session and pfis the probability of forwarding pa
kets inside the Crowd orHorde. Any more 
ollaborators than allowed by the aboveformula, and the forward path of Hordes does not maintainanonymity. Combining Eq. 4 and 3 and then substitutingEq. 6 gives (1� pf )2n2(1 + 1n�1 ) � m � n� n(pf� 12 )pf + 12 (7)It is easy to show these inequalities hold for all values ofn and pf . Shown in Figure 1 is a graph of the upper andlower bounds for a quantitative representation of how mu
hthese bounds di�er with in
reased group size. A

ordingly,Hordes has adjustable amounts of work that 
hanges withm; however, the value of m also determines the degree ofanonymity of Hordes when subje
t to a tra
eba
k atta
k,as dis
ussed below. It is easy to see from the graph thatthere is a large range in whi
h Hordes provides anonymitywhile requiring less work, in terms of message pro
essing,than Crowds. It is important to note that m is independentof the network delays experien
ed by Hordes. Even when mis set at the upper bound so that the work is 
omparableto Crowds, the round trip laten
y exhibited with Hordesremains the same, and is still signi�
antly less than Crowds(see Se
tion 5).It is important to noti
e that the random distribution ofhordes members into di�erent multi
ast groups 
an, withsome small probability, result in a single hordes memberlistening to a multi
ast group. This does not result in a vio-lation of the anonymity of the proto
ol, as it would requirethat an atta
ker be able to tra
e the multi
ast tree alongthe entire Internet to determine that the re
eiver was alone.Therefore, being the sole member of a group still providesanonymity from the responder.
4.2 Forwarding Subset SelectionIt may seem that ea
h jondo 
ould always 
hoose the nexthop towards the responder randomly from the entire set ofjondos. Unfortunately, this leads to an atta
k against theanonymity of the proto
ol �rst identi�ed in Crowds [11℄.Sin
e ea
h initiator must be a prede
essor to some proxy atleast on
e on ea
h path it 
reates, it will appear more of-ten as a prede
essor over multiple path 
reations than dothe randomly 
hosen proxies between it and the respon-der. Collaborators in the group 
an 
ompare informationabout their prede
essors over multiple path establishments,and any entity who appears more often than others is verylikely the initiator of a path. Noti
e that with enough path



0.5
0.6

0.7
0.8

0.9
1

0
500

1000
1500

2000
2500

3000
0

200

400

600

800

1000

1200

1400

prob of forwardinggroup size
S

iz
e 

of
 M

ul
tic

as
t g

ro
up

 r
an

ge

Figure 1: Lower plane: groups used to provide minimal anonymity. Upper plane: groups used for equivalentamount of message pro
essing by a jondo in the Crowds proto
ol. Between: greater-than-minimal anonymitywith less work than Crowds.
hanges, even one 
orrupted jondo 
an gather the informa-tion ne
essary to identify an initiator. As Hordes uses thesame forwarding me
hanism as Crowds, it is subje
t to thesame path analysis atta
k. Instead of 
hoosing a randomforwarder at ea
h step, a small subset of all possible jondosare 
hosen to forward all traÆ
 to during ea
h period. Thesize of the subset is 
hosen so that the number of forwardersin the set is on the order of the expe
ted number of pathsa jondo would be on in Crowds. The expe
ted number ofpaths is 
omputed from pf and the number of jondos as inCrowds [11℄. This information is available to ea
h jondo. Pe-riodi
ally, at ea
h daily 
ommit, this 
hosen subset 
hanges.Hordes is therefore approximately equivalent to Crowds inits resistan
e to this atta
k, as the number of jondos thatsee the initiator as a prede
essor is the same in ea
h proto-
ol, and the subset 
hanges at the same rate as paths do inCrowds.A symmetri
 key is generated and sent to ea
h of themembers of the forwarding subset prior to data transmis-sion. Data 
an then be en
rypted in this shared key, re-du
ing the pro
essing 
osts and redu
ing the forwarding la-ten
y. Hordes has the same en
ryption pro
essing overheadas Crowds in forwarding messages.Storage of these shared keys 
ould be a 
on
ern, be
auseif the keys were stored indexed by the IP address of thesender this would e�e
tively serve as an indi
ation of whi
hprede
essors ea
h jondo was forwarding for, enabling a pas-sive tra
eba
k atta
k as des
ribed in Se
tion 5.1.1. Thesolution to this is to store shared keys for every jondo. At
ommit time, when the new list of group members and keysis re
eived, ea
h jondo 
an generate a false shared key forea
h other group member. If a new shared key is re
eivedfrom some neighbor, the false shared key 
an be repla
edwith the a
tual one.
4.3 Onion Routing based HordesIn this paper we have introdu
ed a te
hnique for anonym-ity using multi
ast. We have 
on
entrated on applying thiste
hnique to the forward path taken by the Crowds proto
ol.As we have 
onsidered the relative merits of Crowds, Hordes

and Onion Routing, it has be
ome 
lear that the forward-ing me
hanism from mixes or Onion Routing 
ould easily beused on the Hordes forward path. While this might requiremore work in terms of en
ryption, it would in
rease the se
u-rity and anonymity of the proto
ol, parti
ularly against 
ol-laborators, as well as obviating the need for a Hordes-awareproxy to run on ea
h server. The next se
tion dis
usses someof the reasons why this type of forwarding might be moredesirable.
5. ANONYMITY, SECURITY AND PERFOR-

MANCE ANALYSESIn the �rst part of this se
tion we analyze the 
ompara-tive anonymity and se
urity of Onion Routing, Crowds, andHordes. We 
onsider di�erent atta
ks possible against ea
hproto
ol and give a quantitative analysis of the anonymityprovided in the fa
e of ea
h atta
k, based on the results ofSe
tion 3. In the se
ond part on this se
tion, we 
onsiderthe network performan
e of Crowds, Hordes, and overt 
om-muni
ation over the Internet.
5.1 Anonymity and SecurityWe 
onsider a number of atta
ks against ea
h of the threeanonymous proto
ols. Table 1 summarizes the degree of ini-tiator anonymity provided by ea
h proto
ol in the presen
eof su
h atta
ks. The degree is summarized by the value ofjSj (from Se
tion 3) and assuming equiprobabilities; i.e., thedegree of anonymity is dx;e = 1� 1jSj .In 
ases where the initiator is dis
overed but the respon-der's anonymity is maintained, and therefore unlinkability ismaintained, the se
tion is marked \U" for unlinkable. Thesize of S relevant to the responder's degree of anonymity rel-ative to the lo
al eavesdropper is also given. In this 
hart,n represents the number of 
ooperating entities parti
ipat-ing, i.e., the number of onion routers or jondos; g representsthe number of initiators listening to a parti
ular multi
astgroup (in Hordes we expe
t this value to be n=m); r repre-sents the number of possible responders (whi
h may equal nif the assumption is made that ea
h initiator is 
ommuni
at-
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es Onion Routing Crowds Hordes1. Observing Responder n n n2. Single Proto
ol Member n n n3. A
tive Path Tra
eba
k network a

ess n 1 Forward: 1to entire path Reverse: g4. Passive Path Tra
eba
k a

ess to member 1 1 Forward: nrouting information Reverse: g5. Lo
al Eavesdropper 
ommuni
ation U : r U : r U : r/mbottlene
k6. Lo
al eavesdropper bottlene
k, U : r 1 1and on-path 
ollaborator 
ollaborator7. Lo
al eavesdropper and bottlene
k, 1 1 1full path of 
ollaborators many 
ollaboratorsTable 1: Size of S in Onion Routing, Crowds, and Hordes during various atta
ks.ing with exa
tly one distin
t responder); and m representsthe number of multi
ast groups being used for re
eption inHordes.With respe
t to the responder and other members of theparti
ipating group, ea
h proto
ol provides an identi
al de-gree of anonymity that is proportional to the number ofmembers in the group.
5.1.1 Path tracebackIn a tra
eba
k atta
k, an atta
ker starts from a knownresponder and tra
es the path ba
k to the initiator alongthe forward path or the reverse path. There are two typesof tra
eba
k atta
ks. In an a
tive tra
eba
k atta
k, the at-ta
ker has 
ontrol over the network infrastru
ture and isable to follow an a
tive and 
ontinuing stream of pa
ketsba
k through the network to their point of origin. If there isonly one stream, this is easy. If several streams are passingthrough a parti
ular host this may be more diÆ
ult, espe-
ially if the pa
kets 
hange form in the host, perhaps by be-ing en
rypted or re-en
rypted with a di�erent key. Crowdsis subje
t to this atta
k. Sin
e Onion Routing is based onmixes, whi
h re-en
rypt and re-order a number of pa
ketsbefore forwarding them, it will not be possible to identifywhi
h pa
kets belong to whi
h stream.In a passive tra
eba
k atta
k, the atta
ker is somehow ableto examine the routing state of members parti
ipating inthe proto
ol and tra
e ba
k the 
onne
tion via the storedrouting. In Crowds and Onion Routing, this requires anatta
ker with enough resour
es available to 
orrupt everyhost ma
hine on the reverse path from the responder to theinitiator. As ea
h ma
hine is 
orrupted, the proto
ol routingtables are examined to �nd the previous jondo on the spe
i�
path from the responder. Depending on the implementation,this information may be available for the full duration oftime between 
ommit periods be
ause routers keep mustkeep stati
 paths, and therefore un
hanging routing tablesas well. It is possible to open and 
lose TCP 
onne
tions asne
essary, however, limiting the time available for tra
eba
kto that of the 
onne
tion and any waiting period required byTCP to re
eive late arriving pa
kets. Therefore, tra
eba
ksof this nature are possible even when data is not 
owingfrom the initiator to the responder.In Hordes, the forward and reverse paths are not the same.An a
tive tra
eba
k along the uni
ast forward path 
an belaun
hed by atta
kers against a hordes session, but onlywhile the session is a
tive. This is made more diÆ
ult bythe fa
t that pa
kets do not follow the same path through

the network. A passive tra
eba
k would not su

eed be
auseHordes does not maintain per-path routing tables. It is alsopossible to perform an a
tive or passive tra
eba
k along themulti
ast reverse path in Hordes. In this 
ase passive tra
e-ba
k (among a group of network routers) may be easier thanamong a group of widely distributed hosts, if mu
h or all ofthe network is under the same administrative 
ontrol. In ei-ther 
ase, however, the identity of the initiator may not beimmediately dis
ernible. The multi
ast group being tra
edmay have a number of re
eivers, hiding the identity of theinitiator.While it 
ould be expe
ted that su
h an atta
k would bevery diÆ
ult to perform against a widely-distributed set ofhosts, tra
eba
k is still a threat when 
onsidering power-ful opponents. Resear
h into network tra
eba
k is ongoing,and even though the area is in its infan
y, some methodsand tools have been developed to fa
ilitate tra
eba
k of par-ti
ular types of data traÆ
. This work has been generallymotivated by the need to tra
k network intruders, whi
his very similar to tra
ing ba
k an anonymous 
onne
tion,sin
e intruders often try and disguise their lo
ation by log-ging in through a series of 
ompromised hosts, analogousto anonymous proxies. One method [12℄ attempts an a
tivetra
eba
k of the stream by 
omparing its 
ontents at di�er-ent points in the network. Another method implements thelo
al eavesdropper to determine if a parti
ular stream origi-nates within a domain, or if it is being forwarded through thedomain [18℄. There are also automated methods of a
tiveand passive tra
eba
k that examine state within networkrouters to follow a stream ba
k through the network [9, 4℄.These types of methods 
ould be modi�ed to tra
e an anony-mous 
onne
tion as easily as one originating from a networkintruder.
5.1.2 CollaboratorsAny of the three proto
ols may not be safe against a groupof 
ollaborators, whi
h are mali
ious parti
ipants in the pro-to
ol who 
ommuni
ate with ea
h other to dis
over the iden-tity of some initiator. In the extreme 
ase, all but one hostis a mali
ious 
ollaborator, in whi
h 
ase any pa
kets sentby the honest parti
ipant via Onion Routing, Crowds, orHordes are 
learly identi�able. Reiter and Rubin have pro-vided seminal analysis of this issue [11℄. They have foundthat in Crowds, for a 
rowd of size n with 
 mali
ious 
ol-laborating 
rowd members, if n � pf(pf�1=2) (
+1), where pfis the probability of forwarding a pa
ket to the destination,then the initiator has at least minimal anonymity (in our



terminology) with respe
t to the 
ollaborators. This sameanalysis applies to the Hordes forward path, but not thereverse path.It should be noted that all three proto
ols rely on theassumption that IP addresses are a relatively expensive re-sour
e, and that an atta
ker might have diÆ
ulty in obtain-ing enough di�erent IP addresses to assemble a suÆ
ientlylarge group of 
ollaborators. In fa
t, this does not ne
es-sarily hold true. A reasonably powerful atta
ker might havelittle diÆ
ulty in obtaining an adequate number of IP ad-dresses, or might even atta
k the uni
ast routing in orderto hija
k an entire range of addresses. Onion Routing hasan advantage in that the initiator is able to 
hoose its path,so that if some onion routers are known or suspe
ted to be
ollaborators, the path 
hosen 
an ex
lude that group.In Hordes, be
ause the reply 
an be heard by any multi-
ast re
eiver on the Internet, and be
ause the reply 
omeswithout being pro
essed by some other proxy, a timing at-ta
k is possible. As ea
h jondo on the forward path is ableto see what the reply multi
ast address is, a mali
ious jondowho is a su

essor to the initiator on the path 
an listen tothat multi
ast address and attempt to 
orrelate the re
ep-tion of multi
ast data and the issuan
e of forward traÆ
 onthe forward path. If that time period is very small, thenthere is a good 
han
e the prede
essor is the initiator. Thisatta
k is made more diÆ
ult by the fa
t that any initiatorwill only send a fra
tion of traÆ
 to any parti
ular su

es-sor. A possible defense for this is to use Onion Routing forthe forward path, as only the last jondo on the path wouldlearn the multi
ast address being used, with a 
orrespond-ingly smaller 
han
e that a 
ollaborator would learn it.
5.1.3 Malicious JondosJondos in anonymous routing 
an easily laun
h man-in-the-middle atta
ks if data is not en
rypted on the path fromthe initiator and responder. For Onion Routing, whi
h re-lies on layers of en
ryption, this should not be a problem. InCrowds, however, data is typi
ally not en
rypted in a man-ner that prevents intermediate jondos from examining the
ontents. This leads to an interesting \atta
k" in whi
h anintermediate jondo inserts additional information, su
h asadvertisements, into replies destined for the initiator. Fur-thermore, any key ex
hange proto
ol used between initiatorand responder must itself be robust against a man-in-the-middle atta
k. Cat
hing mali
ious jondos performing su
hatta
ks is ex
eptionally diÆ
ult as the purpose of the proto-
ol is to prote
t the anonymity of all entities involved. Notethat Hordes jondos 
annot laun
h su
h an atta
k be
ausethe forward and reverse paths are not the same.
5.1.4 Local EavesdropperA lo
al eavesdropper is an atta
ker that is able to monitorall 
ommuni
ations sent to or re
eived by one parti
ular pro-to
ol parti
ipant. Lo
al eavesdroppers are diÆ
ult to defeatpre
isely be
ause they 
an re
ord and 
ompare all in
omingand outgoing messages. If the member sends a message thatwas not re
eived, then it is 
lear that the member is the ini-tiator of that message. Similarly, in
oming messages thatresult in no outgoing messages are 
learly replies for whi
hthe re
eiving node was the initiator.However, in all three proto
ols the outgoing pa
ket is en-
rypted, so it would not be 
lear to the lo
al eavesdropperwho the responder is (short of breaking the en
ryption).

Therefore these proto
ols retain unlinkability in the pres-en
e of a lo
al eavesdropper as long as the responder 
annotbe determined. In Hordes, replies follow what is likely adi�erent path and 
ome dire
tly from the responder. Thisgives the eavesdropper the opportunity to learn the identityof the responder and remove the unlinkability, sin
e if theonly replies re
eived were from some single sour
e, the re-sponder would be immediately apparent as that sour
e. Toprote
t against this s
enario, hordes members use sharedmulti
ast groups so that ea
h re
eives and dis
ard traÆ
meant for other members. This provides prote
tion againsta tra
eba
k atta
k, des
ribed above, as well as obs
uringwith whi
h responder the monitored jondo is 
ommuni
at-ing. This method does, however, allow a 
ollaborator to
ompile a list of responders (one of whi
h is the a
tual re-sponder), by monitoring the multi
ast group. The degreeof anonymity provided by Hordes for the responder in thissituation is equivalent to the number of a
tive responderssending on that group. Assuming that ea
h initiator 
om-muni
ates with a di�erent responder and all responders area
tive and divided equally among all groups, then S for theresponder would be nm , rather than n. Noti
e that theseassumptions may be weak in some 
ases. If the lo
al eaves-dropper is monitoring a initiator who is re
eiving on a mul-ti
ast group that is 
arrying no other initiators' traÆ
, theeavesdropper 
an determine the initiator. This is a trade-o�;a lower network laten
y is gained at the expense of degradedresistan
e to lo
al eavesdroppers.
5.2 Link UtilizationWhile a possible 
on
ern about Hordes is that the use ofmulti
ast will result in ex
essive network traÆ
, we showthrough simulation that this does not happen. In fa
t, inmost 
ases, using Hordes results in an overall lower linkutilization than Crowds. We 
onsider the overall link uti-lization to be the sum of all the links that a message and itsreply have to travel on the path from initiator to responderand ba
k.As Hordes uses the same forwarding me
hanism as Crowds,the forward path will grow in the same manner | one net-work diameter per forwarding proxy. The reverse path is dif-ferent however, as replies go by multi
ast. Though Hordespla
es more than one re
eiver in ea
h multi
ast group, thelink utilization does not rise in dire
t proportion to the num-ber of multi
ast re
eivers be
ause multi
ast messages onlyneed be sent on
e over any link, and are 
opied at pointswhere the path to di�erent re
eivers diverges. The morere
eivers in the group, the greater 
han
e of path 
ommon-ality, and the less burden, in terms of link utilization, ea
hadditional re
eiver requires.To 
onsider under what 
onditions Hordes has a lower linkutilization than Crowds, we ran a series of simulations ontopologies generated by GT-ITM, a network topology gener-ator 
ommonly used in internetwork simulations [1, 16, 17℄.The simulation provided a 
ount of the links for dire
t 
on-ne
tions, for Crowds, and for Hordes with varying poli
iesof multi
ast re
eiver distribution.We generated 50 transit-stub topologies of 5100 nodesea
h. The transit-stub model of the network was 
hosenas it resembles the Internet. Ea
h model network generated
onsisted of a graph of nodes with weighted edges that wereproportional to the distan
e between nodes; these weightswere used to represent the laten
y between nodes. We then



used Dijkstra's algorithm to determine the distan
e and besthop information for ea
h node in the network. At the sametime we determined whi
h nodes were leaf nodes. For ea
hprobability of forwarding, whi
h ranged from 0.50 to 0.90in steps of 0.05, we made 50 trials in ea
h generated graphfor ea
h anonymous group size, ranging from 100 to 1000 insteps of 100. For ea
h trial we �rst 
hose the set of groupmembers from the set of leaf nodes, then 
hose a randominitiator and responder from the set of group members.As shown in Se
tion 4.1, it is possible to vary the numberof re
eivers in a group while maintaining anonymity ver-sus 
ollaborators and still requiring less message pro
essingof parti
ipants than Crowds. We therefore examined threepoli
ies: the minimal re
eiver poli
y, in whi
h ea
h grouphad only as many re
eivers as ne
essary to defeat 
ollab-orators, resulting in minimal anonymity and workload butrequiring the most multi
ast groups; the maximal re
eiverpoli
y, where the expe
ted workload is the same as the max-imal workload of Crowds, resulting in the minimum numberof multi
ast groups but a larger amount of message pro
ess-ing and maximal anonymity; and a midpoint re
eiver poli
y,whi
h used the average of the number of multi
ast groupsof the minimal re
eiver and maximal re
eiver 
ases.Our simulation shows that Hordes has lower link utiliza-tion than Crowds in most 
ir
umstan
es. Figure 2 shows thelink utilization of the dire
t 
onne
tion and of Crowds andHordes for ea
h of the three poli
ies. In ea
h of the min-imal re
eiver and midpoint re
eiver 
ases, Hordes alwayshas a smaller link utilization than Crowds. Figure 2 showsthe link utilization in
reases above that of Crowds at a pf ofabout 0.75 for the maximal re
eiver 
ase of Hordes. What isinteresting about this is that above this point Hordes mem-bers are a
tually doing more work than Crowds members.While the Hordes proto
ol is designed to do less work, thedetermination of what would 
onstitute less work was madeusing an upper bound on what the expe
ted amount of worka Crowds member would do. These 
ases fall into the areawhere Hordes does more work than Crowds, in terms of mes-sage pro
essing required by members, but still does less workthan the predi
ted upper limit. It is easy to avoid these 
asesby 
hoosing a di�erent poli
y that results in the use of moremulti
ast groups, without signi�
ant loss of anonymity.
5.3 Network LatencyWhile both Crowds and Onion Routing [11, 10℄ provideinitiator anonymity, they do so by in
reasing the deliverylaten
y as data is forwarded through a number of proxiesto the responder and then ba
k to the initiator. Hordes,by using multi
ast for a dire
t return path, de
reases theround trip time from initiator to responder signi�
antly as
ompared to Crowds. Simulation results that 
on�rm thisexpe
tation are available as an extended te
hni
al report [8℄| Figure 3 shows the round trip times in a larger group of1000 members using the simulation environment from theprevious se
tion and the results reported in the te
hni
alreport. The laten
y problem in Crowds and Onion Routingstems from the fa
t that the path from initiator to responder
an 
ross the network a number of times equal to the numberof hops on the path, and that ea
h hop has the potential ofin
reasing the total laten
y by the maximum laten
y of anypath in the network.
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Figure 2: Link utilization 
omparison. (top) Min-imum poli
y. (middle) Midpoint poli
y. (bot-tom)Link utilization 
omparison. Maximal poli
y.
6. CONCLUSIONSThe 
ontributions of this paper are threefold. First, wehave introdu
ed Hordes, a new proto
ol for anonymous 
om-muni
ation on the Internet, and shown how it is superior inperforman
e and in terms of anonymity (with respe
t tovarious atta
kers) to previous proto
ols. Our method of ex-pli
itly quantifying the anonymity of a parti
ular proto
olis the se
ond 
ontribution, as previous methods did not pro-vide a stri
t measure of the anonymity of a proto
ol. Third,for the �rst time, we have performed a detailed 
omparisonof existing proto
ols.Hordes is the �rst anonymous proto
ol to take advantageof the performan
e bene�ts and anonymity inherent to IPmulti
ast routing. IP multi
ast 
an provide a re
eiver withanonymity while providing a shorter path through the net-work, thus redu
ing the laten
y in
urred by the 
ommuni-
ation. We 
onsidered the performan
e of Crowds, Hordes,and overt 
ommuni
ation using a simulation based on anInternet-type topology. This simulation gave results aboutthe laten
y and link utilization of ea
h proto
ol. Although
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Figure 3: Roundtrip laten
y for varying forwardingprobabilities with 1000 members [8℄.still longer than overt 
ommuni
ation, Hordes has a littlemore than half the round trip laten
y as Crowds. Hordesdistributes multi
ast re
eivers among a range of multi
astaddresses. This limits the number of messages that anymember has to pro
ess to ensure a lower workload than aCrowds member. By varying the size of the range of ad-dresses used, Hordes 
an ensure that the overall link utiliza-tion in the network is less than that of the equivalent Crowdat all times.In order to evaluate Hordes in 
omparison with existingproto
ols, we have introdu
ed expli
itly quantitative de�ni-tions of anonymity and unlinkability. Our anonymity andse
urity evaluation 
on
luded that Hordes maintains mini-mal anonymity at all times, other than for atta
ks for whi
heither or both of Crowds or Onion Routing also fail. Wealso note that no per-session or per-initiator routing infor-mation is stored in Hordes jondos, whi
h removes the threatof passive tra
eba
k atta
ks. For some atta
ks, althoughHordes maintains greater than minimal anonymity, Crowdsand Onion Routing provide higher degrees of anonymity.This is a trade-o� in the use of multi
ast routing to redu
ethe network laten
y of 
ommuni
ation.An interesting aspe
t of our analysis was that we foundsome advantages of Onion Routing over the other two proto-
ols. These advantages in
lude the fa
t that the responder'sidentity is known only to the last member on the path, in-
reasing re
eiver anonymity, and the fa
t that the initiatorhas 
ontrol over the forward path, whi
h in
reases se
urityin the fa
e of suspe
ted 
ollaborators.
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