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ABSTRACT

Sensonetworkspromiseviablesolutionsto mary monitoringprob-
lems. However, the practicaldeploymentof sensometworks faces
mary challengesmposedby real-world demands. Sensomodes
often have limited computationrandcommunicatiorresourcesand
battery power. Moreover, in mary applicationssensorsare de-

ployedin openenvironmentsandhencearevulnerableto physical
attacks potentiallycompromisinghe sensois cryptographideys.

Oneof thebasicandindispensabléunctionalitiesof sensomet-
worksis the ability to answemueriesover the dataacquiredby the
sensorsTheresourceconstraintandsecurityissuesmake design-
ing mechanismdor information aggregationin large sensomet-
works particularlychallenging.

In this paperwe proposea novel framework for securénforma-
tion aggreationin largesensonetworks. In ourframework certain
nodesin the sensometwork, calledaggr@ators,help aggreating
informationrequestedy a query which substantiallyreduceshe
communicationoverhead. By constructingef cient randomsam-
pling mechanismsand interactive proofs, we enablethe userto
verify thatthe answergiven by the aggreyatoris a good approxi-
mationof thetruevalueevenwhentheaggregatoranda fractionof
the sensomodesare corrupted. In particular we presentef cient
protocolsfor securecomputatiorof the medianandthe averageof
the measurementd$or the estimationof the network size,andfor

nding the minimumandmaximumsensoreading.Our protocols
requireonly sublinearcommunicatiorbetweerthe aggreatorand
the user To the bestof our knowledge, this paperis the rst on
secureinformationaggreationin sensometworksthatcanhandle
amaliciousaggregatorandsensomnodes.
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1. INTRODUCTION

Sensometworks are becomingincreasinglypopularto provide
economicalsolutionsto mary challengingproblemssuchasreal-
time traf c monitoring, wild re tracking, wildlife monitoring, or
building safetymonitoring. In sensometworks, thousand®f sen-
sornodescollectively monitoranarea.Thesdargesensonetworks
generatea substantiabmountof data,yet the sensomodesoften
have limited resourcessuchascomputatiorpower, memory stor
age,communication,and mostimportantly batteryenegy. The
large scaleof sensometworks andtheresourceconstraintsmale it
animportantchallengeto designanddevelopef cient information
processin@ndaggreationtechniqueso male effective useof the
data. Given a query it may be unnecessargndinefcient to re-
turn all raw datacollectedfrom eachsensorinsteadjnformation
shouldbe processednd aggr@atedwithin the network andonly
processedndaggregatedinformationis returned13, 16]. In such
a setting,certainnodesin the sensometwork, calledaggregators,
collecttheraw informationfrom thesensorsprocesst locally, and
reply to theaggr@atequeriesof aremoteuser However, informa-
tion aggregationin sensonetworksis madeevenmorechallenging
by thefactthatthe sensomodesandaggregatorsdeplo/edin hos-
tile ervironmentsmaybe compromisediueto physicaltampering.
Therefore the processingandaggrgationmechanismseedto be
resilientagainstattackswherethe aggr@atoranda fraction of the
sensomodesmaybe compromised.

Previous work in dataaggreation assumeshat every nodeis
hones{21, 10,13, 16], with theexceptionof [15] (cf. Sec.1.1).In
this paper we addresghe problemof how to enablesecue infor-
mation aggr@ation, suchthat the useracceptshe datawith high
probability if the aggreatedresultis within a desiredbound, but
thatthe userdetectscheatingwith high probability andrejectsthe
resultif it is outsideof thebound.

An attacler canperformawide variety of attacks.For example,
oncetheattacler compromisedhe basestationor the aggreators,



the attacler could performa denial-of-serviceattackand stopre-
spondingto ary queries. Sincewe assumethat a compromised
nodeis underthe full control of the attacler, thereis nothingto
preventthe attacler from mountingsuchdenial-of-servicattacks.
However, in this paperwe focuson anothertype of attackthatwe
call stealthyattadk. In a stealthyattack,the attacler's goal is to
male the useracceptfalseaggregation results,which are signi -
cantly differentfrom the true resultsdeterminedby the measured
values while notbeingdetectedy the user In particular we want
to guarantedahatif the useracceptsa reportedaggreationresult
from the aggr@ators,thenthereportedresultis “close” to the true
aggr@ationvaluewith high probability; otherwise if the reported
valueis signi cantly differentfrom thetruevaluedueto themisbe-
havior of thecompromiseaggregatorsand/orthesensorstheuser
will detectthe corruptionandrejectthereportedaggreationresult
with high probability We stressthatin the considerednodelthe
corruptedsensorsand aggrejatorsmay deviate from the protocol
in anarbitrarily maliciousway, andour goalis to preventthe user
from acceptingncorrectresults.

More precisely we proposethe approactof aggregate-commit-
prove in our setting,the aggregatorsnot only performthe aggre-
gationtasks but alsoprove thatthey performthesetaskscorrectly
Speci cally, to preventtheaggr@atorsfrom cheatingwe usecryp-
tographictechniquesof commitmentsand constructef cient ran-
dom samplingmechanismsand interactive proofs, which enable
theuserto verify thattheanswergivenby theaggreatorsis agood
approximationof the true value even whenthe aggregyatorsand/or
afractionof thesensomodesmaybecorrupted.

In this papemwe presenthefollowing contritutions:

We introducethe problemof secue informationaggreation
in sensormetworks, analyzethe attackmodel and security
requirements.

We proposethe aggregate-commit-pve framework for de-
signingsecurenformationaggreationprotocolgSection3).

We put forward concreteprotocolsfor securelycomputing
the median(Section4), securely nding the minimum and
maximumvalues(Section5), securelyestimating(counting)
thenumberof distinctelementgandthe network size)(Sec-
tion 6), andsecurelycomputingtheaverageof measurements
(Section7). Our protocolsrequireonly sublinearcommuni-
cationoverheadbetweerthe aggrgatorandthe user

We proposethe approachof forward secue authentication
to ensurethatevenif an attacler corruptsa sensomodeat
a pointin time, it will not be ableto changeary previous
readingghe sensohasrecordedocally (Section8).

1.1 Relatedwork

Previous work in sensometwork dataaggreation hasmainly
focusedon how to aggrgateinformationassumingevery nodeis
hones{21, 10, 13, 16]. Hu andEvanshave studiedthe problemof
informationaggreationif onenodeis compromised15], but their
protocol may be vulnerableif a parentand a child nodein their
hierarchyarecompromised.

Erguin etal. [12] studiedthe problemof approximatenteractve
proofs, wherea prover (the aggre@ator) provesto a veri er (the
homesener) that the input datahassomeproperty However, in
their model both the prover andthe veri er canaccesshe input
data,andthe taskof the prover is to assistthe veri er, sothatthe
veri er doesnt have to readthe entireinput. Someof their solu-
tions canbeimplementedirectly in our modelby simulatingver
i er' saccesgo theinput: whene&er veri er shouldreada part of

the input, he asksthe prover to deliver the desiredpart. However,
in mary caseghe locationsof the desiredpartsshouldbe hidden
from the prover, henceamoreexpensve simulationis needede.g.,
usinga privateinformationretrieval protocol[7, 18].

2. PROBLEM STATEMENT: SECURE
INFORMA TION AGGREGATION

2.1 Problem Setting

We considerthe settingwherea large numberof sensorarede-
ployedin someareadistantfrom a homeserver Sensorgperform
measurementand the homesener would like to query statistics
of themeasuredalues.However, sensor@areusuallysimple,low-
powereddeviceswhich cancommunicateonly within smallrange
of their location, and so they cannotreportthe measurementdi-
rectly to thedistanthomesener [17]. Thus,aresources-enhanced
basestation is often usedas an intermediarybetweenthe home
senerandthesensonodes.

We assumehatcertainnodesin the network would performthe
aggr@ationtask. In therestof the paper we referto the nodethat
performsthe aggr@ationtaskthe aggregator. The basestationis
a naturalcandidateo performthe aggr@ationtask,dueto its en-
hanceccomputatiorandcommunicatiorpower. However, theissue
of decidingwhich nodesarethe aggreatorsis out of the scopeof
this paperandwe simply assumehatthereexist someaggregators
in the network at a giventime. Moreover, somesensometworks
may have multiple aggr@ators(For example,in TAG [21], each
non-leafnodeis anaggreator). For simplicity, in mostof this pa-
per, we only consideithe caseof asingleaggregator Nevertheless,
our techniqueganbe extendedto multiple aggrgators,aswe dis-
cussin Section9.

2.2 KeySetupAnd Communication Model

We assumehat eachsensorhasa uniqueidenti er andshares
a separatesecretcryptographidkey with the homesener andwith
the aggr@ator[25]. The keys enablemessageauthenticationand
encryptionif datacon dentiality is required. Note that the home
senerandtheaggregatordonotneedo storeO(n) keys[25] — in-
steadeachof themstoressimplyamasteikey Kg andK o (for the
homesenerandtheaggr@ator respectiely), andeachsensonode
storegheshareckeys MA Ck , (nodelD) andMA Ck , (nodelD),
whereMA C is a securemessagauthenticatiorcodethatis used
hereasa pseudo-randorfunction. A speci ¢ secureinstantiation
of MA C is the HMAC constructionby Bellareet al. [5]. Thus,
givenanodelD, the homesener (or the aggrgator)cancompute
its sharedkey with the sensomodeby usingits masterkey and
henceauthenticatéhe sensonodes message.

Sincesomesensorsnay be corrupted(cf. Section2.3), the net-
work may becomepartitionedby the corruptedsensorsjn which
casesomeuncorruptedsensorsareableto communicatevith each
otherand/orwith the aggregatoronly via routesthroughcorrupted
sensors.Whenthis happensthe corruptedsensorsould always
play a denial-of-serviceattackand cut off the communicatiorbe-
tweentwo partitionedsensornetworks and simply claim to one
partition that the other partition is not reachable.In sucha case
anaggregyatormay at bestbe ableto computeaggrgatedinforma-
tion for onepartition. Therefore for simplicity, we assumehatthe
uncorruptedsensorsform a connecteccomponentcontainingthe
aggr@ator meaningthatthe setof uncorruptedsensorsanreach
eachothervia pathscomposedf only uncorruptedsensors.

We furthermoreassumethat the home sener and basestation
have a mechanisnto broadcastuthenticmessagege.g. queries)



into the network, suchthateachsensomnodecanverify theauthen-
ticity of the messagefor exampleusingthe TESLA broadcastu-
thenticationprotocol[24, 25].

2.3 Attack Model And Security Goals

We considera settingwith a polynomially boundedattacler,
which cancorruptsomeof the sensorsaswell asthe aggrgator
Actions of a corrupteddevice aretotally determineddy the adwer-
sary In particular the adwersarycan arbitrarily changethe mea-
suredvaluesreportedby a corruptedsensor However, we assume
thatthe adwersarycancorruptat mosta (small) fraction of all the
Sensors.

An attacler can perform a wide variety of attacks. For exam-
ple, a corruptedaggreyator could reportsomesigni cantly biased
or cti ve values(possiblytotally independentf the measuredal-
ues),insteadof therealaggrgatesandsoprovide thehomesener
with falseinformation. Sincein mary applicationsheinformation
receved by the homesener providesa basisfor critical decisions,
falseinformation could have catastrophidmplications. However,
we do not want to limit oursehesto just a few speci c selected
adwersarialstratgies. Instead,we assumethat the adwersarycan
misbehae in ary arbitrary way, andthe only limitations we put
ontheadwersaryareits computationatesourcegpolynomialin the
security parameterjand the fraction of nodesthat it can corrupt.
In particular we assumehe Byzantinefault model [20] wherea
compromisedodeis underthefull controlof the attacler.

In this setting,we focuson stealthyattadks wherethe attacler's
goal is to malke the homesener acceptfalseaggregationresults,
whicharesigni cantly differentfrom thetrueresultsdeterminedy
the measuredalues,while not beingdetectecby the homesener.
In this contet, denial-of-servicattackssuchasnot respondingo
queriexlearlyindicatedo thehomesenerthatsomethings wrong
andthereforeis not a stealthyattack.

Our securitygoal is to prevent stealthyattadks. In particular
we want to guaranteehat if the homesener acceptsa reported
aggr@ationresultfrom the aggreators thenthereportedresultis
“close” to the true aggregationvaluewith high probability; other
wise, if the reportedvalueis signi cantly differentfrom the true
value dueto the misbehaior of the corruptedaggreyatorsand/or
the sensorsthe homesener will detectthe corruptionandreject
thereportedaggr@ationresultwith high probability.

2.4 Efciency vs.Accuracy Tradeoff

Theproblemddiscussedh this papermave astraightforvard (but
unfortunatelyery inef cient) solution:the aggregatorforwardsto
the homesener all dataandauthenticatiorinformationfrom each
sensar Givenall the data,the homesener canverify authenticity
of eachdataitem, andanswerall the statisticalqueriedocally.

However, we assumehatthecommunicatiorbetweertheaggre-
gatorandthehomeseneris expensve, hencehetrivial solutionof
sendingall the datais very inefcient, andour goalis to reduce
the amountof communicatiorbetweerthe the aggrgatorandthe
homesener. On the otherhand,communicatingust the resultof
aqueryis in mary casege.g.,for count,min/max,average or me-
dian queries)very ef cient, but it doesnot give the guaranteeof
correctness.Moreover, for all the problemsstudiedin this paper
we canshaw thatin orderto prove thatthereportedaggreationre-
sultis exact(with zeroprobability of error),we needatleastlinear
communicatiorcompleity (linearin the sizeof the network), i.e.,
we cannotdo much betterthan sendingall the datato the aggre-
gator If we arewilling to accept(a small) non-zeroprobability of
error, thentheoreticallygeneraimethodsbasedon PCPtechniques
couldbeapplied[2, 19]. However, suchmethodsvould beveryin-

efcient in practice.Hence,in orderto achieve practicalsublinear
communicatiorcompleity, we needto relaxtheaccurag require-
mentsandacceptapproximatve results.

Dependingon the functionf being computedby the aggr@a-
tor, variousnotionsof approximationsreuseful. Let f beafunc-
tionof a;;:::;ay intorealnumbersandlety = f(as;:::;an).
We saythaty is a multiplicative" -appoximationof y (or just"-
approximation if (1 ")y ¥ (1+ ")y. Wesaythatyis an
additive"-appoximationofy ify " y y+"

Thedifferencebetweery andy canbecausedy variousfactors:

(1) Somesensorsnaybecompromisedindreportwrongvalues
thatwill affectthe aggregationresult. If a corruptedsensor
simply reportsa wrong value? it may be dif cult to detect
the misbehaior sincesucha detectionmay require appli-
cation/semanticspeci ¢ knowvledge. However, depending
on theaggr@ationfunction, assuminghat at mosta certain
numberof sensorsare compromisedwe can calculatethe
boundon hov muchdeviation from the correctresultthese
corruptedsensorgancause.

(2) In somescenariosywhenthe aggrgatorusessamplingtech-
niquesto calculatetheaggrgationresult,the samplingtech-
nique will introducesomeestimationerror We canbound
theestimatiorerrorby adjustinghenumberof requiredsam-
ples.

(3) The aggrgatormay be compromisedandmaytry to cheat
by reporting wrong aggregation values. Without security
mechanismsa corruptedaggre@atorcanlie aboutthe aggre-
gationresultandreportwrong valuesthat arevery far from
thetrueresult.

Becaus¢heerrorscausedy theabove threefactorscanbeupper
boundedadditively, andcomputingthe boundsfor factors(1) and
(2) is relatively straightforvard, in the restof the paperwe mainly
focuson describingnew techniquegreventing the attacksof the
third kind (corruptedaggreator) and computethe corresponding
bounds. In particular we proposeef cient interactve proofs for
veri cation of theaccurag of theresultsreportedby the aggreja-
tor.

In additionto the approximationerror ", which describeshe
quality of areportedresult,we alsouseaparameter , which upper
boundsthe probability of not detectinga cheatingaggreator(i.e.,
an aggregator reportinga resultnot within " bounds). Formally,
we call sucha protocolan ("; )-appoximation meaningthatthe
protocol nds an"-approximationwith probability at least1 ,
andrunsin time polynomialin 1="and1=(1 ). Aslongas is
boundedawayfrom 1 by someconstanfraction,theactualvalueof

is not essentialsinceby repeatinga protocolO(log 1= ) times,
we canmale the probability arbitrarily small of beingeffectively
cheatedassumingheindependencef eachtrial.

2.5 Notation and Conventions
In theremainderof this papern denoteghe numberof sensors,

considerscenariosvherethe valuesmeasuredy the sensorsare
from sometotally orderedset,andwe denoteby a; the valuere-
portedby sensolS; . In fact,withoutlossof generality we assume

For the complity analysis,we assumehat eachelementand
eachhashvalue canbe accessedh 1 step,andsendingit costsl

However, afaultyvaluewith acorrectauthenticationag,sincewe
assumehatnodecompromisealsoresultsin key compromise.
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Figure 1. Merkle hashtreeusedto committo asetof values.
The aggr@ator constructsthe Merkle hashtree over the sen-
sor measurementsno;:::;m7. To lower the size of veri ca-
tion information, the aggr@ator rst hashesthe measurements
with a cryptographichashfunction, e.g., vs.,o = H(my), as-
sumingthat the size of the hashis smallerthan the size of the
data. To constructthe Merkle hashtree, eachinternal value of
the Merkle hashtreeis derived from its two child nodes:vij; =
H (Vit1:2i Jj Vit1;21 +1). The Merkle hashtreeis a commitment
to all the leaf nodes,and given the authenticroot nodevo.o, a
veri er canauthenticateary leaf value by verifying that the leaf
value is usedto derive the root node. For example,to authen-
ticate the measurementn s, the aggregyator sendsms alongwith
Vs.4; Vo:3; V10, andms is authentidf thefollowing equalityholds:
Voo = H (V0 jj H(H (Va4 jj H(ms)) jj va;3)).

unit of communication. Also, we assumehat eachcomputinga
hashvaluecanbe donein O(1) steps.Assumingthatall measure-
mentsmay be different,in “real life” eachelementis actually at
leastdlog me bitslong.

Finally, we assumehattheveri er knowvs thenumberof sensors
reportingthe measurementgr a good estimateof this number).
This numbercan be given as a systemparameteror can be esti-
matedusing our securecounting protocol, which we describein
Section6.

3. OUR GENERAL APPROACH:
AGGREGATE-COMMIT -PROVE

We proposea new approachwhich we call aggregate-commit-
prove aggregatorshelp computingaggreation of sensomodes'
raw dataandreplyto thehomesenerwith theaggrgationresultto-
gethemwith acommitmento thecollectionof data;thehomesener
andthe aggrgatorsthenperformef cient interactive proofssuch
that the homesener will be ableto verify the correctnes®f the
results(or detectcheatingwith high probability).

We shav thatsuchanapproachmprovesboth securityandef -
cieng. By letting the aggr@atorperformthe aggreation,the raw
datadoesnot needto be sentbackto the homesener but only
the aggr@ationresulttogetherwith a (small) proof of correctness
is transferedver the expensve long-distance&ommunicatiorink.
By engagingwith the aggregyatorin aninteractve proof phasethe
homesener will detectwith high probability if the aggreatoror
somesensomnodesarecheating.

More precisely the solutionsproposedn this paperconsistof
threeparts: computationof the result,committingto the collected

dataandreportbackthe aggregation result, and proving the cor
rectnes®f theresult.

In the rst part,theaggreatorcollectsthedatafrom sensors
andlocally computesheaggreationresult. As wediscussn
Section2, eachsensoshares key with theaggrgator such
that the aggr@ator can verify the authenticityof eachsen-
sorreading(preventingsensoimpersonationbut not awed
datafrom a corruptsensor).

In the secondpart, the aggr@ator commitsto the collected
data. The commitmentto the input dataensureghatthe ag-
gregatorusesthe dataprovided by the sensorsandthatthe
statemento beveri ed by thehomeseneraboutthecorrect-
nessof computedresultsis meaningful. Oneefcient way
of committing to the datais a Merkle hash-treeconstruc-
tion [22, 23]. In this construction,all the collecteddatais
placedattheleavesof thetree,andtheaggrg@atorthencom-
putesa binary hashtree startingfrom the leaf nodes: each
internalnodein the hashtreeis computedasthe hashvalue
of the concatenatiof the two child nodes.Theroot of the
treeis calledthe commitmenbf the collecteddata. Because
the hashfunction in useis collision resistant,oncethe ag-
gregatorcommitsto the collectedvalues,he cannotchange
ary of the collectedvalues. Figure 1 givesan exampleof a
Merkle hashtree.

In thethird part,the aggr@atorandthe homesener engage
in a protocolin which the aggr@atorcommunicateshe ag-
gregationresultandthecommitmento thesenerandproves
to the senerthatthereportedresultsarecorrectusinginter-
active proof protocols.Theinteractve proofusuallycontains
two steps:

1. The homesener checksthat the committeddatais a
goodrepresentationf thetruedatavaluesin thesensor
network.

2. The homesener checksif the aggrgatoris cheating,
in the sensahatthe aggregationresultis not (closeto)
the correctresultaggrgatedfrom the committeddata
values.

Functions Covered in Our Framework: It follows immedi-
ately that any function approximableby nawve uniform sampling
of the input valuescanbe approximatedsecurelyin the proposed
framework, sincethe combinationof commitmentswith authenti-
cationenablegeliableuniform sampling.However, aswe shav in
the sequel for someproblemsuniform samplingdoesnot yield a
goodapproximationopr is still too expensve in termsof communi-
cation. In suchcaseswve proposesolutionswhich aresigni cantly
betterthan the uniform sampling. Our techniquesemploy more
involved actionsof the aggr@atorand/orsamplingover specially
constructegrobability spaces.

4. COMPUTING THE MEDIAN

In this sectionwe studythe problemof computingthe median
of the measuredalues.Withoutlossof generalitywe assumehat
all valuesa; aredistinct—if they are not distinct, we canrun the
protocol on the (distinct) pairs(a;; 1 Di), wherel D; is a unique
identi er of thei-th sensor

Notethatthe corruptedsensomodescanalwaysforgetheir val-
uesand hencetry to deviate the aggreation resultfrom the true
median. However, assumingthat thereare at mostn® corrupted



nodesthecorruptechodescancausehe aggrgatedmedianto de-
viate at mostn® from the true median. If the aggreator cheats,
without securitymechanisnbuilt-in, the aggrgatorcanreportar-

bitrary value back to the homesener. Therefore,in the rest of

the section,we focuson designingef cient protocolsto detectthe
aggr@ator cheatingif the aggregator cheatsmore thana desired
bound.

As mentionedin the introduction,the problemcanbe trivially
solved by sendingall the measurement® thehomesener. How-
ever, this solutionis very inefcient in termsof communication
compleity. With the low-communicationrequirementin mind,
probablythe moststraightforvard approactis to samplethe mea-
surementandusethe medianof the sampleasan estimateof the
truemedian.In thefollowing, we rst analyzethis naive approach,
andthenproposea moreefcient solution. Note thatherewe as-
sumethat the userknows the approximatesize of the sensomet-
work. This canbe achieved, for example with a methodpresented
in Section6.

4.1 Naive Approach: Median by Random
Sampling
Probablythe simplestmethodfor estimatingthe medianusing
sublinearcommunicatiorcompleity is randomsampling:we take
arandomsampleof * measuredaluesandreturnthe medianof the

sampleasanapproximatiorof themedianof all themeasurements.

The computationakostand communicationcompleity of this
approachareclearly determinedoy the numberof sampleq”) re-
quiredto achieve anestimatewhich with high probabilityis equal
to someelementwithin "n of theactualmedian.

THEOREM 1. The medianof a uniform sampleof = out of n
2
(2=€*" ") yields

within"n of n=2.

Theoremnil implies,thatin orderto achiere with probabilityclose
to 1 a"-approximationof the medianit is sufcient to choosethe
sizeof sample’ = O(1="2). However, Bar-Yossefetal. [3] shaw
that (1 ="2) samplesarealsonecessarjor an" -approximatiorof
themedian.

4.2 Our Approachfor Median

The naive samplingapproachpresentedn the previous section
malesonly minimal useof the capabilitiesof the aggreatorA—
indeed A only forwardsmessagefom the sensorswithoutdoing
ary processing.

In this sectionwe considerthe interactve-proof approach,in
which A is moreinvolvedin thecomputatiorprocessAs we shell
seethisyields signi cant savingsin the communicatiorcomplex-
ity.

As mentionedn thegeneraframenork, we requirethatA com-
mits the measuredraluesusing a hash-treeconstruction. In this
casewe additionallyrequirethatthe sequence®f the valuescom-
mittedto is sorted

In theinteractve proof, B obtainsan alleged mediana,.q and
veri es its correctnesdy checking(using two tests)that the se-
guencecommittedto indeedful lls the requirements.More pre-
cisely rst B veri es thatthe committedsequences sorted,that
all the elementsin the sequencearedistinct, andthat all the ele-
mentscomefrom differentsensors.To achieve this, we needtwo
committedsequencespne sortedaccordingto the measuredsal-
ues, and one sortedaccordingto the sensorids. We checkthat
both sequencesre sortedusing Sort-Check-1 spotchecler

from [11] with subsequerniiniform samplingof pairs of neighbor
ing elementqrequiringO(log n=") andO(1=") samplesrespec-
tively; cf. Section7.1). Finally we useadditionalO(1=") samples
to checkthatbothlists containthe sameelementsEssentiallythis
checkpicks randomelementsrom onelist, andveri es thatthey
arepresentn theotherlist [12].

In the secondtestB checksthat a,,.q is (closeto) the median
of committedsequenceHereB pickselementg§rom randomposi-
tions’ in the committedsequenceandchecksthatelementsicked
from theleft half of thesequencaresmallerthanthereportedme-
dian, andelementsrom theright half arelargerthanthe median.
A pseudo-codelescriptionof this median-checkingestis given
below.

procedure MedianChek(n, amed, "):
requestan: o
if ap=2 6 ameq then
return REJECT
fori=1:::(1=") do
pickj 2r f1:::ngnfn=2g
requesta;
ifj < n=2and a > amea then
return REJECT
ifj > n=2and & < amca then
return REJECT
return ACCEPT

THEOREM 2. Procedue MedianCheckt, am.q, ") requests
1=" elements;, runsin timeO(t 1="), wheet is timerequird
to processa singlerequestandsatis es:

(1) if themeasuementsequencé median-sepatedandameq
is equalto a,- -, thentheresultis “ ACCEPT”

(2) if amea is NoOtpresentn the sequenceor its positionp in the
sortedsequencsasatis es
jp n=2>"n;
thenwith probability at leastl  1=e > 1=2 theresultis
“ REJECT”

Theorem?2 togetherwith the compleity of the rst testimply
thatby requestingn total only O (log n=") elementsve cancheck
whetherthe reportedvalue is an " -approximationof the median,
andat the sametime guaranteea constaniprobability of detecting
a cheatingaggregator In mary scenariosve have logn 1=",
andin suchcaseghe proposedrocedureusessigni cantly fewer
sampleghanrandomsamplingto guarante¢he sameerrorbound.

Clearly, using the sametechniquesve can computewith low
communicatiorcompleity notonly the median,but alsoarbitrary
quantiles.

5. SECURECOMPUTATION OF MIN/MAX

Theproblemof nding theminimum (or themaximum)valueof
themeasuremenis afundamentataskin monitoringapplications,
and protocolsfor solving it are useful not only as a stand-alone
primitivesbut alsoasa subprotocofor morecomple aggr@ates.
In this section,we describea securemin-discavery protocol that
enableshehomesenerto nd theminimumof thevaluesreported

2In fact, this secondestcanusethe sampledrom the rst test.We
describebothtestsseparatelyor bettermodularity



by thesensorsThenin Section6 we shav anexampleapplication,
namelyhow we useour securemin-disca/ery protocolasa build-

ing block to enablerandomselectionof a nodein the network and
securecountingthenumberof distinctelementsandestimatingthe
network size.

Recallthatin our settingsomesensorsnay be corrupted,and
a corruptedsensorcould always report a forged value which is
smallerthanthe smallesttrue value, which in generalrendersthe
problemof nding the minimum value meaningless.Therefore,
herewe focusonthescenariosvhereeitheracorruptedsensorcan-
notlie aboutits value,or it is notin theinterestof theadwersaryto
reportsmallervalues. As an examplefor the rst case,consider
the situatior? were the input value to be usedby eachsensoris
a MAC of the currenttime interval usingits key sharedwith the
homesener, andthehomeseneris interestedn nding outwhich
sensotasthe smallestsuchMAC value. Note thatassuminghat
the currenttime interval is well-de ned andeachsensohasareli-
ableway to determinethe currenttime intenval, a corruptedsensor
cannotmanipulateits own MAC value. An examplefor the sec-
ond caseis a scenariowherethe adwersarytries to hide the mere
existenceof smallmeasuredalues.

Following the“aggregate-commit-pree” methodjn the rst step
eachnodeauthenticategts input valueandsendst to theaggrega-
tor, which computeghe minimum valueandcommitsto the setof
valuesreportedby the sensomodes. Without securityconsidera-
tions, we couldthensimply have the aggreatorto reportthecom-
putedminimum valuebackto the homesener. However, this ap-
proachis insecurebecausé¢he aggrgatorcanfor examplehidethe
smallestvalueandnot reportit. Usingthe methodfor computing
quantilesasdescribedn Section4, we could ensurethatthe value
the aggreyatorreporteds amongthe"n smallestwith high proba-
bility. Below we proposea new protocol,FindMin, for nding the
minimumyvalue,which achiezesa betterbound. Assumingthatan
uncorruptedsensomodeholdsthe minimumvaluein the commit-
ted valuesmentionedabove, the FindMin protocolwill enablethe
homesenerto nd the minimumvaluein the committedvalues
with high probability Zhaoet. al. proposeda similar tree-based
approachfor computingMin/Max value althoughtheir approach
assumesodeswell behae and doesnot consideradwerserialat-
tacks[27].

5.1 The FindMin Protocol

The protocolworks by rst constructinga spanningtreein the
network of sensorssuchthat the root of the tree holds the mini-
mum element(procedureMinRootedTed, andthencheckingthat
thetreewasconstructegroperly(procedurd=indMin).

The constructiorof thetreeproceedsn iterations.Assumethat
eachsensorS; hasavaluea;. Throughoutthe protocolS; main-
tains also a tuple of statevariables(pi;vi;idi), wherep; holds
the D of the currentparentof S; in the treebeingconstructedy;
holds the smallestvalue seenso far, andid; holdsthe ID of the
nodewhosevalueis equalto v; (we assumehatwheneer thereis
atie of thevalues,we breakthetie by consideringhenodelD).

EachsensomodeS; initializesits stateasp; = Si, v; = aj,
andid; := Sj. In eachiterationS; broadcast§v;;id;) toits neigh-
bors,anduponreceving the analogousnessagefrom the neigh-
bors, Si picks the messagavith the smallestvalue (breakingties
usingthenodelD). Let (v® id% denotehemessagevith thesmall-
estvaluepickedby S;, andlet S° bethesendenf this messageS;
updatests stateby settingp; := S°v; := v andid; := id® Then
the sensorgroceedo the next iteration. The constructiontermi-

3This scenariowill be usedto estimatethe network sizeaswe will
shaw in Section6.

natesafterd iterations,whered is anupperboundon the diameter
of thenetwork. A pseudo-codspeci cationof the procedureMin-
RootedTeeis givenbelow.

procedure MinRootedTee():

[** codefor sensoti **/
pi := S /** currentparent**/
Vi 1= a [** currentminimum**/
idi := S; /** ownerof currentminimum**/
fori=1:::ddo
send(vi;id;) to all neighbors
receve (vj;id; ) from neighbors
if vi < v; for somej then

Pi = S
Vi = Vj
idi = idj

Our assumptiorthat the uncorruptedsensordorm a connected
componenimpliesthatafterthe constructiorof thetreeterminates
the uncorruptedsensorall have the samesmallestvalueandthey
form a tree rooted at the nodethat is the owner of the smallest
value. For the checkingprotocol,eachnodeS; authenticatedts

nal state(pi;vi;idi) from the constructionprotocol, using the

key sharedwith the homesener, andsendshe authenticatedtate
to theaggr@ator Theaggr@atorA checksthe consistencef the

resultingtreewith the valuescommittedto initially. If thecheckis

successfulA commitsto thelist of all the nodesandtheir states,
nds theroot of the resultingtreeandreportsthe root-nodeto the

homesener. OtherwiseA reportstheinconsisteng andterminates
the protocol. The homesener thenrandomlypicks a nodein the

committedlist, andthentraversesthe path from the picked node
to theroot, usingthe informationprovidedin the state.During the

traversalthehomesener checksthe consisteng of the constructed
tree,usingthe provided authenticatedtates.If all the checksare

successfulthenthe homesener B acceptghe value reportedby

theaggregatorasthethe minimumvalue,otherwiseB rejects.

procedure FindMin( ):

[** codefor thehomeserver**/
requestconstructiorof atreeusingMinRootedTee
if treeconstructiorfailedthen

return REJECT
requestnumbem of thenodesn thetree
fori=1:::(1=") do

pickj 2gr f1:::ng

requestj -th nodefrom thetree

follow pathto theroot

if pathis inconsistenthen

return REJECT

return ACCEPT

Formally, we have thefollowing theorem.

THEOREM 3. Assuminghatnomorethan" fractionofthesen-
sors are corrupted,and the minimumvaluein the committedval-
uesis from an uncorruptedsensorand that all uncorruptedsen-
sors forma connectedomponenbf diameterat mostd, procedue
FindMin request® (d=") element@ndsatis es:

(1) If all thesensos andtheaggregator follow the protocolthen
the homeserver AcCEPTS the result, which is equalto the
minimumof the valuescommittedo initially.



(2) If the valuereportedby the aggregator is not equalto the
minimumof the valuescommittedto initially, thenthe home
serverrREJECTSWwith probability atleastl  ".

Proof. (sketch) Note rst thatsinceall the sensorareinitially re-
quiredto commit to their values,they cannotchangethe values
duringthe protocol—any changehaving impacton the nal result
will bedetectedbecausef the dataauthenticationMoreover, the
assumptiorthatthe uncorruptedsensorgorm a connectedcompo-
nentimpliesthat the adwersarycannotstopthe propagatiorof the
minimumvaluein this componentOnthe otherhand,if theaggre-
gatortriesto cheattherandomsamplingof a startingnodefor the
treetraversalwill with probabilityatleastl " hit the connected
componenbf theuncorruptedsensorsandsodetectcheating. [

6. COUNTING DISTINCT ELEMENTS

In this sectionwe studythe problemof countingthenumber of
distinctvaluesin the measurements.e., the problemof determin-
ing the sizeof the setof all the measurementdlotethatmalicious
sensonodescanalwaysforgetheirmeasuremen@ndhencein u-
encetheresultof countingdistinct elements.Assumingthereare
atmostn® corruptedsensonodesthenthe corruptedsensomodes
cancausethe aggrgationresultto deviate at mostn® from thetrue
result. However, if theaggr@atorcheatsthe aggrgatorcancheat
arbitrarily aboutthe result. Therefore,in the restof the section,
we focusin designingprotocolswhereoncethe sensowvaluesare
committed,how we candetectcheatingfrom the aggreatorif the
aggr@atorcheatanorethancertainbounds.

Erglinetal. [12] giveaveryef cient protocolfor proving alower
boundonthe sizeof aset. While it is possibleto usetheir solution
in our contet, a directimplementatiorwould requireapplication
of PIR protocolg7, 18]. Thereasorfor thisrequirements thefact,
thatin the protocolproposedy Ergiin etal. it is essentiathatthe
prover doesnot know the positionsof randomlyselectecelements.
The applicationof PIR signi cantly increasethe communication
compleity of the solution— the currentlymostef cient PIR pro-
tocol [18] imposesanadditionalfactorof (log *n) peraccesof
asingleelement.

We proposeawo differentprotocolsfor estimatingche numberof
distinctelementsOur solutionsarebasedn algorithmsfor space-
ef cient approximatiorof thenumberof distinctelementsn adata
stream([4, 14, 1], and on a novel techniquefor randomselection
of the nodesof the network. In the following subsectionsve rst
describethe basictools usedin our constructionsthenwe present
the proposedrotocols,and nally we discusgheir applicationsn
estimationof the network size.

6.1 BasicTools

6.1.1 Space-Etient Estimationof the Number of
Distinct Elements

In the settingof computationon datastreamd-lajoletand Mar-
tin [14] proposech space-etient techniquefor estimationof the
numberof distinctelementsn a stream. The key ideais to pick
arandomhashfunctionh : [m] ! [0:::1], applyit to all the
elementsa; andkeepthevaluev = min{_; h(a). Finally, the
numberof distinctelementss estimatecy thevalue °= 1=v.

Alon et al. [1] have shavn thatin this algorithm pairwisein-
dependenhashfunctionsaresufcient to achieve with probability
2=c an estimate ° satisfying =c O ¢ ,foranyc> 2
Bar-Yossefet al. [4] furtherimproved this methodand presented
a("; )-approximationfor . Thebasicideafor theimprovement

is to maintainseveral (t = O(1="%)) elementsa; onwhich aran-

domly picked hashfunction h evaluatesto the t smallestvalues.
This signi cantly improvesthe accurag for the costof increased
spacecompleity.

6.1.2 RandontSelectiornf a Node

The secondbasictool neededn our constructionss a method
for a selectionof a node(sensor)at random.Notethatevenif the
homesener hasa list of IDs of thesensomodesin the network, a
mereselectionof anodefrom thelist uniformly atrandomdoesnot
solwve the problem— the aggregator might be corruptedanddery
contactto the picked sensoiby claimingthatthe picked nodedoes
notrespondln suchacasethehomesener hasnoway of deciding
whatis faulty, thesensoior theaggreator

We proposea nev mechanisnwhich enableshehomesenerto
performarandomsamplingin the sensometwork anddoesnt suf-
fer from the above dravback. The mainideaof the proposedran-
domSamplerocedurds asfollows. Thehomesener picksa ran-
domhashfunctionh andsendst to theaggregator Theaggreator
is thensupposedo broadcash with the samplingrequest.Each
sensomodethencomputeghe hashvalueof its ID andthecurrent
time interval. Thenthe whole network performsa MIN-discovery
protocolto discover the nodewith the smallesthashvalue. If a
corruptedsensomodehappengo have the smallesthashvalue, it
could choosenot to reportits own value. However, a corrupted
sensorcannotreportary fake value,sincethe valueto bereported
by eachsensoiis uniquelydeterminecby h, the ID of the sensor
andthe currenttime interval. Moreover, if the smallesthashvalue
is computedby an uncorruptedsensornode, the attacler cannot
stoptheuncorruptedensonodeto becomehewinnerandbedis-
coveredandreportedbackto the homesener. Thus,becausearny
uncorruptedsensomode has equal probability of computingthe
smalleshashvalue,this methodenablegshe homesenerto sample
uniformly atrandomfrom the uncorruptedsensomnodes.

COROLLARY 1. Underassumption®f Theoem3, with h de-
notinga functionpickeduniformlyat randomfroma family of pair-
wiseindependentashfunctions theprocedue RandomSamplé(
satis es

(1) If all thesensos andtheaggregator follow the protocolthen
thehomeserverAccEePTs.

(2) If the homeserver ACCEPTS, thenwith probability at least
(@ "), for every honestsensomodesS, the probability of
picking S asthesampleis within 1=n and1=(n(1 ")).

This randomsamplingtechniquehasmary applications.In par
ticular, asshavn belaw, it is very usefulfor countingdistinct ele-
mentsandcomputingthe network size.

6.2 Method I: Counting Distinct Elementsby
Distrib uted MIN-Computation

The describedapproachto the estimationof the numberof dis-
tinct elementsn adatastreancanbeviewedasaproces®f nding
aminimum,in which the samecomputations performedfor each
element: computethe hash-alue andsave it if it is smallerthan
the currentminimum. This obsenrationimmediatelysuggestshat
the algorithmfor the datastream[1] canbe easilyimplementedn
a distributedway and reducedto the problemof nding the min-
imum. First the homestationpicks at randoma hashfunctionh
from anappropriatdamily, andthroughthe aggreyatorannounces
h to eachsensor Eachsensoilocally computeshe hashvalue of



its elementandthenparticipatesn a protocolfor nding the min-
imum hashvalue(cf. Section5).

If we wantto improve the accurayg, we canimplementthe al-
gorithmfrom [4], by keepingt smallesthashvaluesinsteadof just
the single minimum. However, this improvementcomesat a cost
of highercommunicatiorcompleity.

6.3 Method II: Proving Boundson the Num-
ber of Distinct Elements

The abore methodfor countingdistinctelementslependon the

randomselectionprocedurdrom Section6.1.2. In someapplica-

tionsthetrafc in thesensometwork neededy this selectionpro-

ceduremaybetoo high. In this sectiorwe presenalternatve, more

ef cient methoddor estimationof thenumberof distinctelements.

Theefciency gaincomesat the price of relaxed accurag guaran-
tees.In particular the presentednethodsyield approximationof

lower & upperboundsjnsteadof approximatiorof theactualnum-

ber of distinctelementsHowever, in a practicalsettingthis is not

a real disadantage— to get an accurateestimatewe requirethe
aggr@atorto prove matding lower & upperbounds.

The proposedalternatve approactto the countingof distinctel-
ementsis in the spirit of other protocolsproposedn this paper:
“aggregate-commit-pree”. Here the aggr@ator rst collectsall
the distinctvaluesreportedby the sensorsandsubsequentlgom-
mitsto thecollectedvalues.

6.3.1 A LowerBoundonthe Numberof Distinct
Elements

At the beginning of the protocolfor estimatinga lower bound
on the numberof distinct elementsthe aggrgator A commitsto
the valuesreportedby the sensoraising a hash-treeconstruction.
A will thenrun an algorithmfor countingdistinct elementsin a
streamby Bar-Yossefet al. [4], usinghashfunctionsspeci ed by
thehomesenerB.

LetH = fhjh :[m]! [M]g, whereM = m?3, beafamily
of pairwiseindependenihashfunctions[26], suchthatany function
h 2 H hasashortdescription(O (k) bits). After A commitsto the
input, B computesan estimatefor a lower boundon  asfollows.
B picksatrandomahashfunctionh fromthefamily H andsendst
to A. ThenA computes(a;) foralli = 1:::n, andsendackto
B t elementgfor appropriatelychosert), on which h evaluatesto
thet smallestalues.ThenB checkghecorrectnessf thereceved
elementandcomputesanestimateof as 0= tM =v, wherev is
thet-th smallestvalueto which h mapstherecevedelements.

Bar-Yossefetal. [4] shav thatwith high probability °is agood
approximationof the numberof distinctelements.We canfurther
amplify theaccurag by repeatingheprotocol” timesandestimat-
ing with with themedianof the" resultingestimators Oevee: 0
A pseudo-codédescriptionof theentireprotocolis givenbelaw.

procedure DistinctLowerBound{, m, ", *):

t ;= d96="2e

M = m?3

forj = 1:::"do
pick h; 2r H
senddescriptionof h; to A
requestt elementsa; onwhichh; evaluatego thet smallest
values
letv bethet-th smallestsuchvalue
set )= tM=v

return °= mediaf %;:::; 9)

Note thatin the protocol B hasno meansto checkthat A has
evaluatedthe hashfunction on all the elements,and that the re-
portedelementsevaluateindeedto the t smallestvalues. This is
areasonwhy the describedorotocolyields only alower boundon

, hotanestimateof . A maliciousaggr@atorA canomit some
elementspr reportelementsvhich evaluateto largervalues.How-
ever, suchcheatingresultsin anestimate Osmallerthan , andso

O will bestill avalid estimateof alower bound.

THEOREM 4. Procedue DistinctLoverBoundg, m, ", °) re-
questsO("  1="2) elementsy andreturnsa value °which with
probability atleastl (1=6) =% satises ° (1+") .

6.3.2 An Upper Bound on the Numberof Distinct
Elements

Considerthe following sampling-basedest: First A commits
to themulti-setS of all the elementsandadditionallyto a subset
SP containingall distinctelementgwithout repetitions).A reports

9= jsY to B, andB veri es A's claim by checkingthatall the
distinctelementdrom S arepresenin S° In otherwords,thetest
checksthat °is anupperboundon . Thetestworksby random
sampling:theveri er B requestsandomelementrom S, andasks
A for anelementwith the samevaluepresenin S°

Now, dependingon anapplication,andin particularon theratio
of °to thetotal sizeof multi-setS, two differentapproachesan
beusedfor randomsamplingfrom S.

6.3.2.1 High Numberof Distinct Elements.

In the casewhenthe numberof distinctelementss a signi cant
fraction of the numberof all the elementsij.e., n=c for some
¢ 1, asimplesamplingthroughthe aggreatoris sufcient —
pick anodeatrandomwith uniform distribution over all nodes.

Note thatthis node-samplingroceduren this casels quite dif-
ferentfrom the onedescribedn Section6.1.2,andin particularis
muchmoreefcient. A pseudo-codeescriptionof the entirepro-
tocol basedn this simplesamplingis givenbelow.

procedure HighDistinctUpperBoundy, ", *):
fori=1:::"do
pickj 2r f1:::ng
requesta;
requestanelementrom S° equalto a;
if ary of therequestgailed then
return REJECT
return ACCEPT

THEOREM 5. Procedue HighDistinctUpperBoundt, ", )
requests elementandsatis es:

(1) if S° containsall the distinctelementgromtheinputthere-
sultis “ ACCEPT”.

(2 if °< (@ ") thenwith probability atleastl e "=°
the resultis “ REJECT”, assumingthat n=c for some
constantt 1.

Theorenb impliesthatby taking™ = c="we candetecttheating
with constantprobability Therefore,if with suchvalue of ~ we
repeathetestO(log 1= ) times,we getcon denceatleastl

Note thatthis methodyields a signi cantly betterestimatethan
theapproximatiorby samplingwith a“tri vial aggreyator’ A, which
only forwardsthemeasurementmllectedfrom thesensorselected
by B [9, 3].



6.3.2.2 LowNumberof Distinct Elements.

Whenthe numberof distinct elementds low in comparisorto
the total size of S the simple samplingwon't work, becausehe
omittedelementsotreportedn S° couldbeinfrequeniandsovery
hardto nd by sampling. However, a modestmodi cation of the
randomsamplingprotocolfrom Section6.1.2can x this problem:
eachnodereporta the hashvaluebasedon the valuemeasuredy
thenode,notonits ID. Thisresultsin adistribution uniformon dis-
tinct values not uniform on nodes In otherwords,differentnodes
with thesamemeasuredaluewill reportthesamehashvaluesand
by the propertiesof thehashfunction,eachmeasuredaluewill be
equallylikely to be the minimum. The pseudo-codef this sam-
pling approachs givenbelow.

procedure LowDistinctUpperBound( *):
fori=1:::"do
applyRandomSamplen measuedvalues
requestanelementrom S° equalto the sampledvalue
if ary of therequestdailed then
return REJECT
return ACCEPT

The following theoremcanbe proved analogouslyto the Theo-
rems.

THEOREM 6. Procedue LowDistinctUpperBound(, °) re-
quests elementandsatis es:

(1) if S containsall the distinctelementsromtheinputthere-
sultis “ ACCEPT”.

(2)if °< (1 ") thenwith probabilityatleastl e ~ the
resultis “ REJECT”.

6.4 Estimating the Network Size

It is clearthatthe problemof estimatingthe sizeof the network
is a specialcaseof countingthe distinctelements By assumption,
eachsensorhasa uniqueidenti er hencethe computationof the
sizeof the network is equivalentto countingof the numberof dis-
tinct elementsn the setof all sensoiidenti ers.

7. COMPUTING THE AVERAGE

In this sectionwe describenow to ef ciently andsecurelycom-
pute the averageof sensordata. The sensordatacan be sensor
measurementsuch as temperatureeadingor light intensity or
canbeinformationabouta sensomodesuchasthe remainingbat-
tery power or remainingstoragespace. Note that corruptedsen-
sorscanalwaysreportforgedvaluesandhencedeviate the aggre-
gationresultfrom the true result. However, assumingthat there
are at most n° corruptedsensorsand the differencebetweenthe
valid maximummeasurementalue andthe valid minimum mea-
surementvalue is at mostu, thenthe deviation causedy forged
valuesfrom thecorruptedsensorsvill beatmostun®=n wheren is
thesizeof thesensometwork. Onthe otherhand,if theaggreator
cheatswithout a goodsecuritymechanismthe aggrgationresult
may be arbitrarily far from thetrueresult. Therefore jn the restof
this section,we focuson designingprotocolsto ensurethatif the
aggr@atorcheatsnorethana certainbound,the homesener will
detectthe aggreators cheating.Below we describetwo different
protocolswith differentef ciency tradeofs for this purpose.

7.1 Computing the Averageby Counting Fre-
guencies

In this subsectionywe describehow to computethe averageby
countingfrequencieof the sensowvalues.We rst describea spe-
cial caseandthenshav thatthe specialcasecanbe generalizedo
thegenerakase.

In the specialcasewhenm n, or moregenerallywhenthe
rangeof the sensowaluesis smallin comparisorwith the size of
the sensometwork (e.g., poly-logarithmicin n), we canestimate
the averagequite accuratelyby taking a small sampleof all the
elementsandreturningthe averageof the sample. However, the
numberof the sampleseededo assuravith constanprobabilitya
goodestimatefor the averagedepend®n thethe underlyingdistri-
bution of thevalues,andin generais lower-boundedoy (1 ="2),
wherem" is thedesiredadditive errorbound[8, 3].

As in the caseof the computationof the median the nave sam-
pling only minimally usescapabilitiesof theaggreyator Below we
presentanalternatve methodfor computingthe average,n which
the aggregatoris moreinvolved. As we shall see,this approach,
which we call AverageByFequencyis in somecasessigni cantly
moreef cient.

Firsttheaggr@atorA collectsall the(value,ID)-pairs(ai; 1 D;)
andcommitsto them. ThenA computesan averagea andreports
it to B. In orderto prove the correctnessf a, A sortsall the pairs
usingthe value asthe main sortingkey andthe nodelD asa sec-
ondarysortingkey, andcommitsalsoto the sortedsequenceThen
B testswhetherthetwo committedsequencesontainthe sameele-
mentsby usingsampling.If thetestcompletesuccessfullyA sends
to B the occurrence-countfr eachvaluel:::m. A veries the
correctnessf the countsby deriving from themthepositionsin the
committedsortedsequenceandcheckthe valuesin the committed
sortedsequencarewell sortedusingthe methodSort-Check-

Il spotcheclerfrom[11]. If alsothischecksucceedsB computes
the averagedirectly from the occurrence-countgnd comparest
to a. Summarizingwe obtainthefollowing theorem.The Sort-
Check-1l  spotchecler performsO(1=") binarysearchesnthe
committedsequencéo ensurethatall but a" fraction of the ele-
mentsaresorted which resultsin O(log n=") samples.

THEOREM 7. Theprocedue AverageByFrequenaequests
O(log n=" + m) elementandsatis es:

ability  3=4 (for a suitablechoiceof constantparametes).

Note thatin mary scenariosve have typically log n 1=" —
in suchcaseghe proceduredverageByFequencyusessigni cantly
fewer sampleghanrandomsamplingto guaranteghe sameerror
bound.

For the generalcasewherem is large, we could split the range
[1; m] in intervals of exponentialscalewherethe i-th intenal is
[m=2":m=2" ']. And we can performa protocol similar to the
above for eachinterval and achieve a lower boundand an upper
boundfor theaverage.

7.2 Computing the Averageby Counting Dis-
tinct Elements
We canreducetheproblemof computingtheaverageo theprob-

lem of determiningthe numberof distinctelementsn a set[12].
Without lossof generality assumehatthe sensowaluesareinte-

gers. In particular considertheset = f(i;j)j1 i n;1
i @&g(if g = Othentherewill noj suchthat(i; j) 2 . Thus,
containnly distinctelementandthecardinalityof —equalgo



>, ai. By usingourprotocolfor countingthenumberof distinct
elementsn Section6, we could obtaina protocolto computethe
average Notethatthecommunicatioref ciency for theprotocolto
computethe averageis the sameasthe communicatioref ciency
for the protocolto computethe numberof distinctelements.

8. FORWARD SECUREAUTHENTICA TION

Considetthechallengeof securelyqueryingpastdata.For exam-
ple,aninnocuouseventin thepastthatlaterbecamenterestingand
we may still wantto placea queryon thatevent. We could usethe
samemechanismsve proposedn previous sectiongo run queries
on pastdata. However, we needto solve someadditionalsecurity
issuedo securelyquerypastdata.In particular if a sensoiis com-
promisedat a certaintime, the attacler shouldnot be ableto alter

the datacollectedin the pastbeforethe sensomwascompromised.

We call this propertyforward secue authentication We propose
anef cient mechanismo enableforward secureauthentication.

As we describedefore,eachsensosharesa key with thehome
station. We assumethat eachsensomode and the home station
arelooselytime synchronizegndthetime is dividedinto constant
time intenals. The length of the time intenal canbe minutesor
hoursdependingon the securityrequirements.To enableforward
secureauthenticationgeachsensorpdatests key sharedwith the
homestationat the beginning of eachtime interval usinga one-
way functionandusesheupdatedkey to computethe MAC onthe
sensingdataduringthattimeintenal.* Thus,evenwhenanattacler
compromiseshesensonodein alatertime intenal, becausef the
propertyof theone-way function,theattacleris unableto compute
the MAC key for the previoustime internval, andhencewill notbe
ableto alterthe sensinglatafor previoustime intervals.

A challengeof this approachis on how to efciently storethe
pastdataandauthenticatqraswell asthechallengehattheveri er
eitherneedsto computemary one-way functionsfor deriving the
currentkey of anodeor thatthe veri er needso storeonekey per
node.

Similartechnique$iave beenusedto achieve forwardsecureen-

cryption[6].

9. DISCUSSION: SECURE
HIERARCHICAL AGGREGATION

If the sensometwork is too large, thenone aggrgatormay not
be capableo handlethewhole network. In this casewe mayneed
to usea hierarchicalaggrgatorto enablethe aggregation. Some
functions supporthierarchicalaggregation such as the Min/Max
andaveragecomputationwhereeachaggregatorcanaggrgatein-
formationfor a subsebf the nodesin the sensometwork andthen
the information of the aggr@atorscan be aggrgyatedto compute
the nal result. However, someotherfunctionssuchascomputing
the medianmay not supporthierarchicalaggregationin the tradi-
tionalway suchasin [21]. However, if we allow eachaggregatorto
performrandomsamplingover the entirenetwork, thenthe median
could be computedasthe medianof the medianscomputedoy the
aggreators.

In the caseof hierarchicalaggregation, we could use our ap-
proachego ensurethe securityof eachstepof the aggr@ationor
checkthe stepsprobabilistically

We alsoplanto investigateothertypesof aggrgationfunctions
andseehow to securethem.

4A one-vayfunctionf is afunctionthatit is easyto computef (x)
givenx, butit is dif cult to computeapreimagex suchthatf (x) =

y giveny.

10. CONCLUSION

It is achallengingaskto securelyaggregateinformationin large
sensometworks whenthe aggrgatorsand somesensoranay be
malicious.We proposehe aggregate-commit-pove framework for
designingsecuredataaggreation protocols(Section3). We pro-
poseconcreteprotocolswithin this framewvork for securelycom-
puting the median(Section4), securely nding the minimum and
maximumvalues(Section5), securelyestimating(counting)the
numberof distinctelementgandthe network size)(Section6), and
securelycomputingthe averageof measurementSection7). Our
protocolsrequire only sublinearcommunicationbetweenthe ag-
gregatorandthe user We also proposethe approachof forward
secue authenticationto ensurethatevenif anattacler corruptsa
sensomodeat a pointin time, it will not be ableto changeary
previous readingsthe sensorhasrecordedocally. To the bestof
our knowvledge,our protocolsarethe rst onesthatcanhandlethe
problemthat the aggreyator and/orthe sensomodesmay be ma-
licious. We anticipatethat our paperintroducesthe problem of
secureinformationaggregationto the communityand encourages
otherresearcherto considetthisimportantproblem.
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APPENDIX
A. PROOFS

Proof. (Theoreml) Let X+ be arandomvariabledenotingthe po-
sition of themedianreturnedby thealgorithmusing™ samplesWe

wantto shawv that

PrjX- n=2j>™"] e 2":
First notethatby symmetrywe have
PrjX- n=2j>"n] =
= Pr[(X- n=2)>"n]+ Pr[(n=2 X:)>"n]
2Pr[(X- n=2)>"n]:

Now, theeventthat(X- n=2) > "n is equialentto theeventthat
morethan’=2 of the samplecelementhave positionsgreaterthan
n=2+ "n. Letfori = 1:::7,Y; denotearandomvariableequalto
1if thei-th samplehaspositiongreatethann=2+ "n, andequalto
0 otherwise.Sincewe samplewith uniform distribution, we have

Priyi=1] = 1=2 "
PriYi=0] = 1=2+"
LetS = Z;Zl Yi. Clearly E[S'] = =2 ™. By theabove
argumentwe get
Pri((X- n=2)>"n] = Pr[S > '=2]
= Pr[s > E[S]+ ™]
e o2

wherethelastinequalityfollows from Hoeffding bound. [

Proof. (Theoren?) Thenumberof requeststunningtimeandprop-
erty (1) follow immediately For property(2), noticethatif jp
n=2j > "n, thenthereareat least"n valuesof j, which yield
REJECT. Hencewith probabilityatmost(1 ")~  1=ethefor-
loop completeswithout rejection, i.e., the algorithm rejectswith
probabilityatleastl 1=e O

Proof. (Theoremd) First,andconsidethespecialkcasevhen™ = 1.
Bar-Yossefet al. [4] boundthe probability thatthe estimate 9 is
signi cantly largerthan :

Prf>@+") ]<

For® > 1, themedianof * values 9::::: ° exceedsthe bound
(1 + ") if atleasthalf of theestimategxceedthe bound,hence

=2
Pr [mediarfy;:::;y:) > (1+ ") ]< (%) :

andtheclaimfollows. [

Proof. (Theorem5) Claim (1) is obvious: if all distinct elements
arepresentin S° the prover A will alwaysbe ableto returnre-
questecelements For claim (2) noticethatif °< (1 ") , then
thereareatleast" elementdn S which detectcheatingandlead
to “REJECT”. By assumption" "n=c for somec 1, so
the probabilitythata singlesampledetectscheatings at least'=c.

Thereforetheprobabilityof returning* ACCEPT” after” sampless

atmost(l "=c) e ~°,whichimpliestheclaim. O



