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ABSTRACT
Sensornetworkspromiseviablesolutionstomany monitoringprob-
lems.However, thepracticaldeploymentof sensornetworksfaces
many challengesimposedby real-world demands.Sensornodes
oftenhave limited computationandcommunicationresourcesand
battery power. Moreover, in many applicationssensorsare de-
ployedin openenvironments,andhencearevulnerableto physical
attacks,potentiallycompromisingthesensor's cryptographickeys.

Oneof thebasicandindispensablefunctionalitiesof sensornet-
worksis theability to answerqueriesover thedataacquiredby the
sensors.Theresourceconstraintsandsecurityissuesmake design-
ing mechanismsfor information aggregation in large sensornet-
worksparticularlychallenging.

In thispaper, weproposeanovel framework for secureinforma-
tion aggregationin largesensornetworks. In ourframework certain
nodesin the sensornetwork, calledaggregators,help aggregating
informationrequestedby a query, which substantiallyreducesthe
communicationoverhead.By constructingef�cient randomsam-
pling mechanismsand interactive proofs, we enablethe user to
verify that the answergiven by the aggregator is a goodapproxi-
mationof thetruevalueevenwhentheaggregatoranda fractionof
the sensornodesarecorrupted.In particular, we presentef�cient
protocolsfor securecomputationof themedianandtheaverageof
the measurements,for the estimationof the network size,andfor
�nding theminimumandmaximumsensorreading.Our protocols
requireonly sublinearcommunicationbetweentheaggregatorand
the user. To the bestof our knowledge,this paperis the �rst on
secureinformationaggregationin sensornetworksthatcanhandle
a maliciousaggregatorandsensornodes.
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1. INTRODUCTION
Sensornetworks arebecomingincreasinglypopularto provide

economicalsolutionsto many challengingproblemssuchasreal-
time traf�c monitoring,wild�re tracking,wildlife monitoring,or
building safetymonitoring. In sensornetworks, thousandsof sen-
sornodescollectively monitoranarea.Theselargesensornetworks
generatea substantialamountof data,yet the sensornodesoften
have limited resources,suchascomputationpower, memory, stor-
age,communication,and most importantly, batteryenergy. The
largescaleof sensornetworksandtheresourceconstraintsmake it
animportantchallengeto designanddevelopef�cient information
processingandaggregationtechniquesto make effective useof the
data. Given a query, it may be unnecessaryandinef�cient to re-
turn all raw datacollectedfrom eachsensor—instead,information
shouldbe processedandaggregatedwithin the network andonly
processedandaggregatedinformationis returned[13, 16]. In such
a setting,certainnodesin thesensornetwork, calledaggregators,
collecttheraw informationfrom thesensors,processit locally, and
reply to theaggregatequeriesof a remoteuser. However, informa-
tion aggregationin sensornetworksis madeevenmorechallenging
by thefact that thesensornodesandaggregatorsdeployed in hos-
tile environmentsmaybecompromiseddueto physicaltampering.
Therefore,theprocessingandaggregationmechanismsneedto be
resilientagainstattackswheretheaggregatoranda fractionof the
sensornodesmaybecompromised.

Previous work in dataaggregation assumesthat every nodeis
honest[21, 10,13,16], with theexceptionof [15] (cf. Sec.1.1). In
this paper, we addresstheproblemof how to enablesecure infor-
mationaggregation,suchthat the useracceptsthe datawith high
probability if the aggregatedresult is within a desiredbound,but
that theuserdetectscheatingwith high probabilityandrejectsthe
resultif it is outsideof thebound.

An attacker canperforma widevarietyof attacks.For example,
oncetheattacker compromisedthebasestationor theaggregators,



the attacker could performa denial-of-serviceattackandstopre-
spondingto any queries. Sincewe assumethat a compromised
nodeis underthe full control of the attacker, thereis nothing to
prevent theattacker from mountingsuchdenial-of-serviceattacks.
However, in this paperwe focuson anothertypeof attackthatwe
call stealthyattack. In a stealthyattack,the attacker's goal is to
make the useracceptfalseaggregation results,which aresigni�-
cantly different from the true resultsdeterminedby the measured
values,while notbeingdetectedby theuser. In particular, wewant
to guaranteethat if the useracceptsa reportedaggregation result
from theaggregators,thenthereportedresultis “close” to thetrue
aggregationvaluewith high probability;otherwise,if thereported
valueis signi�cantly differentfrom thetruevaluedueto themisbe-
havior of thecompromisedaggregatorsand/orthesensors,theuser
will detectthecorruptionandrejectthereportedaggregationresult
with high probability. We stressthat in the consideredmodelthe
corruptedsensorsandaggregatorsmay deviate from the protocol
in anarbitrarily maliciousway, andour goal is to prevent theuser
from acceptingincorrectresults.

More precisely, we proposetheapproachof aggregate-commit-
prove: in our setting,theaggregatorsnot only performtheaggre-
gationtasks,but alsoprovethatthey performthesetaskscorrectly.
Speci�cally, to preventtheaggregatorsfrom cheating,weusecryp-
tographictechniquesof commitments, andconstructef�cient ran-
dom samplingmechanismsand interactive proofs, which enable
theuserto verify thattheanswergivenby theaggregatorsis agood
approximationof the truevalueevenwhentheaggregatorsand/or
a fractionof thesensornodesmaybecorrupted.

In this paperwe presentthefollowing contributions:

� We introducetheproblemof secure informationaggregation
in sensornetworks, analyzethe attackmodel and security
requirements.

� We proposethe aggregate-commit-prove framework for de-
signingsecureinformationaggregationprotocols(Section3).

� We put forward concreteprotocolsfor securelycomputing
the median(Section4), securely�nding the minimum and
maximumvalues(Section5), securelyestimating(counting)
thenumberof distinctelements(andthenetwork size)(Sec-
tion 6),andsecurelycomputingtheaverageof measurements
(Section7). Our protocolsrequireonly sublinearcommuni-
cationoverheadbetweentheaggregatorandtheuser.

� We proposethe approachof forward secure authentication
to ensurethat even if an attacker corruptsa sensornodeat
a point in time, it will not be able to changeany previous
readingsthesensorhasrecordedlocally (Section8).

1.1 Relatedwork
Previous work in sensornetwork dataaggregation hasmainly

focusedon how to aggregateinformationassumingevery nodeis
honest[21, 10,13,16]. Hu andEvanshave studiedtheproblemof
informationaggregationif onenodeis compromised[15], but their
protocol may be vulnerableif a parentand a child nodein their
hierarchyarecompromised.

Ergün et al. [12] studiedtheproblemof approximateinteractive
proofs, wherea prover (the aggregator) proves to a veri�er (the
homeserver) that the input datahassomeproperty. However, in
their model both the prover and the veri�er can accessthe input
data,andthe taskof theprover is to assisttheveri�er , so that the
veri�er doesn't have to readthe entireinput. Someof their solu-
tionscanbeimplementeddirectly in our modelby simulatingver-
i�er' s accessto the input: whenever veri�er shouldreada part of

the input, heaskstheprover to deliver thedesiredpart. However,
in many casesthe locationsof the desiredpartsshouldbe hidden
from theprover, henceamoreexpensivesimulationis needed,e.g.,
usinga privateinformationretrieval protocol[7, 18].

2. PROBLEM STATEMENT: SECURE
INFORMA TION AGGREGATION

2.1 Problem Setting
We considerthesettingwherea largenumberof sensorsarede-

ployed in someareadistantfrom a homeserver. Sensorsperform
measurementsand the homeserver would like to querystatistics
of themeasuredvalues.However, sensorsareusuallysimple,low-
powereddeviceswhich cancommunicateonly within small range
of their location,andso they cannotreport the measurementsdi-
rectly to thedistanthomeserver [17]. Thus,a resources-enhanced
basestation is often usedas an intermediarybetweenthe home
server andthesensornodes.

We assumethatcertainnodesin thenetwork would performthe
aggregationtask. In therestof thepaper, we referto thenodethat
performsthe aggregationtasktheaggregator. Thebasestationis
a naturalcandidateto performthe aggregationtask,dueto its en-
hancedcomputationandcommunicationpower. However, theissue
of decidingwhich nodesaretheaggregatorsis out of thescopeof
this paperandwe simplyassumethatthereexist someaggregators
in the network at a given time. Moreover, somesensornetworks
may have multiple aggregators(For example,in TAG [21], each
non-leafnodeis anaggregator).For simplicity, in mostof this pa-
per, weonly considerthecaseof asingleaggregator. Nevertheless,
our techniquescanbeextendedto multiple aggregators,aswe dis-
cussin Section9.

2.2 KeySetupAnd Communication Model
We assumethat eachsensorhasa uniqueidenti�er andshares

a separatesecretcryptographickey with thehomeserver andwith
theaggregator[25]. Thekeys enablemessageauthentication,and
encryptionif datacon�dentiality is required. Note that the home
serverandtheaggregatordonotneedto storeO(n) keys[25] — in-
steadeachof themstoressimplyamasterkey K B andK A (for the
homeserverandtheaggregator, respectively),andeachsensornode
storesthesharedkeysMA CK B (nodeID) andMA CK A (nodeID),
whereMA C is a securemessageauthenticationcodethat is used
hereasa pseudo-randomfunction. A speci�c secureinstantiation
of MA C is the HMAC constructionby Bellareet al. [5]. Thus,
givena nodeID, thehomeserver (or theaggregator)cancompute
its sharedkey with the sensornodeby using its masterkey and
henceauthenticatethesensornode's message.

Sincesomesensorsmaybecorrupted(cf. Section2.3), thenet-
work may becomepartitionedby the corruptedsensors,in which
casesomeuncorruptedsensorsareableto communicatewith each
otherand/orwith theaggregatoronly via routesthroughcorrupted
sensors.When this happens,the corruptedsensorscould always
play a denial-of-serviceattackandcut off the communicationbe-
tween two partitionedsensornetworks and simply claim to one
partition that the otherpartition is not reachable.In sucha case
anaggregatormayat bestbeableto computeaggregatedinforma-
tion for onepartition.Therefore,for simplicity, weassumethatthe
uncorruptedsensorsform a connectedcomponentcontainingthe
aggregator, meaningthat thesetof uncorruptedsensorscanreach
eachothervia pathscomposedof only uncorruptedsensors.

We furthermoreassumethat the homeserver and basestation
have a mechanismto broadcastauthenticmessages(e.g.queries)



into thenetwork, suchthateachsensornodecanverify theauthen-
ticity of themessage,for exampleusingtheTESLA broadcastau-
thenticationprotocol[24, 25].

2.3 Attack Model And Security Goals
We considera setting with a polynomially boundedattacker,

which cancorruptsomeof the sensorsaswell as the aggregator.
Actionsof a corrupteddevice aretotally determinedby theadver-
sary. In particular, the adversarycanarbitrarily changethe mea-
suredvaluesreportedby a corruptedsensor. However, we assume
that the adversarycancorruptat mosta (small) fraction of all the
sensors.

An attacker canperforma wide variety of attacks. For exam-
ple, a corruptedaggregatorcould reportsomesigni�cantly biased
or �cti ve values(possiblytotally independentof themeasuredval-
ues),insteadof therealaggregates,andsoprovide thehomeserver
with falseinformation.Sincein many applicationstheinformation
receivedby thehomeserver providesa basisfor critical decisions,
falseinformationcould have catastrophicimplications. However,
we do not want to limit ourselves to just a few speci�c selected
adversarialstrategies. Instead,we assumethat the adversarycan
misbehave in any arbitrary way, and the only limitations we put
ontheadversaryareits computationalresources(polynomialin the
securityparameter)and the fraction of nodesthat it can corrupt.
In particular, we assumethe Byzantinefault model [20] wherea
compromisednodeis underthefull controlof theattacker.

In thissetting,we focusonstealthyattacks, wheretheattacker's
goal is to make the homeserver acceptfalseaggregation results,
whicharesigni�cantly differentfrom thetrueresultsdeterminedby
themeasuredvalues,while not beingdetectedby thehomeserver.
In this context, denial-of-serviceattackssuchasnot respondingto
queriesclearlyindicatesto thehomeserverthatsomethingis wrong
andthereforeis nota stealthyattack.

Our securitygoal is to prevent stealthyattacks. In particular,
we want to guaranteethat if the homeserver acceptsa reported
aggregationresultfrom theaggregators,thenthereportedresultis
“close” to the trueaggregationvaluewith high probability; other-
wise, if the reportedvalue is signi�cantly different from the true
valuedueto the misbehavior of the corruptedaggregatorsand/or
the sensors,the homeserver will detectthe corruptionandreject
thereportedaggregationresultwith high probability.

2.4 Ef�ciency vs.Accuracy Tradeoff
Theproblemsdiscussedin thispaperhaveastraightforward(but

unfortunatelyvery inef�cient) solution:theaggregatorforwardsto
thehomeserver all dataandauthenticationinformationfrom each
sensor. Givenall thedata,thehomeserver canverify authenticity
of eachdataitem,andanswerall thestatisticalquerieslocally.

However, weassumethatthecommunicationbetweentheaggre-
gatorandthehomeserver is expensive,hencethetrivial solutionof
sendingall the datais very inef�cient, andour goal is to reduce
theamountof communicationbetweenthe theaggregatorandthe
homeserver. On theotherhand,communicatingjust the resultof
a queryis in many cases(e.g.,for count,min/max,average,or me-
dian queries)very ef�cient, but it doesnot give the guaranteeof
correctness.Moreover, for all the problemsstudiedin this paper
wecanshow thatin orderto prove thatthereportedaggregationre-
sult is exact(with zeroprobabilityof error),we needat leastlinear
communicationcomplexity (linearin thesizeof thenetwork), i.e.,
we cannotdo muchbetterthansendingall the datato the aggre-
gator. If we arewilling to accept(a small)non-zeroprobabilityof
error, thentheoreticallygeneralmethodsbasedon PCPtechniques
couldbeapplied[2, 19]. However, suchmethodswouldbevery in-

ef�cient in practice.Hence,in orderto achieve practicalsublinear
communicationcomplexity, we needto relaxtheaccuracy require-
mentsandacceptapproximative results.

Dependingon the function f beingcomputedby the aggrega-
tor, variousnotionsof approximationsareuseful.Let f bea func-
tion of a1; : : : ; an into realnumbers,andlet y = f (a1; : : : ; an ).
We saythat ~y is a multiplicative" -approximationof y (or just " -
approximation) if (1 � " )y � ~y � (1 + " )y. We saythat ~y is an
additive" -approximationof y if y � " � ~y � y + " .

Thedifferencebetweeny and~y canbecausedby variousfactors:

(1) Somesensorsmaybecompromisedandreportwrongvalues
thatwill affect theaggregationresult. If a corruptedsensor
simply reportsa wrong value,1 it may be dif�cult to detect
the misbehavior sincesucha detectionmay requireappli-
cation/semanticsspeci�c knowledge. However, depending
on theaggregationfunction,assumingthatat mosta certain
numberof sensorsare compromised,we can calculatethe
boundon how muchdeviation from the correctresultthese
corruptedsensorscancause.

(2) In somescenarios,whentheaggregatorusessamplingtech-
niquesto calculatetheaggregationresult,thesamplingtech-
niquewill introducesomeestimationerror. We canbound
theestimationerrorby adjustingthenumberof requiredsam-
ples.

(3) Theaggregatormay be compromised,andmay try to cheat
by reporting wrong aggregation values. Without security
mechanisms,a corruptedaggregatorcanlie abouttheaggre-
gationresultandreportwrongvaluesthatarevery far from
thetrueresult.

Becausetheerrorscausedby theabovethreefactorscanbeupper
boundedadditively, andcomputingtheboundsfor factors(1) and
(2) is relatively straightforward,in therestof thepaperwe mainly
focuson describingnew techniquespreventing the attacksof the
third kind (corruptedaggregator)andcomputethe corresponding
bounds. In particular, we proposeef�cient interactive proofs for
veri�cation of theaccuracy of theresultsreportedby theaggrega-
tor.

In addition to the approximationerror " , which describesthe
qualityof areportedresult,wealsouseaparameter� , whichupper
boundstheprobabilityof not detectinga cheatingaggregator(i.e.,
an aggregator reportinga result not within " bounds). Formally,
we call sucha protocolan ("; � )-approximation, meaningthat the
protocol�nds an" -approximationwith probabilityat least1 � � ,
andrunsin time polynomialin 1=" and1=(1 � � ). As long as� is
boundedawayfrom 1 by someconstantfraction,theactualvalueof
� is not essential,sinceby repeatinga protocolO(log 1=� ) times,
we canmake the probability arbitrarily small of beingeffectively
cheated,assumingtheindependenceof eachtrial.

2.5 Notation and Conventions
In theremainderof this paper, n denotesthenumberof sensors,

S1; : : : ; Sn , A denotestheaggregator, andB thehomeserver. We
considerscenarioswherethe valuesmeasuredby the sensorsare
from sometotally orderedset,andwe denoteby ai the valuere-
portedby sensorSi . In fact,without lossof generality, we assume
thatthevaluesai areintegersfrom [m] = f 1; : : : ; mg.

For the complexity analysis,we assumethat eachelementand
eachhashvaluecanbe accessedin 1 step,andsendingit costs1

1However, afaultyvaluewith acorrectauthenticationtag,sincewe
assumethatnodecompromisealsoresultsin key compromise.
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Figure 1: Merkle hash tr ee used to commit to a setof values.
The aggregator constructsthe Merkle hash tree over the sen-
sor measurementsm0; : : : ; m7. To lower the size of veri�ca-
tion information, the aggregator �rst hashesthe measurements
with a cryptographichash function, e.g., v3;0 = H (m0), as-
suming that the size of the hashis smaller than the size of the
data. To constructthe Merkle hashtree, eachinternal value of
the Merkle hashtree is derived from its two child nodes:vi;j =
H (vi +1;2j jj vi +1;2j +1). The Merkle hashtreeis a commitment
to all the leaf nodes,and given the authenticroot node v0;0, a
veri�er can authenticateany leaf value by verifying that the leaf
value is usedto derive the root node. For example, to authen-
ticate the measurementm5, the aggregator sendsm5 alongwith
v3;4; v2;3; v1;0, andm5 is authenticif thefollowing equalityholds:
v0;0 = H (v1;0 jj H (H (v3;4 jj H (m5)) jj v2;3)) .

unit of communication.Also, we assumethat eachcomputinga
hashvaluecanbedonein O(1) steps.Assumingthatall measure-
mentsmay be different, in “real life” eachelementis actuallyat
leastdlog me bits long.

Finally, weassumethattheveri�er knows thenumberof sensors
reportingthe measurements(or a goodestimateof this number).
This numbercanbe given asa systemparameter, or canbe esti-
matedusingour securecountingprotocol, which we describein
Section6.

3. OUR GENERAL APPROACH:
AGGREGATE­COMMIT ­PROVE

We proposea new approach,which we call aggregate-commit-
prove: aggregatorshelp computingaggregation of sensornodes'
raw dataandreplyto thehomeserverwith theaggregationresultto-
getherwith acommitmentto thecollectionof data;thehomeserver
andthe aggregatorsthenperformef�cient interactiveproofssuch
that the homeserver will be able to verify the correctnessof the
results(or detectcheatingwith high probability).

We show thatsuchanapproachimprovesbothsecurityandef�-
ciency. By letting theaggregatorperformtheaggregation,theraw
datadoesnot needto be sentback to the homeserver but only
theaggregationresulttogetherwith a (small)proof of correctness
is transferedover theexpensive long-distancecommunicationlink.
By engagingwith theaggregatorin aninteractive proof phase,the
homeserver will detectwith high probability if the aggregatoror
somesensornodesarecheating.

More precisely, the solutionsproposedin this paperconsistof
threeparts:computationof theresult,committingto thecollected

dataandreportback the aggregation result,andproving the cor-
rectnessof theresult.

� In the�rst part,theaggregatorcollectsthedatafrom sensors
andlocally computestheaggregationresult.As wediscussin
Section2, eachsensorsharesakey with theaggregator, such
that the aggregatorcanverify the authenticityof eachsen-
sorreading(preventingsensorimpersonation,but not �a wed
datafrom a corruptsensor).

� In the secondpart, the aggregatorcommitsto the collected
data.Thecommitmentto theinput dataensuresthat theag-
gregatorusesthe dataprovidedby the sensors,andthat the
statementto beveri�ed by thehomeserveraboutthecorrect-
nessof computedresultsis meaningful. Oneef�cient way
of committing to the data is a Merkle hash-treeconstruc-
tion [22, 23]. In this construction,all the collecteddatais
placedat theleavesof thetree,andtheaggregatorthencom-
putesa binary hashtreestartingfrom the leaf nodes:each
internalnodein thehashtreeis computedasthehashvalue
of theconcatenationof thetwo child nodes.Theroot of the
treeis calledthecommitmentof thecollecteddata.Because
the hashfunction in useis collision resistant,oncethe ag-
gregatorcommitsto the collectedvalues,he cannotchange
any of thecollectedvalues.Figure1 givesan exampleof a
Merklehashtree.

� In thethird part,theaggregatorandthehomeserver engage
in a protocolin which theaggregatorcommunicatestheag-
gregationresultandthecommitmentto theserverandproves
to theserver thatthereportedresultsarecorrectusinginter-
activeproofprotocols.Theinteractiveproofusuallycontains
two steps:

1. The homeserver checksthat the committeddatais a
goodrepresentationof thetruedatavaluesin thesensor
network.

2. The homeserver checksif the aggregator is cheating,
in thesensethat theaggregationresultis not (closeto)
the correctresultaggregatedfrom the committeddata
values.

Functions Covered in Our Framework: It follows immedi-
ately that any function approximableby naive uniform sampling
of the input valuescanbe approximatedsecurelyin the proposed
framework, sincethecombinationof commitmentswith authenti-
cationenablesreliableuniform sampling.However, aswe show in
the sequel,for someproblemsuniform samplingdoesnot yield a
goodapproximation,or is still tooexpensive in termsof communi-
cation. In suchcaseswe proposesolutionswhich aresigni�cantly
better than the uniform sampling. Our techniquesemploy more
involved actionsof the aggregatorand/orsamplingover specially
constructedprobabilityspaces.

4. COMPUTING THE MEDIAN
In this sectionwe studythe problemof computingthe median

of themeasuredvalues.Without lossof generalitywe assumethat
all valuesai aredistinct—if they arenot distinct, we canrun the
protocolon the (distinct) pairs(ai ; I D i ), whereI D i is a unique
identi�er of thei -th sensor.

Notethatthecorruptedsensornodescanalwaysforgetheir val-
uesandhencetry to deviate the aggregation result from the true
median. However, assumingthat thereare at most n0 corrupted



nodes,thecorruptednodescancausetheaggregatedmedianto de-
viate at most n0 from the true median. If the aggregator cheats,
without securitymechanismbuilt-in, theaggregatorcanreportar-
bitrary value back to the homeserver. Therefore,in the rest of
thesection,we focuson designingef�cient protocolsto detectthe
aggregator cheatingif the aggregator cheatsmore than a desired
bound.

As mentionedin the introduction,the problemcanbe trivially
solvedby sendingall themeasurementsto thehomeserver. How-
ever, this solution is very inef�cient in termsof communication
complexity. With the low-communicationrequirementin mind,
probablythemoststraightforwardapproachis to samplethemea-
surementsandusethemedianof thesampleasanestimateof the
truemedian.In thefollowing, we �rst analyzethisnaive approach,
andthenproposea moreef�cient solution. Note thatherewe as-
sumethat the userknows the approximatesizeof the sensornet-
work. This canbeachieved,for example,with a methodpresented
in Section6.

4.1 NaiveApproach: Median by Random
Sampling

Probablythe simplestmethodfor estimatingthe medianusing
sublinearcommunicationcomplexity is randomsampling:we take
arandomsampleof ` measuredvaluesandreturnthemedianof the
sampleasanapproximationof themedianof all themeasurements.

The computationalcostandcommunicationcomplexity of this
approachareclearlydeterminedby thenumberof samples(`) re-
quiredto achieve anestimatewhich with high probability is equal
to someelementwithin "n of theactualmedian.

THEOREM 1. The medianof a uniform sampleof ` out of n
elementsa1; : : : ; an with probability at least1 � (2=e2`" 2

) yields
an elementwhoseposition in the sortedsequencea1; : : : ; an is
within "n of n=2.

Theorem1 implies,thatin orderto achievewith probabilityclose
to 1 a " -approximationof themedianit is suf�cient to choosethe
sizeof samplè = O(1="2). However, Bar-Yossefet al. [3] show
that
(1 ="2) samplesarealsonecessaryfor an" -approximationof
themedian.

4.2 Our Approachfor Median
The naive samplingapproachpresentedin the previous section

makesonly minimal useof thecapabilitiesof theaggregatorA —
indeed,A only forwardsmessagesfrom thesensors,withoutdoing
any processing.

In this sectionwe considerthe interactive-proof approach,in
which A is moreinvolvedin thecomputationprocess.As we shell
see,this yieldssigni�cant savingsin thecommunicationcomplex-
ity.

As mentionedin thegeneralframework, werequirethatA com-
mits the measuredvaluesusinga hash-treeconstruction. In this
casewe additionallyrequirethat the sequenceof the valuescom-
mittedto is sorted.

In the interactive proof, B obtainsan allegedmedianamed and
veri�es its correctnessby checking(using two tests)that the se-
quencecommittedto indeedful�lls the requirements.More pre-
cisely, �rst B veri�es that the committedsequenceis sorted,that
all the elementsin the sequencearedistinct, and that all the ele-
mentscomefrom differentsensors.To achieve this, we needtwo
committedsequences,onesortedaccordingto the measuredval-
ues,and one sortedaccordingto the sensorids. We checkthat
both sequencesaresortedusingSort-Check-II spotchecker

from [11] with subsequentuniform samplingof pairs of neighbor-
ing elements(requiringO(log n=") andO(1=") samples,respec-
tively; cf. Section7.1). Finally we useadditionalO(1=") samples
to checkthatbothlists containthesameelements.Essentially, this
checkpicks randomelementsfrom onelist, andveri�es that they
arepresentin theotherlist [12].

In the secondtestB checksthat amed is (closeto) the median
of committedsequence.HereB pickselementsfrom randomposi-
tions2 in thecommittedsequence,andchecksthatelementspicked
from theleft half of thesequencearesmallerthanthereportedme-
dian,andelementsfrom the right half arelarger thanthemedian.
A pseudo-codedescriptionof this median-checkingtest is given
below.

procedureMedianCheck(n, amed, " ):
requestan= 2

if an= 2 6= amed then
return REJECT

for i = 1 : : : (1=") do
pick j 2 R f 1 : : : ng n f n=2g
requestaj

if j < n=2 and aj > amed then
return REJECT

if j > n=2 and aj < amed then
return REJECT

return ACCEPT

THEOREM 2. Procedure MedianCheck(n, amed, " ) requests
1=" elementsai , runs in timeO(t � 1="), where t is timerequired
to processa singlerequest,andsatis�es:

(1) if themeasurementssequenceis median-separatedandamed

is equalto an= 2, thentheresultis “ ACCEPT”

(2) if amed is notpresentin thesequence, or its positionp in the
sortedsequencesatis�es

jp � n=2j > "n ;

thenwith probability at least1 � 1=e > 1=2 the result is
“ REJECT”

Theorem2 togetherwith the complexity of the �rst test imply
thatby requestingin total only O(log n=") elementswecancheck
whetherthe reportedvalue is an " -approximationof the median,
andat thesametime guaranteea constantprobabilityof detecting
a cheatingaggregator. In many scenarioswe have log n � 1=",
andin suchcasestheproposedprocedureusessigni�cantly fewer
samplesthanrandomsamplingto guaranteethesameerrorbound.

Clearly, using the sametechniqueswe can computewith low
communicationcomplexity not only themedian,but alsoarbitrary
quantiles.

5. SECURECOMPUTATION OF MIN/MAX
Theproblemof �nding theminimum(or themaximum)valueof

themeasurementsis afundamentaltaskin monitoringapplications,
and protocolsfor solving it are useful not only as a stand-alone
primitivesbut alsoasa subprotocolfor morecomplex aggregates.
In this section,we describea securemin-discovery protocol that
enablesthehomeserver to �nd theminimumof thevaluesreported
2In fact,thissecondtestcanusethesamplesfrom the�rst test.We
describebothtestsseparatelyfor bettermodularity.



by thesensors.Thenin Section6 weshow anexampleapplication,
namelyhow we useour securemin-discovery protocolasa build-
ing block to enablerandomselectionof a nodein thenetwork and
securecountingthenumberof distinctelementsandestimatingthe
network size.

Recall that in our settingsomesensorsmay be corrupted,and
a corruptedsensorcould always report a forged value which is
smallerthanthe smallesttrue value,which in generalrendersthe
problemof �nding the minimum value meaningless.Therefore,
herewefocusonthescenarioswhereeitheracorruptedsensorcan-
not lie aboutits value,or it is not in theinterestof theadversaryto
report smallervalues. As an examplefor the �rst case,consider
the situation3 were the input value to be usedby eachsensoris
a MAC of the currenttime interval using its key sharedwith the
homeserver, andthehomeserver is interestedin �nding outwhich
sensorhasthesmallestsuchMAC value. Note thatassumingthat
thecurrenttime interval is well-de�ned andeachsensorhasa reli-
ableway to determinethecurrenttime interval, a corruptedsensor
cannotmanipulateits own MAC value. An examplefor the sec-
ond caseis a scenariowherethe adversarytries to hide the mere
existenceof smallmeasuredvalues.

Following the“aggregate-commit-prove” method,in the�rst step
eachnodeauthenticatesits input valueandsendsit to theaggrega-
tor, which computestheminimumvalueandcommitsto thesetof
valuesreportedby the sensornodes. Without securityconsidera-
tions,we couldthensimply have theaggregatorto reportthecom-
putedminimumvaluebackto thehomeserver. However, this ap-
proachis insecurebecausetheaggregatorcanfor examplehidethe
smallestvalueandnot report it. Using the methodfor computing
quantilesasdescribedin Section4, we couldensurethatthevalue
theaggregatorreportedis amongthe"n smallestwith high proba-
bility. Below we proposea new protocol,FindMin, for �nding the
minimumvalue,which achievesa betterbound.Assumingthatan
uncorruptedsensornodeholdstheminimumvaluein thecommit-
tedvaluesmentionedabove, theFindMin protocolwill enablethe
homeserver to �nd the minimum value in the committedvalues
with high probability. Zhao et. al. proposeda similar tree-based
approachfor computingMin/Max value althoughtheir approach
assumesnodeswell behave anddoesnot consideradverserialat-
tacks[27].

5.1 The FindMin Protocol
The protocolworks by �rst constructinga spanningtreein the

network of sensors,suchthat the root of the treeholdsthe mini-
mumelement(procedureMinRootedTree), andthencheckingthat
thetreewasconstructedproperly(procedureFindMin).

Theconstructionof thetreeproceedsin iterations.Assumethat
eachsensorSi hasa valueai . ThroughouttheprotocolSi main-
tains also a tuple of statevariables(p i ; v i ; id i ), wherepi holds
the ID of thecurrentparentof Si in thetreebeingconstructed,v i

holds the smallestvalue seenso far, and id i holds the ID of the
nodewhosevalueis equalto v i (we assumethatwhenever thereis
a tie of thevalues,we breakthetie by consideringthenodeID).

EachsensornodeSi initializes its stateaspi := Si , v i := ai ,
andid i := Si . In eachiterationSi broadcasts(v i ; id i ) to its neigh-
bors,anduponreceiving theanalogousmessagesfrom theneigh-
bors,Si picks the messagewith the smallestvalue(breakingties
usingthenodeID). Let (v 0; id0) denotethemessagewith thesmall-
estvaluepickedby Si , andlet S0 bethesenderof thismessage.Si

updatesits stateby settingpi := S0, v i := v0, andid i := id0. Then
the sensorsproceedto the next iteration. The constructiontermi-
3Thisscenariowill beusedto estimatethenetwork sizeaswe will
show in Section6.

natesafterd iterations,whered is anupperboundon thediameter
of thenetwork. A pseudo-codespeci�cationof theprocedureMin-
RootedTreeis givenbelow.

procedureMinRootedTree(d):
/** codefor sensori **/
pi := Si /** currentparent**/
v i := ai /** currentminimum**/
id i := Si /** ownerof currentminimum**/
for i = 1 : : : d do

send(v i ; id i ) to all neighbors
receive (v j ; id j ) from neighbors
if v j < v i for somej then

pi := Sj

v i := v j

id i := id j

Our assumptionthat the uncorruptedsensorsform a connected
componentimpliesthataftertheconstructionof thetreeterminates
theuncorruptedsensorsall have thesamesmallestvalueandthey
form a tree rootedat the nodethat is the owner of the smallest
value. For the checkingprotocol,eachnodeSi authenticatesits
�nal state(p i ; v i ; id i ) from the constructionprotocol, using the
key sharedwith thehomeserver, andsendstheauthenticatedstate
to theaggregator. TheaggregatorA checkstheconsistenceof the
resultingtreewith thevaluescommittedto initially. If thecheckis
successful,A commitsto the list of all thenodesandtheir states,
�nds theroot of theresultingtreeandreportstheroot-nodeto the
homeserver. OtherwiseA reportstheinconsistency andterminates
the protocol. The homeserver thenrandomlypicks a nodein the
committedlist, and then traversesthe path from the picked node
to theroot,usingtheinformationprovidedin thestate.During the
traversalthehomeservercheckstheconsistency of theconstructed
tree,usingthe provided authenticatedstates.If all the checksare
successful,thenthe homeserver B acceptsthe valuereportedby
theaggregatorasthetheminimumvalue,otherwiseB rejects.

procedureFindMin(� ):
/** codefor thehomeserver**/
requestconstructionof a treeusingMinRootedTree
if treeconstructionfailedthen

return REJECT

requestnumbern of thenodesin thetree
for i = 1 : : : (1=") do

pick j 2 R f 1 : : : ng
requestj -th nodefrom thetree
follow pathto theroot
if pathis inconsistentthen

return REJECT

return ACCEPT

Formally, we have thefollowing theorem.

THEOREM 3. Assumingthatnomorethan" fractionof thesen-
sors are corrupted,and the minimumvaluein the committedval-
uesis from an uncorruptedsensor, and that all uncorruptedsen-
sors forma connectedcomponentof diameterat mostd, procedure
FindMin requestsO(d=") elementsandsatis�es:

(1) If all thesensors andtheaggregator follow theprotocolthen
the homeserverACCEPTs the result,which is equal to the
minimumof thevaluescommittedto initially.



(2) If the value reportedby the aggregator is not equal to the
minimumof thevaluescommittedto initially, thenthehome
serverREJECTswith probability at least1 � " .

Proof. (sketch) Note�rst thatsinceall thesensorsareinitially re-
quired to commit to their values,they cannotchangethe values
during theprotocol—any changehaving impacton the�nal result
will bedetectedbecauseof thedataauthentication.Moreover, the
assumptionthattheuncorruptedsensorsform a connectedcompo-
nentimplies that theadversarycannotstopthepropagationof the
minimumvaluein thiscomponent.Ontheotherhand,if theaggre-
gatortriesto cheat,therandomsamplingof a startingnodefor the
treetraversalwill with probabilityat least1 � " hit theconnected
componentof theuncorruptedsensors,andsodetectcheating.

6. COUNTING DISTINCT ELEMENTS
In thissectionwestudytheproblemof countingthenumber� of

distinctvaluesin themeasurements,i.e., theproblemof determin-
ing thesizeof thesetof all themeasurements.Notethatmalicious
sensornodescanalwaysforgetheirmeasurementsandhencein�u-
encethe resultof countingdistinct elements.Assumingthereare
at mostn0 corruptedsensornodes,thenthecorruptedsensornodes
cancausetheaggregationresultto deviateatmostn0 from thetrue
result.However, if theaggregatorcheats,theaggregatorcancheat
arbitrarily aboutthe result. Therefore,in the restof the section,
we focusin designingprotocolswhereoncethe sensorvaluesare
committed,how we candetectcheatingfrom theaggregatorif the
aggregatorcheatsmorethancertainbounds.

Ergünetal. [12] giveaveryef�cient protocolfor proving alower
boundon thesizeof a set.While it is possibleto usetheir solution
in our context, a direct implementationwould requireapplication
of PIRprotocols[7, 18]. Thereasonfor thisrequirementis thefact,
that in theprotocolproposedby Ergün et al. it is essentialthat the
prover doesnot know thepositionsof randomlyselectedelements.
The applicationof PIR signi�cantly increasesthe communication
complexity of thesolution— thecurrentlymostef�cient PIR pro-
tocol [18] imposesanadditionalfactorof 
(log 4 n) peraccessof
a singleelement.

Weproposetwo differentprotocolsfor estimatingthenumberof
distinctelements.Oursolutionsarebasedonalgorithmsfor space-
ef�cient approximationof thenumberof distinctelementsin adata
stream[4, 14, 1], andon a novel techniquefor randomselection
of thenodesof thenetwork. In the following subsectionswe �rst
describethebasictoolsusedin our constructions,thenwe present
theproposedprotocols,and�nally we discusstheir applicationsin
estimationof thenetwork size.

6.1 BasicTools

6.1.1 Space­Ef�cient Estimationof the Numberof
DistinctElements

In thesettingof computationon datastreamsFlajoletandMar-
tin [14] proposeda space-ef�cient techniquefor estimationof the
numberof distinct elementsin a stream. The key idea is to pick
a randomhashfunction h : [m] ! [0 : : : 1], apply it to all the
elementsai andkeepthe value v = minn

i =1 h(ai ). Finally, the
numberof distinctelementsis estimatedby thevalue� 0 = 1=v.

Alon et al. [1] have shown that in this algorithmpairwisein-
dependenthashfunctionsaresuf�cient to achieve with probability
2=c an estimate� 0 satisfying�=c � � 0 � c� , for any c > 2.
Bar-Yossefet al. [4] further improved this methodandpresented
a ("; � )-approximationfor � . Thebasicideafor the improvement

is to maintainseveral (t = O(1="2)) elementsai on which a ran-
domly picked hashfunction h evaluatesto the t smallestvalues.
This signi�cantly improvesthe accuracy for the costof increased
spacecomplexity.

6.1.2 RandomSelectionof a Node
The secondbasictool neededin our constructionsis a method

for a selectionof a node(sensor)at random.Note thateven if the
homeserver hasa list of IDs of thesensornodesin thenetwork, a
mereselectionof anodefrom thelist uniformly atrandomdoesnot
solve theproblem— theaggregatormight be corruptedanddeny
contactto thepickedsensorby claimingthatthepickednodedoes
notrespond.In suchacasethehomeserverhasnowayof deciding
whatis faulty, thesensoror theaggregator.

Weproposeanew mechanismwhichenablesthehomeserver to
performa randomsamplingin thesensornetwork anddoesn't suf-
fer from theabove drawback.Themain ideaof theproposedRan-
domSampleprocedureis asfollows. Thehomeserver picksa ran-
domhashfunctionh andsendsit to theaggregator. Theaggregator
is thensupposedto broadcasth with the samplingrequest.Each
sensornodethencomputesthehashvalueof its ID andthecurrent
time interval. Thenthewholenetwork performsa MIN-discovery
protocol to discover the nodewith the smallesthashvalue. If a
corruptedsensornodehappensto have the smallesthashvalue,it
could choosenot to report its own value. However, a corrupted
sensorcannotreportany fake value,sincethevalueto bereported
by eachsensoris uniquelydeterminedby h, the ID of the sensor
andthecurrenttime interval. Moreover, if thesmallesthashvalue
is computedby an uncorruptedsensornode, the attacker cannot
stoptheuncorruptedsensornodeto becomethewinnerandbedis-
coveredandreportedbackto thehomeserver. Thus,becauseany
uncorruptedsensornodehasequalprobability of computingthe
smallesthashvalue,thismethodenablesthehomeserver to sample
uniformly at randomfrom theuncorruptedsensornodes.

COROLLARY 1. Under assumptionsof Theorem3, with h de-
notinga functionpickeduniformlyat randomfroma familyof pair-
wiseindependenthashfunctions,theprocedureRandomSample(h)
satis�es

(1) If all thesensors andtheaggregator follow theprotocolthen
thehomeserverACCEPTs.

(2) If the homeserverACCEPTs, thenwith probability at least
(1 � " ), for every honestsensornodeS, the probability of
pickingS asthesampleis within 1=n and1=(n(1 � " )) .

This randomsamplingtechniquehasmany applications.In par-
ticular, asshown below, it is very usefulfor countingdistinctele-
mentsandcomputingthenetwork size.

6.2 Method I: Counting Distinct Elementsby
Distrib uted MIN­Computation

Thedescribedapproachto theestimationof thenumberof dis-
tinct elementsin adatastreamcanbeviewedasaprocessof �nding
a minimum,in which thesamecomputationis performedfor each
element:computethe hash-value andsave it if it is smallerthan
thecurrentminimum. This observation immediatelysuggeststhat
thealgorithmfor thedatastream[1] canbeeasilyimplementedin
a distributedway andreducedto the problemof �nding the min-
imum. First the homestationpicks at randoma hashfunction h
from anappropriatefamily, andthroughtheaggregatorannounces
h to eachsensor. Eachsensorlocally computesthehashvalueof



its element,andthenparticipatesin a protocolfor �nding themin-
imumhashvalue(cf. Section5).

If we want to improve the accuracy, we canimplementthe al-
gorithmfrom [4], by keepingt smallesthashvaluesinsteadof just
the singleminimum. However, this improvementcomesat a cost
of highercommunicationcomplexity.

6.3 Method II: Proving Bounds on the Num­
ber of Distinct Elements

Theabove methodfor countingdistinctelementsdependon the
randomselectionprocedurefrom Section6.1.2. In someapplica-
tionsthetraf�c in thesensornetwork neededby this selectionpro-
ceduremaybetoohigh. In thissectionwepresentalternative,more
ef�cient methodsfor estimationof thenumberof distinctelements.
Theef�ciency gaincomesat thepriceof relaxedaccuracy guaran-
tees.In particular, thepresentedmethodsyield approximationsof
lower& upperbounds,insteadof approximationof theactualnum-
berof distinctelements.However, in a practicalsettingthis is not
a real disadvantage— to get an accurateestimatewe requirethe
aggregatorto prove matching lower & upperbounds.

Theproposedalternative approachto thecountingof distinctel-
ementsis in the spirit of other protocolsproposedin this paper:
“aggregate-commit-prove”. Here the aggregator �rst collectsall
thedistinctvaluesreportedby thesensors,andsubsequentlycom-
mits to thecollectedvalues.

6.3.1 A LowerBoundon theNumberof Distinct
Elements

At the beginning of the protocol for estimatinga lower bound
on the numberof distinct elementsthe aggregatorA commitsto
the valuesreportedby the sensorsusinga hash-treeconstruction.
A will then run an algorithm for countingdistinct elementsin a
streamby Bar-Yossefet al. [4], usinghashfunctionsspeci�ed by
thehomeserver B.

Let H = f hj h : [m] ! [M ]g, whereM = m3, be a family
of pairwiseindependenthashfunctions[26], suchthatany function
h 2 H hasashortdescription(O(k) bits). After A commitsto the
input, B computesanestimatefor a lower boundon � asfollows.
B picksatrandomahashfunctionh from thefamily H andsendsit
to A . ThenA computesh(ai ) for all i = 1 : : : n, andsendsbackto
B t elements(for appropriatelychosent), on which h evaluatesto
thet smallestvalues.ThenB checksthecorrectnessof thereceived
elementsandcomputesanestimateof � as� 0 = tM =v, wherev is
thet-th smallestvalueto whichh mapsthereceivedelements.

Bar-Yossefetal. [4] show thatwith highprobability� 0 is agood
approximationof thenumberof distinctelements.We canfurther
amplify theaccuracy by repeatingtheprotocol` timesandestimat-
ing � with with themedianof the` resultingestimators� 0

1; : : : ; � 0
` .

A pseudo-codedescriptionof theentireprotocolis givenbelow.

procedureDistinctLowerBound(n, m, " , `):
t := d96="2e
M := m3

for j = 1 : : : ` do
pick hj 2 R H
senddescriptionof hj to A
requestt elementsai on which hj evaluatesto thet smallest
values
let v bethet-th smallestsuchvalue
set� 0

j = tM =v
return � 0 = median(� 0

1; : : : ; � 0
` )

Note that in the protocolB hasno meansto checkthat A has
evaluatedthe hashfunction on all the elements,and that the re-
portedelementsevaluateindeedto the t smallestvalues. This is
a reasonwhy thedescribedprotocolyieldsonly a lower boundon
� , not anestimateof � . A maliciousaggregatorA canomit some
elements,or reportelementswhichevaluateto largervalues.How-
ever, suchcheatingresultsin anestimate� 0 smallerthan� , andso
� 0 will bestill a valid estimateof a lower bound.

THEOREM 4. Procedure DistinctLowerBound(n, m, " , `) re-
questsO(` � 1="2) elementsai andreturnsa value� 0 which with
probability at least1 � (1=6)`= 2 satis�es� 0 � (1 + " )� .

6.3.2 An Upper Bound on the Numberof Distinct
Elements

Considerthe following sampling-basedtest: First A commits
to themulti-setS of all theelements,andadditionallyto a subset
S0 containingall distinctelements(without repetitions).A reports
� 0 = jS0j to B, andB veri�es A 's claim by checkingthatall the
distinctelementsfrom S arepresentin S0. In otherwords,thetest
checksthat � 0 is anupperboundon � . Thetestworksby random
sampling:theveri�er B requestsrandomelementfrom S, andasks
A for anelementwith thesamevaluepresentin S0.

Now, dependingon anapplication,andin particularon theratio
of � 0 to thetotal sizeof multi-setS, two differentapproachescan
beusedfor randomsamplingfrom S.

6.3.2.1 High Numberof DistinctElements.
In thecasewhenthenumberof distinctelementsis a signi�cant

fractionof thenumberof all theelements,i.e., � � n=c for some
c � 1, a simplesamplingthroughthe aggregator is suf�cient —
pick a nodeat random,with uniformdistributionover all nodes.

Notethat this node-samplingprocedurein this caseis quitedif-
ferentfrom theonedescribedin Section6.1.2,andin particularis
muchmoreef�cient. A pseudo-codedescriptionof theentirepro-
tocolbasedon this simplesamplingis givenbelow.

procedureHighDistinctUpperBound(n, " , `):
for i = 1 : : : ` do

pick j 2 R f 1 : : : ng
requestaj

requestanelementfrom S0 equalto aj

if any of therequestsfailed then
return REJECT

return ACCEPT

THEOREM 5. Procedure HighDistinctUpperBound(n, " , `)
requests̀ elementsandsatis�es:

(1) if S0 containsall thedistinctelementsfromtheinput there-
sult is “ ACCEPT”.

(2) if � 0 < (1 � " )� thenwith probability at least1 � e� `"=c

the result is “ REJECT”, assumingthat � � n=c for some
constantc � 1.

Theorem5 impliesthatby taking` = c=" wecandetectcheating
with constantprobability. Therefore,if with suchvalue of ` we
repeatthetestO(log 1=� ) times,we getcon�denceat least1 � � .

Note that this methodyieldsa signi�cantly betterestimatethan
theapproximationbysamplingwith a“tri vial aggregator”A , which
only forwardsthemeasurementscollectedfrom thesensorsselected
by B [9, 3].



6.3.2.2 LowNumberof DistinctElements.
Whenthe numberof distinct elementsis low in comparisonto

the total size of S the simple samplingwon't work, becausethe
omittedelementsnotreportedin S0 couldbeinfrequentandsovery
hardto �nd by sampling. However, a modestmodi�cation of the
randomsamplingprotocolfrom Section6.1.2can�x thisproblem:
eachnodereporta thehashvaluebasedon thevaluemeasuredby
thenode,notonits ID. Thisresultsin adistributionuniformondis-
tinct values, not uniform on nodes. In otherwords,differentnodes
with thesamemeasuredvaluewill reportthesamehashvalues,and
by thepropertiesof thehashfunction,eachmeasuredvaluewill be
equally likely to be the minimum. The pseudo-codeof this sam-
pling approachis givenbelow.

procedureLowDistinctUpperBound(" , `):
for i = 1 : : : ` do

applyRandomSampleon measuredvalues
requestanelementfrom S0 equalto thesampledvalue
if any of therequestsfailed then

return REJECT

return ACCEPT

Thefollowing theoremcanbeprovedanalogouslyto theTheo-
rem5.

THEOREM 6. Procedure LowDistinctUpperBound(" , `) re-
quests̀ elementsandsatis�es:

(1) if S0 containsall thedistinctelementsfromtheinput there-
sult is “ ACCEPT”.

(2) if � 0 < (1 � " )� thenwith probability at least1 � e� `" the
resultis “ REJECT”.

6.4 Estimating the Network Size
It is clearthat theproblemof estimatingthesizeof thenetwork

is a specialcaseof countingthedistinctelements.By assumption,
eachsensorhasa uniqueidenti�er hencethe computationof the
sizeof thenetwork is equivalentto countingof thenumberof dis-
tinct elementsin thesetof all sensoridenti�ers.

7. COMPUTING THE AVERAGE
In thissection,we describehow to ef�ciently andsecurelycom-

pute the averageof sensordata. The sensordatacan be sensor
measurementssuchas temperaturereadingor light intensity, or
canbeinformationabouta sensornodesuchastheremainingbat-
tery power or remainingstoragespace. Note that corruptedsen-
sorscanalwaysreportforgedvaluesandhencedeviate theaggre-
gation result from the true result. However, assumingthat there
are at most n0 corruptedsensorsand the differencebetweenthe
valid maximummeasurementvalueandthe valid minimum mea-
surementvalue is at mostu, thenthe deviation causedby forged
valuesfrom thecorruptedsensorswill beatmostun0=n wheren is
thesizeof thesensornetwork. Ontheotherhand,if theaggregator
cheats,without a goodsecuritymechanism,theaggregationresult
maybearbitrarily far from thetrueresult.Therefore,in therestof
this section,we focuson designingprotocolsto ensurethat if the
aggregatorcheatsmorethana certainbound,thehomeserver will
detecttheaggregator's cheating.Below we describetwo different
protocolswith differentef�ciency tradeoffs for this purpose.

7.1 Computing the Averageby Counting Fre­
quencies

In this subsection,we describehow to computethe averageby
countingfrequenciesof thesensorvalues.We �rst describea spe-
cial caseandthenshow that thespecialcasecanbegeneralizedto
thegeneralcase.

In the specialcasewhenm � n, or moregenerallywhenthe
rangeof thesensorvaluesis small in comparisonwith thesizeof
the sensornetwork (e.g.,poly-logarithmicin n), we canestimate
the averagequite accuratelyby taking a small sampleof all the
elementsandreturningthe averageof the sample. However, the
numberof thesamplesneededto assurewith constantprobabilitya
goodestimatefor theaveragedependson thetheunderlyingdistri-
bution of thevalues,andin generalis lower-boundedby 
(1 ="2),
wherem" is thedesiredadditive errorbound[8, 3].

As in thecaseof thecomputationof themedian,thenä�ve sam-
pling only minimally usescapabilitiesof theaggregator. Below we
presentanalternative methodfor computingtheaverage,in which
the aggregator is more involved. As we shall see,this approach,
which we call AverageByFrequency, is in somecasessigni�cantly
moreef�cient.

First theaggregatorA collectsall the(value,ID)-pairs(ai ; I D i )
andcommitsto them. ThenA computesanaverage�a andreports
it to B. In orderto prove thecorrectnessof �a, A sortsall thepairs
usingthe valueasthemain sortingkey andthenodeID asa sec-
ondarysortingkey, andcommitsalsoto thesortedsequence.Then
B testswhetherthetwo committedsequencescontainthesameele-
mentsby usingsampling.If thetestcompletesuccessfully, A sends
to B the occurrence-countsfor eachvalue1 : : : m. A veri�es the
correctnessof thecountsby deriving from themthepositionsin the
committedsortedsequence,andcheckthevaluesin thecommitted
sortedsequencearewell sortedusingthemethodSort-Check-
II spotchecker from [11]. If alsothischecksucceeds,B computes
the averagedirectly from the occurrence-counts,andcomparesit
to �a. Summarizing,we obtainthefollowing theorem.TheSort-
Check-II spotchecker performsO(1=") binarysearcheson the
committedsequenceto ensurethat all but a " fraction of the ele-
mentsaresorted,which resultsin O(log n=") samples.

THEOREM 7. Theprocedure AverageByFrequency requests
O(log n=" + m) elementsandsatis�es:

(1) If �a is equalto theaverage of thevaluesa1; : : : ; an , andthe
aggregator followstheprotocol,thenB alwaysACCEPTs.

(2) If j�a � avg(a1; : : : ; an )j > "m , thenB REJECTswith prob-
ability � 3=4 (for a suitablechoiceof constantparameters).

Note that in many scenarioswe have typically log n � 1=" —
in suchcasestheprocedureAverageByFrequencyusessigni�cantly
fewer samplesthanrandomsamplingto guaranteethe sameerror
bound.

For thegeneralcasewherem is large,we couldsplit the range
[1; m] in intervals of exponentialscalewherethe i -th interval is
[m=2i ; m=2i � 1]. And we can performa protocol similar to the
above for eachinterval andachieve a lower boundandan upper
boundfor theaverage.

7.2 Computing the Averageby Counting Dis­
tinct Elements

Wecanreducetheproblemof computingtheaverageto theprob-
lem of determiningthe numberof distinct elementsin a set[12].
Without lossof generality, assumethat thesensorvaluesareinte-
gers. In particular, considertheset	 = f (i; j )j1 � i � n; 1 �
j � aj g (if aj = 0 thentherewill no j suchthat(i; j ) 2 	 . Thus,
	 containsonly distinctelementsandthecardinalityof 	 equalsto



� n
i =1

ai . By usingourprotocolfor countingthenumberof distinct
elementsin Section6, we could obtaina protocolto computethe
average.Notethatthecommunicationef�ciency for theprotocolto
computetheaverageis thesameasthe communicationef�ciency
for theprotocolto computethenumberof distinctelements.

8. FORWARD SECUREAUTHENTICA TION
Considerthechallengeof securelyqueryingpastdata.Forexam-

ple,aninnocuouseventin thepastthatlaterbecameinterestingand
we maystill wantto placea queryon thatevent. We couldusethe
samemechanismswe proposedin previoussectionsto run queries
on pastdata.However, we needto solve someadditionalsecurity
issuesto securelyquerypastdata.In particular, if a sensoris com-
promisedat a certaintime, theattacker shouldnot beableto alter
thedatacollectedin thepastbeforethesensorwascompromised.
We call this propertyforward secure authentication. We propose
anef�cient mechanismto enableforwardsecureauthentication.

As we describedbefore,eachsensorsharesa key with thehome
station. We assumethat eachsensornodeand the homestation
arelooselytime synchronizedandthetime is dividedinto constant
time intervals. The lengthof the time interval canbe minutesor
hoursdependingon thesecurityrequirements.To enableforward
secureauthentication,eachsensorupdatesits key sharedwith the
homestationat the beginning of eachtime interval usinga one-
wayfunctionandusestheupdatedkey to computetheMAC on the
sensingdataduringthattimeinterval.4 Thus,evenwhenanattacker
compromisesthesensornodein alatertimeinterval, becauseof the
propertyof theone-wayfunction,theattacker is unableto compute
theMAC key for theprevioustime interval, andhencewill not be
ableto alterthesensingdatafor previoustime intervals.

A challengeof this approachis on how to ef�ciently storethe
pastdataandauthenticator, aswell asthechallengethattheveri�er
eitherneedsto computemany one-way functionsfor deriving the
currentkey of a nodeor thattheveri�er needsto storeonekey per
node.

Similar techniqueshavebeenusedto achieve forwardsecureen-
cryption[6].

9. DISCUSSION: SECURE
HIERARCHICAL AGGREGATION

If thesensornetwork is too large, thenoneaggregatormaynot
becapableto handlethewholenetwork. In thiscase,we mayneed
to usea hierarchicalaggregator to enablethe aggregation. Some
functionssupporthierarchicalaggregation suchas the Min/Max
andaveragecomputationwhereeachaggregatorcanaggregatein-
formationfor a subsetof thenodesin thesensornetwork andthen
the informationof the aggregatorscanbe aggregatedto compute
the�nal result.However, someotherfunctionssuchascomputing
the medianmay not supporthierarchicalaggregationin the tradi-
tionalwaysuchasin [21]. However, if weallow eachaggregatorto
performrandomsamplingover theentirenetwork, thenthemedian
couldbecomputedasthemedianof themedianscomputedby the
aggregators.

In the caseof hierarchicalaggregation, we could useour ap-
proachesto ensurethe securityof eachstepof the aggregationor
checkthestepsprobabilistically.

We alsoplanto investigateothertypesof aggregationfunctions
andseehow to securethem.

4A one-way functionf is afunctionthatit is easyto computef (x)
givenx, but it is dif�cult to computeapreimagex suchthatf (x) =
y giveny.

10. CONCLUSION
It is achallengingtaskto securelyaggregateinformationin large

sensornetworks when the aggregatorsandsomesensorsmay be
malicious.Weproposetheaggregate-commit-prove framework for
designingsecuredataaggregationprotocols(Section3). We pro-
poseconcreteprotocolswithin this framework for securelycom-
puting the median(Section4), securely�nding the minimum and
maximumvalues(Section5), securelyestimating(counting)the
numberof distinctelements(andthenetwork size)(Section6), and
securelycomputingtheaverageof measurements(Section7). Our
protocolsrequireonly sublinearcommunicationbetweenthe ag-
gregatorand the user. We alsoproposethe approachof forward
secure authenticationto ensurethat even if an attacker corruptsa
sensornodeat a point in time, it will not be able to changeany
previous readingsthe sensorhasrecordedlocally. To the bestof
our knowledge,our protocolsarethe�rst onesthatcanhandlethe
problemthat the aggregatorand/orthe sensornodesmay be ma-
licious. We anticipatethat our paperintroducesthe problemof
secureinformationaggregationto thecommunityandencourages
otherresearchersto considerthis importantproblem.
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APPENDIX

A. PROOFS
Proof. (Theorem1) Let X ` bea randomvariabledenotingthepo-
sitionof themedianreturnedby thealgorithmusing` samples.We

wantto show that

Pr [jX ` � n=2j > "n ] � e� 2`" 2
:

First notethatby symmetrywe have

Pr [jX ` � n=2j > "n ] =

= Pr [(X ` � n=2) > "n ] + Pr [(n=2 � X ` ) > "n ]

� 2Pr [(X ` � n=2) > "n ] :

Now, theeventthat(X ` � n=2) > "n is equivalentto theeventthat
morethan`=2 of thesampledelementshave positionsgreaterthan
n=2+ "n . Let for i = 1 : : : ` , Yi denotearandomvariableequalto
1 if thei -th samplehaspositiongreaterthann=2+ "n , andequalto
0 otherwise.Sincewe samplewith uniformdistribution,we have

Pr [Yi = 1] = 1=2 � "

Pr [Yi = 0] = 1=2 + "

Let S` =
� `

i =1
Yi . Clearly, E[S` ] = `=2 � `" . By the above

argumentweget

Pr [(X ` � n=2) > "n ] = Pr [S` > `=2]

= Pr [S` > E[S` ] + `" ]

� e� 2`" 2
;

wherethelastinequalityfollows from Hoeffding bound.

Proof. (Theorem2) Thenumberof requests,runningtimeandprop-
erty (1) follow immediately. For property(2), noticethat if jp �
n=2j > "n , then thereare at least"n valuesof j , which yield
REJECT. Hencewith probabilityatmost(1 � " )1=" � 1=ethefor-
loop completeswithout rejection, i.e., the algorithm rejectswith
probabilityat least1 � 1=e.

Proof. (Theorem4) First,andconsiderthespecialcasewhen` = 1.
Bar-Yossefet al. [4] boundtheprobability that theestimate� 0

1 is
signi�cantly largerthan� :

Pr � � 0
1 > (1 + " )� � <

1
6

:

For ` > 1, the medianof ` values� 0
1; : : : ; � 0

` exceedsthe bound
(1 + " )� if at leasthalf of theestimatesexceedthebound,hence

Pr [median(y1; : : : ; y` ) > (1 + " )� ] < � 1
6 � l= 2

;

andtheclaimfollows.

Proof. (Theorem5) Claim (1) is obvious: if all distinct elements
arepresentin S0, the prover A will always be able to return re-
questedelements.For claim (2) noticethat if � 0 < (1 � " )� , then
thereareat least�" elementsin S which detectcheatingandlead
to “ REJECT”. By assumption�" � "n=c for somec � 1, so
theprobabilitythata singlesampledetectscheatingis at least"=c.
Therefore,theprobabilityof returning“ ACCEPT” after` samplesis
at most(1 � "=c) ` � e� `"=c , which impliestheclaim.


