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Abstract € Software-reconfigurable: Radio operations are con-
_ _ _ _ trolled by software, which can be updated regularly.
To improve spectrum efpciency, future wireless devices\yile providing tremendous Rexibility, these radically

will use cognitive radios to dynamically access spefiy features also lead to a signibcant increase of control
trum.  While offering great Rexibility and softwarey, eng users. Without proper regulation and end device
reconbgurability, unsecured cogpnitive radios can be eg@gerity, malicious users can take advantage of these fea-
ily manipulated to attack legacy and future wireless Ngfyes to attack both legacy networks and cognitive radio
works. In this paper, we explore the feasibility and imyeqyorks, Specipcally, attackers can manipulate cogni-
pact of cognitive radio based jamming attacks on 802.§le radios either by tampering a small set of radio devices

networks. We show that attackers can utilize cognitiyg,sically or by infecting a large set of devices through
radiosO fast channel switching capability to amplify thei;jicious software update or botnets [3].

jamming impact across multiple channels using a singlepreyious work has demonstrated the feasibility of

radio. We also examine the impact of hardware chanfglnching attacks on sensor and 802.11 networks using
switching delays and jamming duration on the impact @hmmadity radio devices [4, 17]. Malicious users can de-

jamming. viate from normal MAC behavior to maximize their own
benebts or disrupt the operation of normal users. How-
; ever, existing attacks, especially jamming attacks, are de-
1 Introduction signed for single-channel wireless networks. Attacking a

The advancement of wireless networks and technologfWork with multiple channels in general requires mul-
requires easily accessible spectrum where wireless Je'€ radios. The physical costs scale linearly with the
vices can establish stable data communication. Howe\@f,mber_of phannels, placing a fundamental limitation on
conventional spectrum management policies assign stg?l% feasibility of large-scale attacks.

spectrum to networks in long-term leases to prevent inter" this paper, we explore the feasibility and impact of
ference. Over time. this has led to the well-knoatifi- aunching jamming attacks on a multi-channel 802.11 net-
cial spectrum scarcit;/ problem [13] work using asingle cognitive radio. 802.11 networks are

Dynamic spectrum access, enabled by next generatior}//dely used to provide high-throughput connectivity for
cognitive radios [9, 14], has been embraced by industr)EZth sma|II. a}nd ﬁ'ty'w'lde areas. The%/ are hcurrently utl-
academia, and regulatory agencies as the ideal and ne 09 multiple ¢ annels to Improve t roug Iput af‘?' re-
sary solution to the spectrum scarcity problem. WithoBF'C€ usder contention. Becau_sleb?ommerma cognlltlve ra-
any statically assigned spectrum, cognitive radios identfii Products are not yet available, we use Qualnet [1]

locally available spectrum and reconbgure in reaI-timel?gsked swgulaggfns to exe&mme the Impact ofrj]ammrl]ng at
utilize under-utilized spectrum, without affecting legac cks under different radio settings. We show that an

spectrum owners. To utilize spectrum efbciently, cog ttacker can manipulate a cqgnitive radio to switch.fre—
tive radios supports the following features: quently across channels and jam multlple_: channels smul-
taneously. With equal energy consumption, the effective
€ Real-time spectrum sensing: Cognitive radios per- nymper of channels jammed increases with the number of
form periodic spectrum sensing to identify unusega| channels in the system (to a limit). We also examine
spectrum. the difference between UDP and TCP trafpc, the impact

€ Fast channel switching: Being able to reconbgure inof packet size, and the channel switching delay.

real-time, cognitive radios can switch among differ- The rest of the paper is organized as follows. In Sec-

ent spectrum channels with minimum delay. tion 2 we provide a brief background information on wire-
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cantly reduce channel switching delay by 10-100 timatyreat to 802.11 networks, especially 802.11b networks
making them more attractive to attackers. with only 3 orthogonal channels.

In addition to fast channel switching, cognitive radios Comparing the results in Figure 4(a) and (b), we ob-
also have advanced channel sensing capabilities. Thisssrve that the impact of jamming drops as the channel
ables attackers using cognitive radios to build up chanmelcomes more crowed. This is because each successful
usage patterns of network users, switch only among chiamming attempt will lead to a subsequent backoff at the
nels that are currently in use and launch highly intelligenictim. In a heavily populated channel, while the victim
and efbcient jamming attacks. As reported by [17], it sackoffs, other users continue to use the channel and the

very difpcult to detect these intelligent attacks. extra impact from backoff becomes less visible. We note,
however, this observation comes from the assumption of
4 Experimenta| Results backlogged trafbc at each user. When users have light

trafpc, the impact of jamming will scale with the number
In this section, we evaluate the effectiveness of jammingusers on each channel.
attacks. We simulate these attacks using Qualnet 3.8 [1],
assuming the following two types of users: 4.2 Impact of the Jamming Packet Size

€ Legitimate user © We assume a group of legitimatgjq, e 5 examines the impact of jamming packet size

transmits at 2Mbits/sec. All the users have the sargg, jammed. This is because jamming with small pack-
trafbc model, either a UDP application with a Pxeghs ot only effectively corrupts data packets, but also re-
packet size (100, 512 or 1400 bytes), or a TCP applfyces the time of each jamming attempt. As a result, the
cation with a packet size of 512 bytes. Each usﬁ{mmer can switch frequently across channels and attack

has backlogged trafc. We simulate both lightlys, oy channel at a smaller inter-jamming interval, leading
and heavily-loaded scenarios by varying the num higher jamming impact.

of user pairs per channel, 1 per channel for lightly-
loaded networks and 10 per channel for heavily4- 3
loaded networks. ’

€ Attacker D We assume a single attacker with a singidgure 6 shows the impact of channel switching delay
cognitive radio. The attacker is in range of all legitiO" Jamming efbciency. As expected, the impact of jam-
mate users and switches across channels to affeciid is quite sensitive to switching delay, and increases
many users as possible. By default, the attacker udssswitching becomes faster. With a switching delay of

jamming packets of 50 bytes, and switches amoﬂ?‘lms and 1400byte data packets, the jammer can disrupt
channels with 0.5ms delay. almost all the channels in a system with 4 channels and,

7 channels in a system with 8 and 12 channels. However,

We measure the percentage of user trafbc corruptedfiye the switching delay increases to 3.2ms, the impact
the attacker on each single channel, and sum over all H?‘famming drops to 2 channels.

channels. The result, referred to as ¢heivalent number This result is alarming since the maximum channel

of channels jammed, represents the impact of jamming iny,yiching delay of cognitive radios can reduce to the or-

a multi-channel_ networ!< using a §ing|g cognitive raqi(a'er of a few hundred microseconds, making them perfect
Next, we examine the impact of jamming by explorlngandidates for jamming attack devices.
different radio settings, including the number of channels

Impact of channel switching delay

in the system, the size of jamming packets and the changel C lusi
switching delay. onclusion
4.1 Impact of the Number of Channels In this paper, we take an initial look at the security threat

posed by the Rexibility of cognitive radios. We explore the
Figure 4 shows the result of jamming efbciency with difeasibility of launching jamming attacks on multi-channel
ferent number of channels in the system. We observe tBaR.11 networks using a single cognitive radio. Through
the impact of jamming converges as the number of chaxtensive simulations, we show that an attacker using a
nels increases. The impact of jamming is much more visingle cognitive radio can jam up to 7 channels. Such
ble for networks with smaller number of channels. Hengamming attacks pose a serious threat to existing multi-
jamming attacks using cognitive radios pose a seriotisannel 802.11 networks and future cognitive networks.
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Equivalent # of channels Jammed

Equivalent # of channels Jammed

Figure 4:The equivalent number of channels jammed for various number of channels in the system, assuming 1 user per channel
(top 3 bgures) and 10 users per channel (bottom 3 bgures). Figures in each row represent channel switching delays of 0.4ms(left),
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0.8ms(center) and 1.6ms(right).
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Figure 5:The equivalent number of channels jammed for various the sizes of the jamming packet assuming 12 channels, 1 user
per channel (top 3 bgures) and 10 users per channel (bottom 3 bgures). Figures in each row represent channel switching delays of
0.4ms(left), 0.8ms(center) and 1.6ms(right).
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Figure 6: The equivalent number of channels jammed for different channel switching delays assuming 1 user per channel (top
3 bgures) and 10 users per channel (bottom 3 bgures). Figures in each row represent 4 channels(left), 8 channels(center) and 12
channels(right) as being attacked.

1-4244-1251-X/07/$25.00 2007 IEEE. 357



