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Abstract—Deployed anonymous networks such as Tor focus contact a large number of first hop nodes, thus increasing its
on delivering messages through end-to-end paths with high exposure to attackers performing passive timing attack® su
anonymity. Selection of routers in the anonymous path constic- as the predecessor attack [10].

tion is either performed randomly, or relies on self-descrbed Th | of K is to desi th tructi
resource availability at routers, making systems vulnerake to € goal or our work I1s o design a path construction

low-resource attacks. In this paper, we investigate an alteative ~ algorithm for anonymous routing networks that provides a
router and path selection mechanism for constructing effi@nt user-tunable tradeoff between performance and anonyhmty t
end-to-end paths with low loss of path anonymity. We propose improves upon E2E path measurements. We propose the use of
a novel construct called a “route mesh,” and a dynamic pro- structured anonymous “route meshes,” an overlay congruct

gramming algorithm that determines optimal-latency pathsfrom .
many random samples using only a small number of end-to-end that embeds a large number of random paths. We then describe

measurements. We prove analytically that our path search go- @ dynamic programming algorithm that systematically distec
rithm finds the optimal path, and requires exponentially lower the optimal path for different hop lengths through the mesh,
number of measurements compared to a standard measurement finally selecting an efficient anonymous path. Our dynamic
approach. In addition, our analysis shows that route meshemicur 5 4ramming algorithm is optimal, and supports simultareo
only a small loss in anonymity for its users. . . ¢ .
discovery of multiple node-exclusive backup paths, alllehi
I. INTRODUCTION L .
minimizing the exposure of the source node to potential
Privacy of online communications is more important todasittackers in the network. Our solution, Rome, is general and
than ever before. Use of anonymous communication tools suzdn be adopted by all path-based anonymous system§2].
as the Tor network [2] can protect users by preventing thily performing selective measurements, our approach abtain
parties from monitoring personal web traffic and assocgatirtrustworthy results while minimizing impact on anonymity.
specific IP addresses with private URLs or webpages. Tor

provides anonymity by routing user traffic through a random o _ _
sequence of encrypted tunnels, each linking two nodes inWe first mtro_dt_Jce the_termmology we use in the rest of the
the public Tor network of more than 1000 nodes. AlthougR@Per- All participants in the anonymous system are called
popular, the deployed systems provide poor performance e\;g:)dgs A_ node that initiates an anonymous communication
for low-overhead traditional applications like email anglw S€SSion is called theourceand the destination of the con-
browsing [5], [9], [6]. Paths are built by connecting a sdpection is referred as theceiver A §pecn°|c communication
of randomly chosen Tor nodes with highly varying resourcdOw between a source and a receiver routes through s_everal
capacity and load values. A recent TOR measurement study fgdes that we catelay nodesand we refer to the combination
suggests that even the top quartile of Tor paths have roufiithe source, receiver and relay nodes asgata The length
trip times around 2 seconds! These round trip times provi@ time a source remains connected to the same receiver is a
unacceptable performance for general web browsing, aﬁgssmn_lf nodes fail and a path needs to be rebuilt, we refer
completely rule out the use of latency-sensitive appligeti [0 the time between each path rebuild process asiad

Unlike traditional overlay networks, where paths are eas- " this section, we first discuss the performance versus
ily optimized for end-to-end (E2E) latency, optimizing for2nOnymity tradeoff in the context of the Tor anonymous
low latency paths on Tor poses a significant challenge. Afgtwork. We then set the groundwork for our proposed system
optimization scheme must preserve anonymity of the EZJ® defining our assumptions and threat model.
path. The key challenge is gathering information abouteput® Anonymity versus Performance
latencies and capacities without information leakage. OneRelay based anonymous protocols such as Tor [2], and
approach is to use a directory service (as in Tor) that atbesst others all share a common tradeoff between anonymity and
node capacities. However, malicious nodes can attrace lagerformance. Practical requirements for performance irequ
volume of flows and lower system anonymity by falselyhat the path construction algorithm take into account el |
advertising highly desirable qualities, as demonstratgcab or performance of heterogeneous nodes in the overlay. The
recent study using low-resource attacker nodes [1]. A mokey question is how information about potential routers is
reliable alternative would be to perform active measureimergathered and accessed, without exposing the source or gnakin
on E2E paths. However, this requires the source node itorulnerable to false advertisements.

Il. PRELIMINARIES



Two Approaches for Quantifying Performance. There are . 3

two general approaches for gathering performance datatabou
overlay nodes. First, a source node can repeatedly performs
end-to-end measurements prpaths. These repeated perfor-
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mance measurements expose the source node to new nodes LR A.A >’

in the system, increasing vulnerability to passive logging

O
attacks [10], and is akin to building different paths. The Fig. 1. A simple k = 3 route mesh for selecting a 3-hop. & 4)
alternative is to ask nodes directly for their performander- "oute- The dark line denotes the optimal path found by tetdr
mation. For example, Tor maintains node statistics on uptim
and bandwidth in a central directory. While this is scalable
and more robust, it makes the system vulnerable to malicio§s? New construct we call a “route mesh.” Instead of connect-
nodes who claim plentiful resources to bias flows to choodd an anonymous path between the source and destination
them as routers [1]. This increases the probability of ssecé through a set of random nodes, Rome selédisnes as many
multiple attackers colluding together to break the anotymifandom nodes, and randomly places them into a route mesh
of a flow. Despite systems to verify resource availabiliyarranged in the form of a regular matrix, where there are
attackers can always obtain resource-rich machines to bfagotential routers to choose from at each hop as shown in

path formation. Such an attack cannot be prevented as Idrigure 1. We also propose an accompanying end-host driven
as path selection is biased for resource availability. measurement algorithm called testdrive that uses enddo-e

our insiah T insiah " Vv lead (E2E) light-weight probes to determine the “best” hop path,
ur insights. wo |nS|g_ts ut|mate_y ead us 10 oury i of g possible paths through the route mesh. Fak-a
proposed SVS‘erT‘: Rome. First, we be".e‘_’? that performa anonymous path, Rome builds a rand@mZl) mesh for
should b? quantified by .measur.er.nents initiated by the_ SOUEEeh flow based on user specified values,afses testdrive to
node. This protects against malicious attackers that piste ;. iomine the best path through the mesh, and uses that path

rﬁsogr(t:;_al ava"ib':!ty_ ar;ddglternatwes f[hat are Vumaaﬂi to carry anonymous traffic for the flow. We show in Figure 1
the Sybil attack [3], including cooperative measuremen agn example of a route mesh for— 3, I — 4.

reputation systems. Seqond, biasing path fo_rmatlon fqbper In each route mesh witk rows andL columns, there are
mance must be done in a controlled fashion that improves

. - o total of k' possible(L — 1)-hop paths. To determine the
performance while avoiding dependence on the “optimal” .
o ) . . optimal path out of this sample set, Rome must address two
path. Performing limited tuning will enable flows to avoidtho

performance bottlenecks and resource-based attacks w@%m challenges. First, Rome must measure the performance

- ) . : different pathsanonymouslwvithout revealing the source or
limiting the source’s exposure to passive logging attacks. ) e .
) any node’s position in the mesh. Second, testing mary (
B. Assumptions and Threat Model o . . .
i ] o ~ paths is infeasible in practice, and also exposes the source
We consider a passive attacker model in this paper, similgf malicious traffic loggers. Therefore, the source needs to
to the model considered in prior work [10]. Attackers Cafyentify the best path with minimal number of measurements

passively log traffic, monitor links and perform passiveaekis (<< kL). We present our solutions to these challenges next.
including timing attacks and the predecessor attack. Bey th

cannot perform active attacks like inverting the encryptio A. Mesh Construction Details
modify message contents, etc. We assume that a fraction of
the network is malicious, and hence can monitor the traffic As shown in Figure 1, Rome organizé4 nodes intok
in a fraction of the network. Attackers can collude and shaféws andL columns. The sourceS() and itsk — 1 aliases
their logs with no delay to enhance the impact of their attackeside in the first column, and the receivét,§ and itsk — 1

In addition, we also make an assumption that each sou@@ses reside in thé" column. In the othed. — 2 columns,
node using Rome has access to one or more other nod@@me places (L — 2) randomly chosen nodes. In the rest of
called aliases(S1, S», S5 in Figure 1). As we describe later,the paper, we will use column and level interchangeably.

these aliases help the source perform the initial testdniea- Building a Symmetric Mesh. Using multiple sources and
surements an.onymously. The source trus_t; these aliasgs, @eeivers makes the mesh completely symmetric, such that
we conservatively assume that compromising the anonymyy ., router node has predecessors in the previous level and
of an alias compromises the anonymity of the source. Thege,ccessors in the following level. The reason for source
aliases can be additional instances the source user iSNUINN 4 gestination aliases is simple. Without them, the firgt an
on different machines, as in [4]; or they can be trusted ##®n 55t ojumns of the mesh only has one node (instead)of
linked to the source via a social network. As shown ifhe source and receiver respectively. Therefore, all nodes
other recent work, trusted friends from social networks C3le second level receive messages only from one node (the
effectively protect nodes from traffic logging attacks [8]. source), and can easily identify their predecessor as thle re
Ill. ROUTE MESHES ANDTESTDRIVE source. Similarly, nodes at the — 1)** column can identify

We proposeRome a user-controlled system for optimizingthe real receiver as the only node they route probes to. A

performance of anonymous routes. At the core of our approagymmetric mesh prevents these attacks.




Interconnections in the Mesh. Each relay node hag Algorithm 1 Finds Optimal End-to-End Path in Mesh
incoming edges and: outgoing edges connecting it to allPath=Source.OptimaPath(Mesh mesh)
nodes in the adjoining levels of the route mesh. All edged: RandomTest();
are unidirectional, and always flow from the source toward$' < £t P2, ..., Pv >= Best_Path(L);
the receiver left to right in Figure 1). Formally, we adopt for i :_1 toi <k do .
. . . . . - 4. m; = Measure(P;);
matrix notation for naming vertices: a vertex ; identifies 5. end for
the j** relay node on the®" row of the mesh. There is an 6: b = indexi s.t. m; = min{m., ma, ..., mx};
edge between two nodes in the magland only if the two  7: Returnp,
nodes are in consecutive levels. We represent an edge in the

mesh asiv; j, Um,j+1)- Algorithm 2 Produces Random Sequence of Dummy Probes

> W

Tradeoffs.  Since our mesh of:L nodes can form a total RandomTest()

of kL different paths, we can compare the merits of our mesf' X= Random Number();

to an alternative of exploring” disjoint random paths. Both éj forpl_ iHlotr(i)zZoEtaﬁ ggtf(i 1, L);
cases have a total ¢f* paths, but the mesh is constrained t0;. end for - T
exploring paths on a fixe#lL nodes, while disjoint paths can s: for i =1 toi < z do

cover a larger portion of the node space. This disadvantage for j=1toi <k do

is more than offset by two key benefits of the mesh: lower: ~ Measure(F))

exposure of the source to first hop routetsir{ the mesh, and Y ent(ejn%rfor

kL in disjoint paths), and fewer measuremems$I( using -

testdrive, andk” for disjoint paths).

B. Anonymous Performance Probes in Testdrive The algorithm begins as follows. For each first hop relay,

To maintain anonymity during measurement, we cannot ué€ compare all E2E paths that differ only in their first hop.
existing measurement techniques such as per-hop laterey nfgecause they share all links except the first hop, comparing
surements. We also cannot measure the latency from theesodf€ir E2E latencies reveals the shortest first hop link ts thi
to individual mesh nodes, since that would expose the souf&ay.- We use this to build a dictionary of shortest pathslito a
to all nodes in the mesh. Finally, to limit initial path setugelays in the second column. Then for each reldg column
overhead, we cannot use bandwidth capacity measuremdnt/e construck E2E paths by extending theshortest paths
tools such as PathChar to perform per-link measurements.for column 2 tor in column 3, and add a common suffix

We use E2E latency measurements to the receiver, path fromr to a receiver. Comparing E2E latencies of these
testdrive, to estimate path performance. The source aatstr paths reveals_the shortest pathsrtoThis process recurses
an encrypted message (onion) for each path it wanteso for all relays in column 3, and across columns. Thus after
and drives it along the path. The message payload contaifiP?, we have computed the shortest paths from the source
a request for the receiver to construct and send back ¥hall £ nodes in columni. Since the shortest path to any
anonymous reply in the reverse direction to help measure thgde on the(i + 1)*" column must contain a shortest path to
latency. The malicious relays on a path cannot distingui§Q!Umns, we only need to compare the relative latencies of
these probe messages from regular messages, and therdid¥@ssible candidates for each node. We provide formal proof
cannot manipulate routing to shorten the E2E latency. ~ for optimality of this algorithm in Section IV.

This simple measurement mechanism accomplishes the goafe Show an example of testdrive in action in Figure 2. Here,
of measuring the cumulative round-trip-time (RTT) of a pat{estdrive is computing the optimal paths to nade (the 4°"
However, given a path, it cannot identify (thus avoid) itéelay node on the** row), having already computed shortest

latency bottleneck, the node that is most heavily-loaded (aPaths for each of thé nodes in the previous column (chosen
therefore contributing the most delay). Unfortunatelpdie Paths marked in thick arrows). Computing the shortest path
tional techniques that localize performance bottlenedtee 0 v1.4 cOmes down to comparing E2E latenciestopossible
reveal too much information or incur very heavy measuremeR@ths generated from the concatenation of an optimal path to
overheads. We show below a recursive measurement technigu’€decessop of vy 4, the link betweerp andv, 4, and a

that finds the optimal path using dynamic programming. common suffix path from, , to a receiver g). _
o . The source builds a mesh and calptimal Path described
C. Minimizing Testdrive Probes

in Algorithm 1, which locates the optimal path in the mesh.
Our goal is to locate the minimum latency path outkdf This in turn calls Best Path Algorithm 4, to compute an
paths in the mesh using minimal testdrive probes. Using ordptimal path to each of thé receivers in the last column.
E2E measurements to the receiver, our algorithm isolatds aklgorithm 1 also calllRandomTest that is necessary to avoid
determines optimal subpaths between the source and receiattacks described later inlV.
The idea is to incrementally determine the best path to eachAlgorithm 3 generates fixed suffix pathe,g. (v 4, R) in
node in the mesh by comparing latencies across alterndis pdigure 2, which are concatenated to a pre-computed optimal
to that node that share common subpaths. path and a link being evaluated. The resultki€€2E paths




Algorithm 3 Generates Common Suffix Subpaths

Algorithm 4 Recursive Search Function for Optimal Paths

Path=Horizontal Pati{row ¢, first_column j, last.column L)

< Py, Py, ..., P, >=Best Path(level g)

1: if g==1then
1. Path=F; /* Start with an empty path */ 2. fori=1toi<kdo
2: for m=jtom <L do 3 MTi, j] =F;
3: Path:Path:(vi,m, Uiym+1); 4: =
4: end for 5. end for
5: Return Path; 6: Return< Py, Po, ..., Pr >;
7: end if
8. < Py, P, ..., P, >= Best Pathg — 1);
¢ = 4 y 9: for i=1toi <k do
Eminated link 10: for j=1toj <k do
R:  selected link 11: m;= MeasurePjo(vj,4—1,vs,4)0 Horizontal Path(i, g, L));
12:  end for
commonsufixLink ~ 13: b = index i s.t.m; = min;{m1, ma, ..., mxy};
Pommeee- > 14: Mli, gl = Py o (vb,g—1,Vi,g);
15: end for

Fig. 2. A snapshot of testdrive in action. Optimal paths have beei$: for i = 1 to: < k do
computed for nodes through column 3. Computing the optimagthp 17: P = M]i, g]
to v1,4 means comparing E2E latencies for 3 paths, each containihg end for

an optimal subpath and sharing the same suffix figm to R. 19: Return< Pi, P, ..., P, >

that, when compared, reveal the shortest path to the node,@ation,»; indicates one of the nodes in ti& level. Note

compute the best path starting from all sources. This algori exactly one node in each level.

computes the best path involving all nodes in each levelgusin

information computed from the previous recursive call. Whelheorem 1. Let P =< vy, vz, v3, .., v, > be a resultant path

it terminates, it returns an optimal path for each of the P&tweenu; and v, constructed by our DP formulation, then

receivers.Measure Path returns the round-trip-latency of al’ iS optimal.

given path, which is a cumulative measure of both link delayiheorem 2. Let P =< vy, vy, vs, .., v, > be the path between

and processing delays at intermediate routers. v1 and v, returned from our DP algorithm, then each prefix
IV. ANALYTICAL RESULTS of P is an optimal pathvv; with 2 < < L — 1.

_ First, we present opti_mality analysis of testdrive, andrqanuantifying the Costs of Testdrive. We quantify the mea-

tify the _pat_h construction cost. We tI'_1en bound the loss Slirement overhead of path construction in testdrive next.

anonymity in Rome compared to Tor-like relay paths.

A. Optimality of the Testdrive Output

Testdrive constructs the optimal paths from the sourc

aliases to each node on the mesh incrementally level by.levelwe believe this overhead is quite reasonable, bechusel
The paths are constructed at a level using the informatign, e small in real systemd.(= 3 in Tor [2]).

computed in the previous level. This approach allows us .
to formalize our problem as a dynamic programming (DF3- Anonymity of the Mesh

algorithm. The optimal path, for each nodeat level L, is  anonymous paths use relay to protect endpoint identities
constructed using the following recursive formulation: from attackers. Previous work has shown that rebuildinggpat
0, if L=1and1 <1 < k; between the same end-points makes the flow increasingly
Pi(L—1)o (v1,n-1,0i1), vulnerable to passive anonymity attacks [10].

in Py(L —1)o (v2,L—1,vi,1), . .
’ Attacks to Identify the Position of Relay Nodes.Attackers
Pe(L —1) 0 (vk,L-1,vi,1) are interested in knowing their position in the path. This
knowledge enables attackers to launch attacks such asgtimin
. . . ., attacks, and simplify the execution of predecessor attacks
Using th|s fo_rmulatlon, We argue that the DP algor'thrﬁence, we needptéyguarantee that marIJicious nodes cannot
Best_.Path is optimal, has the_optlmal supstructure and Ovef'%cognize their position on the mesh by counting messages.
lapping subproblt_—ams properties. We orr_nt the proofs of eac During testdrive phase, the source sends measurement pack-
of the_se properties for space constraints. Please refer g]g along different paths. However, the attackers can ianio
Technical Report for detailed proofs [7]. asymmetry in the measurement phase to identify the source.
Proof of Optimality. ~ To prove optimality, we need to showDuring measurements, a node in the second level (the level
that in a mesh wittk: L total nodes, testdrive produces the pathfter the source), sees packets from all its incoming links
with minimum delay among:” possible paths. To simplify in one phase, then in the next phase forwards traffic to

Theorem 3. The number of messages sent during the testdrive
ggth construction phase i©(k*L?).

Pi(L) = otherwise.

()



. . . . TABLE |
all of its outgoing links. However, .the nod_es in the othe syumproTicAL BOUNDS TO ATTACK DIFFERENT ANONYMOUS SYSTEMS
level see packets only from the horizontal link first, and see

packets from other links after a few measurements. To avoid Strategies Rounds to attack W.H.P
this asymmetry, we introduceBandomTestin testdrive, as Tor-like paths O((X)%log N)
described in Algorithm 2 that sends dummy packets before Mesh-based paths O(N%Hi\f(j\’;icz)w log N)
the real measurements. P AT

Lemma 1. After the testdrive phase, a malicious relay node
in the second column can infer that it is in the second pasitio
in the mesh only with probability't%ﬁ.

V. IMPLEMENTATION AND EVALUATION

Thus, the more the random messages sent, the lower thT:or comparison, we implemented Rome and a simplified
probability with which a malicious node can guess its poaiti ersion of the Onion Router in Python, and deployed both on

It is possible that two or more attackers are in the mesru, )
collude by counting the number of messages they receive aﬂg PlanetLab internet testbed. We choose a number of random

derive their relative position in the mesh based on this courﬁjalrs of communication endpoints. Each source node sedects

This helps the attackers perform predecessor attack .fastgﬁﬁtfpath t_accor?_]lng to FRome, Onion Routing an? a?hOracI;:
However, this attack is valid only when the path length jgath formation scheéme. -or space reasons, we reter therreade
tﬁtour tech report [7] for detailed graph results.

fixed. The source node can easily build meshes of differe .
lengths and avoid this attack. As _expected, we pbserveq in our measurements that the
latencies of the Onion routing for larger lengths degrade
Anonymity Lost Under the Predecessor Attack.Now we significantly. For example, in our measurements, for= 3
quantify the anonymity of the mesh wherolluding attackers nearly 70% of the paths stay under a latency of 1 second,
(out of N total nodes) perform the predecessor attack [10)nhile the latency of only around 40% of the paths stay under
We compare the anonymity of the mesh both with Tor-liké second when the path = 6. When we compare latency
paths, and the case where a source expldresdisjoint of mesh-based paths against Onion routing latendies @),
paths (the same number of paths supported by Rome). Tiearly 90% of the mesh paths stay under 1 second delay, while
attackers on the mesh immediately after the source’s aliasmly around 70% of the onion paths stay under 1 second for
and immediately before the receiver’s aliases can perftven tL = 3. Mesh performance improves with largevalues.
predecessor attack. We analyze the probability with which Finally, when we compare mesh paths against the best
colluding attackers can compromise a mesh-based path ndatencies from:” disjoint paths, we find that the performance
of a single mesh is very close to that of the disjoint paths
for identical £ and L values. This shows why route meshes
can provide exceptional path latency without generatirgy th
Please refer [7] for the proof. Using this probability thaet k” traffic and associated loss in anonymity.
attackers can log the right source and the receiver in a givenThese results show that Rome, our user-managed approach
round, we can calculate the number of rounds the attacké&®stuning tradeoffs between performance and anonymity; pro
need to guess the right source and receiver. vides efficient searching for optimal paths using a limited

] number of end-to-end performance measurements with low
Theorem 4. The end-points of the mesh-based anonyyet in anonymity.

mous communication path can be discovered cbgollud-

Lemma 2. In each round, colluding attackers can log the
right source and receiver with probability: — (1 — (-%)2)**!.
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