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Abstract

In this paper we present a scalable protocol for conduct-
ing periodic probes of network performance in a way that
minimizes collisions between separate probes. The goal
of the protocol is to enable active performance monitoring
of large-scale distributed computational systems and net-
works. We use the protocol to generate time series of mea-
surement data that are then exposed to numerical forecast-
ing models when a prediction of network performance is
required. We present the protocol and demonstrate its ef-
fectiveness using the Network Weather Service — a tool for
dynamically predicting network, CPU, memory, and storage
performance.

1. Introduction

Thanks to the increasing availability of high quality net-
works, it is now possible to combine distributed computing
and data resources in service of high-performance applica-
tions. Computational Grid [7] software infrastructures like
Globus [6], Legion [9], Condor [18], and NetSolve [4] pro-
vide abstractions designed to give the user the ability to run
applications on a heterogeneous set of machines as he or she
would on a single high-performance platform. The analogy
that is relevant is with the electrical power grid. Applica-
tions are to draw computational “power” from a collection
of resources in the same way that appliances draw electrical
power from a power utility -ubiquitously and seamlessly.

Any Computational Grid system must include a sched-
uler (either human or automatic) the goal of which is to
select the most appropriate resources (hosts, network links,
disk storage, etc.) that are going to be used by an appli-
cation. The scheduler must choose the best resources ac-
cording to the network performance that will be available

if some data has to be transmitted, the CPU load in or-
der to determine how long the computation will take, and
the amount of real memory that will be obtainable on each
processor. Since this choice is made before the application
loads each resource, it is clear that it should be based on
what the performance of CPU and network will be instead
of what the performance levels are at the time the decision
is made. That is, any scheduler decides on resource usage
for a future time frame. It is a prediction of resource avail-
ability for that time frame, and not current conditions, that
must be considered.

The Network Weather Service [19, 20, 17](NWS) is a
distributed system that regularly takes load and availabil-
ity measurements from a collection of Grid resources and
uses them to generate short-term performance forecasts.
To monitor network links, the NWS conducts end-to-end
network probes (which it uses to measure available net-
work performance) and then applies fast statistical models
to probe histories to make performance forecasts [19]. To
conduct a probe, one host opens a connection with another
and sends a small message to measure the link round-trip
time, and a large one to measure the throughput. At the time
a scheduler needs a prediction of the performance, mathe-
matical forecasting models are applied to a time-series of
consecutive measurements to generate a prediction of what
the next value in the series will be.

In this paper, we describe a protocol for controlling the
intrusiveness of NWS network measurements while, at the
same time, ensuring their consistent periodicity. The new
protocol allows the system to ensure minimal intrusiveness
if network performance conditions permit, but automati-
cally adapts the system’s behavior when conditions dete-
riorate to ensure consistent periodicity.

It is important for network probes not to interfere with
each other. Otherwise, the NWS will make its predictions
based on the combined load introduced by several simul-



taneous probes rather than on what is available to a single
probe. In [21] we note that the impact of probe collisions
can be substantial, causing an inaccuracy of as much as
50%. Thus, probe collisions have to be avoided as much
as possible. To prevent probe interference, we ensure mu-
tual exclusion between network probes using a token pass-
ing protocol. Only the host holding the token is allowed
to probe the network. While a host is holding the token, it
conducts a single network probe between itself and all other
end points in its collection (called a clique). The arrival of
the clique token triggers each network probe.

To allow the token-passing scheme to scale, we do not
put all monitored hosts into a single clique. Rather, we or-
ganize hosts into a hierarchical set of cliques. Hosts at one
level of the hierarchy pass a clique token only with other
hosts at the same level.

When time-series models are applied to the measure-
ments, their effectiveness depends on the how regularly the
measurements are taken in time. Most models assume that
the time between measurements is constant when generat-
ing a forecast. Perhaps more importantly, the duration dur-
ing which a forecast is valid depends on the periodicity with
which the measurements are gathered. A one-step-ahead
forecast is valid for only a single period. If that period is not
constant, it is difficult to assign a meaningful lifetime to any
given forecast. Under the current NWS token-passing pro-
tocol, if the time required for the token to circulate varies,
the individual probe periodicity will vary as well. Our work
described in this paper attempts to ensure that tokens are
passed periodically and, at the same time, that probes col-
lide as little as possible. In this paper, we describe a new
token-protocol and discuss how well it ensures both consis-
tent periodicity and mutual exclusion as compared to the
old protocol.

2. The Network Weather Service

The Network Weather Service is a distributed system,
the aim of which is to generate accurate forecasts of re-
source performance for a collection of CPU, network, mem-
ory, and storage resources. The forecasting engine applies
mathematical models to series of measurements that are
taken at the application level so that the predictions are close
to the performance available to applications. To generate
a forecast, the NWS operates several different models si-
multaneously 1 and computes a forecast from each. At the
next time step, when a measurement is taken, the measure-
ment is compared to each forecast and the forecasting er-
ror is recorded for each forecasting model. When an NWS
client requests a forecast, the forecasting engine examines
the cumulative error measures recorded for each forecasting

1The results reported in this work were generated using 17 separate
models.

model, and chooses the one that has the lowest cumulative
error up to that point to make the forecast.

2.1. NWS component processes

NWS is also a modular system which is built from differ-
ent component processes that run on the hosts the user wants
it to monitor. According to its needs, the administrator can
dynamically remove or add components to its system. Four
components are available:

name server The name server component implements a
highly portable name location binding. It records the
set of time series that are actively being gathered by the
system and the host locations where they are stored.

memory Measurements that have been taken are then re-
motely stored as time stamp-measurements pairs in
memory hosts. The data is immediately written in a
file so that it can survive a failure of the process.

sensor A sensor periodically takes measurements of the
available performance of some resource and sends it to
a memory component. Sensors can be dynamically re-
configured through specific messages sent by the user.

forecaster When a forecaster is asked for a prediction, it
contacts the name server to learn the location of the
data, downloads it from the specified memory host, ap-
plies time-series models to the data received, and de-
livers the forecast to the client.
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Figure 1. An NWS system monitoring three
machines

Figure 1 depicts an NWS system monitoring three hosts.
The name server process is running on host 2 and network
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available performance of the network. A forecasting pro-
cess

� �
is running on host 1 and delivers forecasts of the

system to the client.

2.2. The TCP experiment

In order to get results on the available network per-
formance, the network sensor periodically probes the net-
work by moving some data between sensors, and timing
the move. Both latency (measured as round-trip time di-
vided by 2) and bandwidth are measured. The structure of
the NWS probing mechanism is depicted in figure 2 where
host � opens a connection with � , starts a timer and mea-
sures round-trip time and bandwidth to host � as follows:

t

t

2

1

A B

Figure 2. The TCP experiment

� � sends a small (four bytes) message, � sends it back
to � and the timer is stopped. Let � � be the time the
round-trip took, latency is calculated as � ����� .

� Right after, � starts its timer again and sends a large
message to � . After having received the message, �
closes the connection and � stops the timer. Let � � be
the data transfer time and 	 be the size of the message,
bandwidth is calculated as 	�

��� ��� � ��� .

Both values are then remotely stored in a memory host.

2.3. The token-protocol

Instead of having all network sensors of a system asyn-
chronously conducting experiments with each other, the ad-
ministrator organizes the system as a hierarchy of hosts sets
called cliques. A clique consists of a set of hosts where
a given network probe is conducted by each machine with
other members of the clique with a given period. Figure 3
shows a system that has been set up on fifteen machines.

The three domains that are monitored include five hosts
each on which cliques (cliques 1, 2 and 3) have been started.
Network performance inside these domains is known end-
to-end. Two others cliques (cliques 4 and 5) have been
set up. Both include only two hosts from different do-
mains. The administrator can approximate the network per-
formance between machines of different domains using the
measurements that have been taken between the single pair
of hosts in the cliques that span domains. This hierarchical
organization permits the NWS intrusiveness control mech-
anisms to scale.

Domain 1

Domain 2

Domain 3

4
5

2

1

3

Figure 3. A system organized as a hierarchy
of cliques.

The NWS uses time series analysis, [8, 1, 10] to pre-
dict the performance of the network. Each monitored host
is expected periodically to conduct several network probes
that give a measure of the latency and the throughput of the
link between it and all other hosts. The more periodical the
series is, the more accurate and statistically valid (in a the-
oretical sense) the forecasts will be.

One way to achieve a consistent periodicity of probes is
to run each sensor on its own clock as gloperf [13] does, but
when there is complete overlap, the measurements change
dramatically (see figure 4). Thus, NWS uses a token-
protocol that ensures mutual exclusion of the probes.

3. Token Passing and Probe Periodicity

In order to initiate the token protocol, the user sends a
control message to one of the hosts. It includes a list of
hosts to probe, the periodicity with which to probe, and pa-
rameters to the network probe itself (buffer size, message
size, etc.). All of these values are carried in the token which
is passed from host to host. When a host receives the token,
it probes all of the links between itself and all of the hosts
listed in the token, and then forwards the token to the next
host. As soon as the next host receives the token, it probes
the network links between itself and the other hosts listed in
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Figure 4. Probe collisions can effect probe
accuracy. On the left of the vertical line are
readings taken when probes do not collide.
On the right are reading taken when a probe
intentionally collides with another [21].

the token, and then forwards the token. After all hosts have
seen the token, it is returned to the original initiator (termed
the leader). The leader calculates the time required to cir-
culate the token, subtracts that from the desired periodicity,
and re-initiates the token at the next period point. For ex-
ample, if the token is to be circulated every thirty seconds,
and the last complete circuit took 7 seconds, the leader will
re-initiate the token 23 seconds after it is returned.

There are two factors that affect the periodicity of each
host’s probes.

� The time required by each host to contact all other
hosts listed in the token can vary.

� If a network link fails, the hosts can become parti-
tioned, and if a host crashes, the token can be lost.

To handle both of these cases, each host maintains a timer
and, after it times out, manufacturers a token which it then
initiates. When a new token is initiated by a host after a
time-out, the initiating host declares itself the leader, and
increments a token-carried sequence number. If (after a
network restoration, for example) a host encounters two to-
kens, it annihilates the one with the lower sequence num-
ber. If the sequence numbers match, then the one with the
highest numbered leader is chosen to break ties. Until all

old tokens are annihilated, however, multiple tokens may
be circulating causing the measurement periodicity to vary.

To set the time-out for a token arrival, each host tracks
the token circulation time and the variance in that time.
When the token is received by a host, its circuit time is
recorded, and the NWS forecasting models are invoked to
predict the next circuit time and the variance in circuit time.
The time-out is then set to the predicted circuit time plus
twice the predicted standard deviation. That is, the NWS
adapts its time-outs automatically based on forecasts of to-
ken circulation time. This scheme is good at controlling
the number of tokens that are circulating but it does little to
ensure consistent periodicity.

4. A New Token Protocol

In this section, we present a new clique-protocol which
works almost the same way as the previous one with a mod-
ification to the time-out mechanism. We will see that this
protocol leads to more regular measurements since we pro-
vide to the user a way to specify a upper bound value for the
period instead of dynamically calculating a time-out value.

If the token arrives before the higher limit, the protocol is
unchanged and hosts use the token arrival to trigger a spate
of network probes. The lower end of the range dictates the
desired periodicity. That is, the user specifies what period-
icity is desired, and how long each host should wait before
it times-out. Instead of generating a new token at time-out,
however, the new protocol considers it as late, and the host
begins probing the links to other hosts in its list under purely
local control (possibly causing collisions). Even though no
token is created, the host keeps waiting for a token to arrive
during the time it is probing. If the token is received while
the probes are in progress, it is kept until the host has fin-
ished probing its list and forwarded normally. If the token
is not received, however, by the beginning of the next pe-
riod, a new token is immediately generated and forwarded.
Multiple tokens may be circulated until the newest one an-
nihilates the older ones, and during this phase, probe col-
lisions may occur. The main idea, however, is that hosts
revert to locally (non-mutually exclusive) operation auto-
matically when network performance prevents a periodicity
that is within the user’s specified range. If the network vari-
ance allows the token to be passed while maintaining the
user’s desired periodicity, then the system enforces mutual
exclusion, and it switches between these phases based on
the observed performance conditions.

This algorithm is illustrated using a three host clique in
Figure 5. In the figure, each host is associated with a hor-
izontal time line in which thick parts represent time con-
ducting probes. Dotted lines shows the clique token pass
between hosts.

During the first complete circuit (labeled 1 in the figure),
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hosts conduct their probes one-by-one and the token proto-
col synchronizes them so there are no collisions. While a
host is holding the token, it probes the network connection
between itself and the other two hosts, measuring the avail-
able bandwidth and the round-trip duration. When host 1
gets the token back, it waits before starting the new set of
probes. Assume that the network performance become sud-
denly worse so that the time to probe all hosts (thick lines)
is longer in round 2. In the figure, during the second circuit,
assume that the user’s upper range has been violated caus-
ing host 2 and host 3 both start their probes without holding
the token. Note that in this condition, host 2 and host 3 will
collide if they probe the same network link. Notice also that
the user’s range delays the time at which host 2 and host 3
start as they will time-out when the upper end of the range
is reached. That is, if the user specified a periodicity of 30
seconds, and an upper range of 35 seconds, host 2 an host 3
will start 5 seconds late. In the following round (labeled
3 in the figure), the delay causes host 2 to receive the to-
ken within the user’s specified range and it is synchronized
with host 1 again. Host 3 is still shifted compared to host 2
(since it started a little later) but it becomes synchronized in
the next round in the same way that host 2 did.

The user now fixes the “strechability” of the period as
a range of time values within which the periodicity must
be maintained. By enforcing the periodicity range, the new
protocol potentially sacrifices mutual exclusion if the net-
work conditions will not permit the token to ensure the de-
sired periodicity.

� If network performance is relatively stable like it may
be in a local area network, the user could specify a
small strechability. If the network is suddenly slowed
so that the token is delayed, collisions may occur but
the amount of collisions should not be high.

� If the system is set up on widely dispersed hosts, net-
work performance may significantly vary. Delayed to-
kens may more often lead to probe collisions affecting
the accuracy of the forecasts.

The new protocol gives the user the ability to control the
tradeoff between mutual-exclusion and periodicity. In the
next section, we will study the effectiveness of this new pro-
tocol.

5. Results

We implemented the protocol that we have described.
Our study will focus on the performance of both protocols
in terms of periodicity and percentage of wall-clock time
that probes collide.

5.1. Description of the experiment

Since network performance varies from one moment to
the next, the only way to compare both implementations of
the clique-protocol is to use them at the same time on the
same hosts. When a component of a NWS system is run,
the user can specify a port number that the program will use
if the default port number is inappropriate. Using this func-
tionality, two NWS systems (one running the old protocol
and the other running the new) were started on the same set
of hosts, each one running independently of the other, both
including two hosts located in ENS, Lyon in France and two
hosts located in UT in Knoxville. Cliques were configured
for a 240 second periodicity with a five second strechabil-
ity (2% of the period) for the one running the new protocol.
The transoceanic link experiences wide performance varia-
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Figure 6. Ping statistics from Lyon to
Knoxville

tion (both latency and bandwidth) during a typical day so
that our study focuses on 24 hours of the experiment where
the systems saw both good and bad network performance.
During this experiment, we recorded the loss statistics given
by the ping command (see figure 6).

5.2. Periodicity Results

In the figures 7 and 8, we show the evolution of the pe-
riod of probes for one of the four hosts during the experi-
ment. In the figures, the � axis denotes the period between
probes for the given host, and the � axis shows the time it
was recorded. A value substantially above 240 on the � axis
indicates a late set of probes and one below 240 indicates
probes that were conducted early. Both graphs can be cor-
related with the loss statistics shown on figure 6.

� We see that between 0h and 5h, loss statistics are suf-
ficiently low to obtain a good periodicity of the mea-
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Figure 5. Timing Diagram for the New NWS Clique Protocol
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Figure 7. Periods of the jobs using the previ-
ous protocol

surements. Both protocols yield a periodicity near 240
seconds.

� Then, until 15h of execution, the ping statistics re-
ports a much higher loss of around 50%. Hosts running
the old protocol calculate large time-outs to ensure mu-
tual exclusion of their probes, leading to periods of 2.5
times what was specified by the NWS administrator.
The new protocol yields a less varying period. Most of
time, it is kept between 240 and 245 seconds. Infre-
quently, it happens to suddenly spike to five seconds
(see the peak between 10h and 15h on the � axis). This
delay is an artifact of the NWS non-multithreaded im-
plementation. Occasionally, a host becomes “locked”
while attempting to re-register itself with the name
server and cannot initiate its own probes. The time-out
for this name server communication is set to a maxi-
mum of 5 seconds, hence the 5 second spike. The new
token protocol does not alleviate this source of delay,
although we discovered the problem as a result of this
research. It appears to happen far less frequently than
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Figure 8. Periods of the jobs using the new
protocol

delays caused by token slowness, however, and we are
currently working on modifying the implementation to
address this issue.

� Loss becomes low again and both protocol manage to
follow the specified period.

5.3. Collision Percentage

Table 1 compares the collision frequency between the
old protocol and the new. Since the network probes could
overlap for different amounts of time (i.e. a collision is not
a simple “yes” or “no” condition), we report the percentage
of collision time over several periods during the execution.

0h–5h The first two rows compare the old NWS proto-
col (the first row) with the new protocol (the second) during
the first five hours of the experiment where, according to
the ping statistics, the network performance is fairly good.
The old protocol experiences no collisions. No probes were
underway 88.7% and one probe was underway 11.3% of
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the time. This behavior is what was expected since the old
protocol is designed to ensure mutual exclusion of probes.
Note, also, that these results indicate that the old protocol
never experienced a spurious a clique time-out. If one of
the hosts had erroneously timed out, it would have gener-
ated a second token resulting in probe collisions. The auto-
matic time-out discovery mechanism used by the old proto-
col successfully ensured mutual exclusion over the duration
of the test. The new protocol ensures less mutual exclusion.
Due to network performance variation, the case of several
hosts conducting probes at the same time occurred, but the
amount of time it represents is less than 1% of the total time.

5h–15h The next two rows show the performance of both
protocols during a part of the execution where network loss
between Lyon and Knoxville is much higher. We first no-
tice that 45% of the wall-clock time is spent conducting ex-
periments, showing that an experiment takes more time to
complete than before. The old protocol generates collisions
for 2.8% of the total test time thanks to its automatic clique
time-out. However, the figure 7 shows that the periodicity is
completely lost during that period of the experiment. Most
of the overlap obtained by the new protocol is for two hosts
conducting an experiment simultaneously (11.1% of the to-
tal time) and three or four hosts probing the network at the
same time occurs only 1.9% of the time. Overlap occurs be-
cause the protocol keeps ensuring the specified periodicity
of 240 seconds with a five second cap on the lateness of any
probe.

17h–24h The network returns to good performance as it
is shown by the ping statistics and the periodicity of the
probes is restored. The following two rows shows that dur-
ing that period, no collisions occurred for both protocols.

Table 1. Collisions in the four NWS systems

% time probing simultaneously

0 1 2 3 4

old NWS 88.7 11.3 0 0 0
0h — 5h

new NWS 91 8.1 0.8 0.1 0
old NWS 54.6 42.6 2.4 0.4 0

5h — 15h
new NWS 51.5 35.5 11.1 1.8 0.1
old NWS 88.7 11.3 0 0 0

17h — 24h
new NWS 90 10 0 0 0
old NWS 76.2 22.8 0.8 0.1 0

Total
new NWS 75.9 19.3 4.1 0.6 0.1

6. Related Work

There are a wide variety of network performance mon-
itoring tools [16, 5, 12, 13, 3, 15], excellent surveys of
which is available from [11] and [2]. Network monitor-
ing can be categorized as either active or passive. An ac-
tive network monitor probes network resources by loading
them, and then observing and recording the resulting per-
formance. The NWS TCP/IP sensor is an active sensor, but
it differs from other active monitoring tools such as [16]
and [3] in that it uses end-to-end TCP/IP probes and not
ICMP echo packets to measure network performance. The
disadvantage of this approach is that the NWS requires an
execution presence at each end-point of the network seg-
ment being measured. In contrast, ICMP echo is returned
by most Unix systems, so measurement does not require
collaboration between hosts at the end-points. The advan-
tage, however, is that TCP/IP probes reflect flow-control
and congestion control effects that are not observable with
ICMP echo.

Other systems, such as [13] use TCP/IP measurement
probes, but make no attempt to coordinate probes across
hosts that are being monitored. That is, each gloperf sen-
sor operates on its own periodic clock and no mechanism is
provided for preventing experiment collisions. In [21] we
describe the effect of probe collisions (reproduced in fig-
ure 4). In some settings, colliding probes can cause a 50%
loss of accuracy. Certainly, if the system is to scale to mod-
erate numbers of hosts, the intrusiveness of the probe traffic
must be controlled explicitly and sensors must be organized
to avoid

�
�

measurements (for
�

hosts) at every period.
Lastly, it possible to combine active probing with passive

packet traffic readings that can be gathered via the Sim-
ple Network Management Protocol (SNMP), as described
in [15]. While packet traffic may be self-similar [14], it is
possible to correlate observed application performance with
gateway traffic if the number of gateways traversed is small.
It is not clear how this approach will scale to the wide-area,
where SNMP traffic data may not be provided or my be er-
roneously reported. The advantage of such an approach,
however, is that it is non-intrusive. We believe that it can be
combined with controlled, periodic measurement as part of
a scalable network forecasting tool.

7. Conclusion

The main goal of the Network Weather Service is to pro-
vide accurate measurements of the performance of specific
resources so that effective statistical forecasting based on
time-series analysis is possible. Since the network probes
conducted by hosts to measure network performance intro-
duce some load of the network, mutual exclusion is ensured
by a token-protocol. The fact is that the quality of the fore-
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casts depends on the periodicity of the measurements and
that the previous token-protocol can lead to a bad periodic-
ity because of its time-out system.

We have designed and implemented a new token pro-
tocol to ensure mutual exclusion when network conditions
permit, but which automatically reverts to locally controlled
probes (with no synchronization) when conditions deteri-
orate. We allow the user to specify a range of periodic-
ity which, if violated, will cause unsynchronized measure-
ments. Using this new protocol, the periodicity of the net-
work probes is better controlled at the possible expense of
a greater number of collisions. We measure the increased
collision time for a combination of local and wide area net-
works, and find that it is acceptably low, even when the pe-
riodicity range is set to 2% of the expected period.
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