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Abstract lenging research issue.

OSPF [4, 5] is a link state protocol designed to be used

This paper analyzes both the strong points and weakin a singleAutonomous Syst€i&S). The link-state based
points of OSPF routing protocol from security perspective. technology was pioneered in ARPANET routing protocol
On its strong points, we abstract its features of informa- [2, 3], as compared to the distance vector based routing pro-
tion least dependency and information hiding, which make tocol such as RIP [1] and BGP [7]. The basic idea is as fol-
it very robust and fault resilient, even when facing certain lows: Each router is responsible for meeting their neighbors
malicious attacks. On its weak points, we take a pragmatic and learning their names; Every router constructs a packet
look at various problems centering round secure routing known aslink state advertisemefitSA), which contains a
protocols. By carefully investigating a special re-routing at- list of the names of their neighbors and the link cost to the
tacking case, we show how an home-made malicious routemeighbors. These LSAs are flooded to all other routers pe-
can easily disrupt the service. It also provides a concrete riodically, or whenever any new information is available.
example for routing protection and intrusion detection. Fi- Each router uses these LSAs to form the complete view of
nally, we present the active protection idea and its architec- topology, and computes the route to each destination.
tural flexibility and compatibility advantages. The purpose of this paper is to take OSPF as an exam-
ple, analyze both its strong and weak points. On its strong
points, we highlight the features likeformation indepen-
dencyandinformation hidingas desired secure properties of
routing protocols. These highlights also help to understand
_ ) o security problems in other protocols. On its weak points, in
~ With the growing awareness of network security, itis be- aqgition to the general concern about some particular fields
I|eved. that more sophisticated attack.s could pe developed(e_g' Age field, Sequence Number, etc.), we present a re-
and aimed at the. hegrt of Interne_t daily operation: routers. routing attacking case study which shows how a homemade
Instead of attacking just one particular host or even a sub-majicious router can disrupt the service. In the final sec-
net, which is usually the focus of traditional host and net- tjoy of this paper, we review the current practice of routing
work security, the purpose of routing attack is to SabOtageprotocol protection and present our approach: active pro-

the network service and infrastructure. _ _ tection, which has the advantages such as architectural flex-
Consider routing security from the viewpoint of failure  jpjlity and backward compatibility.

mode, there are two extreme cases. One is sifiailstop
failure, such as link, interface or router up and down; an-
other extreme is Byzantine failure, which assumes router
can exhibit arbitrary behavior, usually with malicious in-
tention. A well-known fact about many routing protocol Our analysis and experiments show that, as a routing pro-
designs is that they only consider simple failures, while tocol, three intrinsic mechanisms of OSPF make it very ro-
security is usually an afterthought. Therefore, even thosebust and resilient to failures, even to some malicious attacks.
routing protocols which are very robust in a common sense, They are discussed below.

have many vulnerabilities when facing a strategically placed  Flooding and information least dependency As we
intruder. How to secure a routing protocol remains a chal- mentioned before, LSAs are propagated by flooding; the

1. Introduction

2. Security Strong Points of OSPF



flooding algorithm is reliable, which ensures all routers in and exchanging area summary information. There are three
the same area have the same topological database. Cortases we can consider here:

sider either a single point (router) failure case or an in-
truder trying to fake or modify other router’s information, as
long as there is an alternate path, good routers can always
receive the messages, though they could be conflict mes-
sages. This triggers an interesting phenomenon in OSPF:
fight-back good router try taconvincebad router by keep
sending them correct information, as observed in our previ-
ous work [10]. We think it is actually an advantage in the
sense thafight-backcould be easily spotted by amtrusion
Detection Syste(iDS).

A more profound impact of flooding individual LSA is
information least dependenagvery router uses thraw in-
formationfrom the original advertiser instead afjgregated
information from neighbors, which gives security advan-
tages over other pure distance vector based routing proto-
cols.

In a distance vector algorithm (e.g., RIP), each router
sends only summarized information, which is computa-
tional results based on reachability information from its
neighbors. These aggregate information has two implica-
tions. First, it is very hard for a router to validate the infor-
mation it receives; Second, even if a router detects incorrect
information, it is still difficult to determine the source of the
information.

By comparison, for a link state routing algorithm such
as the one used in OSPF, each router generates information
about its local topology (e.g., its neighbors), and forwards
such information to other routers via flooding. This has sev-
eral advantages: every router independently possesses the
entire topology information for the network and each router
is responsible only for its own local portion of the topology,
as long as any of its neighbor is honest, it can get raw in-

¢ Internal router is compromisedThe implication of

two-level routing is that an internal router does not
need to know the topology of the outside except its
own area. Consider the case that an internal router is
compromised, the damage it can do is very much lim-
ited to the area, leave the routing in other areas func-
tioning normally.

e ABR (area border router) is compromiseti:there is

only one ABR or this ABR is the only one attached
to the backbone, then the area will suffer serious con-
sequences from compromise. If there are other ABRs
online, since all ABRs for an area should broadcast the
same topology information, redundance will provide
an opportunity of doing mutual verification to detect
conflict information.

e ASBR (autonomous system border router) is compro-

mised: OSPF uses ASBR to import external routing
information into OSPF routing domain. These external
routing information will be flooded through the routing
domain. What ASBR does is actually punchaein

the area boundary. It is probably the worst single secu-
rity vulnerabilities in OSPF and there is no easy way
to fix it. Database overflow protection can prevent in-
truder from arbitrarily flooding in junk routes in certain
degree, but incapable to detect false or fake routes.

dependent information through one hop further. Obviously,  Procedural checking and constraint: The checking
information independency helps (compared to distance vecprocedure for OSPF protocol to accept an packet is rig-
tor) to find out which router is lying. Also, it helps usingau- orous. Generally, it must pass three checking gates, as
thentication to verify the origin of a message. Recently, the jllustrated in Figure 1. Taking IP checking stage as an
method proposed in [8, 9] which uses predecessor-based inexample.  First, the conventional IP checking such as
formation to harden distance vector algorithms, justifies the checksum verification is done in kernel since OSPFE run
principle from another side: a predecessor is essentially adirectly over IP; Then, OSPF must guarantee that the
piece of information provided by source to alleviate the to- packet is not self-originated (IP source checking) and ad-
tal blindness of router. By going through the predecessor,dressed either to one of its interface address or one of two
a router can help reconstruct the shortest path tree back tenulticast addressesAllSPFRouters  (224.0.0.5) and
the source. It is the predecessor information that makes galIDRouters  ( 224.0.0.6). After header checking, for
secure distance-vector based algorithm possible. each different types of packet, there are further validation
Hierarchy routing and information hiding : The pri- procedures. The point we are trying to convey is: these
mary goal of hierarchical routing is to deal with routing validation procedures at one hand, are necessary for a pro-
scalability issues (reduce routing table size, link bandwidth tocol to operate correctly and be robust; on the other hand,
and router computing resources). But, we also see it hast increases the difficulty of sabotage: the chance of simply
both robustness and security advantages. OSPF is basicallgitching a packet and hoping it works is rare. In the next
a two-level routing protocol: intra-area and inter-area rout- section we will see the work need to be done to carry out an
ing, with ABR (area border router) connected to backbone attack.



Configuration problems are probably one of the most ob-
vious and common mistakes. A poorly configured router
1P checksum often opens the door for intruders exploiting its vulnerabil-
" IP source address ities.

With all the arguments above, the relevance to the rout-
ing protocol design is that reduced complexity and simple
design could make both the implementation and configura-
tion easy, therefore reduce the risk.

If the attacking on routing protocol ever happens, where
could be the launching points? We think there are three
possible places.

packets comming in

IP checking .
». IP destination address

\IP port number

L7 Version number
" ArealD
State matching

OSPF general checking '

\\Authentication type and data

/HELLO packet

’ Database Description

OSPF packet specific |/ e A compromised router. It could be either a host-based

checking Link State Request or commercial one. Since the router is previously a
o \,, Link State Update legitimate one, it holds all the information from the
Dieard ALink State Acknoledgement past and could be exploited for further misuse.
Accept

¢ An intruding device, which is assumed to have cer-
tain tapping points (physical access) and must have
the capability to join into routing process, which re-
quires some basic function such as HELLO protocaol,
Database exchange protocol, and certain state transi-
tion maintenance. Experience shows that without re-
ally participate into the routing domain, attacking re-
sult will hardly to be fruitful.

Figure 1. OSPF packet procedure checking

3. Security Weak Points from Running Envi-
ronment

In this section, we consider several situations which will
have a practical impact on the security of a router but may e A host which does not join the routing domain and

not be directly related to the design of routing protocol.
First, we make a distinction betweéost based router
and proprietary commercial router A host-based router

therefore is invisible from the routing context. This
type of attacks are rare, but under certain conditions, it
can happen and hard to detect and prevent[10].

usually runs both traditional operating system (OS) and
some routing software, which give it the capability to for- 4 Protocol Vulnerabilities: An Case Study
ward packets. The difference between these two environ-

ments from security perspective is critical: the former envi-
ronment is usually exposed to more threats because of th
following reasons:

General protocol vulnerabilities of OSPF have been ana-
?yzed in [6]. There are three fieldmetrics, sequence num-
ber and agewhich are particularly vulnerable and therefore
e Since a host-based router runs on traditional OS, all the'® the.targets of usual attacks. pr\(ever, with Keyeq'MDS
vulnerabilities of that particular OS can be exploited protection, most of these vulnerabilities could be eliminated
as the entry door to gain privilege access, while the except the age field. We are more concerned afmaurt-in-

low-level architecture of commercial router is less well the-mlddl_eattack: what W'"_ happen if one Of the router is
known. therefore less vulnerable. compromised? The following case study gives a concrete

example of this type of attack.
¢ A host tends to provide more network services to the  The goal of this test is to show that an intruder could ma-
outside since people are using it for multiple purposes, liciously reroute traffic with d@aomemadeouter by tricking
these network services could be the weak points of se-other legitimate OSPF routers in a simplified but real net-
curity. work. Here, we assume an intruder has total control of its
own facility - a malicious OSPF routing process; However,
Implementation could be another problem. Many factors the intruder can not change the behavior of either hosts or
determine that real world implementation may not faithfully other legitimate routers except by cheating. Figure 2 shows
follow the protocol specification. Therefore, bugs may be the network topology configuration.
introduced indirectly and manifest themselves as a security We have two hosts:H; and H,, connected by two
vulnerability. Our recent study [10] reveals that a glitch in routers: R, and R,. The default router fof; is R;, and
public domain OSPF routing software and one commercial that for H is R,. R3 could be either a compromised router
routing software proved to be a serious security threat. or an intruding device. So the route frof; to Hy is
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Figure 2. Network topology for re-routing

H, - R; — R,. The attack needs to go through two
phases:

Phase 1: ICMP redirect attack on H1 Thelnternet Con-
trol Message Protocol (ICMPjs the control and er-
ror message protocol for IP. One particular class of
ICMP message is router-to-host redirect control mes-
sage which is usually used to help host to firghart-
cut on attached network. Sindg,’s default router is
R, by sending ICMP redirect packet with imperson-
ated sourceR;, R3 can change the default router for
H,. Figure 3 shows the change lfy’s kernel routing
table before ICMP attack and after ICMP attack. No-
tice that after the ICMP attack, the Flags change from
UGScto UGMc HereS stands for static route ard
stands for modified route (by ICMP). Also, in most

fic from H1, will now follow H;

sending HELLO packet; Advertise a smaller interface
cost less than R1 (in our test, R1 is using link cost 10
on both of its interfaces, while R3 advertises link cost 5
on both of its interfaces). After new rounds of synchro-
nization of link state database and SPF tree computa-
tion, the new kernel routing table is shown in Figure
4,

Destination Gateway Flags  Netlf Expire

192.168.1/24  192.168.2.1 UGc edl

(a) Before malicious OSPF starts on R3

Destination Gateway Flags Netlf Expire

102.168.1/24 19216823 UGC edl

(b) After malicious OSPF starts on R3

Figure 4. Routing Tables before and after the
attack

utility also confirms that all the traf-
— Rz — Rs. The
difficulty of this attack is modest. With today’s widely dis-

Usingtraceroute

systems, these kinds of dynamically generated routestributed public domain routing software, it is quite easy to

will expire after some time period, which requirgs
periodically refresh the information to keep it in the

kernel.

Destination  Gateway Flags  Netlf Expire
default 192.168.1.3 UGSc ed0
localhost localhost UH lo0

(a) Before ICMP attack: routing table of H1

Destination  Gateway Flags  Netlf Expire
default 192.168.1.2 UGMc ed0
localhost localhost UH o0

(b) After ICMP attack: routing table of H1

Figure 3. Routing Tables before and after the
attack

Phase 2: R3 Launch malicious OSPF processlhis ma-
licious OSPF process must have at least the following
capabilities: using HELLO protocol to bring up the
adjacency with neighbors (in this case R1 and R2) and
maintaining this neighbor relationship by periodically

launch such attack. 3 is a compromised router instead
of an intruding device, it becomes even harder for routing
protocol to protect themselves. In the following section, we
discuss possible ways to protect routing protocols.

5. Routing Protections
5.1. Related Works

The main thread of research activity centers around
how to use cryptography to solve routing security problem.
This includes Smith’s work on secure RIP and BGP [8, 9]
and Murphy’s work on introducing digital signature into
OSPF[6]. The basic idea of their work is to encrypt every
routing control message with a secret key, only the router
who has the correct key can decrypt it. These methods are
effective to defend outsider attack, but can not deal with in-
sider attack: situations such as router is compromised and
key is in exposure. In addition, they suffer the following
technical and non-technical problems:

¢ It is often impossible to design a absolutely routing
protocol. In addition to the misunderstanding of pro-
tocol specification and accuracy of specification itself,
we also face such problems as buggy implementation



[10], poor policy and administrative practice, back- transparently. We are currently investigating this approach
ward incompatibilities of multi-vendor platform, etc.  in our internal test bed in SHANG group.

e Complexity and performance penalty unacceptable: 6. Summary
public key infrastructure is one of the strongest cryp-
tography technique we can utilize, but it can be hardly
accepted in a high-speed routing environment due to
complexity such as key distribution and management
and expensive encrypt/decrypt process.

This paper analyzes both the strong points and weak
points of OSPF routing protocol from security perspective.
On its strong points, we highlights the ideainformation
least dependencgnd information hiding which make it
very robust and fault resilient, even for certain malicious
attacks. On its weak points, we take a pragmatic look at

ously, simple password authentication is vulnerable to pas-\é"’mou.S ;I)lroblems cen.termg round slt(a.cure rout|.ng protc?cols.
sive attacks currently widespread in the Internet. Keyed- specially, we investigate an attacking case in a real net-

MDS5 is an effective way to defend outsider attacks, but still work and s_how_th._a\t hOV\_/ easy a *homemade _router can
vulnerable to insider aftacks. conduct evil activities. Finally, we present our idea about

“active protection”, which have the advantages of both ar-
chitectural flexibility and backward compatibility.

Currently, OSPF specification [5] provides two authenti-
cation methods: simple password and Keyed-MD5. Obvi-

5.2. Our Approach: Active Protection
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