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Abstract

Due to the distributed nature of moderncompositewveb
services,designes are facing new challengesin both re-
guirementspeci cationaswell aslogic validation. Thispa-
per proposesa top-downdesign/veri cationstrategy that
helpsconstructcompositevebserviceso meetpresetsys-
temgoals. Thekey to this appmoad is to specifydesiied
global behavios with a “conversation protocol” and ver
ify presetsystemgoalson the global protocol. Thenpeer
implementationgre synthesizetromthe corversationpro-
tocol. Threerealizability conditionsare providedto guar-
anteethat the compositionof synthesizegeess will satisfy
thepreviouslyveri ed systengoals.

1 Intr oduction

Web servicesare revolutionizing the way that mary e-
commerceconsumessoftware,andtelecommunicatiomp-
plicationsare provided, asindicatedby the rapid growing
developmentin the industry standardge.g., SOAP, UDDI,
WSDL, BPEL4WS)andtechnology(e.g.,IBM's Web ser
vices Toolkit, Sun's Open Net Ervironmentand JiniTM
Network technologyMicrosoft's.NetandNovell'sOneNet
initiatives, HP's e-speak).Researctcommunitiesare pro-
viding complimentarytechnologiegrom differentperspec-
tives.Modelingatamorefundamentalevel bothe-services
themseles,andframavorksfor combiningthemhave been
studiedin [5, 8, 14, 15, 29, 16, 2, 1, 17]. New languagesor
de ning servicesvereproposedn [3, 19]. Specializedype
systemsavereconsideredn [22]. Finally, toolsweredevel-
opedfor annotatinge-servicesandfor planning,aiming at
combiningweb servicesautomaticallyto achiese a speci-
ed functionality [25, 4, 27, 13]. In this paper we discuss
the issuesandtechniquesn the design,speci cation, and
veri cation of compositevebservices.

Sinceeachcomponenbf a compositeveb serviceis au-

tonomous,no single peerhasthe control over the global

interactionprocess.Sucha distributed naturemakesit ex-

tremelyhardto ensurghecorrectnessf thecompositaveb

servicemerely throughthe designof eachpeerindividu-

ally. In this paper we arguefor a top-donvn approactfrom

aglobalperspectrein speci cationanddesignof web ser

vices. On onehand,we show thatthe bottom-upapproach
of designingcompositeweb servicesmay resultin more
comple global behaiiors. On the other hand, we illus-

tratethatthetop-davn approachmayfurtherenablesxisting

toolsfor veri cation of webservices.

In this paperwe extenda web servicemodelintroduced
in [10] andfurtherstudiedin [20]. A compositevebservice
in thismodelconsistof asetof peergshatcommunicateria
asynchronousnessagassing.In particular eachpeeris
modeledusinga guardednite stateautomatonwhich ab-
stractsemenging web servicechoreographytandardge.g.
BPEL4WS [6], WSCI [30], BPML [7], ebXml [18]) to
characterizebehaiors of complex long running services.
The asynchronousnessageassingis achieved by associ-
atingeachpeerwith a queuefor storingits input messages.
This FIFO queuebasednodelresemblesnary industryef-
forts like Java MessageService(JMS) [24] and Microsoft
MessageQueuingService(MSMQ) [26]. Unlike IMSand
MSMQ, thereis a virtual “global watcher”in our model
that“records”’the sequencef messageasthey aresentby
the peers.A centralfocuson the globalbehaior of aweb
serviceis to studythe setof messagsequencegenerated
by thewebservice wheretemporalogicssuchasLTL [28]
canbeextendedo thisframework to specify“good” beha-
iors. Our previouswork in [10] and[20] concentratesn a
contentlessnessagenodelandon how to designa “realiz-
able” global speci cation, from which (FSA) peerscanbe
synthesizedo ensurespeci ed global behaiors without a
globalcoordinator

Speci cally, we de ne acorversationprotocolasasetof
permissiblesequencesf messagesbsened by the global
watcher In [10, 20], we shawv thatit is possibleto realizea
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Figure 1. Global conversation speci cation

corversationprotocolusinga setof nite statepeersif the
protocolsatis esthreeconditions. Our framework enables
atop-dowvn veri cation stratey where

1. A corversationprotocol is speci ed by a realizable
Bichiautomatorj9],

2. Thepropertieof theprotocolareveri ed ontheBiichi
automataspeci cation,and

3. The peerimplementationgor the conversationproto-
col aresynthesizedrom the Biichi automatorvia pro-
jection.

In contrast,we also presenta negative fact aboutthe al-
ternative bottom-upapproachof specifyingthe peersof a
compositenebservicein isolation. We shaw thatthe com-
positionof nite statepeersmayresultin a non- -regular
behaior setglobally, which makesit dif cult to usemodel
checkingechniqueslin thispaperwegeneralizéheframe-
work of [10, 20], which considersonly messageclasses
(names)py allowing message® have contents.We show
thatthis techniquecanbe usedto tacklethe U2M problem
describedn theworkshopannouncement.

This paperis organizedasfollows. Section2 illustrates
the corversationprotocolswith the U2M examplein the
workshopannouncementSection3 de nes a variation of
LTL logic to expresssystemgoalssuchasthe “freshness”
requirementin U2M scenario. We apply formal model

checkingtechniquesin Section4. In Section5, we syn-
thesizeeachpeerbasedn theglobalcorversatiorprotocol
in Section4. As acomparisonSection6 shovs a negative
resultconcerningthe bottom up approach.Section7 con-
cludesthe paper

2 Conversation Protocols

Considerthe UpToTheMinuteN&s.com(U2M) exam-
ple: A user accessingthe pagesof U2M using a web
Browserhasto go througha Corporatel T (IT) web proxy
on the corporate rewall. A compary called Acme Web
SpeedupServices(AWS) provides a caching proxy web
servicewhich is usedby IT for acceleratingveb access.
Thishastheundesirableffectof displayingstalewebpages
from U2M attheusers Browser

We amguethat the systemgoal that Browser always re-
ceivesfreshwebpagedrom U2M is fundamentallyaglobal
constraint. Although one could derive ad hoc solutions
thatarelocal, it is moredesirableto obtaina moregeneral
global solution, dependingon the propertiesof IT, AWS,
andU2M. In Figurel, we presenta corversationprotocol
specifyingthe global web service,which consistsof four
peers:Browser IT, AWS,andU2M.

A corversationprotocolis a guardedBuiichi automaton
enhanceavith messageontentsandeachtransitionof the
automatorconsistsof two parts:



1. amessage transmittedrom onepeerto anotheyand

2. atransitionguard that speci esthe conditionto take
the transitionas well as assignsthe contentsof the
messagéeingsent.

We usea corversationprotocol to characterizehe set
of corversations i.e., all possiblesequencesf messages
communicatedetweerpeers.Thenwe checkwhetherthe
corversationgneetsomepreseigoals.

As shovnin Figurel, therearetwo typesof messagem
the U2M scenario:Req andData . Notethatwe usesub-
scriptsto distinguishthe samemessagelasstransmittecn
differentchannelse.g.Req andReq . Thetwo message
classesredeclaredn thefollowing.

class = Reqf class = Dataf
string  url; string url;
string  src;
} bool NoCache;
htmlPage;

string
y o

MessageclassReq representsan http request,and its
attribute url  containsthe addresgoriginal source)of the
requestedveb page. MessageclassData is the response,
where htmlPage is the web pagecontent,src is the
actual addressit is retrieved from (e.g., a cachesener),
and attribute NoCache is setto true if the headerof
htmlPage containsa“no-cache™ag.

In Figure 1, eachtransitionguardis written in the form
of “condition  assignmerit Take asanexamplethetran-
sition labeledwith “IT U2M Req ”. The condition
“Data .NoCache true’ meansthat only if the web
pagereturnedirom AWS containsa “no-cache”tag canthe
transitiontake place. The assignmentReq ' Req ”
meansthat IT simply relaysthe requestReq . Note that
here primed variablesrefer to the contentsof the current
messagéeing sent,and non-primedvariablesdenotethe
correspondingelds of the latesttransmittedmessageof
thatmessagelass.

Intuitively, the desiredcorversationsspeci ed by the
protocolin Figure 1 are as follows. In eachroundof a
corversation,the rst messagés a request(Req ) from
Browserto IT. IT relaysthisrequesto cacheserviceAWS,
and waits for its responseData . AWS guaranteeshat
Data is a matchingresponsdor Req , by ensuringthat
theirurl areequal;and AWS also setsthe actualsource
src of the responseo the value “AWS”. IT then exam-
inesthe contentsof Data from AWS, if the pagedoes
notcontaina“no-cache™ag,IT justsendghis cachedpage
to Browser; otherwise,it will fetchthe pagedirectly from
U2M. Note that U2M guaranteeshat eachpageit sends
containsthe “no-cache”tag, andtheir url andsrc are
properlyset.

3 UsingLTL to Statethe SystemGoal

Now theimmediatequestionis how to expressthe pre-
setsystemgoalthatBrowsershouldalwaysgetnon-cached
U2M news pagesfrom IT. We extendthe linear temporal
logic (LTL) [28] to t into our messag@assingrameanork.
To facilitatethediscussionye clarify someof thetechnical

notions rst. Givena corversation , a
sequencef messgeswith contentslet  denotethe -th
messagén , and denotethe -
th sufx of . An atomicpropositionis eitherin the form

of where isamessagelass,or where isa
predicateovertheattributesof .
Let bethesetof atomicpropositions A message
is saidto satisfyanatomicproposition , Writtenas
, if
1. when

is amessagelassthetypeof is ,and

2. when isin theform of

and

, thenthetypeof s

LTL propertiesare constructedrom suchatomic proposi-
tions,logical operators , andLTL operatorsX, G, U,
F. GivenLTL formulas , and , andanatomicproposition

iff if
iff
iff and
iff or

X iff

G iff forall

F iff thereexists

U iff thereexists s.t.
and,for all

Intuitively temporaloperatorX means‘next”, G means
“globally”, F meanseventually”,andU meansuntil”. We
give someexamplesof LTL propertiesandtheir semantics
in thefollowing.

1. GData everymessagappearedn the corversation
is of typeData .

2. G Req.url  "uU2Mm" F Data.url "Uzm"
for eachmessag®eq with url equalto “U2M even-
tually thereis a matchingresponseData with url
equalto “U2M.

Similarly, the “freshness’systemgoal of U2M scenario
canbeexpresseas

G Data Data url Data src "U2M" (1)

Thatis, every U2M news pageretrieved by IT shouldbea
non-cachedreshpage.
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Figure 2. Synthesiz ed implementation of each peer

4 Model Checkingthe U2M Design

Given a Buchi speci cation of conversationprotocol, it
is possibleto transformit into the languageof a model
checler, suchas Spin [23], SMV [12], and Action Lan-
guageVeri er [11]. Note that, dependingon the restric-
tions on datatypesanddomainsimposedby modelcheck-
ers,thetranslatiormayrequireabstractionsAfter thetrans-
lation, we canverify whetherthe proposedsystemgoalis
satis ed by the corversationprotocol using model check-
ing. For the examplepresentedn Figure1, modelcheck-
ing can reveal that the LTL property (1) is not guaran-
teed by the initial design, and an error trace is marked
using dashedarraws in Figure 1. The problemwith the
initial designis that AWS may forge a pagewhose at-
tribute NoCache is false,which is later relayedby IT to
the Browser Thuswe needto requirethat AWS is always
“honest”. To expressthis concept,we introducea predi-
cate Signed(url: site, Data: page) , which
meansintuitively that page is digitally signedby the web
serviceaturl site . Thenthefollowing formulacanbein-

sertedinto the guardof thetransitionAWS IT Data
in Figurel.
Signed(Data  url',Data )] true (2)

Interestingly even if AWS males the “no-deception”
promiseit still cannotguarante¢hefreshnessequirement.
For example,if at somepoint, U2M forgetsto insert“no-
cachetaginto its web page,and somehav this pagehap-

pensto bestoredin AWS.WhenIT requestshe page AWS
cansendthisdigitally signed‘bad” pageto IT whichcauses
thefailure of freshnessThereforeif we strengtherthe de-
signof U2M with thefollowing systemassumption:

Signed("U2M", data)

data.NoCache 3)

true
we can safely reachthe conclusionthat the LTL property
(1) is satis ed. Model checkingof the new composedys-
temwith guard(2) andsystemassumption(3) requiresthe
ability to handle rst orderformulas.

5 Synthesisof Peers

Synthesisof peersis obtainedby projecting the con-
versationprotocol to eachpeerby removing non-relevant
transitionsfor eachpeer Thenwe detachguardsfor those
transitionghatarelabeledwith incomingmessagesincea
peercannotcontrol the contentsof its incomingmessages.
The projectionresultsin a guardedBuchi automatonfor
eachpeer As anexample,in Figure2, we presenthe syn-
thesizedpeerdor there ned version(enhanceavith Equa-
tions2 and3) of theU2M examplein Figurel.

It canbeveri ed that,in anasynchronoumessag@ass-
ing ervironment(wherea FIFO queueis usedto storein-
coming messagesthe compositionof nite statepeersin
Figure2 producesxactly the samecorversationsetasde-
scribedby the re ned protocol of Figure 1. However, not
every corversationprotocol hasthis “realizable” property
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In [20], we presentedhreeconditionsthat canensurethe
realizability of a corversationprotocol. We brie y intro-
ducethembelow:

Losslesgoin propertyrequiresthat a corversationproto-
col shouldbe equivalentto the Cartesiarproductof its
projectiongto eachpeer

Autonomougpropertyrequireshatatany momentaccord-
ing to theprotocol,eachpeercanmake a deterministic
decisiononwhetherto wait, or to sendor to terminate.

Syn&ironouscompatiblepropertyrequiresthatthereis no
“ille gal” statein a corversationprotocolwheresome
peeris readyto senda messagé¢hatis not expectedby
its recever.

We arguein [20] that conversationprotocolssatisfying
thesethreerealizability conditionscanstill capturea large
catgyory of web servicepatterns. However resultsin [20]
cannotbe directly appliedto corversationprotocolswith
messageontents.In [21] we shav thatby employing the
statespaceexplorationtechniquefor a corversatiorproto-
colwith nite domainswe canalwaysconstructastandard
guardlesgprotocolwhich bisimulateshe original protocol.
Runningrealizability checkon its guardlessbisimulation
usuallysufces to justify arealizableguardedconversation
protocolwith messageontents.

6 Problemsof Bottom-up Approach

Onenaturalquestionconcerningthe bottom-upspeci -
cationof compositavebservicesj.e.,to specifyeachsingle
peer rst andthencomposehem,is whetheme canalways
constructsuch a global corversationspeci cation recog-
nizedby a nite stateautomaton positve answemwould
imply that mary veri cation techniqguesbecomeimmedi-
ately available. Unfortunately we shaw thatthe answeris
negative, even when messageontentsand guardsare not
considered.Thereare compositeweb servicesvhosecon-
versationsetcannotberecognizedy nite stateautomata.

Considetthescenaricshavn in Figure3. Therearethree
participantsnamelyOSB (Online StockBroker), RD (Re-
searctDepartment)andinvestorinvolvedin a“FreshMar-
ketUpdate”(FMU) service.We describesachserviceusing
a Biichi automatonandnotethat eachserviceis equipped
with a FIFO queueto storeincoming messagesinderthe
asynchronousnessag@assingervironmentlik e the Inter-
net.

The interactionpatternbetweenthe three peersis de-
scribedasfollows. In eachround of messagesxchange,
OSB rst collects‘Rawdata”(e.g.themarket priceandvol-
umeof eachstock)from the market,andthensendghemto
RD for furtheranalysis. After all “Rawdata” are collected
and sent, OSB sendsthe message€EndofRdata’to mark
the endof “RawData”, andit sendsghe messagéStart” to
inform Investoraboutthe plannedarrival of a sequencef
“Data”. RD processesach'Rawdata”andgenerates cor-
respondingpolishedreportnamed‘Data”. After all “Raw-
Data” have beenprocessedRD sendsthe messagéCom-
plete” to Investor Onceinformedby the “Complete” mes-
sagelnvestorsendghemessagéAck” to OSBsothatOSB
canstartanotheroundof marketinformationcollectionand
analysis.

The seeminglysimple FMU scenarigoroducesanon -
regularlanguage.To seewhy this is the case,considerits
intersectionwith an -regular languagé (R ESD CA) .
Onecaninfer thatthe resultis (R ESD CA) . By anar
gumentsimilar to pumpinglemma,we canshow that this
intersectiorcannotbe recognizedy ary Biichiautomaton,
andhencethe setof corversationss not -regular. In fact,
givenasetof nite statepeersthe problemof checkingif
all corversationggeneratedy them satisfyan LTL prop-
erty is undecidabledueto the unboundednput queuesas-
sociatedwith peers.This negative resultis one of the mo-
tivationsfor our top-dowvn approactto speci cationof web
services.

1We denoteeachmessageyits rst letter For example R is the“Raw-
data”.



7 Discussions

While using the top-dowvn approachenablesus to take
adwantageof model checkingtechniquesthere are other
challenges. One possibledrawvback of the top-dowvn ap-
proachmay be that for the samedesign,the global speci-
cation canbe muchlargerthanits bottom-upcounterpart.
Anotherdravbackcanbethatthetop-davn approactdoes
notwork well whenwetry to composea servicefrom exist-
ing serviceswhich do not allow alterationof their internal
implementationsln addition,the currentversionof corver
sationprotocolrequiresthatthe participantsare x ed,i.e.,
we cannotdynamicallydeterminethe destinatiorof a mes-
sage.e.g.,“checktheurl of the Req from Browser and
thensenda secondrequestto Req.url ". We areinves-
tigatingthe trade-of betweenthe top-dovn andbottom-up
approacheso addresshesechallenges.

Automaticveri cation andvalidationof compositewveb
servicesis a new areawith interestingchallenges— the
dif culties arisefrom both the opensystemaspeciandthe
hardnesf veri cation problemitself. As we mentioned
earlier, to verify the designof U2M examplein Figurel, a
modelcheclerwith abilitiesto handlerst orderconstraints
is required. We are alsolooking into the issueof enhanc-
ing modelcheclerswith theoremproversto validatea non-
trivial compositewebservicedesign.

Acknowledgments

Bultan was supportedin part by NSF grant CCR-
997097@andNSFCareerawardCCR-9984822Fuwaspar
tially supportedby NSFgrantllS-0101134andNSFCareer
awardCCR-9984822Suwasalsosupportedn partby NSF
grantsliS-0101134andIIS-9817432.

References

[1] S.Abiteboul,V. Aguilera,S. Ailleret, B. Amann,
F. Arambarri,S. Cluet,G. CobenaG. Corona,
G. Ferran A. Galland,M. HascoetC-C.Kanne,
B. Koechlin,D. LeNiniven,A. Marian,L. Mignet,
G. Moerkotte,B. Nguyen,M. PredaM-C. Rousset,
M. Sebag,J-P Sirot, P. Veltri, D. Vodislav,
F. WatezandandT. WestmannA dynamic
warehousdor XML dataof theWeb. IEEE Data
EngineeringBulletin, 2001.

[2] S.Abiteboul,V. Vianu,B. FordhamandY. Yesha.
Relationaltransducerfor electroniccommerceln
Proc. ACM Sympon Principlesof DatabaseSystems
1998.

[3] PhilippeAlthern. Thescalahomepage.
http://lamp.epfl.ch/scala/

(4]

(5]

(6]

(7]

(8]

9]

[10]

[11]

[12]

[13]

A. Ankolekar M. Burstein,J. Hobbs,O. Lassila,

D. Martin, D. McDermott,S. Mcllraith,
S.NarayananM. Paolucci,T. Payne,andK. Sycara.
DAML-S: Webservicedescriptionfor the semantic
weh In Proc. Intl. SemantidAeb Conf (ISWC) July
2002.

B. BenatallahB. Medjahed A. Bouguettaya,

A. ElmagarmidandJ. Beard. Self-coordinate@nd
self-tracedcompositeserviceswith dynamicprovider
selection.Technicalreport,Universityof New South
Wales,March2001. (Availableat
http://sky.fit.qut.edu.au/"dumas/

selfserv.ps.gz)

Busines$ProcesExecutionLanguagdor Web
ServicegVersionl.0). http://www.ibm.com/
developerworks/library/ws- bpel ,2002.

BusinesProcesdModeling LanguaggBPML).
http://www.bpmi.org

R. Breite,P. Walden,andH. Vanharanta.
C-commercevirtuality - will it work in the Internet?
In Proc. of InternationalConfon Advancesn
Infrastructue for Electronic BusinessScienceand
Educationon the Internet(SSGRR000) 2000.
(http://lwww.ssgrr.it/en/ssgrr2000 /
proceedings.htm ).

J.R. Buchi. Onadecisionmethodin restricted
seconcdrderarithmetic.In Proceeding®f the
InternationalCongresson Logic, Methodolay, and
Philosophyof Sciencepagesl—11.Stanford
University Press;1960.

T. Bultan, X. Fu,R. Hull, andJ. Su. Corversation
speci cation: A new approacho designandanalysis
of e-servicecomposition.In Proc. Int. World Wide
Web Conf (WWW) May 2003.

T. BultanandT. Yavuz-Kah\weci. Action language
veri er. In Proceeding®f the 16thIEEE
InternationalConfeenceon AutomatedSoftwae
Engineering pages382-3862001.

J.R.Burch,E. M. Clarke,K. L. McMillan, D. L. Dill,
andL. H. Hwang. Symbolicmodelchecking:
statesandbeyond. In Proceeding®f the 5th Annual
IEEE Symposiunon Logic in ComputerScience
page428-439Januaryl990.

C.BusslerR. Hull, S. Mcllraith, M.E. Orlowska,

B. Pernici,andJ. Yang,editors. Proceeding®of
Workshopon Web ServicesE-Businessandthe
Semantid\eb (WES) SpringerVerlagLectureNotes
in ComputerSciencenumber2512,Toronto,2002.



[14] F. Casati,S. Sayal,andM. Shan.Developing
e-servicegor composinge-servicesln Proceedings
of CAISE2001, Interlaken,Switzerland June2001.

[15] F. CasatiandM.-C. Shan.Dynamicandadaptve
compositionof e-servicesInformationSystems
26(3):143-1632001.

[16] V. ChristophidesR. Hull, G. Karvounarakis,
A. Kumar, G. Tong,andM. Xiong. Beyonddiscrete
e-servicesComposingsession-orientesglervicesn
telecommunicationdn Proc. of Workshopon
Technolagiesfor E-ServicegTES) Rome,ltaly,
SeptembeR001.

[17] G.CobenasS. Abiteboul,andA. Marian. Detecting
changesn xml documentslin Proc. Int. Conf on
Data Engineering 2002.

[18] ElectronicBusinessusingeXtensibleMarkup
Language http://www.ebxml.org

[19] D. FlorescuA. GrinhagenandD. KossmannXL:
An XML programmindanguagdor webservice
speci cationandcomposition.In Proc. Int. World
Wde Web Conf (WWW) 2002.

[20] X. Fu,T. Bultan,andJ. Su. Corversationprotocols:
A formalismfor speci cationandveri cation of
reactve electronicservices.In Proc. Int. Conf on
Implementatiorand Applicationof Automata(CIAA),
2003.

[21] X. Fu,T. Bultan,andJ. Su. Model checking
conversatiormprotocols:A top-dovn approacho
speci cationandveri cation of webservices.
manuscript 2003.

[22] S.GayandM. Hole. Typesfor correct
communicatiorin client-sener systems.Technical
ReportCSD-TR-00-07PDepartmenbf Computer
ScienceRoyal Holloway, Universityof London,
Decemberl82000.

[23] G.J.Holzmann.Themodelchecler SPIN. IEEE
Transactionn Softwae Engineering
23(5):279-295May 1997.

[24] Java MessageService.
http://java.sun.com/products/jms/

[25] S.A. Mcllraith, T. C. Son,andH. Zeng. Semantic
webservices.In IEEE IntelligentSystems
March/April 2001.

[26] MicroSoft Messag&ueuingService.
http://www.microsoft.com/msmq/

[27] S.NarayanarandS. Mcllraith. Simulation,
veri cation andautomatedompositionof web
servicesIn Proc. Int. World Wide Web Conf (WWW)
2002.

[28] A. Pnueli. A temporallogic of concurrenprograms.
Theoetical ComputerScience13(1):45-60,1981.

[29] SimpleObjectAccessProtocol(SQAP) 1.1. W3C
Note 08, May 2000.
(http:/www.w3.0rg/TR/SOAP/ ).

[30] Web ServiceChoreographynterface(WSCI) Version
1.0. http:

[www.w3.0rg/2003/01/wscwg- charter



