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Abstract

Due to thedistributednature of moderncompositeweb
services,designers are facing new challenges in both re-
quirementspeci�cationaswell aslogic validation.Thispa-
per proposesa top-downdesign/veri�cationstrategy that
helpsconstructcompositewebservicesto meetpresetsys-
temgoals. The key to this approach is to specifydesired
global behaviors with a “conversationprotocol” and ver-
ify presetsystemgoalson the global protocol. Thenpeer
implementationsaresynthesizedfromtheconversationpro-
tocol. Threerealizability conditionsare providedto guar-
anteethat thecompositionof synthesizedpeers will satisfy
thepreviouslyveri�ed systemgoals.

1 Intr oduction

Web servicesarerevolutionizing the way that many e-
commerce,consumersoftware,andtelecommunicationap-
plicationsareprovided, as indicatedby the rapid growing
developmentin the industrystandards(e.g.,SOAP, UDDI,
WSDL, BPEL4WS)andtechnology(e.g.,IBM' s Web ser-
vices Toolkit, Sun's Open Net Environment and JiniTM
Network technology, Microsoft's.NetandNovell'sOneNet
initiatives,HP's e-speak).Researchcommunitiesarepro-
viding complimentarytechnologiesfrom differentperspec-
tives.Modelingatamorefundamentallevel bothe-services
themselves,andframeworksfor combiningthemhavebeen
studiedin [5, 8, 14, 15, 29, 16, 2, 1, 17]. New languagesfor
de�ning serviceswereproposedin [3, 19]. Specializedtype
systemswereconsideredin [22]. Finally, toolsweredevel-
opedfor annotatinge-servicesandfor planning,aimingat
combiningweb servicesautomaticallyto achieve a speci-
�ed functionality [25, 4, 27, 13]. In this paper, we discuss
the issuesandtechniquesin the design,speci�cation,and
veri�cation of compositewebservices.

Sinceeachcomponentof acompositewebserviceis au-

tonomous,no single peerhasthe control over the global
interactionprocess.Sucha distributednaturemakesit ex-
tremelyhardto ensurethecorrectnessof thecompositeweb
servicemerely throughthe designof eachpeer individu-
ally. In this paper, we arguefor a top-down approachfrom
a globalperspective in speci�cationanddesignof webser-
vices. On onehand,we show that thebottom-upapproach
of designingcompositeweb servicesmay result in more
complex global behaviors. On the other hand, we illus-
tratethatthetop-downapproachmayfurtherenableexisting
toolsfor veri�cation of webservices.

In this paperwe extenda webservicemodelintroduced
in [10] andfurtherstudiedin [20]. A compositewebservice
in thismodelconsistsof asetof peersthatcommunicatevia
asynchronousmessagepassing.In particular, eachpeeris
modeledusinga guarded�nite stateautomaton,which ab-
stractsemerging web servicechoreographystandards(e.g.
BPEL4WS [6], WSCI [30], BPML [7], ebXml [18]) to
characterizebehaviors of complex long running services.
The asynchronousmessagepassingis achieved by associ-
atingeachpeerwith a queuefor storingits input messages.
ThisFIFO queuebasedmodelresemblesmany industryef-
forts like Java MessageService(JMS) [24] andMicrosoft
MessageQueuingService(MSMQ) [26]. Unlike JMSand
MSMQ, thereis a virtual “global watcher” in our model
that“records”thesequenceof messagesasthey aresentby
thepeers.A centralfocuson theglobalbehavior of a web
serviceis to studythesetof messagesequencesgenerated
by thewebservice,wheretemporallogicssuchasLTL [28]
canbeextendedto thisframework to specify“good” behav-
iors. Our previouswork in [10] and[20] concentrateson a
contentlessmessagemodelandon how to designa “realiz-
able” global speci�cation,from which (FSA) peerscanbe
synthesizedto ensurespeci�ed global behaviors without a
globalcoordinator.

Speci�cally, wede�ne aconversationprotocolasasetof
permissiblesequencesof messagesobservedby theglobal
watcher. In [10, 20], we show that it is possibleto realizea

1



Browser IT

U2M

AWSReq1,
Data1

U2M � IT: Data3

[ Req3.url = “U2M”�

Data3’.url = Data3’.src = “U2M”

Ù Data3’.NoCache = true]

G (Data1 � Data1.url = Data1.src= “U2M”)

Req2,

Data2

Req3,Data3

Preset System Goal

B � IT: Req1

[ true � Req1’.url = “U2M” ]

IT � AWS: Req2

[ true � Req2’ = Req1 ]

AWS � IT: Data2

[ true � Data2’.url = Req2.url 

Ù Data2’.src = “AWS”]

IT � U2M: Req3

[ Data2.NoCache = true

� Req3’ = Req1 ]

IT � B: Data1

[ true � Data1’ = Data3 ]

IT � B: Data1

[ Data2.NoCache = false

� Data1’ = Data2 ]

Figure 1. Global conversation speci�cation

conversationprotocolusinga setof �nite statepeers,if the
protocolsatis�esthreeconditions.Our framework enables
a top-down veri�cation strategy where

1. A conversationprotocol is speci�ed by a realizable
Büchi automaton[9],

2. Thepropertiesof theprotocolareveri�ed ontheBüchi
automataspeci�cation,and

3. The peerimplementationsfor the conversationproto-
col aresynthesizedfrom theBüchi automatonvia pro-
jection.

In contrast,we also presenta negative fact about the al-
ternative bottom-upapproachof specifyingthe peersof a
compositewebservicein isolation.We show thatthecom-
positionof �nite statepeersmay result in a non-� -regular
behavior setglobally, whichmakesit dif�cult to usemodel
checkingtechniques.In thispaper, wegeneralizetheframe-
work of [10, 20], which considersonly messageclasses
(names),by allowing messagesto have contents.We show
that this techniquecanbeusedto tackletheU2M problem
describedin theworkshopannouncement.

This paperis organizedasfollows. Section2 illustrates
the conversationprotocolswith the U2M example in the
workshopannouncement.Section3 de�nes a variationof
LTL logic to expresssystemgoalssuchasthe “freshness”
requirementin U2M scenario. We apply formal model

checkingtechniquesin Section4. In Section5, we syn-
thesizeeachpeerbasedon theglobalconversationprotocol
in Section4. As a comparison,Section6 shows a negative
resultconcerningthe bottomup approach.Section7 con-
cludesthepaper.

2 ConversationProtocols

Considerthe UpToTheMinuteNews.com(U2M) exam-
ple: A user accessingthe pagesof U2M using a web
Browserhasto go througha CorporateIT (IT) web proxy
on the corporate�re wall. A company called Acme Web
SpeedupServices(AWS) provides a cachingproxy web
servicewhich is usedby IT for acceleratingweb access.
Thishastheundesirableeffectof displayingstalewebpages
from U2M at theuser'sBrowser.

We arguethat the systemgoal that Browseralwaysre-
ceivesfreshwebpagesfrom U2M is fundamentallyaglobal
constraint. Although one could derive ad hoc solutions
thatarelocal, it is moredesirableto obtaina moregeneral
global solution, dependingon the propertiesof IT, AWS,
andU2M. In Figure1, we presenta conversationprotocol
specifyingthe global web service,which consistsof four
peers:Browser, IT, AWS,andU2M.

A conversationprotocol is a guardedBüchi automaton
enhancedwith messagecontents,andeachtransitionof the
automatonconsistsof two parts:
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1. amessage transmittedfrom onepeerto another, and

2. a transitionguard that speci�es the conditionto take
the transition as well as assignsthe contentsof the
messagebeingsent.

We usea conversationprotocol to characterizethe set
of conversations, i.e., all possiblesequencesof messages
communicatedbetweenpeers.Thenwe checkwhetherthe
conversationsmeetsomepresetgoals.

As shown in Figure1, therearetwo typesof messagesin
theU2M scenario:Req andData . Note thatwe usesub-
scriptsto distinguishthesamemessageclasstransmittedon
differentchannels,e.g.Req � andReq� . Thetwo message
classesaredeclaredin thefollowing.

class Req{ class Data{
string url; string url;
... string src;

} bool NoCache;
string htmlPage;
...

}

MessageclassReq representsan http request,and its
attribute url containsthe address(original source)of the
requestedwebpage.MessageclassData is the response,
where htmlPage is the web pagecontent, src is the
actualaddressit is retrieved from (e.g., a cacheserver),
and attribute NoCache is set to true if the headerof
htmlPage containsa “no-cache”tag.

In Figure1, eachtransitionguardis written in the form
of “condition � assignment”. Takeasanexamplethetran-
sition labeledwith “ IT � U2M: Req � ”. The condition
“Data � .NoCache � true” meansthat only if the web
pagereturnedfrom AWS containsa “no-cache”tagcanthe
transitiontake place. The assignment“Req � ' � Req � ”
meansthat IT simply relaysthe requestReq � . Note that
hereprimed variablesrefer to the contentsof the current
messagebeing sent,and non-primedvariablesdenotethe
corresponding�elds of the latest transmittedmessageof
thatmessageclass.

Intuitively, the desiredconversationsspeci�ed by the
protocol in Figure 1 are as follows. In eachround of a
conversation,the �rst messageis a request(Req � ) from
Browserto IT. IT relaysthis requestto cacheserviceAWS,
and waits for its responseData � . AWS guaranteesthat
Data � is a matchingresponsefor Req

�

, by ensuringthat
their url areequal;andAWS alsosetsthe actualsource
src of the responseto the value “AWS”. IT then exam-
ines the contentsof Data � from AWS, if the pagedoes
notcontaina “no-cache”tag,IT justsendsthiscachedpage
to Browser;otherwise,it will fetch the pagedirectly from
U2M. Note that U2M guaranteesthat eachpageit sends
containsthe “no-cache” tag, and their url and src are
properlyset.

3 Using LTL to Statethe SystemGoal

Now the immediatequestionis how to expressthepre-
setsystemgoalthatBrowsershouldalwaysgetnon-cached
U2M news pagesfrom IT. We extend the linear temporal
logic (LTL) [28] to �t into ourmessagepassingframework.
To facilitatethediscussion,weclarify someof thetechnical
notions�rst. Given a conversation�	�
����
��

�


�����
������ , a
sequenceof messageswith contents,let ��� denotethe � -th
messagein � , and �

�

������
������

�


���������
������ denotethe � -
th suf�x of � . An atomicpropositionis eitherin the form
of � where � is a messageclass,or � � !#"%$%& where!'"($%& is a
predicateover theattributesof � .

Let )�* bethesetof atomicpropositions.A message+

is saidto satisfyanatomicproposition,.-/)0* , written as
+21 �3, , if

1. when , is a messageclass,thetypeof + is , , and

2. when , is in theform of � � !#"%$%& , thenthetypeof + is
� and!#"%$%&546+879�;:<">=?$ .

LTL propertiesareconstructedfrom suchatomicproposi-
tions,logicaloperators@A
CBA
ED , andLTL operatorsX, G, U,
F. GivenLTL formulasF , and G , andanatomicproposition

,3-H)0* ,

�I1 �;, if f �
�

1 �3, if ,3-8)�*

�I1 �JDKF if f �
L 1 �MF

�I1 �JFN@OG if f �P1 �MF and �I1 �;G

�I1 �JFNBOG if f �P1 �MF or �P1 �3G

�I1 � X F if f �

�

1 �JF

�I1 � G F if f for all �9QSRT
��

�

1 �MF

�I1 � F F if f thereexists �UQVR'
��

�

1 �;F

�I1 �JF U G if f thereexists WXQVR'
 s.t. ��YZ1 �;G

and,for all RN[\�U]^W�
��

�

1 �JF

Intuitively temporaloperatorX means“next”, G means
“globally”, F means“eventually”,andU means“until”. We
give someexamplesof LTL propertiesandtheir semantics
in thefollowing.

1. G Data _ everymessageappearedin theconversation
is of typeData .

2. G 4 Req.url � "U2M" ` F Data.url � "U2M" 7a_

for eachmessageReq with url equalto “U2M” even-
tually there is a matchingresponseData with url
equalto “U2M”.

Similarly, the“freshness”systemgoalof U2M scenario
canbeexpressedas

G 4 Data �

` Data �

� url � Data �

� src � "U2M" 7 (1)

That is, every U2M news pageretrievedby IT shouldbea
non-cachedfreshpage.
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! Req3 � U2M! Data1 � B

! Req2 � AWS

Figure 2. Synthesiz ed implementation of each peer

4 Model Checking the U2M Design

Given a Büchi speci�cationof conversationprotocol,it
is possibleto transformit into the languageof a model
checker, suchas Spin [23], SMV [12], and Action Lan-
guageVeri�er [11]. Note that, dependingon the restric-
tionson datatypesanddomainsimposedby modelcheck-
ers,thetranslationmayrequireabstractions.After thetrans-
lation, we canverify whetherthe proposedsystemgoal is
satis�ed by the conversationprotocolusingmodelcheck-
ing. For the examplepresentedin Figure1, modelcheck-
ing can reveal that the LTL property (1) is not guaran-
teed by the initial design, and an error trace is marked
using dashedarrows in Figure 1. The problemwith the
initial design is that AWS may forge a pagewhoseat-
tribute NoCache is false,which is later relayedby IT to
theBrowser. Thuswe needto requirethatAWS is always
“honest”. To expressthis concept,we introducea predi-
cateSigned(url: site, Data: page) , which
meansintuitively thatpage is digitally signedby theweb
serviceat url site . Thenthefollowing formulacanbein-
sertedinto the guardof the transitionAWS� IT _ Data �

in Figure1.

Signed(Data
�

� url',Data
�

') � true (2)

Interestingly, even if AWS makes the “no-deception”
promise,it still cannotguaranteethefreshnessrequirement.
For example,if at somepoint, U2M forgetsto insert “no-
cache”tag into its web page,andsomehow this pagehap-

pensto bestoredin AWS.WhenIT requeststhepage,AWS
cansendthisdigitally signed“bad” pageto IT whichcauses
thefailureof freshness.Thereforeif we strengthenthede-
signof U2M with thefollowing systemassumption:

Signed("U2M", data)
` data.NoCache � true

(3)

we cansafely reachthe conclusionthat the LTL property
(1) is satis�ed. Model checkingof thenew composedsys-
temwith guard(2) andsystemassumption(3) requiresthe
ability to handle�rst orderformulas.

5 Synthesisof Peers

Synthesisof peersis obtainedby projecting the con-
versationprotocol to eachpeerby removing non-relevant
transitionsfor eachpeer. Thenwe detachguardsfor those
transitionsthatarelabeledwith incomingmessages,sincea
peercannotcontrol thecontentsof its incomingmessages.
The projection resultsin a guardedBüchi automatonfor
eachpeer. As anexample,in Figure2, we presentthesyn-
thesizedpeersfor there�ned version(enhancedwith Equa-
tions2 and3) of theU2M examplein Figure1.

It canbeveri�ed that,in anasynchronousmessagepass-
ing environment(wherea FIFO queueis usedto storein-
comingmessages),the compositionof �nite statepeersin
Figure2 producesexactly thesameconversationsetasde-
scribedby the re�ned protocolof Figure1. However, not
every conversationprotocolhasthis “realizable” property.

4



Online Stock 
Broker

Research
Department

Investor

RawData,

EndOfRdata

Data,

CompleteAck

Start

RawData

Online Stock Broker

RawData

EndOfRdata

Start

Ack
Data

RawData

RawData

Data

EndOfRdata

Complete

Start

Data

Data

Complete

Ack

Research Department Investor

Figure 3. Fresh Market Update Service

In [20], we presentedthreeconditionsthat canensurethe
realizability of a conversationprotocol. We brie�y intro-
ducethembelow:

Losslessjoin propertyrequiresthat a conversationproto-
col shouldbeequivalentto theCartesianproductof its
projectionsto eachpeer.

Autonomouspropertyrequiresthatatany momentaccord-
ing to theprotocol,eachpeercanmakeadeterministic
decisiononwhetherto wait, or to send,or to terminate.

Synchronouscompatiblepropertyrequiresthatthereis no
“ille gal” statein a conversationprotocolwheresome
peeris readyto sendamessagethatis notexpectedby
its receiver.

We arguein [20] that conversationprotocolssatisfying
thesethreerealizability conditionscanstill capturea large
category of web servicepatterns.However resultsin [20]
cannotbe directly appliedto conversationprotocolswith
messagecontents.In [21] we show that by employing the
statespaceexplorationtechnique,for a conversationproto-
col with �nite domains,wecanalwaysconstructastandard
guardlessprotocolwhich bisimulatestheoriginal protocol.
Runningrealizability checkon its guardlessbisimulation
usuallysuf�ces to justify a realizableguardedconversation
protocolwith messagecontents.

6 Problemsof Bottom-up Approach

Onenaturalquestionconcerningthe bottom-upspeci�-
cationof compositewebservices,i.e.,to specifyeachsingle
peer�rst andthencomposethem,is whetherwecanalways
constructsuch a global conversationspeci�cation recog-
nizedby a �nite stateautomaton?A positiveanswerwould
imply that many veri�cation techniquesbecomeimmedi-
atelyavailable. Unfortunately, we show that theansweris
negative, even whenmessagecontentsandguardsarenot
considered.Therearecompositewebserviceswhosecon-
versationsetcannotberecognizedby �nite stateautomata.

Considerthescenarioshown in Figure3. Therearethree
participants,namelyOSB(OnlineStockBroker), RD (Re-
searchDepartment),andInvestor, involvedin a“FreshMar-
ketUpdate”(FMU) service.Wedescribeeachserviceusing
a Büchi automaton,andnotethateachserviceis equipped
with a FIFO queueto storeincomingmessagesunderthe
asynchronousmessagepassingenvironmentlike the Inter-
net.

The interactionpatternbetweenthe three peersis de-
scribedas follows. In eachround of messageexchange,
OSB�rst collects“Rawdata”(e.g.themarketpriceandvol-
umeof eachstock)from themarket,andthensendsthemto
RD for further analysis.After all “Rawdata” arecollected
and sent,OSB sendsthe message“EndofRdata”to mark
theendof “RawData”, andit sendsthemessage“Start” to
inform Investorabouttheplannedarrival of a sequenceof
“Data”. RD processeseach“Rawdata”andgeneratesacor-
respondingpolishedreportnamed“Data”. After all “Raw-
Data” have beenprocessed,RD sendsthe message“Com-
plete” to Investor. Onceinformedby the“Complete”mes-
sage,Investorsendsthemessage“Ack” to OSBsothatOSB
canstartanotherroundof marketinformationcollectionand
analysis.

TheseeminglysimpleFMU scenarioproducesa non � -
regular language.To seewhy this is thecase,considerits
intersectionwith an � -regular language1 (R b ESDb CA) c .
Onecan infer that the result is (R

�

ESD
�

CA) c . By an ar-
gumentsimilar to pumpinglemma,we canshow that this
intersectioncannotberecognizedby any Büchi automaton,
andhencethesetof conversationsis not � -regular. In fact,
givena setof �nite statepeers,theproblemof checkingif
all conversationsgeneratedby themsatisfyan LTL prop-
erty is undecidabledueto theunboundedinput queuesas-
sociatedwith peers.This negative resultis oneof themo-
tivationsfor our top-down approachto speci�cationof web
services.

1Wedenoteeachmessageby its �rst letter. For example,R is the“Raw-
data”.
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7 Discussions

While using the top-down approachenablesus to take
advantageof model checkingtechniques,thereare other
challenges. One possibledrawback of the top-down ap-
proachmay be that for the samedesign,the global speci-
�cation canbemuchlargerthanits bottom-upcounterpart.
Anotherdrawbackcanbethat thetop-down approachdoes
notwork well whenwetry to composeaservicefrom exist-
ing serviceswhich do not allow alterationof their internal
implementations.In addition,thecurrentversionof conver-
sationprotocolrequiresthat theparticipantsare�x ed, i.e.,
we cannotdynamicallydeterminethedestinationof a mes-
sage,e.g.,“check the url of the Req from Browser, and
thensenda secondrequestto Req.url ”. We are inves-
tigatingthetrade-off betweenthetop-down andbottom-up
approachesto addressthesechallenges.

Automaticveri�cation andvalidationof compositeweb
servicesis a new areawith interestingchallenges— the
dif�culties arisefrom both theopensystemaspectandthe
hardnessof veri�cation problemitself. As we mentioned
earlier, to verify thedesignof U2M examplein Figure1, a
modelcheckerwith abilitiesto handle�rst orderconstraints
is required. We arealsolooking into the issueof enhanc-
ing modelcheckerswith theoremproversto validateanon-
trivial compositewebservicedesign.
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