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Abstract

Routers can use packet classification to support advanced functions such as QoS routing,
virtual private networks and access control.  nlike traditional routers, which forward packets
ased on destination address onl , routers with packet classification capa ilit can forward packets
ased on ultiple header fields, such as source address, protocol t pe, or application port nu  ers.

he destination ased forwarding can e thought of as packet classification.
hile several e cient solutions are known for the one di ensional lookup pro le , the

ulti di ensional packet classification has proved to e far ore di cult. hile an  log
ti e sche e is known for the  lookup, Srinivisan et al. show a lower ound of for
di ensional filter lookup, where is the nu er of its in a header field. n particular, this
lower ound precludes the possi ilit of a inar search like sche e even for di ensional filters

sa , source and destination pairs .

n this paper, we e a ine this lower ound ore closel , and discover that the lower ound
depends cruciall on in the filter data ase. e then show that for two di ensional
con ict free filters, a inar search sche e does work ur lookup sche e re uires log
hashes in the , and uses log e or . lternativel , our algorith can e
viewed as aking log  calls to a prefi lookup sche e.

t has een o served in practice that filter data ases have ver few con icts, and these con icts
can e re oved adding additional filters one per con ict . hus, our sche e a also e

uite practical. ur si ulation and e peri ental results show that the proposed sche e also
perfor s as good as or etter than e isting sche es. or e a ple, on real firewall data sets with
over rules consisting of source and destination  prefi es, our algorith perfor s worst case
hashes. or filter sets containing filtering rules with prefi es, the worst
case search ti e guaranteed is ut ost  hashes.
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Filter Source Prefix | Destination
F1 10* 0101*

F2 1011* 01*

F3 1011* 0101*
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