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Thread Manipulation and Syn
hronization
Threads used in Na
hos:
lass Thread {publi
:Thread(
har* debugName);~Thread();void Fork(void (*fun
)(int), int arg);void Yield();void Finish();} � The Thread 
onstru
tor 
reates a new thread witha data stru
ture for the TCB (thread 
ontrolblo
k).� \Fork" gives a new thread a fun
tion to run.It allo
ates a sta
k for the thread, sets up the TCB,then puts the thread on a thread ready queue.� Setup TCB: Fill the sta
k pointer. Set the PC tobe the �rst instru
tion in the fun
tion, set aregister to the �rst parameter.CS, UCSB Tao Yang
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� The system maintains a thread ready queue.Whenever a pro
essor be
omes idle, the s
hedulergrabs a thread to run. Then system restores thestate from its TCB to run the sele
ted fun
tion.

CS, UCSB Tao Yang
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Problems with Con
urrent Threads
Two threads in
rement the same variable \a".int a = 0;void sum(int p) {a = a+1printf("T%d : a = %d\n", p, a);}void main() {Thread *t = new Thread("
hild");t->Fork(sum, 1);sum(0);} � The desired result: a is 2 after both threads �nish.� Possible results when exe
ute 
on
urrently:T0 : a=1 T0 : a=2T1 : a=2 T1 : a=1T0 : 1T1 : 1CS, UCSB Tao Yang
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Atomi
 Operations & Mutual Ex
lusion
� An atomi
 operation is one that exe
utes withoutany interferen
e from other operations. i.e. itexe
utes as one unit.� If \a=a+1" is an atomi
 operation, the �nal resultis guaranteed to be the same as if the operationsexe
uted in some serial order.� Use mutual ex
lusion to make operations atomi
:Only one thread is allowed to update \a" at a time(
alled a mutual ex
lusion).� The 
ode that performs the atomi
 operation is
alled a 
riti
al se
tion.� Use syn
hronization operations to implementmutual ex
lusions.

CS, UCSB Tao Yang
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Semaphore for syn
hronization
A semaphore is a 
ounter that support two atomi
operations, P and V.The Semaphore interfa
e from Na
hos:
lass Semaphore {publi
:Semaphore(
har* debugName, int initialValue);~Semaphore();void P();void V();} � Semphore(name, 
ount) : 
reates a semaphore andinitializes the 
ounter to 
ount.� P() : Atomi
ally waits until the 
ounter is greaterthan 0, then de
rements the 
ounter and returns.� V() : Atomi
ally in
rements the 
ounter.
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The Sum example
int a = 0;Semaphore *s;void sum(int p) {int t;s->P();a=a+1;t = a;s->V();printf("%d : a = %d\n", p, t);}void main() {Thread *t = new Thread("
hild");s = new Semaphore("s", 1);t->Fork(sum, 1);sum(0);}A semaphore is used to do mutual ex
lusion.

CS, UCSB Tao Yang
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Semaphores for other problems
Semaphores 
an do more than mutual ex
lusion:e.g. syn
hronize a produ
er/
onsumer or a pipeproblem.Produ
er is generating data and the 
onsumer is
onsuming data. e.g. One person types a keyboard as aprodu
er and the Unix shell reads 
hara
ters as a
onsumer.Semaphore *s;void 
onsumer(int dummy) {while (1) {s->P();
onsume the next unit of data}}void produ
er(int dummy) {while (1) {produ
e the next unit of datas->V();}CS, UCSB Tao Yang
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}void main() {s = new Semaphore("s", 0);Thread *t = new Thread("
onsumer");t->Fork(
onsumer, 1);t = new Thread("produ
er");t->Fork(produ
er, 1);}

CS, UCSB Tao Yang
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Bounded Bu�ers
Produ
er/
onsumer with a limited bu�er.� Consumer 
annot run forever without dataprovided by produ
er.� Produ
er 
annot run forever.Semaphore *full;Semaphore *empty;void 
onsumer(int dummy) {while (1) {data->P(); // wait for data
onsume the next unit of dataspa
e->V(); //release spa
e}}void produ
er(int dummy) {while (1) {spa
e->P(); //wait for spa
eprodu
e the next unit of datadata->V(); //more data}CS, UCSB Tao Yang
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}void main() {spa
e = new Semaphore("spa
e", N);data = new Semaphore("data", 0);Thread *t = new Thread("
onsumer");t->Fork(
onsumer, 1);t = new Thread("produ
er");t->Fork(produ
er, 1);}

CS, UCSB Tao Yang
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Other syn
hronization abstra
tion
Lo
ks and Condition variables (e.g. provided inPOSIX Pthreads).� Lo
ks are an abstra
tion spe
i�
ally for mutualex
lusion.� The Na
hos lo
k interfa
e:
lass Lo
k {publi
:Lo
k(
har* debugName);~Lo
k();void A
quire();void Release();}� A lo
k 
an be in one of two states: lo
ked andunlo
ked.� Semanti
s of atomi
 lo
k operations:{ Lo
k(name) : 
reates a free lo
k with theunlo
ked state.{ A
quire() : Atomi
ally waits until the lo
k stateCS, UCSB Tao Yang
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is unlo
ked, then sets the lo
k state to lo
ked.{ Release() : Atomi
ally 
hanges the lo
k state tounlo
ked from lo
ked.How to use lo
ks� Typi
ally asso
iate a lo
k with pie
es of data thatmultiple threads a

ess.� When one thread wants to a

ess a pie
e of data, it�rst a
quires the lo
k. It then performs the a

ess,then unlo
ks the lo
k.� Lo
k allows threads to perform 
ompli
ated atomi
operations on ea
h pie
e of data.

CS, UCSB Tao Yang
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Requirements for lo
k implementation
� Safty, or 
alled mutual ex
lusion. Only onethread 
an a
quire lo
k at a time.� Progress. If multiple threads try to a
quire anunlo
ked lo
k, one of the threads will get it.� Bouned waiting. Lo
k a
quiring 
ompletes in�nite time.

CS, UCSB Tao Yang
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The need for 
ondition varilables
If we use lo
ks for unbounded bu�er:� if a 
onsumer wants to 
onsume before theprodu
er produ
es data, it must wait� Thus 
onsumder needs to a
quire a lo
k, and then
he
k if something 
an be 
onsumed.� Consumer does not know when data is available.Thus it must loop, 
he
king again and again untilthe data is ready.This is bad be
ause it wastes CPU resour
es.

CS, UCSB Tao Yang

CS170 15'

&

$

%

Condition variables
The Na
hos interfa
e:
lass Condition {publi
:Condition(
har* debugName);~Condition();void Wait(Lo
k *
onditionLo
k);void Signal(Lo
k *
onditionLo
k);void Broad
ast(Lo
k *
onditionLo
k);}Semanti
s of 
ondition variable operations:� Condition(name) : 
reates a 
ondition variable.� Wait(Lo
k *l) : Atomi
ally releases the lo
k andwaits. When Wait() returns the lo
k is rea
quired.� Signal(Lo
k *l) : Enables one waiting thread torun. When Signal returns, lo
k is still a
quired.� Broad
ast(Lo
k *l) : Enables all waiting threads torun. When Broad
ast returns, the lo
k is stilla
quired.CS, UCSB Tao Yang
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How to use 
ondition variables
� Asso
iate a lo
k and a 
ondition variable with adata stru
ture.� Before the program performs an operation on thedata stru
ture, it a
quires the lo
k.� If it has to wait (
ondition is not satis�ed), it usesthe 
ondition variable to wait until it 
an performthe operation.� In some 
ases you may need more than one
ondition variable.� A programming abstra
tion, whi
h automati
allyasso
iates lo
ks and 
ondition variables with data,is 
alled a monitor.A monitor is a data stru
ture plus a set ofoperations. The monitor also has a lo
k and,optionally, one or more 
ondition variables. SeeOSC Se
tion 6.7.

CS, UCSB Tao Yang
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Condition variables for unbounded bu�er
Lo
k *l;Condition *
;int avail = 0;void 
onsumer(int dummy) {while (1) {l->A
quire();if (avail == 0) {
->Wait(l);}
onsume the next unit of dataavail--;l->Release();}}void produ
er(int dummy) {while (1) {l->A
quire();produ
e the next unit of dataavail++;CS, UCSB Tao Yang
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->Signal(l);l->Release();}}void main() {l = new Lo
k("l");
 = new Condition("
");Thread *t = new Thread("
onsumer");t->Fork(
onsumer, 1);Thread *t = new Thread("
onsumer");t->Fork(
onsumer, 2);t = new Thread("produ
er");t->Fork(produ
er, 1);}

CS, UCSB Tao Yang
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Two variants of 
ondition variables
� Hoare 
ondition variables. When One threadperforms a Signal, the very next thread to run isthe waiting thread.� Mesa 
ondition variables. Other threads thata
quire the lo
k 
an exe
ute between the signallerand the waiter.The example above will work with Hoare 
onditionvariables but not with Mesa 
ondition variables.Put while's around 
ondition variables:void 
onsumer(int dummy) {while (1) {l->A
quire();while (avail == 0) {
->Wait(l);}
onsume the next unit of dataavail--;l->Release();}}CS, UCSB Tao Yang
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Laundromat Example
� N laundry ma
hines, numbered 1 to N.� P allo
ation stations.When you want to wash, go to an allo
ationstation and put in your 
oins. The allo
ationstation gives you a ma
hine number that you use.� P deallo
ation stations.When your 
lothes �nish, you give the numberba
k to one of the deallo
ation stations, andsomeone else 
an use the ma
hine.

CS, UCSB Tao Yang



CS170 21'

&

$

%

Laundromat 
ode: alpha release
allo
ate(int dummy) {while (1) {wait for 
oins from usern = get();give number n to user}}deallo
ate(int dummy) {while (1) {wait for number n from userput(n);}}main() {for (i = 0; i < P; i++) {t = new Thread("allo
ate");t->Fork(allo
ate, 0);t = new Thread("deallo
ate");t->Fork(deallo
ate, 0);}}CS, UCSB Tao Yang
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Code for get() and put()
Use an array data stru
ture a to keep tra
k of whi
hma
hines are in use and whi
h are free.int a[N℄;int get() {for (i = 0; i < N; i++) {if (a[i℄ == 0) {a[i℄ = 1;return(i+1);}}}void put(int i) {a[i-1℄ = 0;}

CS, UCSB Tao Yang
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Lo
k for 
on
urrent a

ess
Two people may be assigned to the same ma
hine.int a[N℄;Lo
k *l;int get() {l->A
quire();for (i = 0; i < N; i++) {if (a[i℄ == 0) {a[i℄ = 1;l->Release();return(i+1);}}l->Release();}void put(int i) {l->A
quire();a[i-1℄ = 0;l->Release();}CS, UCSB Tao Yang
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Condition variables for waiting
If someone waits when all ma
hines are taken:int a[N℄; Lo
k *L; Condition *
;int get() {L->A
quire();while (1) {for (i = 0; i < N; i++) {if (a[i℄ == 0) {a[i℄ = 1;L->Release();return(i+1);}}
->Wait(L);}}void put(int i) {L->A
quire();a[i-1℄ = 0;
->Signal();L->Release();}CS, UCSB Tao Yang
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When to use broad
ast()
Whenever want to wake up all waiting threads.Example: a broad
ast for allo
ation/deallo
ation ofvariable sized units. e.g. 
on
urrent mallo
/free.Lo
k *L; Condition *
;
har *mallo
(int s) {L->A
quire();while (
annot allo
ate a 
hunk of size s) {
->Wait(L);}allo
ate 
hunk of size s;L->Release();return pointer to allo
ated 
hunk}void free(
har *m) {L->A
quire();deallo
ate m.
->Broad
ast(l);L->Release();}CS, UCSB Tao Yang
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Example with mallo
/free
Initially start out with 10 bytes free.m() ! mallo
() f ! free()

Pro
ess 1 Pro
ess 2 Pro
ess 3m(10) - su

 m(5) - suspend m(5)-suspendgets lo
k - wait gets lo
k - waitf(10) - broad
ast resume m(5)-su

 resume m(5)-su

m(7) - wait m(3) - waitf(5) - broad
astresume m(7)-wait resume m(3)-su


CS, UCSB Tao Yang
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Deadlo
k: Example
Lo
k *l1, *l2;void p() {l1->A
quire();l2->A
quire();Manipulate data that l1/l2 prote
t;l2->Release();l1->Release();}void q() {l2->A
quire();l1->A
quire();Manipulate data that l1/l2 prote
t;l1->Release();l2->Release();}If p and q exe
ute 
on
urrently, they may wait forever(
alled deadlo
k).� First, p a
quires l1 and q a
quires l2.� Then, p waits to a
quire l2 and q waits to a
quirel1.CS, UCSB Tao Yang
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Conditions for deadlo
k
Deadlo
k if the following 
onditions are true:� Mutual Ex
lusion: Only one thread 
an holdlo
k at a time.� Hold and Wait: At least one thread holds a lo
kand is waiting for another pro
ess to release a lo
k.� No preemption: Only the pro
ess holding thelo
k 
an release it.� Cir
ular Wait: There is a set t1; : : : ; tn su
h thatt1 is waiting for a lo
k held by t2, ..., tn is waitingfor a lo
k held by t1.How to avoid su
h a deadlo
k?� Order the lo
ks, and always a
quire the lo
ks inthat order.� Eliminates the 
ir
ular wait 
ondition.
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