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Thread Manipulation and Synhronization
Threads used in Nahos:lass Thread {publi:Thread(har* debugName);~Thread();void Fork(void (*fun)(int), int arg);void Yield();void Finish();} � The Thread onstrutor reates a new thread witha data struture for the TCB (thread ontrolblok).� \Fork" gives a new thread a funtion to run.It alloates a stak for the thread, sets up the TCB,then puts the thread on a thread ready queue.� Setup TCB: Fill the stak pointer. Set the PC tobe the �rst instrution in the funtion, set aregister to the �rst parameter.CS, UCSB Tao Yang
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� The system maintains a thread ready queue.Whenever a proessor beomes idle, the shedulergrabs a thread to run. Then system restores thestate from its TCB to run the seleted funtion.
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Problems with Conurrent Threads
Two threads inrement the same variable \a".int a = 0;void sum(int p) {a = a+1printf("T%d : a = %d\n", p, a);}void main() {Thread *t = new Thread("hild");t->Fork(sum, 1);sum(0);} � The desired result: a is 2 after both threads �nish.� Possible results when exeute onurrently:T0 : a=1 T0 : a=2T1 : a=2 T1 : a=1T0 : 1T1 : 1CS, UCSB Tao Yang
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Atomi Operations & Mutual Exlusion
� An atomi operation is one that exeutes withoutany interferene from other operations. i.e. itexeutes as one unit.� If \a=a+1" is an atomi operation, the �nal resultis guaranteed to be the same as if the operationsexeuted in some serial order.� Use mutual exlusion to make operations atomi:Only one thread is allowed to update \a" at a time(alled a mutual exlusion).� The ode that performs the atomi operation isalled a ritial setion.� Use synhronization operations to implementmutual exlusions.

CS, UCSB Tao Yang



CS170 5'

&

$

%

Semaphore for synhronization
A semaphore is a ounter that support two atomioperations, P and V.The Semaphore interfae from Nahos:lass Semaphore {publi:Semaphore(har* debugName, int initialValue);~Semaphore();void P();void V();} � Semphore(name, ount) : reates a semaphore andinitializes the ounter to ount.� P() : Atomially waits until the ounter is greaterthan 0, then derements the ounter and returns.� V() : Atomially inrements the ounter.

CS, UCSB Tao Yang
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The Sum example
int a = 0;Semaphore *s;void sum(int p) {int t;s->P();a=a+1;t = a;s->V();printf("%d : a = %d\n", p, t);}void main() {Thread *t = new Thread("hild");s = new Semaphore("s", 1);t->Fork(sum, 1);sum(0);}A semaphore is used to do mutual exlusion.

CS, UCSB Tao Yang
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Semaphores for other problems
Semaphores an do more than mutual exlusion:e.g. synhronize a produer/onsumer or a pipeproblem.Produer is generating data and the onsumer isonsuming data. e.g. One person types a keyboard as aproduer and the Unix shell reads haraters as aonsumer.Semaphore *s;void onsumer(int dummy) {while (1) {s->P();onsume the next unit of data}}void produer(int dummy) {while (1) {produe the next unit of datas->V();}CS, UCSB Tao Yang
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}void main() {s = new Semaphore("s", 0);Thread *t = new Thread("onsumer");t->Fork(onsumer, 1);t = new Thread("produer");t->Fork(produer, 1);}

CS, UCSB Tao Yang
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Bounded Bu�ers
Produer/onsumer with a limited bu�er.� Consumer annot run forever without dataprovided by produer.� Produer annot run forever.Semaphore *full;Semaphore *empty;void onsumer(int dummy) {while (1) {data->P(); // wait for dataonsume the next unit of dataspae->V(); //release spae}}void produer(int dummy) {while (1) {spae->P(); //wait for spaeprodue the next unit of datadata->V(); //more data}CS, UCSB Tao Yang

CS170 10'

&

$

%

}void main() {spae = new Semaphore("spae", N);data = new Semaphore("data", 0);Thread *t = new Thread("onsumer");t->Fork(onsumer, 1);t = new Thread("produer");t->Fork(produer, 1);}

CS, UCSB Tao Yang
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Other synhronization abstration
Loks and Condition variables (e.g. provided inPOSIX Pthreads).� Loks are an abstration spei�ally for mutualexlusion.� The Nahos lok interfae:lass Lok {publi:Lok(har* debugName);~Lok();void Aquire();void Release();}� A lok an be in one of two states: loked andunloked.� Semantis of atomi lok operations:{ Lok(name) : reates a free lok with theunloked state.{ Aquire() : Atomially waits until the lok stateCS, UCSB Tao Yang
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is unloked, then sets the lok state to loked.{ Release() : Atomially hanges the lok state tounloked from loked.How to use loks� Typially assoiate a lok with piees of data thatmultiple threads aess.� When one thread wants to aess a piee of data, it�rst aquires the lok. It then performs the aess,then unloks the lok.� Lok allows threads to perform ompliated atomioperations on eah piee of data.

CS, UCSB Tao Yang
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Requirements for lok implementation
� Safty, or alled mutual exlusion. Only onethread an aquire lok at a time.� Progress. If multiple threads try to aquire anunloked lok, one of the threads will get it.� Bouned waiting. Lok aquiring ompletes in�nite time.

CS, UCSB Tao Yang
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The need for ondition varilables
If we use loks for unbounded bu�er:� if a onsumer wants to onsume before theproduer produes data, it must wait� Thus onsumder needs to aquire a lok, and thenhek if something an be onsumed.� Consumer does not know when data is available.Thus it must loop, heking again and again untilthe data is ready.This is bad beause it wastes CPU resoures.

CS, UCSB Tao Yang
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Condition variables
The Nahos interfae:lass Condition {publi:Condition(har* debugName);~Condition();void Wait(Lok *onditionLok);void Signal(Lok *onditionLok);void Broadast(Lok *onditionLok);}Semantis of ondition variable operations:� Condition(name) : reates a ondition variable.� Wait(Lok *l) : Atomially releases the lok andwaits. When Wait() returns the lok is reaquired.� Signal(Lok *l) : Enables one waiting thread torun. When Signal returns, lok is still aquired.� Broadast(Lok *l) : Enables all waiting threads torun. When Broadast returns, the lok is stillaquired.CS, UCSB Tao Yang
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How to use ondition variables
� Assoiate a lok and a ondition variable with adata struture.� Before the program performs an operation on thedata struture, it aquires the lok.� If it has to wait (ondition is not satis�ed), it usesthe ondition variable to wait until it an performthe operation.� In some ases you may need more than oneondition variable.� A programming abstration, whih automatiallyassoiates loks and ondition variables with data,is alled a monitor.A monitor is a data struture plus a set ofoperations. The monitor also has a lok and,optionally, one or more ondition variables. SeeOSC Setion 6.7.
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Condition variables for unbounded bu�er
Lok *l;Condition *;int avail = 0;void onsumer(int dummy) {while (1) {l->Aquire();if (avail == 0) {->Wait(l);}onsume the next unit of dataavail--;l->Release();}}void produer(int dummy) {while (1) {l->Aquire();produe the next unit of dataavail++;CS, UCSB Tao Yang
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->Signal(l);l->Release();}}void main() {l = new Lok("l"); = new Condition("");Thread *t = new Thread("onsumer");t->Fork(onsumer, 1);Thread *t = new Thread("onsumer");t->Fork(onsumer, 2);t = new Thread("produer");t->Fork(produer, 1);}

CS, UCSB Tao Yang

CS170 19'

&

$

%

Two variants of ondition variables
� Hoare ondition variables. When One threadperforms a Signal, the very next thread to run isthe waiting thread.� Mesa ondition variables. Other threads thataquire the lok an exeute between the signallerand the waiter.The example above will work with Hoare onditionvariables but not with Mesa ondition variables.Put while's around ondition variables:void onsumer(int dummy) {while (1) {l->Aquire();while (avail == 0) {->Wait(l);}onsume the next unit of dataavail--;l->Release();}}CS, UCSB Tao Yang
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Laundromat Example
� N laundry mahines, numbered 1 to N.� P alloation stations.When you want to wash, go to an alloationstation and put in your oins. The alloationstation gives you a mahine number that you use.� P dealloation stations.When your lothes �nish, you give the numberbak to one of the dealloation stations, andsomeone else an use the mahine.

CS, UCSB Tao Yang
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Laundromat ode: alpha release
alloate(int dummy) {while (1) {wait for oins from usern = get();give number n to user}}dealloate(int dummy) {while (1) {wait for number n from userput(n);}}main() {for (i = 0; i < P; i++) {t = new Thread("alloate");t->Fork(alloate, 0);t = new Thread("dealloate");t->Fork(dealloate, 0);}}CS, UCSB Tao Yang

CS170 22'

&

$

%

Code for get() and put()
Use an array data struture a to keep trak of whihmahines are in use and whih are free.int a[N℄;int get() {for (i = 0; i < N; i++) {if (a[i℄ == 0) {a[i℄ = 1;return(i+1);}}}void put(int i) {a[i-1℄ = 0;}

CS, UCSB Tao Yang
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Lok for onurrent aess
Two people may be assigned to the same mahine.int a[N℄;Lok *l;int get() {l->Aquire();for (i = 0; i < N; i++) {if (a[i℄ == 0) {a[i℄ = 1;l->Release();return(i+1);}}l->Release();}void put(int i) {l->Aquire();a[i-1℄ = 0;l->Release();}CS, UCSB Tao Yang
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Condition variables for waiting
If someone waits when all mahines are taken:int a[N℄; Lok *L; Condition *;int get() {L->Aquire();while (1) {for (i = 0; i < N; i++) {if (a[i℄ == 0) {a[i℄ = 1;L->Release();return(i+1);}}->Wait(L);}}void put(int i) {L->Aquire();a[i-1℄ = 0;->Signal();L->Release();}CS, UCSB Tao Yang
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When to use broadast()
Whenever want to wake up all waiting threads.Example: a broadast for alloation/dealloation ofvariable sized units. e.g. onurrent mallo/free.Lok *L; Condition *;har *mallo(int s) {L->Aquire();while (annot alloate a hunk of size s) {->Wait(L);}alloate hunk of size s;L->Release();return pointer to alloated hunk}void free(har *m) {L->Aquire();dealloate m.->Broadast(l);L->Release();}CS, UCSB Tao Yang
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Example with mallo/free
Initially start out with 10 bytes free.m() ! mallo() f ! free()

Proess 1 Proess 2 Proess 3m(10) - su m(5) - suspend m(5)-suspendgets lok - wait gets lok - waitf(10) - broadast resume m(5)-su resume m(5)-sum(7) - wait m(3) - waitf(5) - broadastresume m(7)-wait resume m(3)-su
CS, UCSB Tao Yang

CS170 27'

&

$

%

Deadlok: Example
Lok *l1, *l2;void p() {l1->Aquire();l2->Aquire();Manipulate data that l1/l2 protet;l2->Release();l1->Release();}void q() {l2->Aquire();l1->Aquire();Manipulate data that l1/l2 protet;l1->Release();l2->Release();}If p and q exeute onurrently, they may wait forever(alled deadlok).� First, p aquires l1 and q aquires l2.� Then, p waits to aquire l2 and q waits to aquirel1.CS, UCSB Tao Yang
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Conditions for deadlok
Deadlok if the following onditions are true:� Mutual Exlusion: Only one thread an holdlok at a time.� Hold and Wait: At least one thread holds a lokand is waiting for another proess to release a lok.� No preemption: Only the proess holding thelok an release it.� Cirular Wait: There is a set t1; : : : ; tn suh thatt1 is waiting for a lok held by t2, ..., tn is waitingfor a lok held by t1.How to avoid suh a deadlok?� Order the loks, and always aquire the loks inthat order.� Eliminates the irular wait ondition.
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