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Abstract. An efficient quantum algorithm for estimating Gauss sums
over finite fields and finite rings is presented. Also a quantum algorithm
for the discrete logarithm problem is described, which is different from
Shor’s algorithm. A reduction from the discrete logarithm problem to
Gauss sum estimation gives evidence that the latter is classically a hard
problem. A crucial ingredient of the algorithms is a quantum state that
needs to be constructed before we can perform the computation. After
one copy of this state is created, the algorithm can be executed arbitrarily
many times.

1 Introduction

The theory of quantum computation investigates how the laws of quantum
physics allow us to process information in a more efficient way than is possi-
ble in the classical, Turing machine model of computation. Strong support for
the claim that quantum computers are indeed more powerful than classical ones
was given in 1994 by Peter Shor who proved the existence of efficient quantum
algorithms for factoring and the discrete logarithm problem [13]. More recently,
Hallgren showed that also Pell’s equation can be solved in polynomial time on
a quantum computer [8]. Currently it is not well understood for which other
problems quantum computers are more efficient than classical computers. Hence
the design of new and useful quantum algorithms has become and important
goal among researchers in theoretical computer science and quantum physics.
See [11] by Nielsen and Chuang for a thorough introduction to this field.

Let x : R — C be a multiplicative character and e : R — C an additive
character over a finite ring R. The Gauss sum G of this triplet (R, x,e) is the
inner product between x and e, that is: G(R,x,e) = > cpXx(z)e(z). Gauss
sums are useful on many fronts for the analysis of finite fields R = IF,» and rings
R =7Z/nZ. In combination with the closely related Jacobi sums, they have been
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used to prove theorems about finite field equations, difference sets, primality
testing, zeta-functions, et cetera. One can view Gauss sums as the finite versions
of the gamma function I'(s) := fooo z* e ®dz, where 257! is a multiplicative,
and e~* is an additive character over R. See Brendt et al. [2] for a book entirely
devoted to these topics.

In Section 5 of this article we describe a quantum algorithm that, given the
specification of the characters x and e over a finite field F,- efficiently approx-
imates the corresponding Gauss sum G. Because determining the norm |G| of
a Gauss sum is straightforward, our algorithm focuses on estimating the angle
v mod 27 in the equation G = |G| - /7. We describe a quantum transform that
induces this angle as a relative phase in a mapping |0) + [1) + [0) + e7|1).
Because this transformation can be implemented efficiently, we can sample this
transformation O(%) times to get an estimation 74 of the angle v with expected
error . The time complexity of this algorithm is thus O(Z - poly(logp”)). Using a
reduction from the discrete log problem to the approximation of Gauss sums in
Section 6, we provide evidence that this is a hard task on a classical computer.

An important part of the Gauss sum estimation algorithm is the preparation
of a quantum state ) _ x(z)|z) that is defined by the values of the multiplicative
character y. With the use of this state it also possible to efficiently solve the
discrete logarithm problem over R, as explained in Section 4. The preparation
of this ‘chi state’ should be viewed as a form of preprocessing because the state
does not get destroyed during the computation (see Section 3). The Gauss sum
estimation algorithm over finite fields can be used to estimate Jacobi sums and
Gauss sums over finite rings Z/nZ. This is done in Section 7.

There are several predecessors to this article. The fact that the angle of Gauss
sum appears as a general phase after one applies a quantum Fourier transform to
a chi state was already mentioned in [5]. In the report [6] we described a quantum
algorithm for estimating Gauss sums that uses the Shor’s discrete logarithm
algorithm. The properties of the multiplicative x state were used earlier by
Watrous in [14].

In this article we use the x state to construct an alternative quantum al-
gorithm for the discrete logarithm problem (Algorithm 2 in Section 4). Our al-
gorithm uses two quantum registers and two Fourier transforms whereas Shor’s
algorithm requires three registers and four Fourier transforms. The chi state is
also used in the Gauss sum estimation algorithm in Section 5. This algorithm is
an improvement over the algorithm of [6] as it does not rely anymore on Shor’s
discrete logarithm algorithm, which reduces its error rate and makes it more
time and space efficient as well. In Lemma 1 we present a new implementation
of the Fourier transform over F,- with a circuit depth that is identical to the
circuit depth of the Fourier transform over F,. Throughout the article, results
that are already known are indicated as ‘facts’.



2 Background and Definitions

2.1 Characters, Discrete Logarithms and Gauss Sums over Fj,-

Let ¢, denote a pth root of unity ¢, := e2™/P_ The trace of an element z of the

finite field Fp over F,, is Tr(z) := o + 2P +--- + 2P, It can be shown that
for every x € Fyr, its trace is an element of the base-field: Tr(x) € F,. For any
B € Fpr we also have the related functions z +— Tr(8z). These trace functions
are all the linear functions F, — F, (note that 5 = 0 gives the trivial function
0). When we write C;H @) we interpret the value Tr(x) as an element of the set
{0,1,...,p — 1} C Z. For § € F,r, the functions eg(z) := Q;H(ﬁx) describe all
possible additive characters F,» — C.

A multiplicative character of a finite field is a function x : F,r — C such
that x(zy) = x(z)x(y) for all z,y € F,r. Let g be a primitive element of Fr,
i.e. the multiplicative group (g) generated by g equals ]F;T := Fp \ {0}. For
each 0 < a < p" — 2, the function x(g¢’) := 3371 (complemented with x(0) :=
0) is a multiplicative character F,r — C. Also, every multiplicative character
can be written as such a function. The discrete logarithm with respect to g
is defined for every z = ¢/ € F,. by log,(z) := jmod p" — 1. Hence, every
multiplicative character can be expressed as x(z) = ;‘fﬁgjg (@) for z # 0 and
x(0) := 0. The trivial multiplicative character is denoted by x(© and is defined
by x(?(0) = 0 and x(?)(x) = 1 for all  # 0. Using the equality x(*) (z)x® (z) =
{;lﬁg(z)cgligf(w) = I(ﬁjlﬁ) logy (@) _ x(@*t8)(z), it is easy to see that the set of
characters {x(®)|a € {0,...,p" — 2}} with pointwise multiplication defines a
group, which we will denote by F; The relation (@ - x(® = y(@+6) thys
establishes the isomorphism IF‘; ~ 7/(p" — 1)Z. By x¥(z) = (xM(z))*, the
index « can also be viewed as a power, which allows us to drop the parentheses
around the indices of the characters and write simply x®. The inverse of x obeys
XV (z) = x(z) for all z and where Z denotes the complex conjugate of z.

Definition 1 (Gauss sums over finite fields). For a finite field Fpr, a multi-
plicative character x, and an additive character eg, we define the complex valued
Gauss sum G by

G(Fpr, x, B) = Y x(a)g ).

ZEE]FPT
Obviously, G(F,-, x(©,0) = p"—1, G(Fpr, X9, # 0) = —1, and G(F,r, x,0) =
0 for x # x(?). In general, for 8 # 0 we have the following fact.
Fact 1. For 3 # 0 it holds that G(Fpr, x,36) = x(B871)G(Fpr, X, 0).
Proof. For G(Fpr, x, 39) we have Y X(m)ngr(ﬁ‘“) =x(BHY, X(z)gff(‘;z), with

the summations over Fj,- and where we used the substitution = « 2371 and the
multiplicativity of x. |



From now on we will assume that the Gauss sum concerns nontrivial char-
acters x # X" and # # 0. It is known that the norm of a Gauss sum obeys

|G(Fpr, x, B) = VP

2.2 Discrete Logarithm and Approximate Gauss Sum Problem

The discrete logarithm problem is a well-known problem in number theory. Part
of its importance lies in the presumed hardness of the problem, which makes it
a useful primitive in cryptography.[9]

Definition 2 (Discrete logarithm problem over finite fields). Let F,,- be
a finite field with a known generator g. Given a value x € F ., the base-g discrete
logarithm problem asks for the value log, (), which is the integer 0 < j < p” —2
such that ¢ = x.

The input of a discrete logarithm problem is IF,,», g and «, hence the input length
is O(logp").

If we want to define the problem of estimating Gauss sums as a computational
task, we have to make clear what the length of the input is. As stated above,
any multiplicative character y can be described by a triplet (p",g,a), where
g € F. is a generator of F). and o € Z/(p" —1)Z the index of x. As a result, the
specification of the problem “What is G(F,r, x,3)?” as defined below, requires
no more than O(log p”) bits of information.

Definition 3 (Gauss sum problem over finite fields). Let F,- be a finite
field, x a nontrivial character over F,r and 3 € F;r. What is (approzimately)
the angle v mod 27 in the Gauss sum equation G(Fpr,x, ) = /P - 77

A quadratic character is a nontrivial x such that x(z) € {0,1,—1} for all z. By
the isomorphism F; >~ 7/(p" —1)Z one sees that such a character is only possible
if p is odd and where x is defined by x(g?) = (—1)7. Unlike the case of general
characters, the Gauss sums of such quadratic characters are known completely:
G(Fpr,x,1) = —(=1)"/p" if p = 1mod 4, and G(Fpr,x,1) = —(—1)"/p" if
p =3 mod 4. (See Theorem 11.5.4 in [2] for a proof.)

2.3 Quantum States and Quantum Transformations

A quantum state ¢ of n quantum bits (qubits) is described by a 2" dimensional
complex valued vector, which represents a superposition over all possible n bit
strings {0, 1}". In the ‘bra-ket’ notation this is expressed as

W= Y ala),
z€{0,1}m

with a, € C and the normalization restriction Y |a,|> = 1. When observing
this state 1 in the computational basis {0,1}", the probability of observing a
specific string z € {0,1}" is |a,|?* (hence the normalization restriction).



A coherent quantum mechanical transformation T' can always be described by
a linear transformation that preserves the normalization restriction of the state
vectors. Thus the transformation T' of an n qubit system can be represented as
a 2" x 2™ dimensional unitary matrix: T € U(2"). Any such transformation is
reversible. A local, k-qubit quantum gate G is a unitary transformation of of k
qubits, such that G € U(2¥).

2.4 Efficient Quantum Algorithms

A quantum circuit C € U(2") on n qubits can be defined as sequence of 2
qubit gates (note that this includes single qubit gates and the two-qubit SWAP
operation for the wiring of the circuit). The outcome of a circuit on a given input
string = € {0,1}" is the probability distribution of the output state C|z) over
the computational basis states {0,1}". The depth of such a circuit equals its
time complexity and we consider a circuit efficient if its depth is upper bounded
by O(poly(logn)). Almost all quantum algorithms known to date rely on the
properties and the efficiency of the quantum Fourier transform.

Definition 4 (Efficient quantum Fourier transform over F,-). Let § €
IF';T. The quantum Fourier transform Fg over the finite field Fp- is defined as
the unitary mapping

1
Fs:lx ; E (Tr(By)y
B | > \/Fye]plﬂ, D | >

for every x € Fpr. When 3 =1, we will simply write F'.

It is well-known that this quantum Fourier transform can be implemented ef-
ficiently (in poly(logp") time) on a quantum computer. Similarly, the Fourier
transform over the group Z/nZ can also be executed in an efficient way.

Usually, we would express the elements of the finite field F)~ as r-dimensional
vectors in F), with a basis {Bi,..., B,}. If Tr(B;B;) = ¢;; for all ¢, j, then we
call this basis self-dual. If p is even, or if both p and r are odd, then F,- has a
self-dual basis. If p is odd and r is even then there exists an ‘almost’ self-dual
basis with Tr(B;B;) = d;; except for Tr(B1B1) = ¢ with ¢ ¢ {0,1}. [12]

When we do our computations in a self-dual basis the implementation of the
Fourier transform over Fp- is much more simple because we no longer have to
compute the trace function. Instead it is sufficient to compute, in parallel, the
Fourier transforms over IF, on the r components of the x register. We thus have
the following result.

Lemma 1 (Parallel Fourier transform over F,.). Using a self-dual or al-
most self dual basis of Fpr, the Fourier transform over a finite field Fpr can be
implemented by a parallel circuit with width O(log(p")) and depth equal to the
depth of a Fourier transform over IFp,.



Proof. Assume that F,- has a self-dual basis {Bj,..., B,}. We thus express the
x =B+ -+x,.B, € Fyr as strings (z1,...,2,) € F}. Because Tr(B;B;) = d;
and the linearity of Tr, it is straightforward to see that for the Fourier transform
of = we have

1
Filor,... o) — D)
G 2 e

= 1 Z Cryrte Ty, )
= v e
P (Y1,--yr) EFY

1 I
= — Q)¢ ly;).
N

In other words: the Fourier transform over Fy,r of © = (z1,...,,) can be cal-
culated by performing r parallel and independent Fourier transforms over F,, of
the entries x; € IF,. If F),r does not have a self-dual basis, we can use an almost
self-dual basis to obtain the same complexity complexity. a

For general p” or n, it is not known how to implement the quantum Fourier
transform exactly. Hence, the following results and the estimation algorithms of
the next sections should be understood as approximate algorithms that can be
made arbitrarily accurate. Sometimes we use the hat notation in F : [1) — [¢))
to denote the Fourier transform of a state.

Fact 2 (Quantum phase estimation). Let v be an unknown phase mod2n
of the qubit state |r,) = %(|O> + €7[1)). If we measure this qubit in the

orthogonal basis |my) = %(|0> + €!?|1)) and |mj)> = —(]0) — e'?|1)), then

V2
the respective outcome probabilities are Prob(mgy|z,) = % + 3 cos(y — ¢) and
. . t Sl .
Prob(mg|z,) = § — & cos(y — ¢). Similarly, from the state \/tl-Tl > j—0€7)
we can efficiently obtain an estimate ¥ of the unknown ~ within an expected
error of O(1) if we measure in the ‘Fourier basis’ |k) := \/tlﬁ Z;:O ijﬂj) for

k=0,1,...,t. See [3] for more details.

3 Chi States, Their Properties and Preparation

Before we can describe the quantum algorithms in this article, we first will define
the ‘chi states’, its properties and show how these state can be prepared in an
efficient way.

Definition 5 (Chi states). Given a finite field F,r and a generator g € IF;r
we define the chi state by

p"—2

1 . .
Ix) = \/ﬁ jz::o Gor_119"),



where x refers to the multiplicative character defined by g in x(g7) = p'r_l. For

every a € Z/(p" — 1)Z we also define the a-th power of the chi state by

1 =
IX“) = T Gplo1lg?)-
v =1

Note that |x") is the uniform superposition of the elements of F;T.

The following division operation can be performed efficiently under the as-
sumption that multiplication and division in F, can be done efficiently. (Which
implies that using repeated powering z — 22 — 2% - -, we can efficiently calcu-

late any power 27 for —p" < j < p".)

Definition 6 (Division operator). For a finite field F,-, the following two
reversible ‘division operators’ are defined:

D%t a,y) — |z,y/2%) and Dy :|a,y) — |, y/z%),
for all z,y € ¥ and o € Z/(p" — 1)Z.

Using the D® operation, chi states can be copied to arbitrary x® states. It is
straightforward to check that if we apply a D operation to a state |g®}|x) we
will induce the phase change |g°, x) — (5 1]g°, x). Hence, if we apply D* to a
uniform superposition of IF;r and a x-state, we obtain a new x® state without
losing the original |x):

Do Tl— = Y ) — -

In general we have in fact the mapping D® : [x?)|x7) — [x®T*7)|x”). Under the
assumption that it is easy to create the uniform superposition |x"), we thus see
that we can efficiently create arbitrary |x®) states, as soon as we have an initial
state |x). To create the first chi state, we use the following zero error procedure.

Algorithm 1 (Chi state preparation algorithm). Let g be the generator
of the group F. = {g,¢%, ... ,g?" =1 = g% = 1}, which defines the multiplicative
character x.

1. Initialize two log(p" — 1) qubit registers to |0,0) and apply the Fourier trans-
form over Z/(p" — 1)Z to the left one. Next, calculate in the right register
powers ¢’ where the exponent j is read from the left register. This step gives
the transformation

p"—2

1 .
0,0) — == > li.¢’)-
vrr =1 =



2. Apply the Fourier transform over 7Z/(p" — 1)Z to the first register:

p"—2 p"—2

1 . 1 " _
Fol: — lj,9°) — Gr k. g7).
VPT—ljz::O pr—lkéo 1

Note that this state equals Y, |k, x*)/v/p™ — 1.
3. Measure the k-register. If ged(k,p” — 1) # 1, go back to step 1 and repeat

the protocol. Otherwise, continue with the state |k, x*).

4. Clear the k register and replace it with the uniform superposition of elements
of G such that we obtain the state |x°, x*).

5. Apply DU/F) (as1/k := k=" is well-defined in Z./(p" —1)Z), such that we get
the transformation |x°, x*) — |x', x*). Remove the right register, yielding
the desired |x).

All steps in the above algorithm can be done in time poly(logm). The prob-
ability that the observed k in Step 1 is co-prime with m is ¢(m)/m, which is
lower bounded by £2(1/log(logm)). Hence the expected number of times that
we have to repeat the algorithm until we reach Step 4 is O(log(logm)). In all,
and assuming that we can perform the Fourier transform exactly, this shows
that this algorithm produces the state |x) with zero error probability and has
expected running time poly(logm). Using amplitude amplification [1] and knowl-
edge about ¢(m) we could make this algorithm exact, but because we need to
prepare |x) only once, we do not bother. (Note again that copying the y-state
via the operation D! : |x? x) — |x,X) is deterministic and more simple than
the just described chi preparation algorithm.)

4 Alternative Discrete Logarithm Quantum Algorithm

Here we present a quantum algorithm for the discrete logarithm problem that
uses a preprocessed chi state of the previous section. The algorithm uses two
quantum registers and two Fourier transforms whereas Shor’s original algorithm
requires three registers and four Fourier transforms.

The crucial property of the chi state that we will use in the logarithm algo-
rithm is its phase changing behavior when we apply D, to it. Given an element
xr = ¢’ € G, the D, transform on |a) and |x) has the following effect (which is
shown with the help of the equality Y, (% _1]9"/¢?*) =3, Cgrjjﬁgk)):

Dyt o) x) — 3, &

with j := log, . This ‘multiplicative phase kick-back trick’ (cf. [3] for the ad-
ditive version) has been described earlier by Watrous in [14]. Here we use it to
calculate log, x in the following algorithm.

Algorithm 2 (Discrete logarithm algorithm). Given the generator g, a
state |x) and the input value x = g7, perform the following 3 steps.



1. Create a uniform superposition of a’s by applying the Fourier transform over
Z/(p" —1)Z to 0:

p—=2

|0) — ).
=
2. With the x state as the second register, apply the D, transform to this
superposition, giving (see Equation 1):

p"—2

Z ) — Z G5y ).

3. Recover the logarithm j by applying an inverse Fourier transform over Z/(p"—
1)Z to the first register, yielding the final state |log,())|x)-

The complexity of the algorithm consists of two Fourier transforms over Z/(p" —
1)Z and one implementation of D,, which can all be done in time poly(log p").
If these transformations are performed perfectly and the state x is exact, then
the above algorithm finds the discrete logarithm log,(x) with probability 1. Note
also that the chi state did not get destroyed in the computation, and hence can
be reused.

5 Estimating Gauss Sums over Finite Fields

With the ingredients of the last two sections, we are now ready to describe the
quantum algorithm that estimates the angle v of the Gauss sum G = |G| - 7
over finite fields.

5.1 Quantum Algorithm for Gauss Sum Estimation

The crucial part of our algorithm relies on the interaction between the Fourier
transform g and the multiplicative character x. Using the fact that for nontrivial
characters x = G(F,r, x,8)/v/D" - X, we are able to perform a 7-phase change.
By sampling this unknown phase factor we can obtain an arbitrary precise esti-
mation of v and thus of G(F,-, x, ).

Algorithm 3 (Gauss sum phase change algorithm). Consider a finite field
F,r, a nontrivial character x and a 3 € IF; By applying the quantum Fourier
transform Fg over this field to the state |x), followed by a base change |y) —
ly~1), we generate an overall phase change according to

. ._)G(FI)T7Xa6)
X) = \/—Z -

z€F,r



Proof. First, we note that the output after the Fourier transform Fj looks like

= P DI [T
p B yEF,r \z€F,r

The expression between the big parentheses equals G(F,r, x, By), which equals

Xy HG(Fpr, x, ) for y # 0 and is zero if y = 0. In sum, we thus see that

%) = L’Xﬁ Z

such that indeed after |y) — |y~') we have created (G(Fpr, x, 3)/v/P7)|X)-

By Algorithm 1, we know that the preparation of |x) can be done efficiently.
Also the Fourier transform over F,» (Lemma 1) and the base change |y) — |y~!)
can be done in time O(logp"), hence the overall algorithm is efficient. a

With the above algorithm we are now able to efficiently estimate the angle v in
the equation G(Fpr, x, 3) = /p" - €.

Theorem 1 (Quantum algorithm for Gauss sum estimation over F,-).
For any € > 0, there exists a quantum algorithm that estimates the phase v in
G(Fpr, X, 8) = /P - €7, with expected error E[|y — 7] < e. The time complexity
of this algorithm is bounded by O(L - poly(logp")).

Proof. By the earlier algorithm, we know that we can induce the phase change
Ix) — €7|x) in poly(logp”) time. If we do this in superposition with a ‘stale’
component @, then we have produced the relative phase shift (|@) +|x))/v2 —
(|@) + e|x))/V2. By repeating this process t = 1/¢ times, we can create the
state (|0)+e7[1)+- - -+el"|¢t))/v/t + 1. As mentioned in Fact 2, we can efficiently
estimate from this state the phase v with expected error E[|y — ¥|] < e. O

6 Classical Complexity of Approximating Gauss Sums

The obvious next question now is: How difficult it is to estimate Gauss sums
with classical computers? Although we are not able to prove that this is hard,
we will give in this section some arguments why it is unlikely that there exists a
classical polynomial time algorithm for Gauss sum estimation.

6.1 Connection with Discrete Logarithm Problem

Although we can only approximate Gauss sums, this is at least as hard—
classically—as calculating discrete logarithms over finite fields.

Lemma 2 (Reduction from discrete logarithm to Gauss sums). Let Fy-
be a finite field with primitive element g, x(g?) 1= (;,,,71 a multiplicative char-
acter and x an element of ]F; With an oracle that e-approzimates the angle

of the Gauss sum G(F,r, x, ) for arbitrary 8, we can determine, classically, the
discrete logarithm log, x in time O(poly(1/e,logp")).



Proof. With 2 = ¢*, we try to determine this 0 < ¢ < p" —2. For k =1,2,3, ...
we observe, using Lemma 1, that: G(F,-, x,2%)/G(Fpr, x, 1) = x(g7%) = p_,.k_el;
call this angle v := —27k(l/(p” —1). Using the ‘powering algorithm’ (z + 22 —
xt... et cetera) we can calculate z¥ for any 0 < k& < p” — 2 in poly(logp")
time, hence we can use our oracle to e-approximate -y, for any such k. Via the
equality —3%(p" —1) = k¢ mod (p" — 1) this will give us information on the value
of £ mod (p” — 1) depending on k. By estimating vy for k = 1,2,4,8,...,~ p",
we can thus get a reliable estimation of all log(p") bits of ¢, thereby calculating
the desired value log,(z) = ¢. O

6.2 Homomorphisms of Q((,-_;,¢,-)

The previous lemma shows that it is not trivial to estimate the Gauss sum
G(Fpr, x, ) even if we already know the value G(F,-,x,1). A similar result
seems to hold for the estimation of G(Fp-, x*,3) while having information on
G(FPT’ X5 ﬁ) :

As noted earlier, G(IF,r, x, 3) is an element of Q((,-_1,(,). Compare now the
two expressions for G(F,-, x, 3) and G(F,-, x“, ), respectively,

p"—2 ' ) p"—2 ' )
Z erilcg‘r(ﬁg ) and Z Czér]ilc;l‘r(ﬁg ).
=0 =0

This shows that under the homomorphism oo : Q(¢,r—y,¢,) — Q(¢_1,¢,),
with oot (g = (g, we have o4 @ G(Fpr,x,0) — G(Fpr, x*, 3). Note
that if f ged(a,p” — 1) = 1, then this mapping is a Galois automorphism
oo € Gal(Q(Cyr_1,(,)/Q(C,))- If ged(a,p™ — 1) # 1 then the mapping o, is
not necessarily bijective, and hence not an automorphism.

This result suggests that knowledge about the Gauss sum G(F,-, x, 3) is
sufficient to determine G(F,-, x®, ) for all other a.. However, observe that the
degree [Q(C,r—1,C,) : Q(C,)] equals ¢(p™ — 1), which is exponential in the input
size log(p”). As a result, the o, mapping concerns an exponential number of
coefficients, and is hence not efficient.

6.3 Gauss Sums as Pseudorandom Sums in C

Let the finite field be a base field F,,. For every x # 0, the terms x(z)es(z)
in Y x(z)eg(x) are unit norm vectors in C that together describe a sum in C
(of p — 1 terms) from O to the final outcome G(F,, x, ). An obvious classical
attempt to approximate g consists of trying to estimate the ‘average direction’
of the terms x(x)eg(x) by sampling a small number of = values. As the sum ¢
has norm ,/p, a significant average direction can only be obtained with a sample
size that is linear in p, hence this sampling method is not efficient.

In fact, the sequence x(0)eg(0), x(1)eg(1),...,x(p—1)eg(p— 1) shares many
of the properties that a truly random sequence in C would have. Not only does



the sum coincide with the expected norm of a random sum, but also the se-
quence of terms exhibits the nonregularity of a random process. It is easy to ver-
ify that the autocorrelation of the sequence x(0)e(0), x(1)e(1),... is near-zero:
Elx(5)e(f)x(7 + s)e(j + s)] = —e(—s)/(p — 1) for s # 0. These pseudorandom
characteristics do not change when we indexing of the summation (and hence of
the sequence) to x(1)e(1), x(g9)e(g), x(¢9%)e(g?), ... with g a generator of F)f, as

this sequence obeys E[x(g7)e(g7)x (¢’ T*)e(g? )] = —x(—5)/(p — 1).

7 Two Corollaries to the Gauss Sum Quantum Algorithm

7.1 Jacobi Sums over Finite Fields

Definition 7 (Jacobi sums over finite fields [2]). For a finite field F,r and
k multiplicative characters x1, ..., Xk, the Jacobi sum J € C is defined by

Tt -oxk) = Y. xa(@) - xe(an).
T1+-tzp=1

From Chapter 8 in [7] we repeat the following facts.

Fact 3 (Some properties of Jacobi sums). With x° the trivial character,
J(x° ... x%) = p"*=1) _ If some but not all of the characters xi,...,Xr are
trivial, then J(x1,...,x%) = 0.

If x is a nontrivial character, then J(x,x ') = —x(—1). In general, for
nontrivial X1, ..., xx with the product x1 - -- xx trivial, we have J(x1,...,Xk) =
—xk(=1)J(X15 - Xk—1)-

If x1,...,x% and the product x1 - - - Xk are all nontrivial, then the Jacobi can
be expressed in terms of Gauss sums:

G(]Fpa X1, 1) o G(]Fp? Xk 1)
G(]Fle"'Xk»l) .

J(X15---5Xk) =

With these facts, it is obvious how to estimate Jacobi sums.

Corollary 1 (Quantum algorithm for Jacobi sum estimation). Given a
finite field F,r and the k characters xi,...,Xk, it is straightforward to deter-
mine the norm |J(x1,-..,xx)|, which depends on whether the product x1 -+ Xk
is trivial or not.

Using the Gauss sum estimation algorithm of Theorem 1, there also exists an
efficient quantum algorithm that estimates the angle A mod 2w in J(x1,...,Xk) =
e A J(x1,- -, Xk)| with expected error € in time O(2 - poly(k,logp")).

7.2 Gauss Sums over Finite Rings

Although the quantum algorithm for estimating Gauss sums over rings Z/nZ
is not much more complicated than the version for finite fields, the theory sur-
rounding it is somewhat more elaborate. First we will have to explain some of



the the theory of multiplicative characters over Z/nZ. These details are neces-
sary to get a valid definition for the input size of the Gauss sum problem over
Z/nZ (see Definition 9).

Again, the nth root of unity is denoted by ¢* := ¢*™#/™, From [4], Section 1.4
we copy the following facts. Consider the multiplicative subgroup (Z/nZ)* with
the prime decomposition n = pi* - - - p;*. Following the Chinese remainder theo-
rem we have (Z/nZ)* = (Z/p7*Z)* x --- x (Z/pFZ)*, such that [(Z/nZ)*| =
¢(n), with ¢ Euler’s totient function. Furthermore we have

(Z/pZ)* =Z[(p—1)p"'Lifp =3,
(Z/22)* = Z]Z = {0},

(Z/A7)* = 7./27,

(Z)27 )% =2 7,)27 x Z)2" 27 if r > 3,

hence (Z/nZ)* is cyclic if and only if n = 2,4, p" or 2p”, with p an odd prime.

Definition 8 (Multiplicative characters over Z/nZ). A function x : Z/nZ —
C is a multiplicative character if for all x,y € Z/nZ we have x(z)x(y) = x(zy)
and x(z) = 0 if and only if ged(n, x) # 1.

Using the multiplicative decomposition (Z/nZ)* = (Z/p1* Z)* x---x(Z/p}Z)*,
we see that all characters x : (Z/nZ) — C can be decomposed as x = x1 - Xk
with x; : (Z/p]'Z) — C for every 1 < ¢ < k, and thus x(z) := x1(z mod
p1') - Xw(z mod pit).

For p an odd prime the character x : Z/p"Z — C can be described by

alog, @

the expression x(z) := (,,ry , where g is a generator of the cyclic (Z/p"Z)*,
¢(p") = p""Yp—1) and a € Z/p(p")Z. For (Z/2Z)* we only have the triv-
ial character x°, while for (Z/4Z) we have two possibilities: x* and x! with
x*(3) = (—1)* and x®(1) = 1. If x is a character over (Z/2"Z)* with r > 3,
then we have to decompose the character in two terms. The group (Z/2"Z)* is
generated by 3 and 5 (see [4]), hence the character can be described by the pair
(a, o) € (Z/27) % (Z./27~2Z) such that for all i and i’ we have x(3'5¢ mod 27) :=
(—1)*¢e?, (while x(x) = 0 if = is even).

Definition 9 (Specification of characters over Z/nZ). Let

(Z/nZ)X = (Z/QTOZ)X X (Z/pIIZ)X X oo X (Z/p;’“Z)X
o~ (Z/QTOZ)X X (Z/¢1Z) X oo X (Z/¢kZ),

with ¢; = (pj — 1)]3;7_1 (see Equation 2). The specification of a multiplicative
character x : Z/nZ — C is done by three sequences (p, g, ), with the prime de-
composition p = (p1,...,pr) of n, the generators g = (g1,...,9x) € (Z/p1*Z)* %
< X (Z[pF )< of the multiplicative groups, and o = ((av,ap), 1, ..., a) €
(Z)27 x 7.)272) x (Z)$1Z) x --- x (Z] b Z) the specification of the characters
X; in the definition

X(2) := xo(z mod 2")x1(x mod p}") - - - xx(x mod p;*)



with xo(3'5% mod 270) := (—1)a°i(a6i/ and

2r0—2
anloggj(w-) ) r;
X;(zj) = {C¢; Uif wj € (2/p; L)%,
0 if ged(z,p;) # 1.

With this definition, we see that the specification of a character x : Z/nZ — C
requires only O(logn) bits of information. Hence, in the context of such char-
acters, an algorithm that requires poly(logn) steps is efficient, while a running
time polynomial in n is inefficient.

The definition of Gauss sums over Z/nZ is a natural generalization of the
definition for finite fields.

Definition 10 (Gauss sums over Z/nZ). For the ring Z/n7Z, a multiplicative
character x, and an additive character eg(z) := (%P, the Gauss sum G is defined
by

GE/mLx.B) = 3 (@)

z€ZL/NL

The Gauss sum over a ring Z/nZ can be expressed in terms of Gauss sums
over the finite fields Z/p;Z. See Section 1.6 in [2] for how this is done (which is
not entirely trivial). Using this reduction, we can construct an efficient quantum
algorithm for the estimation of the Gauss sum G(Z/nZ, x, 5).

Corollary 2 (Quantum algorithm for Gauss sum estimation over Z/nZ).
For any € > 0, there exists a quantum algorithm that estimates the phase v in
G(Z/nZ,x,B) = |G(Z/nZ,x,B)| - €, with expected error E[|y — 7|] < €. The
time complexity of this algorithm is bounded by O(% -poly(logn)). Also the norm
|G(Z/nZ, x,B)| can be determined in poly(logn) time.

The details of this quantum algorithm are explained elsewhere.[6]

8 Conclusion and Discussion

The algorithms that we presented in this article rely on the specific interaction
between multiplicative characters and Fourier transformations. Typical for these
results is the fact they are defined for finite fields or finite rings but not for groups,
which indicates a departure from the Hidden Subgroup framework for quantum
algorithms [10]. The results presented here describe quantum algorithms for a
natural problem, which does not assume the presence of a black box function
(unlike the related algorithm in [5]). The only other natural problems for which
an efficient quantum algorithm has been constructed are those described by Shor
[13] and Hallgren [8], both of which deal with number theory as well.

For the results of this article it remains therefore an important open question
if Gauss sum estimation is hard classically, even if we have oracles for factoring
and discrete logarithms. If this is indeed the case, another related question re-
mains: Which problems reduce to Gauss sum estimation that do not reduce to



factoring or the discrete logarithm problems? A candidate for this is the esti-
mation of the number of solutions of equations over finite fields, which can be
expressed terms of Jacobi sums [2, 7].
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