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Message m in [IPDatagram d]{i_s, i_v} |

d.dst == a_v and

d.src == a_z and

isFirst(m, d);

Host spoofer in Network.hosts; 

Interface i_s in spoofer.interfaces;

Host victim in Network.hosts |

Interface i_v in victim.interfaces;

victim != spoofer;

IPAddress a_v in i_v.ipAddresses;

IPAddress a_z in Network.ipAddresses |

not spoofer.ipAddresses.contains(a_z);

Compromised

� :H6!I�0F���%� � �30] -�M#%�f �&+0�:HE%�F:<.)�7.!d ���3�b�-N� �E?.S.!�3��6K�8���F�)&]1?G

J`���
 �:<6)�3�8�FI�0F���)&^�F:<.)��:� K0F�+E�0F�' ��+�S�F�'#;=SU��t�<:H��1SWY�H�+4)�+�cD��f � F�@6)� ��=Q�'�<.)��6!:H��6t��.Z�F���V ��'uSI��'�3&��C.!daD��' F F�@6!�f 
6!�'���+0]�8�F�'#7=XUK������#%�+�H:<4)�+0FUK.@d	�@���-N>#��8�]�@6)0F�!D '�=?���-,��+�+���'�3#%E?.!:H�)�c:H�S���'0"d��)&��' 

	0�k�@�Q# 

	 6pGhJ`���[�-NA#��8�]�@6)0F�!D
�3�) * 	 6s�! �:g�] K#%�' "��:H�3�@��:H.!�;�)#�#%0F�' F ��!�3# * 	 &Z�! 2:<�F � ".)I�0]&��7�)#�#%0F�' F +GrJ`�3�7D��' F F�@6!����:H ��F���n�30F "��D2�f � F�@6)�$:H�
���3��#%�+�H:<4)�+0FU
 "�fuSI��+�3&+�!(�:YG �!GH( :<�F T �.!I�0]&��2:H�)�F�+0�d��!&+�2:� �

	0�XG�§C.)0��� "E?�'&+:g�?&+�@�H�HU!(��F��:� [D2�f�@�3 a�F�3�8�b�F���K�-Nz#��8�]�@6)0F�!D
.!0F:H6!:H�3�8�F�' [�8�b.!�3�2.!d/�F��� ��.��$�$��
�" �  M:<�S���'0"d��)&��f [=�I%�T�3�) b�n �.!I30F&+�2�-Nz�)#�#%0F�' F M�F�3�8�T:� [��.!�k�! F ".%&�:��8�F�'#V,9:g�F�t�3.) "�
��.��$�$��
�"p(5�!�3#������'0��+dj.!0F�*�F���M#��@�F�!6!0]�@D :� 	&�.!�Q ":�#%�+0F�'#2 �EQ.X.@dj�f#eG_J`���c "�f&�.)�3#� "�F�@���T� % � �_:� 	� � &+.!D�E�0F.!D�:� "�f#��M "�F�@���!G

')$&� " � " .�" J .[#%�+D�.)�3 -�F0F�@���*�����9�@�Q�@�HUX �:� e���f&]����:�uSI��!(8�F��:� ��@�"�]�!&]1[:H _�!�3�@�HUXB+�'#T,9:g�F�k0F�' �EQ�f&^����.������` ":HD�E��H�/���+�-,/.)0�1
 ���.8,9�
:H� � :<6)I�0F� $ G[J`�3�2�3���-,�.!0F17:� [&�.!D�E?.) ��'#C.!dhdj.!I30a�3.) "�F 2� �� �# * �%(�2�
�����
 * � ( #,��.�.���� * (?�@�3# # * ��
�"0���3��(3�-,�.
�H:<��1% 2��� D �!�3#�� � �^(��!�3#��34)�k:H�)�F�+0�d��!&+�' 2� ����� � D � � � � � � � ��	f��G!"*�!&]�V:<�S���'0"d��)&��T�Q�! a�7&+.!0F0��f "E?.!�3#�:<��6K�-N��!#�#�0��f � '(Q�)G 6QG<(:H�)�F�+0�d��!&+�-���[:� c�! F ".%&+:H�@���'#$,9:g�F���-N��)#�#%0F�' F ��
�!G

}c�+�]m%J � J �  c�@�3�!�<U% �:H ��'��6!:H���[�F�!1!�f ��) `:<�3E�I%�c�F���T#%�' F&�0F:HE%��:H.!�n.@d������T�@�"�]�!&]1��@�Q#$�F���[d��!&��c=3�! ��[.@dv�����b���+�-,/.)0�1
�@�Q#���0F:<�f 9�F.7#%�+���+0FD�:<�3�k,9�3�@���+4)�+�S�F MDkI3 "��=?�kD�.)��:g�F.!0F�'#C�!�3#C,9���'0��b�F���' ��k�'4!�'�)�] M&'�@�C=?��D�.!�3:g�F.!0F�'#n��.n#%���F�'&��
���3�k�8���F�!&]1pG*Jv.K�!&]��:H�+4)�a����:� c6).)�@�Y(X���3�k�@�3�!�<U% �:H `�'��6!:H���b6)�+���'0F�@���' `�!�<�e�F���TE?.) F ":H=��H�b:<�Q -�]�@�S��:��8�F:<.)�3 `.@d_���3�T "�'�<�f&^���f#
�8���F�)&]1k �&+�+�3�!0�:H.[,9:g�F�K0��f "E?�'&��	��.[�F���c���+�-,/.)0�1TI3�3#%�+0*��\��@D�G������F���c�-Ns �EQ.X.!�3��6T�8���F�)&]1?(@�����c�'��6!:H���`�30] "�h6!�+�3�+0]�8���f 
�@�H�?�����aE?.) F ":H=��H�a&+.!Dk=3:<�3�@��:H.!�3 /.@d��8�"�]�!&]1)�+0] *�@�Q#�4X:H&���:HDK a���@�3#7&�.)0�0F�' �EQ.)�3#%:H��6T:H�S���+0�d��!&+�' ��@�3#$�-N;�)#�#%0F�' F "�f F��G�J`�3�
0F�' �I��g�] b�@0F�K "��.8,9�Z:H�sJv�!=��<� è G � .)0b��\��@D�E��H�!(�&�.!�Q ":�#%�+0[�F����dj.!I30"�F�t0F.8,bG�J`��:� b0F.8,P:�#%�+�S��:<�3�f T�� �&+�+�3�!0�:H.�,9���+0F�
���3����.����$��
,"2:� `��.) "� �  �# * �T "�'�3#%:H��6K�� �EQ.X.!dj�'#n#��8�]�@6!0]�@D�dj0F.!D :g�] `:<�S���'0"d��)&��-� � �F.�:<�S���'0"d��)&�� � 	 .@dv�3.) "�-# * ��
�"��,�e(
,9��:�&]�RE3�H�5U% �������0F.!�H��.!d*�F��� 6+
$# /�
 � G�J`���K#%�' "��:H�3�8�F:<.)�R�)#�#%0F�' F Mdj.)0[�������-N #��8�]�@6)0F�!D :� �# * �+
�"0�,� �  ��!#�#%0F�' F � 	
,9��:H�<�������$ �.!I30F&+�2�-N �)#�#%0F�' F b&+�!�s=Q�$�!�XU
.@d � D ( � � ( � � (�.!0 � 	 � � � :� ��� �# * � �p�-N �)#�#%0F�' F T�@�3#R�F���+0F��dj.)0��K:� b��.!�

i 0

i 1

L1

i 2

i 3 L2 i 4

gilliam

lucas
coppola

cameron

� :H6!I30�� $ � �  �:HD2E3�<�[���+�-,/.)0�1pG

è |



�p�]¥+�?¡8 ^£��8¤
��.��$�$��
�" 

	0� * 	 & 6�
�# /�
 � 

	b6 * 	b6
�� �# * � � � � D�� 	 2�
�����
 * � � D � D
�� �# * � � � � D�� 	 #,��.�.���� * � � � �
�� �# * � � � � D�� 	 #,��.�.���� * � � � �
�� �# * � ��� � D�� 	 # * ��
�"0�,� ��	 �
	

2�
,�$��
 * � � D � �
� ��� 	 �� +# * � � � � �

2�
,�$��
 * � � D � �
� ��� 	 #,��.�.���� * � � � �

2�
,�$��
 * � � D � �
� ��� 	 #,��.�.���� * � � � �

2�
,�$��
 * � � D � �
� ��� 	 # * ��
�"0�,� � 	 � 	

#,�,.$.���� * � � �
� ��D �
	 �� +# * � ��� �
�

#,�,.$.���� * � � �
� ��D �
	 2�
�����
 * � � D � D

#,�,.$.���� * � � � � ��D �
	 # * ��
�"0�,� � 	 � 	

#,�,.$.���� * � � � � ��D �
	 �� +# * � � � � �

#,�,.$.���� * � � �
� ��D �
	 2�
�����
 * � � D � D

#,�,.$.���� * � � �
� ��D �
	 # * ��
�"0�,� ��	 �
	

# * �+
�"0�,� � 	 � � � � �� +# * � � � � �

# * �+
�"0�,� � 	 � � � � 2�
�����
 * � � D � D
# * �+
�"0�,� � 	 � � � � #,��.�.���� * � � � �
# * �+
�"0�,� � 	 � � � � #,��.�.���� * � � � �

J��@=��H� è �	N_.) F ":H=��H���-NA �E?.S.!�3��6K�8���F�)&]1� �&+�+�3�!0�:H.) 'G

&�.)�3 �:H#%�'0��f#3�^G
� .)0h�'�)&]�K.@dp���3�M �&+�+�3�!0�:H.) h.@d�Jv�!=��H� è ()�������@�3�!�<U% �:H 	�'��6!:H���c6)�+���'0F�@���f h�@�H���F���cE?.) F ":H=��H�M#��8�]�@6)0F�!D� _=?���-,��+�'�K���3�

:H�)�F�+0�d��!&+�b.@d������k �E?.S.!dj�+0c�!�3#7�����T:H�S���'0"d��)&��b.@d����3�b4S:�&^�F:<D 	 G*����E�0]�!&���:�&��!(������T�'��6!:H���[�3�Q#� c�@�H�e�F���TE3�@���3 9=?���-,��+�'�
���3�9:<�S���'0"d��)&��f 	#%���3�3�'#�=XUb���3�M �&+�+�3�!0�:H.[�@�3#e(!dj.!0	�f�!&]�2E3�8�F��(!:<�h6!�'���+0]�8�F�' ����3�c "�fu)I3�+�3&+�9.@dQ�H:H��1SWY�H�+4)�+��D��' F F�@6!�f v���3�@�
,�.!I���#C=?��I3 ��'#
��.n#%�+�H:<4)�+0������� �EQ.X.@dj�f#
�-N�#��8�]�@6!0]�@D�G � .!0a��\��!D2E3�<�)(?:H�
�F���� �&+�+�3�!0�:H.�,9���'0�� �  �# * �2:� a�8�"�]�!&]1X:H��6
# * �+
�"0�,�������� �EQ.X.!dj�'#Z#��8�]�@6)0F�!D� a,�.!I���#R=Q�$#��+�H:<4)�+0F�'#V����0F.!I�6)�V�-,�.��<:H��1SW��<�'4!�+�	D��f � F�@6)�' 'G�J`�3���30F "�TD��' F ��!6!�2:H 
dj0F.!D �  �# * � �e:<�S���'0"d��)&��&� � �F. #,�,.�.0��� * �  a:H�S���+0�d��!&+�&� � GVJ`���7 "�f&�.!�Q#ZD2�f � F�@6)�K:H Tdj0�.)D #,�,.�.���� * �  �:H�S���'0"d��)&��&� � �F.
# * �+
�"0�,� �  /:<�S�F�+0�d��!&�� � 	 G

J`���M�!�3�@�HUXB+�'0h:H#��+�S��:<�3�' *,9��:�&]���@0F�9�����M0��'�<�'45�!�S�*D��' F ��!6!�' h=SU��@E3E��<UX:H��6[���3�ME�0F�'#%:�&+�@���M&+.!�S�F�!:<�3�'#2:<�������a&����@I3 ��
.@d_�F���� �:<6)�3�8�FI�0F�T�!&^�F:<.)�C.@d � :<6)I�0F���2��.$�'�!&]�CD��f � F�@6)�!G`§C.!0F�k �EQ�f&�:<�Q&+�!�<�HU!(3�����2�@�3�!�<UXB+�'0c�3�) `��.$#������'0�D�:H���k:<d	���3�
D��' F ��!6!��:� k�����$�30F "��:H�s�F���7D��f � F�@6)�� "�fu)I3�+�3&+�$I3 ��'#Z�F.R#%�'�<:H4!�'0T�F���7#��@�F�!6!0]�@D�G � .)0k�+\%�!D�E��<�)(	:<�r������ �&+�+�3�!0�:H.
E�0F�+4X:H.!I3 ��<U
&+.!�3 �:�#%�+0F�'#r� �� +# * ���8���F�!&]1X:H��6 # * ��
�"0�,���c.!���HU����3���Q0F "�bD2�f � F�@6)�� F�8�F:H "�3�' ��F����E�0��f#%:�&+�8�F�!G2J`���+0F��dj.)0��)(
��.R#%���F�'&^���@�Z�-N¨ �EQ.X.!�3��6
�8���F�)&]1R:H�Z����:� TEQ�@0���:�&�I����@0k F&��'�3�@0F:H.3( .)�������'�'#� T��.
E3�H�)&��$��E�0F.!=?��.)�Z�������H:H��1Z,9���+0F�
���3:H `D��' F F�@6!�a�@E�E?�'�!0F [��:�G �!GH( � D �^(��@�Q#K���3�aE30�.)=Q�[:� /:H�3 "��0FI3&^�F�'#$��.2�<.X.)1�dj.!0`D��' F ��!6!�' *dj0F.!D ������.�� � (% "IQ&]�$�F�3�8�`���3� �.!I�0]&��b�-NA�)#�#%0F�' F 9:H M.!���k.@d(� D � � � � � � � � 	7��#%�'��.@�F�'#1� D�� 	f��(?�!�3#n������#%�' "��:H�3�8�F:<.)�C�-NA�!#�#�0��f � 9:� �
	)G`J`�3:H ME�0�.%&+�' F 

��� Y[ndX�`-ndXV{VegcdXV\ ] 2kjk\g\[i�W-XE`bY[c�cdegf-\gX0{ Y�� f-egZmjoi�egY[Z-c�Yku idW-X0lmjoidj(6[n|j�� 5mXV\gl-cSp-c�X ltegZ
i�W-XJjoi�idjk{,+OndXV`-n�X c�XVZ idjoidegY[Zs^zX } 6-} 2ocdY[p-n�{VX	�ol*X c�idegZ-joidegY[Z
;>=Rjkl-l-ndXVc�c�h|}

è �



�e�F¥+�?¡@ ^£��5¤ �
¥�¤]¤+¡+�S¥^¤
��.����$��
�" 6�
$# /�
 �
�� �# * � 2�
,����
 * � � � � � � D ��� � D�� 	 � � D����
�� �# * � #,�,.�.���� * � � � � � � ��� � D�� 	 � � ��� �����
�� �# * � # * ��
�"��,� � � � � � � ��� � D�� 	 � � 	 ��� ��� � � � � 	 ��� � D�� 	 � � 	 ���
2�
,����
 * � �� �# * � � � D � � � ��� � � � ��� 	 � � � ���
2�
,����
 * � #,�,.�.���� * � � D � � � ��� � � � ��� 	 � � � � �����
2�
,����
 * � # * ��
�"��,� � � D � � � ��� � � � ��� 	 � � 	 ��� ��� � � � � 	 ��� � � � � � 	 � � 	 ���
#,�,.�.���� * �� �# * � � � � � � � ��� � � �BD � 	�� �
� ���
#,�,.�.���� * 2�
,����
 * � � � � � � D ��� � � �BD � 	�� � D ���
#,�,.�.���� * # * ��
�"��,� � � � � � 	 ��� � � �BD � 	�� �
	 ���
# * ��
�"��,� �� �# * � � � 	 � � � ��� � � � � � � � ��� ��� � � � � � ��� � � � � � � � ���
# * ��
�"��,� 2�
,����
 * � � � 	 � � � ��� � � � � � � D���� ��� � � � � D ��� � � � � � � D����
# * ��
�"��,� #,�,.�.���� * � � 	 � � � ��� � � � � � � ��� �����

J��@=��H�k{%��§C�' F ��!6!�f `6!�+�3�+0]�8���f#�dj.)0M�@�H�v F&��'�3�@0F:H.) 'G*§C�' F F�@6!�b�!0��[0F�+E�0F�' ��+�S���f#n:<���F���bdj.!0FDK�8��� �
	 � ��� ��� �
	 � �
� ��� ,9���+0F�
��	�:� ��F���V �.!I�0]&���:H�)�F�+0�d��!&+�!(��
�C:H ��F���V#%�f -�F:<�Q�8��:H.!��:H�)�F�+0�d��!&+�!(9�@�3# �
	n�@�3# �
�
�!0���0F�' �EQ�f&^��:H4!�'�<Ur�����
 �.!I�0]&��C�!�3#
#%�f -�F:<�3�@��:H.!�7�-N;�)#�#%0F�' F "�f h.@dv�����a�+�Q&+�@EQ "I����8�F�'#$�-N;#��@�F�!6!0]�@D�Gv§C�f � F�@6)�' *���3�@�` F�8�F:H "djU����3�[&+�H�!I3 ��M:H�$�F���a �:H6!�3�@��I�0F�
�!&���:H.!�n.@d � :<6)I�0����2�@0F�aI��3#%�'0��H:<�3�'#eG

:� M0F�+E?�'�@���'#ndj.)0M�f�!&]�
 F&��+�Q�@0F:<.QGcJv�!=��<�2{K "�3.8,c M�@�H���F����#3�8�F�!6!0]�@DK T���@�3#��F����&+.!0F0��f "E?.!�Q#%:<�36KD2�f � F�@6)�' ]�/dj.!0��+4!�'0�U
 F&��+�Q�@0F:<.QG�J`���bD��f � F�@6)�' /���3�@�M ��@��:� -djU������T �:<6)�3�8�FI�0F�a�)&^��:H.!� �  9&+�H�!I3 "�b�!0��[I��3#��+0F�<:H���'#�G

J`���T#%�+���f&^��:H.!�C.!d_����� � �30] -�]��D2�f � F�@6)�b&+�@��=?�k���F0�:�&]1XU��F�) "1pG/��d��F���� �.!I30F&+�a:H�S���'0"d��)&��b=?�+�H.!��6S `��.$���3.) "�M,9:g�F�
�C �:<��6)�<��:H�S���+0�d��!&+�K:g��:H T �I%��&�:H�+�S�b�F.CE��H�)&����nE�0F.!=?�K.!�t���3���<:H��1R,9���+0F�������KD��f � F�@6)���!E�E?�'�@0] 'G&�c.8,��+4!�'0'( :gd`���3�
D��' F ��!6!��:H �6!�'���+0]�8�F�'#�dj0F.!D��F���[:<�S�F�+0�d��!&��a.@d��kD�I��g�F:gW�:H�)�F�+0�d��!&+����.S -�`:<�`:� ����'&+�' F ��!0�U2�F.�4)�+0F:gdjU��F�3�8�������[D��' F F�@6!��:H 
���3�9�30] -�h:H�2�����M#��+�H:<4)�+0FUTE�0F.X&+�' F +(!.@���3�+0F,9:H ��`D2�f � F�@6)�' �dj.)0�,`�@0]#%�'#2#%I�0F:H��6a�����M#��+�H:<4)�+0FUTE�0F.X&+�' F _.@d��aEQ�'0"dj�f&^�F�<U2�<�'6)�!�
#��@�F�@6)0F�!D ,�.!I3�H#K=?� �Q�@6)6!�'#$�! /E3�@0��/.!dv�@���-N; "E?.X.@�3�36��8���F�)&]1?G � .)0`��\��@D�E��H�!(X&�.)�3 ":�#%�'0/D��' F F�@6!��� � � � � 	 ��� � � � � 	 ��� ����3��D��' F ��!6!�K:� k ��+�S�bdj0�.)D #,�,.�.���� * �F. # * ��
�"0�,�V�@�3#t�+�Q&+�@EQ "I����8�F�' T�!�s�-N #��8�]�@6)0F�!D dj0F.!D �� �# * ����. # * ��
�"��,�eG
J`��:� aD2�f � F�@6)�k&�.)I���#
0F�+E�0F�' ��+�S�M�':g�F���+0a���3�2 ��'&+.!�3#
 "���'EV:H�
�F���2#��+�H:<4)�+0FU7.!d/����.)0�DK�!�v�-N�#��8�]�@6!0]�@D .!0����3��0F�' �I��<�
.@d-#,�,.$.���� * �  h�@�"�F�+D�E%�`��.� "E?.X.@d �� +# * � �S�)#�#%0F�' F *,9:<���n0F�' �EQ�f&^����. # * ��
�"0���eGv�������3:H 9&'�! ��!(S�����a.!�3�<UK,`�5U2��.K#%���F�'&��
���3�[�@�"�]�!&]1K:� ���.�E����!&��[��E�0�.)=Q�[.)�$�H:<��1 � D ¡8� �$��E�0F.!=?�a.)�$�H:<�31 � � G��A���+���kD��f � F�@6)�a#%:H0F�'&^�F�'#$��. #,��.�.���� * �!�3#:H�)�F�+�3#��'#7dj.!0 # * ��
,"0�,���@E�E?�'�!0F �.)�7�H:<�31 � D (%���3�[&+.!0F0��f "E?.!�Q#%:<�36�E�0F.!=?�b "�'�3#� 9��D��' F F�@6!����.2�F���bE�0F.!=?�a.)���<:H��1 � � �.K���3�@�c���3�� �I�=3 ��'uSI��+�S�MD��f � F�@6)�T�@E�E?�'�!0�:H��6K.!� � � &'�@�C=?�k:H6!��.)0��f#eG9J`��:H � ".)�<I���:H.!�
&�0F�'�@���f c�@�C�'��.!0FD�.!I3 c��0]�8��&.84!�'0��H.)�)#V=?�'&'�@I3 ����'4!�+0FUVD��f � F�@6)�K���3�@�k:� Tdj.)0�,`�@0]#%�'#t=XU #,��.�.���� * 0��fuSI�:<0F�' k "UX�3&]��0F.!�3:<Bf�8��:H.!�Q [=Q�+�-,/�'�+�s�F�����-,�.
E�0F.!=?�' 'G	J`���b0��f "I3�g�F:<��6�E�0F.!=?�b&�.)�%�36!I30F�@��:H.!�3 `�@0F�[ "��.8,9�n:H��J��@=3�<�b|�G

�����E��� 'R$�� .��! &+m/��0!�%�� %�!�"��b+m.  &� .�/0$
J`���
�-N  �E?.S.!�3��6r�@�"�F�)&]1;&'�@�>=Q�VD2.%#%�'�<�f#>:<����#%:gop�+0F�+�S�$,`�5Us�F�3�8�$E3I%�F 7� � ��:H�S�F�Z:H�>�����R#%�' F&�0F:<E���:H.!�>.@d[���3�
�8���F�)&]1k�F�3�8�`�@�H�<.8,c hdj.!0/ �DK�@0����'0hE�0F.!=?�ME����!&+�+D��+�S�'G	J`��:� � :<D�E�0F.84!�f#��b#%�f �&+0�:HE%��:H.!���]�@1)�' *�)#%48�@�S�F�!6!�9.!d }c���^m%J � J �  
D�.%#%�+�H:<�362���@�36!I3�!6!�[�@=�:H�<:<�-U��F.���\%E��H:H&+:g�F�<U70��+dj�+0`��.2�F���[�F�!0�6)���9�����-,�.!0F1���.)EQ.)�<.)6!U)G

è �



N*0�.)=Q�[.)�7�H:<�31 � D

���
��
��

� �
	 � �

��
��

� �

	
� �
�
	� �
�

� �
	 � �

��
��

���
��
��

��
�
�� �
�




� �

	
� �
�
	� �
�

��
�
�� �
�




��� � D � D�� 	 � D
� è � � � � � � � � 	

� � � � � D�� 	 � �
� � � � � D�� 	 � �
� � � � � D�� 	 � 	

� D � � � �
� ��� 	 � �

��{)� � D � � � D � 	

� D � � �
�
� ��� 	 � �

� D � � �
�
� ��� 	 � �

� D � � �
�
� ��� 	 �
	

� � � � �
� ��D �
�

��|S� � � � � � 	 � �

� � � D � � ��D � D
�j�X� � � � D � 	 � D

§C�f � F�@6)�' 9� è �_�@�3#��Y{!�	�!0��`��.!�*E3�@0��h.@de�@�K�@�"�F�)&]1T=�I%�
���3�cE�0F.!=?��.)���<:H��1 � � DkI3 "�*=?�9��.@�F:g�Q�'#��@=?.!I%�	�F���+D�G
§C�f � F�@6)�' $��|)�k�@�3#����S���@0F��E3�!0"�2.@dM�@���-NP �EQ.X.@�Q��6
�8���F�)&]1t:<dM�F���nE�0�.)=Q�n.!���<:H��1 � � #%:�#��3.@�K "�'�3#��!�SU
��.!��:<�Q&+�@��:H.!���@=?.!I%�c�'4!�+�S�] b� �!���!�3#Z� $ �/0F�' �EQ�f&^�F:<4)�+�HU!G

N*0�.)=Q�a.!�n�H:<��1 � �

���
��
��

� �
	 � �

��
��

� �

	
� �
�
	� �
�

� �
	 � �

��
��

���
��
��

��
�
�� �
�




� �

	
� �
�
	� �
�

��
�
����
�




� 	 � � � � � � � �

���!� � 	 � � � 	 � �

� $ � � 	 � � � 	 � D
� 	 � � � � � � � D
� 	 � � �
� � � � �
� 	 � � �
� � � � �

�|~@� � � ��	 �
� � 	

� x � � � ��	 � D � 	

§C�f � F�@6)�' �� �)�v�!�3#$� $ ���@0F��I3 "�f#T=XUb�F���`E�0�.)=Q��.!�2�H:<��1
� D �F.�#������f&^� #,�,.$.���� * �  /�8�"�]�!&]1% 'G�§C�f � F�@6)�' a�d~!�/�!�3#
� x �e�!0��_E3�!0"� .!dX�!�b�-NC "E?.X.@�3�36c�8�"�]�!&]1�:gdX���3�hE�0F.!=?�	.!�
�H:<�31 � D #%:�#���.!�� ��+�3#K�!�XU���.!��:<�Q&+�@��:H.!�$�!=Q.)I%�/�'4!�'�)�] 
� è �`�@�Q#R�Y{!��0F�' �EQ�f&^��:H4!�'�<U)G

Jv�!=��<�b|3�hNh0F.!=?�a&+.!�%�36)I�0]�8��:H.!�Q +G

è $



S1 S 2

  not (Network.detachFromLink(m.src)).

existsPath(m.src, a_z.interface);

Message m in [IPDatagram d]{i_s, i_v} |

d.src == a_z and d.dst == a_v and

Host victim in Network.hosts |

Interface i_v in victim.interfaces;

Host spoofer in Network.hosts; 

Interface i_s in spoofer.interfaces;

victim != spoofer;

IPAddress a_v in i_v.ipAddresses;

IPAddress a_z in Network.ipAddresses |

not spoofer.ipAddresses.contains(a_z);

Compromised
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Host victim in ProtectedNetwork.hosts; Compromised

Service x in victim.services |

x.protocol == "UDP" and

x.authentication == "IPaddress";

Host spoofer in Network.hosts |

spoofer != victim and

Interface i_s in spoofer.interfaces;

IPAddress a_t in x.trustedAddr;

(spoofer.ipAddresses.intersect(x.trustedAddr)).isEmpty;

u.dst == x.port and

Message m in [IPDatagram d [UDPDatagram u]]{i_s, a_v.interface} |

d.src == a_t and d.dst == a_v and

  not (Network.detachFromLink(m.src)).existsPath(m.src, a_t.interface);

IPAddress a_v in x.ipAddresses;
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S 1

Service x in victim.services |

x.protocol == "TCP" and

x.authentication == "IPaddress";

S 2

S 4
S 3

Host victim in ProtectedNetwork.hosts;

IPAddress a_v in x.addresses;

IPAddress a_t in x.trustedAddr;

not (Network.detachFromLink(m1.src)).

d1.dst == a_v and d1.src == a_t and 

t1.dst == x.port and 

t1.syn == true and t1.ack == false and

existsPath(m1.src, a_t.interface);

Message m1 in [IPDatagram d1 [TCPSegment t1]]{i_s,a_v.interface}|

Host spoofer in Network.hosts |

spoofer != victim and

(spoofer.ipAddresses.intersect(x.trustedAddr)).isEmpty;

Interface i_s in spoofer.interfaces;

Compromised

d3.dst == d2.src and d3.src == d2.dst and

t3.dst == t2.src and t3.src == t2.dst and

t3.ack == t2.seq + 1;

[IPDatagram d3 [TCPSegment t3]]{i_s,a_v.interface} |

t3.syn == false and t3.ack == true and

t2.dst == t1.src and t2.src == t1.dst and

[IPDatagram d2 [TCPSegment t2]]{i_v,a_t.interface}|

d2.dst == d1.src and d2.src == d1.dst

t2.syn == true and t2.ack == true;
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S1

S6

2S

d2b.src == d1.dst and d2b.dst == d1.src and

u2b.dst == u1.src and u2b.src == u1.dst;

not (Network.detachFromLink(m2b.src)).

Message m2b in [IPDatagram d2b [UDPDatagram u2b]]{i_r,a_c.interface}|

existsPath(m2b.src, d2b.src.interface);

S3

Host server in Network.hosts;

Service x in server.services |

x.protocol == "UDP" and

x.authentication == "IPaddress";

IPAddress a_s in x.ipAddresses;

IPAddress a_c in x.trustedAddr |

racer != server and

Host racer in Network.hosts |

a_c.interface in ProtectedNetwork.interfaces;

not racer.ipAddresses.contains(a_c);

Interface i_r in racer.interfaces;

S5

S4

[IPDatagram d1 [UDPDatagram u1]]{a_c.interface,

a_s.interface}|

  
d1.src == a_c and d1.dst == a_s and

u1.dst == x.port;

Under attack

  

[IPDatagram d2a [UDPDatagram u2a]]

d2a.src == d1.dst and 

d2a.dst == d1.src and

u2a.src == u1.dst and

u2a.dst == u1.src;

Compromised

  

[IPDatagram d3b [UDPDatagram u3b]]

u3b.src == u1.dst and

d3b.src == d1.dst and 

d3b.dst == d1.src and

u3b.dst == u1.src;

{a_s.interface,a_c.interface}|

{a_s.interface,a_c.interface}|

  
d3a.src == d1.dst and d3a.dst == d1.src and

u3a.dst == u1.src and u3a.src == u1.dst;

not (Network.detachFromLink(m3a.src)).

existsPath(m3a.src, d3a.src.interface);

Message m3a in [IPDatagram d3a [UDPDatagram u3a]]{i_r, a_c.interface}|
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