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Abstract

This paper describes a suite of intrusion detection tools
developed by the Reliable Software Group at UCSB. The
tool suite is based on the State Transition Analysis Tech-
nique (STAT), in which computer penetrations are specified
as sequences of actions that cause transitions in the secu-
rity state of a system. This general approach has been ex-
tended and tailored to perform intrusion detection in dif-
ferent domains and environments. The most recent STAT-
based intrusion detection systems were developed following
a framework-based approach, and the resulting design uses
a “core” module that embodies the domain-independent
characteristics of the STAT approach. This generic core is
extended in a well-defined way to implement intrusion de-
tection systems for different domains and environments. The
approach supports reuse, portability, and extendibility, and
it allows for the optimization of critical functionalities.

1. Introduction

The evolution of computer networks fostered a deep
change in the way computer systems are structured and
information is processed. The centralized approach, char-
acterized by powerful expensive computing nodes accessi-
ble from dumb terminals connected through low-bandwidth
dedicated lines evolved towards a decentralized pattern
where processing is distributed among many small nodes
(possibly millions) connected by high-speed networks. This
evolution broadened the focus of computer security accord-
ingly. Centralized authentication and access control is no
longer the main focus of security research and solutions.
The Internet and the use of enterprise-wide TCP/IP net-
works shifted the focus of security to the protection of com-
munication through untrusted networks, remote authentica-
tion, control of the access to network services, support for

mobile users, and protection against dynamic download and
installation of code coming from untrusted sources.

In world-wide networked settings the mainstream secu-
rity solution is represented by firewalls and domain-level
security [1, 2]. With this approach networks are divided
into smaller subnetworks that are under the control of a sin-
gle authority. These security domains use internal mecha-
nisms and policies to authenticate and authorize users (e.g.,
Kerberos [11]). Domains are protected against access from
outer domains by means of firewalls, which are network fil-
ters that regulate the access to an internal network from the
outside.

Even though domain-level security mechanisms and the
use of firewalls have improved the overall security of net-
works, attacks and intrusions are still possible and common.
This inability to prevent all attacks demands complemen-
tary solutions. As a consequence, intrusion detection has
received an increasing amount of attention from academic,
commercial, and government organizations.

Intrusion detection systems analyze information about
the activities performed in a computer system or network,
looking for evidence of malicious behavior. The informa-
tion may come in the form of audit records produced by
the operating system auditing facilities, log messages pro-
duced by different types of sensors and network devices,
and in the form of raw network traffic obtained by eaves-
dropping a network segment. These data sources are used
by intrusion detection systems in two different ways, ac-
cording to two different approaches: anomaly detection and
misuse detection. Anomaly detection systems are based on
models of the “normal” behavior of a computer system. The
model may focus on the users, on the applications, or on
the network. Behavior profiles may be built by performing
statistical analysis on historical data [8] or by using rule-
based approaches to specify behavior patterns (e.g., [10]).
Anomaly detection compares actual usage patterns against
the established profiles to identify abnormal patterns of ac-
tivity. Misuse detection systems take a complementary ap-
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proach. The detection tools are equipped with a number
of attack descriptions. These descriptions (or “signatures”)
are matched against the stream of audit data looking for ev-
idence that the modeled attack is occurring. Misuse and
anomaly detection both have advantages and disadvantages.
Misuse detection systems can perform focused analysis of
the audit data and usually they produce only a few false
positives. At the same time, misuse detection systems can
detect only those attacks that have been modeled. Anomaly
detection systems have the advantage of being able to de-
tect previously unknown attacks. This advantage is paid for
in terms of the large number of false positives and the dif-
ficulty of training a system with respect to a very dynamic
environment.

The State Transition Analysis Technique (STAT) [7] was
conceived as a misuse detection method to describe com-
puter penetrations as sequences of actions that an attacker
performs to compromise the security of a computer system.
The STAT approach mitigates the disadvantages of plain
signature-based approaches by abstracting from the details
of the modeled attacks. Actions are abstracted from their
native form (either plain audit records or network packets)
to a higher-level representation so that similar actions in
a system that may have different low-level representations
are mapped to a single action type. In addition, the STAT
methodology supports a modeling approach that represents
only those steps in an intrusion that are critical for the effec-
tiveness of the attack. By abstracting away from the details
of a particular attack, it is possible to detect previously un-
known variations of an attack or attacks that exploit similar
mechanisms.

The STAT approach has been successfully applied to
host-based and network-based intrusion detection and a tool
suite based on the approach has been developed. This pa-
per describes the STAT-based intrusion detection tool suite.
The current tool suite was developed by leveraging off of an
extensible framework for developing STAT-based intrusion
detection systems. Section 2 presents the initial experience
with STAT and intrusion detection. Section 3 introduces the
new design framework for the toolset. Section 4 describes
how the framework has been used in developing the new
STAT-based tool suite. Section 5 draws some conclusions
and outlines future work.

2. STAT and intrusion detection

The State Transition Analysis Technique is a method to
describe computer penetrations as attack scenarios. Attack
scenarios are represented as a sequence of transitions that
characterize the evolution of the security state of a system.
This characterization of attack scenarios allows for an in-
tuitive graphic representation by means of state transition
diagrams (See for example Figure 1.).

In an attack scenario states represent snapshots of a sys-
tem’s security-relevant properties and resources. A descrip-
tion of an attack has an “initial” starting state and at least
one “compromised” ending state. States are characterized
by means of assertions, which are predicates on some as-
pects of the security state of the system. For example, in
an attack scenario describing an attempt to violate the secu-
rity of an operating system, assertions would state proper-
ties such as file ownership, user identification, or user au-
thorization. Transitions between states are annotated with
signature actions that represent the key actions that if omit-
ted from the execution of an attack scenario would prevent
the attack from completing successfully. For example, in an
attack scenario describing a network port scanning attempt,
a typical signature action would include the TCP segments
used to test the TCP ports of a host.

The state transition analysis technique has been ap-
plied to host-based intrusion detection, and a tool, called
USTAT [5, 6, 13], has been developed. USTAT uses state
transition representations as the basis for rules to interpret
changes in a computer system’s state and to detect intru-
sions in real-time. The changes in the computer system’s
state are monitored by leveraging off of the auditing facili-
ties provided by security-enhanced operating systems, such
as Sun Microsystems’ Solaris equipped with the Basic Se-
curity Module [14]. The first implementation of the USTAT
tool clearly demonstrated the value of the STAT approach,
but USTAT was developed in an ad hoc way and several
characteristics of the first USTAT prototype were difficult
to modify or to extend to match new environments (e.g.,
Windows NT).

The original USTAT tool interprets the audit trail pro-
duced within a single operating system. The USTAT
design has been extended to detect attacks that involve
multiple hosts sharing network file systems. The result-
ing tool, called NSTAT [9], uses a client-server architec-
ture to collect audit records from different sources (hosts),
merge them into a single audit trail, manage synchroniza-
tion and correlation among the different trails, and then per-
form state transition analysis on the resulting trail. Even
though NSTAT’s components are distributed over a net-
work, NSTAT does not perform monitoring at the network
level; its event sources are the auditing facilities available
on the monitored hosts.

The natural evolution of state transition analysis was its
direct application to networks. NetSTAT was the result of
this evolution [15]. NetSTAT is a tool aimed at real-time
network-based intrusion detection. NetSTAT takes advan-
tage of the peculiar characteristics of intrusion detection
based on the analysis of network traffic. Networks provide
detailed information about computer system activity, and
they can provide this information regardless of the installed
operating systems or the auditing modules available on the
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hosts. The NetSTAT tool proved that the STAT approach
could be extended to new domains, but the first NetSTAT
prototype was also developed ad hoc, building a completely
new tool that would fit the new domain.

In the second half of 1998, the NetSTAT and USTAT sys-
tems were evaluated as part of both the MIT Lincoln Lab-
oratory’s off-line intrusion detection system evaluation [12]
and the Air Force Research Laboratory (AFRL) real time
evaluation [3, 4]. In the first case, USTAT and NetSTAT
were used to analyze BSM logs and network traffic dumps
of several weeks of traffic looking for attack signatures. In
the second case, NetSTAT and USTAT were installed on
a testbed network at AFRL. In both efforts the STAT-based
tools performed very well and their combined results scored
at the highest level in the evaluation.

Participating in this event gave strong positive feedback
on the research that had been performed so far, and it also
gave new insights into the STAT approach. In particular,
running NetSTAT and USTAT at the same time evidenced a
number of similarities in the way attack scenarios were rep-
resented and in the runtime architecture of the systems. A
closer analysis of the mechanisms used by the STAT-based
tools to match attack scenarios against a stream of events
suggested that the STAT-based toolset could be redesigned
as a family of systems.

The resulting design is based on a “core” module that
embodies the domain-independent characteristics of the
STAT approach. The core module provides support for the
representation of the domain-independent parts of attack
scenarios and implements the domain independent mech-
anisms used at runtime to match attack scenarios against
a stream of events. The core module alone would be use-
less because intrusion detection is performed in particular
domains (e.g., hosts or networks) and in specific environ-
ments (e.g., Windows NT or Solaris). Therefore, the new
design provides a well-defined way to extend the core and
obtain a complete intrusion detection system tailored to the
characteristics of a specific domain and environment. The
core-based approach supports reuse, portability, extendibi-
lity, and customization, and it allows for the optimization of
critical functionalities.

3. The STAT core

The STAT core-based architecture is a framework sup-
porting both the development of STAT-based intrusion de-
tection systems and the description of attack scenarios. The
framework relies on four elements:

� A language, called STATL, that is used to represent at-
tack scenarios using states and transitions. The lan-
guage defines the domain-independent features of at-
tack scenarios. The STATL language is extended by

the intrusion detection system developer to express the
characteristics of a particular domain and environment.

� An off-line architecture for the translation of attack
scenarios into executable modules, called scenario
plugins. The architecture provides hooks to extend and
customize the translation process to match the pecu-
liarities of the target environment.

� A runtime architecture for the creation of intrusion de-
tection monitors based on the STAT approach.

� A module – the STAT core – that implements the
domain-independent semantics of scenario execution.
The STAT core allows an external application to load
scenario plugins and to match an event stream col-
lected from an external source against the attack sce-
narios.

The remainder of this section discusses these elements in
detail.

3.1. A language for scenario representation

The STAT framework provides a language, called
STATL, for the specification of attack scenarios. STATL
provides constructs to define the domain-independent en-
tities of an attack scenarios and must be extended by the
intrusion detection system developer to match a particular
domain or environment.

A STATL specification is the description of a complete
scenario, which is translated into an executable represen-
tation that is loaded into the intrusion detection system at
run-time. The execution of a STATL specification gener-
ates a runtime prototype that contains the data structures
representing the scenario’s definition and global environ-
ment, and a set of instances organized in a parent/children
structure. Each scenario instance represents an attack in
progress. The details of the runtime execution of a scenario
are given in Section 3.4. The primitives and constructs used
to describe a scenario are introduced in this section.

STATL is primarily a text-based language but the STAT
development environment includes a graphic editor that al-
lows for direct visualization of the state transition diagram
representing an attack scenario. In the graphical form, states
are represented by circles and transitions by arrows. Fig-
ure 1 presents a sample state transition diagram with four
states and three transitions. Figure 2 shows the textual rep-
resentation of the scenario.

A scenario has a name, may have parameters, may con-
tain some front matter such as constant and variable dec-
larations, and also contains the states and transitions that
define the steps of the attack. Scenario parameters are spec-
ified as a list of comma-separated typed identifiers, and they
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init s1 s2 s3

create_rhosts login read_rhosts

Figure 1. A sample state transition diagram of a STATL scenario.

may specify default values. In addition, a variable number
of parameters may be specified by using ellipses (. . . ).

Variables in a scenario may be global or local. Global
variables are shared by all instances of the scenario (i.e., by
all the attacks of that type). Local variables are instantiated
privately in each instance of the scenario. In other words,
when a global variable is updated, all instances of the sce-
nario see the update, but when a local variable is updated
only the instance in which the update occurs is affected.

A scenario may have annotations, which are application-
specific directives used by an application-specific analyzer
component to customize the translation process of a STATL
scenario (see Section 3.2).

The main components of a STATL scenario are states
and transitions. A state has a name, an assertion, a code
block, and an annotation. The name is a unique identifier
for the state. All the other elements are optional. The state
assertion, if present, is a C logical-or-expression, or an ex-
pression using the STATL infix operator in: a in b is
True if the value of variable a is in the set denoted by vari-
able b, otherwise it is False. A state assertion is tested be-
fore entry to the state. A state’s assertion is implicitly True
if none is specified. The state code block is executed after
entering the state. A code block is a C compound state-
ment containing declarations followed by statements. For
example, in Figure 2 the code block for state s3 declares
a local variable username and has two statements, call-
ing the USTAT extension procedure userid2name and
the built-in procedure stat log. The assertion and the
code block have access to the global environment (the set of
global variables), the local environment (the set of variables
local to that instance), and, in the case of a code block, to
the variables declared in the compound statement. A state
annotation is a set of application-specific directives to the
Analyzer to be used in the translation process.

A transition has a name, a type, an action, an assertion,
a code block, and an annotation. The type of the transition
can be consuming, nonconsuming, or unwinding. Differ-
ent types of arrows are used to denote different types of
transitions: a solid arc with a single arrowhead denotes a
nonconsuming transition, a solid arc with a double arrow-
head denotes a consuming transition, and a dashed arc de-
notes an unwinding transition. A nonconsuming transition
is used to represent an evolution of the state of an occurring

attack that does not prevent further occurrences of attacks
that spawn from the original state. Therefore, when a non-
consuming transition fires both the source and destination
attack states become valid. For example, if an attack has
two steps that are the creation of a link named -i to a SUID
shell script and the execution of the script through the cre-
ated link, then the second step does not invalidate the previ-
ous state because another execution of the script through the
link may occur. In contrast, the firing of a consuming transi-
tion makes the source state of a particular attack occurrence
invalid. For example, an action that deletes a file may inval-
idate the source state. The file cannot be deleted twice and
therefore the original state is invalid. Unwinding transitions
represent a form of “rollback” and they are used to describe
events and conditions that may invalidate the progress of an
attack scenario and require the return to an earlier state. For
example, a logout event may make a scenario that involves
the associated user uninteresting, and, therefore, the scena-
rio may be brought to a previous state, for instance before
user login.

The transition’s action is the essential element of a tran-
sition. An action specifies an event type that may cause the
firing of the associated transition and a name used to refer to
the event. An action may be simple or composite. A simple
action identifies a unique event type and has a unique name.
For example, in Figure 2 transition create rhosts has
a simple action of type USTAT WRITE named w. A com-
posite action may be the conjunction or the disjunction of
actions. In addition, actions may be nested by using square
bracket notation. The transition’s assertion, code block, and
annotation have a syntax and semantics that is similar to the
corresponding state elements. The main difference is that
the name space includes the action name, and, therefore,
the transition’s assertion, code block, and annotation may
access the fields of the corresponding action.

The STATL language provides the built-in concept of
timers. There are three aspects to using timers in STATL:
declaration of a timer, starting a declared timer, and us-
ing a declared timer as a “timer action” in a transition.
A timer declaration specifies the name of the timer and
its scope, which can be local or global. Global timers
are shared among the instances of a scenario, while local
timers are private to each instance. A timer can be started
in a code block by an invocation of the built-in procedure
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// USTAT: create .rhosts by non-owner then rlogin using it.
scenario ftp_write
{
int user;
int pid;
int inode;

initial state init { }

transition create_rhosts (init -> s1) nonconsuming
{

USTAT_WRITE w :
(w.euid != 0) &&
(w.owner != w.ruid)

{
inode = w.inode;

}
}

state s1 {}

transition login (s1 -> s2) nonconsuming
{

USTAT_EXEC e :
match_name(e.objname, "login")

{
user = e.ruid;
pid = e.pid;

}
}

state s2 { }

transition read_rhosts (s2 -> s3) consuming
{

USTAT_READ r :
(r.pid == pid) &&
(r.inode == inode)

}

state s3
{

{
String username;

userid2name(user, username);
stat_log("ftp-write: remote user %s gained local access", username);

}
}

}

Figure 2. A sample STATL scenario.
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start timer(t,N) where t is a timer name and N is a
positive integer number of seconds. After N seconds from
the start of the timer an event of type timer will be gen-
erated and active transitions marked with the action timer
t will fire. Starting a timer that is already running resets the
timer.

3.2. Scenario translation process

The STAT core includes four components that support
the preparation of the attack scenarios to be loaded into
an intrusion detection system (IDS). Figure 3 shows how
these four components interact with each other and with a
user, such as an organization’s Information Systems Secu-
rity Officer (ISSO), to generate scenario plugins. The Ana-
lyzer and Factbase are shaded to indicate that they must be
customized for each STAT application (e.g., NetSTAT and
USTAT have different Analyzers and Factbases).

The Scenario Editor provides a GUI with which a user
constructs scenarios in graphical form. The editor produces
as output STATL scenarios. The user may also write the
scenario directly in STATL. The Parser reads a STATL sce-
nario and transforms it into an internal format used by both
the Analyzer and the Translator. Every STAT-based tool
uses the same Parser, because STATL is the common scena-
rio specification language. The Analyzer reads a scenario in
the common internal format and produces a possibly modi-
fied copy of the scenario, which may be based on the infor-
mation contained in the Factbase. The modifications to the
scenario that the Analyzer applies are application-specific.
A typical modification is to extract annotations – parts of

the scenario that refer to the Factbase – and use them to
generate plugin configuration parameters. The Translator
reads a scenario in the common internal format, with no
annotations, and produces C code. The code produced by
the Translator is compiled into a dynamically linked library
(e.g., “.so” files on Unix, “.dll” files on Windows NT),
which are linked into the runtime architecture as needed.

3.3. Runtime architecture

Intrusion detection applications based on the STAT-
framework share a common high-level architecture. Fig-
ure 4 shows the runtime architecture of a complete STAT-
based intrusion detection system, with arrows indicating de-
pendencies between components.

The IDS application is composed of an audit stream
provider, a preprocessor, a STAT core, a number of scena-
rio plugins, and an extension component. The audit stream
provider component supplies raw event records. For exam-
ple, in a host-based IDS for the Windows NT environment,
the audit record provider may be a module that reads audit
records from the operating system’s event logging facilities.
In a network-based IDS, the audit stream provider could be
a network sniffer that reads the network packets broadcast
within a subnetwork. The preprocessor component is re-
sponsible for filtering out uninteresting audit records, trans-
lating interesting audit records to an abstract — but still
IDS-specific — format, and then encapsulating the audit
records in STAT events. The produced STAT events are sent
to the STAT core component for processing.

The STAT core is created and customized by the appli-
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Figure 4. Runtime architecture of a STAT-based intrusion detection system.

cation through an API. The STAT core component is con-
nected to a number of scenario plugin components. Each
scenario plugin component contains the executable repre-
sentation of an attack scenario. The scenario plugins use
the types and functions provided by the extension compo-
nent. These types and functions allow a scenario plugin
to access the application-specific characteristics of the pro-
cessed events and may provide functions to be used in re-
acting to an attack. For example in the USTAT scenario of
Figure 2, match name is a USTAT-specific predicate that
checks if the name of an object matches a given string.

3.4. Scenario execution in the STAT core

The main task of a scenario-based intrusion detection
system is to match a set of attack scenarios against an event
stream, looking for sequences of events and changes in a
system’s state that are evidence of malicious activity.

At run-time, the core-based IDS loads a number of sce-
nario plugins into the STAT core. Scenario plugins can
be parameterized, and the same attack scenario plugin can
be loaded into the STAT core with different parameters.
For example, a scenario that describes an attack against a
WWW server can be loaded providing different web server
IP addresses as parameters.

When a plugin is loaded into the core, a scenario proto-
type is created. The scenario prototype is a data structure
containing the representation of the attack scenario and the
parameters used when loading the plugin. More precisely,
the scenario prototype contains the scenario representation
in terms of states and transitions and the functions to be in-
voked to verify assertions, to execute code fragments, and
to manage both the local and global environments. When
the representation of a scenario is loaded into the core, the
action types associated with the signature actions of the sce-
nario’s transitions are encapsulated into event specs and are

inserted in the event spec database, which is a global repos-
itory that contains a description of all the events types that
may be of interest for the scenarios currently loaded into the
core.

Scenario prototypes are static representations of attack
scenarios. During event processing a scenario prototype is
instantiated into scenario instances to keep track of particu-
lar occurrences of the attack. A scenario instance is charac-
terized by its current state, a set of event subscriptions, and
its local and global environment. The current state of an in-
stance is one of the states in the scenario representation, as
stored in the scenario prototype. An event subscription is
the statement of interest of a scenario instance for a certain
type of event. An event subscription specifies the scenario
instance that is interested in the event and the transition that
should be fired if the actual event matches the transition as-
sertion and the destination state assertion. A subscription
for a particular event type is stored in the corresponding
event spec in the event spec database. The local environ-
ment of a scenario instance is a private collection of vari-
ables bound to particular values. In addition to the local en-
vironment, scenario instances of the same prototype share a
global environment that is stored in the scenario prototype.
Note that if a plugin is loaded with different parameters then
different prototypes are created and each associated set of
scenario instances has a separate global environment.

The first scenario instance – the root instance – is created
at plugin loading time. The root instance is in the scenario’s
initial state. This first instance acts as the ancestor of new
instances that are generated as a consequence of event pro-
cessing. Should the root instance terminate for any reason,
a new root instance would be created automatically.

Once the scenario plugins have been loaded into the
core, the core-based IDS reads events from the application-
specific event stream and hands the events to the core, where
the actual event processing takes place. As a consequence
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of event processing, new instances may be created and ex-
isting instances may evolve.

Application events cannot be directly processed by the
core, because the core does not know about the application-
specific characteristics of an event, i.e., the number and
types of the application event fields. Therefore, the in-
trusion detection system encapsulates application-specific
events in STAT events. A STAT event has a type, a times-
tamp, and a reference to the application-specific event data,
which is considered an “opaque” data structure. An event
may be simple or composite. A simple event has a single
type code and a single “opaque” event. A composite event
is an ordered list of sets of simple events. The creation of
composite events is the responsibility of the external appli-
cation. The core provides a set of APIs for the creation and
composition of events.

When a STAT core event is passed to the core for pro-
cessing, the core determines the set of instances that may be
interested in the event. This is done by matching the event
against the event specs in the core’s event spec database.
For each matching event spec the associated event subscrip-
tions are considered. For each subscription the assertion of
the referenced transition is checked. If the assertion is ver-
ified then the assertion associated with the transition’s des-
tination state is checked. If the destination state assertion
is verified the tuple

�
scenario � transition � event � is inserted

in the set of transitions to be fired. There are three sepa-
rate sets depending on the type of transition: nonconsum-
ing, consuming, and unwinding.

Once all the enabled transitions have been collected, the
transitions are fired one by one. First, nonconsuming transi-
tion are fired. When a nonconsuming transition of a scena-
rio instance is fired, a new scenario instance is created. The
original instance becomes the parent of the new instance
which, in turn, becomes one of the original instance’s chil-
dren. The child instance has a copy of the parent’s local
environment and a copy of the parent’s timers. The state of
the child instance is set to the destination state of the transi-
tion that fired. Then, the destination state code fragment is
executed in the context of the child instance. If the destina-
tion state is a final state the child instance is removed. Oth-
erwise, for each outgoing transition a subscription for the
associated action type is inserted in the appropriate event
spec.

After all the nonconsuming transitions have been fired,
consuming transitions are fired. In the most common case
the instance state is changed to the destination state, pre-
vious subscriptions are canceled, and new subscriptions
for the event types associated with the transitions outgoing
from the new state are inserted in the event spec database.
Then, the destination state code is executed. If there are
multiple enabled consuming transitions to be fired associ-
ated with the same scenario instance, then for each transi-

tion firing, except for the last one, a clone of the scenario
instance is created. A cloned instance differs from a child
instance in that a clone instance has the same parent as the
original instance. After the creation of the clone, the execu-
tion process follows the steps of the previous case. Another
special case is represented by a scenario instance that is in
a state that can be the destination of an unwinding transi-
tion, that is an unwindable state. In this case, if the instance
has any descendants, it is possible that at some time in the
future one of the descendants may want to unwind to the
ancestor instance as it is in its current state. If the instance’s
state changes because of the firing of a consuming transi-
tion, the system would reach an inconsistent state. To avoid
this, a clone instance is created and the original instance
is put in an inactive status. In the inactive status, the cur-
rent subscriptions of the instance are removed and they are
not replaced with new subscriptions. The instance will be
restored to an active status if one of the children actually
unwinds to the instance in the specified state.

After both consuming and nonconsuming transitions
have been fired, the core proceeds by firing unwinding tran-
sitions. The firing of an unwinding transition with respect
to a scenario instance has the effect of undoing the steps
that brought the scenario instance to its current state. This
means that other scenario instances may be affected by the
unwinding procedure. More precisely, if we consider an
unwinding transition from state ��� to state ��� we have to
remove all the instances that were created by the series of
events that brought the unwinding instance from state ���
to state ��� . In the core, this is achieved by traversing back
the parent/child chain until an instance in state �	� is found.
Then the instance subtree rooted in the last visited instance
is removed.

4. Experience with the core

The STAT core-based framework has been used to gen-
erate a new tool suite based on the STAT approach. The tool
suite includes USTAT, WinSTAT, and NetSTAT. The STAT
tool suite was recently used in the 1999 DARPA Intrusion
Detection Evaluation effort. For each tool in the suite an ex-
tension module containing the application-specific abstract
event types and predicates was developed. In addition, an
application-specific preprocessor was developed to trans-
late the native audit records into the abstract event repre-
sentation. For each tool a Factbase and Analyzer were de-
signed to translate STATL scenarios into executable plu-
gins. Their implementation is currently incomplete, and,
therefore, most of the translation process must be performed
manually.

USTAT is the core-based implementation of the origi-
nal Unix host-based IDS. USTAT uses Sun Microsystems
Basic Security Module (BSM) as a source of audit data.
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The USTAT preprocessor filters the incoming audit records
and translates the selected audit records into USTAT events.
USTAT events are defined in the USTAT-specific extension
module. The BSM generates 125 different audit record
types. USTAT uses only 35 audit record types that are trans-
lated into 20 USTAT event types. The USTAT Factbase is
composed of a number of filesets that characterize the se-
curity aspects of critical files and applications in the host’s
filesystem. For example, the “restricted-write-directories”
fileset specifies a list of directories in which non-root users
should not make changes (e.g., /bin, /usr/lib). Each
fileset has one or more associated scenarios that define the
meaning of the fileset. For example, associated with the
“restricted-write-directories” fileset is a scenario that raises
an alarm if any create, write, or delete action by a non-root
user succeeds in one of the listed directories. USTAT’s An-
alyzer makes various changes to scenarios to implement se-
mantics that are not part of the core execution model. For
example, if a USTAT scenario instance depends on the ex-
istence of a process, then when that process exits the in-
stance can be aborted. The USTAT Analyzer implements
this by adding unwinding transitions to the original scena-
rio as needed.

WinSTAT is a new tool that performs host-based intru-
sion detection in the Windows NT environment. WinSTAT
uses as input the event logs produced by Windows NT and
transforms a selection of NT events into WinSTAT events.
The WinSTAT Factbase and Analyzer are very similar to
those for USTAT.

NetSTAT is a network-based intrusion detection system.
The core-based approach has been used to develop the Net-
STAT probe component. A NetSTAT probe uses as inputs
the network traffic sniffed from a network segment or may
work offline by reading a tcpdump file. The NetSTAT exten-
sion of the STAT core includes 13 event types and more than
30 predicates and functions. The NetSTAT preprocessor is
responsible for the filtering of relevant network packets and
for the parsing and abstraction of network events. The Net-
STAT preprocessor tasks include the reassembling of frag-
mented IP datagrams, the reassembling of TCP streams, the
parsing of DNS and RPC events and the maintenance of
relevant information about the state of the network (e.g., ac-
tive connections). The architecture for the off-line develop-
ment of scenario representation follows the one described
in Figure 3. The Factbase component is a repository that
stores and manages the security relevant information about
a network, such as the network topology and the network
services deployed. The Analyzer uses the annotations in
STATL scenarios to determine where the probes must be
placed in the protected network and how the probes must
be configured [16].

5. Conclusions and future work

The core-based framework for the development of STAT-
based intrusion detection systems provides a number of ad-
vantages. The framework supports efficient development of
new IDSs because the main mechanisms and the seman-
tics of the approach are coded in a domain-independent
model. Therefore, the IDS developer has to implement only
the domain/environment-specific characteristics of the new
IDS. In addition, extensions to the core module are devel-
oped following a well-defined process.

The core module and its extensions were developed us-
ing the GNU build system, which allows for improved
portability. In particular, it was possible to port the STAT
core module to Solaris, SunOS, Linux, and Windows NT
without any modifications.

The core module is a critical component of the tool suite.
Therefore, the core has been carefully coded for improved
performance. Experience with the ongoing DARPA IDS
evaluation showed that the use of the core module brought
an increase of an order of magnitude in the speed of the
tools in the STAT suite.

Future work will be focused on the translation process
and in the continuous improvement of the features of the
STATL language.
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