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Abstract

This paper discusses an approach for coupling local real-
time networks over an IP core network. The proposed service
class provides deterministic guarantees on delay and jitter. To
realize this, synchronized transmission schedules are employed access core access
in the access areas of the network. The schedule precludes re- network network network
source contention among the flows and enables a conflict free
transmission at the IP layer. Mathematical models for the re-
quest admission probability are derived for simple allocation
schemes. It is shown that variable delay allocation schemes\,ideo). An example application could be the use of a haptic

can significantly increase the admission probability. Finally, a gevice for a critical operation over a network.
prototype testbed is described.

Figure 1. access, edge, and core routers

2 Approach

1 Introduction . o :
The indeterministic nature of network delays is to a large de-

) . gree determined by the stochastic queueing delays. Propagation
Given the networking demand of many embedded systems,pq transmission delays (assuming a maximum packet size) are
(often operating under reall—tlme gonstralnts) and the fact thatyeterministic. Today’s IP cores are typically heavily overprovi-
the Internet Protocol IP [6] is settling #se standard network-  gjoned and queueing delays are insignificant. Access networks
ing layer, we believe there is an application for coupling 10- 416 characterized by low to medium bandwidth links and the
cal real-time networks over an IP network while still providing - concentrator functionality. When several flows are multiplexed
deterministic guarantees. In this paper we present an idea fog, 4 medium bandwidth link, queueing delays can quickly be-
realizing such a service in an environment where the local real-cme high. As an example, consider a 2 Mbit/s link where 10
time networks are available (e.g. Profiline, Powerlink, etc). It fioys are multiplexed. Even if it is assumed that each flow has
IS not thej, goal to use the service to "make the whole Internet,qyer more than 1 packet (of, say, 10000 bit) at the concentrator,
real-time”. the worst case delay is already 50 ms for that hop. It is obvious

The objective is to create a class that provides - in this or-hat 5 worst case end-to-end delay bound can soon become too
der - 1) a deterministic upper bound on delay and delay jitterhigh for many real-time applications.

and 2) a low delay and jitter. It must be based on standard IP “1aying into account the different characteristics of the net-
without any modification and it must be possible to forward regions we employ specific strategies to construcSihie

standard best effort traffic in addition to and without degrad- gayice class. The main focus is on the access networks because

ing the performance of the real-time traffic. The new approachhey are i) the primary source of delay unpredictability and have
taken is to investigate the concept of synchronized transmssqu the largest potential for delay reduction.

schedules at the IP layer. Transmission schedules are compute The network is logically divided into access and core region.

for the delay critical parts of a path such that a conflict free g shown in figure 1 an access router (AR) resides in the access
flow of packets is established in these regions. For easier rEf'network and connects (a) local network(s) with a domain’s edge

erence, the envisaged service class is referred 8Aaservice ., yor (ER) which has the connection to the core router(s) (CR)
(Synchronized Access) below. Applications relevant for such of the network

a service class have very stringent requirements on delay, jitter, For the core network it is assumed tiSs traffic is handled

anq loss that can not be delivered by StO.ChaSt'C. QO.S approgchqﬁ a separate traffic class that is granted high priority access to
typically employed to support multimedia applications (voice, the link. Admission to this service is limited. These conditions

*This work is funded by the Austrian Federal Ministry for Transport, Inno- provide for very I.ittle queueing delay. To make it a determinis"
vation, and Technology under the FIT-IT contract FFG 807142 tic component it is proposed to compute a worst case queueing




delay. Given the small delays, even a worst case computation otonstant delay egress, short CDE. Another variant is to selec-
the delay should yield a sufficiently small value. It is expected tively allocate slots with a variable delay at the egress router
that a more sophisticated and fine-grained delay computation'VDE). One can easily construct realistic request/release se-
would not result in a significantly smaller upper bound for the quences where a new flow can only be admitted if this vari-
gueueing delay. This issue is therefore not further consideredable delay allocation scheme is used at the egress. Finally, the
for the moment. maximum utilization is reached if allocation delays are jointly

In order to reduce queueing delays in the access area of thexploited at the ingress and egress router (VD). The VDE and
network a time-triggered synchronization of traffic at the IP VD scheme can only be used with respect to the jitter constraint
layer is proposed. The approach has several similiarties to aspecified in the service request.
classical TDMA approach. Time is conceptually divided into If the transmission schedule on the ingress side is established
time slots. A number of slots are logically combined to a frame. independently of the egress side, the send times of packets at the
For a given set of requests a transmission schedule is computecgress ER are fixed (worst case delay through the core). There
The schedule covers one complete frame and is always repeated thus no flexibility in trying to accommodate a new request. It
with the beginning of the next frame. The schedule is computedcan only be checked whether the request fits in or not.
such that no more than 1 packet per time slot has to be sent at If, however, the schedule for the ingress AR and egress ER is
a router’s output port. If such a schedule exists, a conflict free searched for collaboratively, the resource utilization gets higher
transmission of IP packets is guaranteed for that router. Packetas the free time slots can be matched to one another. To do
will always find an empty queue at the router output port and this, amergedframe is created by aligning the egress frame
will thus experience no queueing delay. This concept makesto the ingress frame (shift by worst case delay) and logically
packet forwarding a deterministic task as competition for band-combining them: a slot in the merged frame is free if and only if
width is precluded. itis free in the ingress and aligned egress frame at that position.

On the ingress side, the transmission schedule is computed
for the link from the access to the edge router because this Iinkg Probability of admissi
is considered the bottleneck on the ingress side. Concerning th robability o admission
connection between the end-systems and the access router it is
required that the local real-time network enables an end-system  In this section we derive the probability that a request can be
to deliver a packet at specified times. These times are allocate@ccepted in the ZD scheme. The frame clBss; is defined as
by a resource manager when a service request was accepted. the set of frames that have a length/éfslots out of whichs

To implement a synchronized transmission schedule the parslots are free. The slot positions within a frame are numbered
ticipating nodes must have synchronized clocks. We plan tofrom 1to IV, a slot is either in stat&ee or busy . The func-
follow an architecture that is similar to the hierarchical Cesium- tion S : {1,..., N}  {free ,busy } maps a slot position to
Spray approach [9]. Access routers are equipped with GPSts state. It is assumed that the probability that a slot is free is
clocks that are used to externally synchronize the (physicallythe same for all positions. Each frarael’ ; has a distinct set
dispersed) nodes. Each of these nodes in turn distributes th@f free slot positions.

highly accurate official time as a reference time into a local net- A set of indicesAy sy = {p1,...,ps}, pi € {1,...,N},

work to which it is attached. p; < piy1 IS defined as aallocationfor a framee Fl , if the
following conditions are fulfilled:

2.1 Synchronization of ingress and egress piv1—pi = N/f,Vie{l,...,f—1} and

- S(p) =free ,Vpe A

Analogous to the ingress side, a conflict free transmission”: frame is said tcontainan allocationd if
schedule is employed for the link from the egress edge routerg(p) =free ,Vp€ A.
to the egress access router. This transmission schedule is syn-
chronized to the ingress schedule as described in the following3-1  Single frame
Between the ingress access router and the egress edge router
the worst case queueing delay through the core network is First we derive the probability that a request with frequency
known. It is therefore known when packets are ready to be sentf can be accepted in a frameFy ;. The acceptance probabil-
atthe egress edge router. If these time slots are indeed allocateity P4 (N, s, f) = X/Y whereX equals the number of frames
for that flow we call this a zero delay (ZD) allocation scheme. e Fy , that contain at least one feasible allocation &neljuals
Packets that arrive early are buffered at the egress edge routethe total number of frames Fy s which is given by(%).
It must be guaranteed that early packets from one flow can not Note that a frame can contain multiple allocations, e.g. a
delay packets from other flows. frame with all slots empty contains all feasible allocations. It
If a ZD scheme is not feasible because the requested timenust be ensured that no frame is counted more than once. The
slots are occupied it is possible to exploit the delay budgetterm X can be calculated by applying the Principle of Inclusion
(if any) that is given as the user's requested delay minus theand Exclusion (PIE). Let = N/ f. We divide theN slots into
worst case delay through the core network (minus processingf groups ofn slots each. Each positignfrom an allocation
and other known delay components). This budget can be used{ must be in a distinct group. There areallocations. The
to increase the probability of admission. number of frames F s that contain exactly, allocations is
One possibility is to delay each packet of a flow by a constant n N —(ax f)
number of slots at the egress router. We denote this scheme 2%V by( ) x ( s—(ax f) )



For each frame containing an allocation, the first slot of the

allocation can be chosen {f}) ways (the remaining — 1 slots CSE 77777 .
of the allocation are fixed by the first) and the remaininga f VDE -
free slots can be chosen if)_//) ways. VD, b=5 =

As each allocation requiresslots, the maximum number of -
allocations that a frame can contaimis= | 7]. =

For simplicity, we define 3

N[ n N N—=(@Gxf) 3
g(i) = ( ; )andh(z)_ ( s—(ixf) )

By application of PIE, the number of frames F s that
contain at least one feasible allocation is thus given by:

) 10 15 20 25 30 35
X = g(h(1)—g(2)n(2)... (_1)m+ g(m)h(m) request frequency
= > (1)"*g(i)h() Figure 2. Admission probabilities for ZD, CDE,
=1 VDE, VD allocation schemes in a sample sce-

In total, the probability that a request with frequentgan nario (N = 32, s = 16, b = 5)

be accepted at a frame of lengthwith s slots free is given in

equation 1.
S (1)t g(i)h(i) The admission probability for the CDE case,
PA(N,s, ) = &=1 ™ Q) Pocpr(N,s, f,b), can be derived directly fron®; (N, s, f)
8 which is abbreviated a$’;p,. The probability that a re-

guest can be accepted with a maximum budgeb efquals
1 minus the probability that it can not be accepted with any
budget of exactly*, whereb* € {0, ..., b}. Itis thus given by:

3.2 Zero Delay

It is assumed here for simplicity that both frames have the
same lengthV and the same number of free slatsIn each
frame, the free slots are assumed to be at random positions.
The creation of the merged frame as described in section 2.1
results in a new frame {F s }. The number of free slots* 3.4 Variable Delay
in the merged frame depends on the positions of the free slots

Popg(N,s, f,b) =1— (1 — Pzp)**! (4)

in the original frames. Clearlynax(0,2s — N) < s* < s. The We do not yet have analytical models for the variable delay
probability P, that the merged frame contains exactslots  schemes. The results shown below for the VD and VDE allo-
is given by: cation scheme are achieved with a simulation model. This sim-
<\ /N—s ulation tool is built on top of a Java implementation of the re-

Py(N,s,s) = % 2) source management layer (which is also used for the_protot_ype

%) described below). For the ZD and CDE case, the simulation

As the frame classe8y ;- are a partition of the sample results show a perfect match with the admission probabilities
space the total probability theorem can be applied to computegiven by the models in equation 3 and 4, respectively.
the probabilityPz p that the request can be accepted under the  Figure 2 shows an exemplary result for a scenario where the
ZD scheme: frame lengthN = 32, number of free slots = 16, and the
s maximum allocation delay budgét= 5. Note that the proba-
Pyp(N,s, f) = Z Py (N,s,s*)Pa(N,s*, f) (3 bilities were only computed for specific frequencies (the points
in the plot) and the connecting lines are just made to enable

T easier mapping of the points to theivalue.
wheres§ = max(0,2s — N). As can be seen, the benefit of the CDE scheme over ZD is
rather low in this scenario. The increase of admission prob-
3.3 Constant Delay Egress ability of the VDE scheme compared to CDE is mostly for a

request frequency of 4. In that case, CDE delivers a proba-

In the CDE scheme, a delay budget can be used to shift allbility of 10.7%, VDE achieves 33.1%. For all other requested
packets of a flow at the egress by a constant amount of slotsfrequencies, there is virtually no difference between CDE and
To investigate whether a request can be accommodated in th&DE.
CDE scheme a merged frame is created similar to the ZD case: A major improvement can, however, be achieved by using
the egress frame is aligned to the ingress frame by shifting thethe VD allocation scheme. In this scheme, allocation delays can
egress frame by the worst case dghdysan allocation budget  be exploited at both the ingress and the egress frame. As can be
b. Then the two frames are combined into one: a slot in the seen clearly in figure 2, the admission probability is drastically
new frame is free if and only if it is free in the ingress and the increased compared to all other allocation algorithms although
aligned egress frame. the delay budgeb is only 5 slots. In real-world scenarions,



the prototype testbed. A 3-DOF DELTA haptic device from
SA router Force Dimension is attached to node S1. A real-time process
S router (RTAI task) reads the position vector of the haptic device with
i a fixed frequency and sends it via tB& service to node R1.
At R1, a force vector is computed and sent back to the haptic
device where the force is applied.

The second type of applications are real-time traffic genera-
tors located at nodes S1, S2, S3, and S4. They also u&Athe
service to send data to traffic sinks located on node R1. Finally,
non real-time applications located on the same nodes send best
effort traffic along the same paths.

o [T resvrce mensger First trials with measurements of one-way delay, traf-

fictiming behavior at th&A scheduler, and perceptual quality
of the haptic device application, will be available at about the
time of the conference.

Figure 3. Prototype

the budget can be expected to have significantly higher valued Conclusion
leading to a higher admission probability.

This paper presents an approach for an IP service class that
4 Prototype can t_)e used to _C(_)uple existing Iq_cal real-time netvvorks_whik_e
keeping deterministic delay and jitter guarantees. The idea is
to employ synchronized IP transmission schedules in the delay
i X - critical access areas of a network. The concept is illustrated
study the approach outlined above practically. The prototype iSynq 5 model for the admission probability under a zero delay
alaboratory testbed as shown in figure 3.~ and constant delay egress allocation scheme is derived. This

_All network nodes are standard PCs running Linux 2.6.12 gcheme s able to utilize only a very small portion of the avail-

with the adeos patch and RTAI 3.2 [7]. There are 3 local real- gpje capacity. It is further shown that variable delay allocation
time networks (RL1, RL2, RL3) that are each connected t0 angchemes that utilize a delay budget to the amount allowed by

access router denoted & router. The real-time LANs are  hq ser request can significantly increase the admission prob-
realized by employing version 0.8.3 of the RTNET [3] stack gpjjity which makes the general approach feasible. Finally, a

provided by the University of Hannover. prototype testbed is described. It will be used in the near future
Each node is additionally connected to another network for g practical evaluation of the architecture.

show as thin lines. This LAN is used for configuration, reser-
vation signalling and traffic measurements.

The basic scenario is that real-time applications that are lo-
Cated_ within R_Ll_/ RL2 use thSA Service _tp send traffic to [1] J. C. Eidson, M. C. Fischer, and J. White. |IEEE-1588 standard for a precision clock
real-time applications located in RL3. Additionally, best effort synchronization protocol for networked measurement and control systengst tn
traffic is sent a|0ng the same routes. Annual Precise Time and Time Interval (PTTI) Meefipgges 243-254, 2002.

Before an application may utilize tH#®A service, it sends a  [2] R. Holler, M. Horauer, G. Gridling, N. Kdr, U. Schmid, and K. Schossmaier.

§ SynUTC - High Precision Time Synchronization over Ethernet NetworksPrtn
res.ervatlon requesF to the r,espurce manager (nOd_e labeled RM) ceedings of the 8th Workshop on Electronics for LHC Experimeuaiges 428—-432,
which performs online admission control by searching forafea-  colmar, France, September 9-13 2002.
sible allocation using the algorlthms des_crlbed above. If the re- 3] Jan Kiska, Bernardo Wagner, Yuchen Zhang, and Jan Broenink. RTnet - A Flexible
quest can be accommodated, the two invol@drouters are Hard Real-Time Networking Framework. Ifth IEEE International Conference on
updated with the new transmission schedule and the time when Emerging Technologies and Factory AutomatiSeptember 2005. Catania, Italy.

the application must start generating traffic is sent back as them] David L. Mills. Internet time synchronization: The network time protocol. In
: Zhonghua Yang and T. Anthony Marsland (Eds.), Global States and Time in Dis-
reservation reply. tributed Systems$EEE Computer Society Press, 1994.

We are currently in the process of setting up a prototype to

References

The schedule is enforced by tI®A routers. The time-

; ieqi _ti 5] Institute of Electrical and Electronics Engineers. IEEE Standard for Information Tech-
trlggere_d transr_mssmn F_)I’O_CGSS runs as a non rea_l time user prd nology - Telecommunications and Information Exchange between Systems - Local
cess (with maximum priority). To make it usable in the testbed  and Metropolitan Area Networks - Specific Requirements - Part 3: Carrier Sense

ot ; ; ; Multiple Access with Collision Detection (CSMA/CD) Access Method and Physical
we enforce tha_t the deviation between the sendlng time imposed Layer Specifications, 2002, IEEE Std. 802.3.2002.
by the transmission schedule and the real sending time never
exceeds some preconfigured lindit (otherwise the scheduler €1 J-Postel. RFC791: Intemet Protocol, September 1981.
quits and stops the test run) and account/ddn the configura-  [7] Real Time Application Interface (RTAI), website www.tai.org.
tion _Of the worst cgse_delgy thl‘OL_]gh the core. [8] Ulrich Schmid and Klaus Schossmaier. Interval-based clock synchronizatamal
Time synchronization is provided by NTP [4]. All nodes of Real-Time Systeni2(2):173-228, 1997.
are synchronlzed toa stratL_urp 1 time server Iocatgd O_n 'Ehe ho P. Verissimo, L. Rodrigues, and A. Casimiro. CesiumSpray: a Precise and Accu-
labeled RM. The clock precision among all nodes is within tens rate Global Clock Service for Large-scale Systetnurnal of Real-Time Systems
of microseconds. 12(3):241-294, May 1997.

The demonstrator is a tele-haptic application operated over



