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Abstract

I present a brief survey of verification techniques used in current model/program/design
checkers. My future research will focus on integrating these techniques to achieve scalable
software verification.

1 Introduction

Model checking is a promising technique for establishing correctness of software systems. The
research in software model checking has shifted from verification of hand-built models at the
design stage to automated verification of the code at the implementation stage. I present a
brief survey of current tools and techniques used in design and implementation level verification
of software systems. My future research goal is to compare and integrate these verification
techniques to achieve scalable software verification.

This survey consists of three parts: 1) model checking, 2) program verification, and 3)
software modelling and analysis. I first discuss several key model checking techniques devel-
oped in the past two decades. These include abstraction [CGL92], symbolic model checking
[BCL90,BCMDH90], symmetry reduction [ES94], partial order reduction [CGMP99], bounded
model checking [AKMMO03, CBRZ01], induction [SSS00] and interpolation [McMillan03]. These
techniques significantly increased the power of model checking, and most of them are widely
adopted in current model checkers. In this survey, I focus on three model checkers that use dif-
ferent combinations of these techniques: SPIN (an explicit state model checker [Holzmann97]),
SMV (a symbolic, BDD-based model checker [McMillan93]), and ALV (a symbolic, infinite-state,
constraint-based model checker [YBBO5]).

While model checkers such as SPIN, SMV and ALV verify temporal logic properties of specifi-
cations written in their own input languages, program checkers analyze specific properties of real
programs written in modern programming languages. I first discuss the abstract-check-refine

paradigm [HJMS02] and thread modular reasoning [HJMQO3] to facilitate program verification,
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and then I investigate the following program checkers that use model checking techniques to
find errors in programs: 1) Java: ESC/Java[FRLLNSS02|, Java PathFinder [BHPV00], Ban-
dera [CD00], and 2) C/C++: Blast [BMMRO1], VeriSoft [Godefroid97], CMC [MPCED02],
CBMC [CKLO04], Bebop [BRO1]. These program checkers address different program correctness
issues based on their algorithms, target languages and verification properties. I discuss the core
algorithms used in these checkers.

The third part of this survey pays attention on software modelling and analysis. Software
modelling is extremely important for developing dependable software systems. It is necessary
to have tools and techniques for building design models for a software system. These design
models should allow the managers and the software developers (possibly building different com-
ponents of the same system) to communicate their ideas about the software system before and
during implementation. Moreover, these design models should allow automated analysis in or-
der to remove design flaws before they become part of the implementation. I will briefly review
the following software modelling languages: Java Modelling Language (JML) [LBR99], Unified
Modelling Language (UML) [OMG99], Message Sequence Charts (MSCs) [MSC96], Object Con-
straint Language (OCL) [OCL99], Alloy [Jackeson01]. These modelling languages are used to
formally specify the software design before code generation/implementation. Previous research
addressing correctness in these design languages include a) Bogor [RRDHO04] for verification of
JML, b) model checking UML state machines [CH00, LP99], ¢) Alur’s work [AY99] on MSCs,
d) USE [GBRO3] for UML/OCL simulation, and e) Alloy Analyzer [DCJO06].

Below, I will provide a brief summary, as well as the list of papers for each of the three topics

mentioned above.

2 Model Checking

A fundamental problem in software testing is that one cannot extrapolate between test cases.
That is if one chunk of software works, that fact says nothing about the other; they are discrete
and separate. Instead of investigating sufficient test cases to cover all scenarios, model checking
poses an attractive way to explore all feasible executions to guarantee the system correctness.
However, the number of possible states are exponential in the size of the software system, which
is known as the state explosion problem.

Abstraction is one of the most important techniques for attacking the state explosion problem.
The idea is to check if a property holds on an abstract system, and then based on this result
infer if the same property holds on the concrete system. An abstraction can be formed by
defining a mapping between concrete states and abstract states such that the abstract transition
system allows more behaviors than the concrete system but has fewer states. Verification task is
performed on the abstract transition system, which has fewer states than the concrete transition
system, reducing the cost of verification. In [CGL92], Clarke et al. show how to construct

abstract transition systems so that any property verified on the abstract system holds on the



concrete one. Their approach works for the properties expressed in the temporal logic VCT Lx.
Since the abstract transition system has more behaviors than the concrete one, a counterexample
generated for the abstract transition system might not be a feasible counter-example for the
concrete transition system. In [CGJLV00], Clarke et al. propose a complete methodology for
VYCT L+ by using counterexamples to refine abstract models. The main idea is to iteratively
refine an abstract transition system in order to remove infesaible counter-examples. I will talk
about this approach in more detail while discussing the Blast program checker below.

Another way of dealing with the state explosion problem is to reduce the number of concrete
states that need to be searched during the state space exploration. There are two main techniques
that use this approach 1) the symmetry reduction technique by Emerson and Sistla [ES94] and
2) the partial order reduction technique Clarke et al. [CGMP99]. Both of these techniques
induce an equivalence relation on states of the system and perform analysis without exploring
the states which have an equivalent state that has already been explored. I.e., during the state
space exploration if we come to a state that has an equivalent state that has already been
explored, then the current state is not explored.

Ezxplicit state model checking systematically and exhaustively searches error states in a state
graph. A basic algorithm is that the checker starts from an initial state and recursively gen-
erates successive system states by executing the nondeterministic events of the system. States
are stored in a hash table to ensure each state is explored at most once. The process continues
either until all reachable states are explored or the checker runs out of resources. SPIN [Holz-
man97], developed at Bell Labs, is a widely used explicit state model checker. On the other
hand, in symbolic model checking [BCL90, BCMDH90], system states are encoded using clever
data structures such as Binary Decision Diagrams (BDDs) that provide canonical and com-
pact representation of large state spaces and allow their efficient manipulation. SMV (Symbolic
Model Verifier) [McMillan93], developed at CMU, is a BDD-based model checker for checking
properties expressed in temporal logic CTL.

Though symbolic model checking with BDDs has been successfully used for formally verifying
finite state systems such as sequential circuits and protocols, the bottleneck of this method
is that BDDs may grow exponentially, particularly for those systems with a large number of
variables. To address this problem, Clarke et al. [CBRZ01] proposed bounded model checking
(BMC) technique. In BMC, the model checking problem is reduced to checking satisfiability of
a Boolean logic formula. This is achieved by concatenating the formula for the initial condition
with a formula that corresponds to unrolling of the transition relation a fixed number of times
(determined by the given bound). A SAT solver is used to determine the satisfiability of the
resulting formula. One major advantage of BMC is the efficiency of current SAT solvers. SAT
solvers today can handle formulas with hundreds of thousands of variables and millions of clauses
using a variety of heuristics. This enables verification of large systems using BMC. Bounded

model checkers are known to perform well in bug finding but poor for proving correctness



[AKMMO3]. In order to prove correctness, the bound used in BMC has to be as large as the
diameter of the transition system. Finding this diameter of a transition system is proven to be
NP-complete, and in most cases, even if the diameter is known, this bound is prohibitively high
to reach. Hence, SAT-based model checking is considered to be complementary to BDD-based
model checking. NuSMV 2 [CCGGPRST02] incorporates BMC techniques in SMV, and users
can use both techniques to verify their systems.

On the other hand, some researchers investigated unbounded model checking with SAT-based
techniques. Shreean et al. [SSS00] incorporated an inductive verification method in BMC. An
inductive proof consists of 1) a base case and 2) an induction step. In BMC, to prove that a
property P holds in all states, an inductive proof is constructed by showing that 1) P holds in all
the initial states, and 2) P is preserved by the transition relation. The inductive method is sound
and once an inductive proof is constructed, it may handle large models. However, there is no
guarantee that whether or when an inductive proof can be constructed. McMillan [McMillan03]
presented a fully SAT-based technique for unbounded symbolic model checking based on Craig
interpolants. An interpolant P is derived in linear time from a given refutation, i.e., a proof
that there is no counter example of k steps or fewer. P is used as an over approximation image
of the initial constraints so that P is true in every state reachable from the initial state in one
step and no state satisfying P can reach a final state in k-1 steps. McMillan proved that by
increasing k, eventually either a true counterexample is discovered or the property is proven to
be true. Termination is guaranteed in finite state systems.

In general, model checking of infinite state systems is undecidable. ALV (Action Language
Verifier) [YBBO5] is a conservative infinite state model checker, which incorporates BDD and
polyhedra/automata representations to verify systems with integer variables. It adopts symbolic
model checking to verify CTL properties, but since it allows unbounded integers, the fixpoint
computations are not guaranteed to converge. Various heuristics, such as widening, are im-
plemented to compute an approximation of the fixpoint. Using these approximations ALV can
verify or falsify a property. However, in some cases, if the approximations are not precise enough,

ALV may not be able to give a conclusive answer.
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3 Program Verification

Program verification tools integrate model checking and static analysis techniques to automat-
ically verify programs written in modern programming languages, such as Java and C/C++.
Two main questions in program verification are 1) what is an appropriate model for a program
that is simultaneously a) abstract enough to permit efficient checking and b) precise enough
to preclude false positives as well as yield real traces, and 2) how can we derive such models
automatically?

To address these questions, Henzinger et al. [HJMS02] adopted abstract-check-refine para-
digm [CGJLV00]. They start with a coarse abstraction which over approximates system be-
haviors, and iteratively check and refine the abstract model based on the infeasible counter
examples. An intuitive coarse abstraction is the Control Flow Automata (CFA), which is a non-
deterministic finite automata used to trace control locations of procedures without tracing values
of variables. They refine CFA via predicate abstraction, i.e., they choose the branch conditions
as predicates and trace how their values change. Instead of tracing the exact values of variables,
they trace the truth of Boolean formulas over a finite set of predicates P over the variables in
programs. Since the system is over approximated, the counterexample may be infeasible in the
real program. Once its infeasibility is determined by running the program, the abstraction is
refined. This method is known as lazy abstraction. The refinement is processed by expanding
P with the set of predicates in branch conditions that make the path infeasible. In [HIMKO04],
Henzinger et al. further improve the refinement by discovering Craig interpolants. They have
realized these ideas in the program checker Blast [BMMRO1], which has successfully verified the
C programs with more than 130,000 lines of codes.

Another issue in program verification is how to handle interleaving behaviors of multi-threaded
programs. Henzinger et al. [HIJMQO03] extend thread modular reasoning to abstract multi-
threaded programs. The main idea of thread modularity is that the state space of one thread is
explored at a time, making assumptions about how the environment can interfere. The system
contains a main thread (system) and a context (environment) which is an abstraction of all the
other threads. Then they verify that 1) this composed system is safe ("assume”) and 2) the
context is a sound abstraction (”guarantee”). Instead of tracking the control location of each
thread separately, they count the number of threads at each control location via the context
automata.

Below, we list and briefly review some current program checkers for Java and C/C++.

e Extended Static Checking for Java (ESC/Java) [FLLNSS02] is a static analyzer for Java
programs developed by Compaq research lab. Programmers specify design decisions in an
annotation language, and ESC automatically checks the consistency between the annota-
tions and the actual code using automated theorem proving techniques. During verifica-

tion, loops are unrolled a fixed number of times, and methods are analyzed individually



by replacing each method call in a method body with its pre and post conditions.

e Java PathFinder (JPF) [VHPLO02| provides a verification and testing environment for Java.
JPF is an explicit state model checker which has its own Java Virtual Machine to execute
bytecodes, as well as a search component to guide the execution. JPF incorporates many
techniques to facilitate exhaustive state space search. These techniques include 1) predicate
abstraction to reduce the state space, 2) static analysis for supporting partial order and
symmetry reductions, and 3) runtime analysis to pinpoint problematic segments. A hash
table recording visited states in an integer vector is used for state comparison, while a

stack of complex data structures is used for backtracking.

e Bandera is another tool for verification of Java programs. It translates Java bytecodes to

either Promela (SPIN’s input language) or to the input language of SMV.

e Verisoft is an explicit state model checker but does not store states. It systematically
executes the actual C code. Unlike JPF, it limits the search depth rather than limiting
the number of visited states. Partial order reduction technique is implemented in Verisoft

to alleviate state space explosion.

e CMC [MPCEDO02| is an explicit state model checker working on C/C++ implementa-
tions directly. CMC models a system as a collection of processes (each runs unmodified
C/C++ code) and explores the reachable state space by alternative scheduling decisions

and nondeterministic events.

e CBMC [CKLO04] uses bounded model checking techniques to verify C and Verilog programs.
In CBMC, Clarke et al. apply variable renaming to create a single assignment program

and construct a Boolean logic formula by bounding the depth of the loops and recursion.

e In Slam project, Ball et al. [BMMRO1] use predicate abstraction to translate C programs
into Boolean programs, and use their symbolic BDD-based model checker, Bebop [BR00],
to verify the generated Boolean programs. Similar to Blast, infeasible counterexamples

are used to refine previous abstractions at each iteration [BCDRO4].
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4 Software Modelling and Analysis:

In this section, we focus on some design languages and efforts to verify their correctness. A robust

software design plays an essential role in developing dependable software systems. Hence, it is

necessary to develop techniques for assisting engineers to formally specify their designs before

implementation.



The Unified Modelling Language (UML) [OMG99] is a widely adopted standard notation for
specifying object-oriented software systems. UML contains several visual formalisms such as
class diagrams, sequence diagrams and statechart diagrams that can be used to specify both
structural (class diagrams) and dynamic (sequence and statechart diagrams) views of a software
system. Earlier research in verification of UML models focussed on translation of UML models
to the input languages of existing verification tools. Clarke et al. [CHOO] translate statechart
diagrams to the input language of SMV; and Lilus et al. [LP99] translate statechart diagrams to
Promela (the input language of SPIN). Instead of direct translation, VeriAgent [MCGOFKO3]
proposes a protocol interface based on first order logics to integrate UML and formal verification
tools.

Message Sequence Chart (MSC) [Z.120] is a scenario-based specification for describing design
requirements. MSCs correspond to formalization of sequence diagrams used in UML. Briefly, an
MSC specifies the desired message exchange sequences among a set of distributed components.
An MSC defines a partial order among the message send and receive events. One traditional way
to verify a given MSC is generating a set of communicating state machines that correspond to
the message exchange sequences specified by the MSC and then to verify these communicating
state machines. The time complexity of analyzing communicating state machines is known as
PSPACE hard. Alur et al. [AY99] further proved that by constructing a suitable automaton
for the linearlization of partial order specified by the MSC, the model checking problem is
coNP-complete.

The Object Constraint Language (OCL) [OCL99] is an expression language to describe con-
straints on object-oriented models. OCL is used primarily for describing class and state invari-
ants, as well as describing pre/post conditions for operations. OCL is used in conjunction with
visual diagrams used in UML models (such as class, sequence and statechart diagrams) to add
precision to these visual models and allow expression of features that cannot be expressed using
such diagrams. Gogolla et al. simulate UML models and check OCL constraints in UML-based
Specification Environment (USE) [GBRO3]. This type of analysis can only guarantee correctness
of the system states that are explored during the simulation. Surprisingly, there are few checkers
to verify UML/OCL models.

Alloy [Jackson99, Jackson 01] is a concise software modelling language, which offers a compat-
ible declaration syntax with graphical object models and a set-based formula syntax to express
complex constraints. Compared to UML/OCL, Alloy offers a compact representation of system
designs and an automatic verification mechanism. Alloy Analyzer [JSS00, Jackson00] is used to
check properties of Alloy models. It first translates Alloy models to a first order logic formula.
Then, this first order logic formula is translated to a quantifier-free Boolean logic formula by
bounding the scope (i.e., by bounding the number of objects). Alloy analyzer uses a SAT solver
to check satisfiability of the resulting Boolean formula, which leads to identification of errors

within the given scope.
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