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Abstract

We provide an end-to-end differentially private
spectral algorithm for learning LDA, based on
matrix/tensor decompositions, and establish the-
oretical guarantees on utility/consistency of the
estimated model parameters. We represent the
spectral algorithm as a computational graph.
Noise can be injected along the edges of this
graph to obtain differential privacy. We identify
subsets of edges, named “configurations”, such
that adding noise to all edges in such a subset
guarantees differential privacy of the end-to-end
spectral algorithm. We characterize the sensi-
tivity of the edges with respect to the input and
thus estimate the amount of noise to be added
to each edge for any required privacy level. We
then characterize the utility loss for each config-
uration as a function of injected noise. Overall,
by combining the sensitivity and utility charac-
terization, we obtain an end-to-end differentially
private spectral algorithm for LDA and iden-
tify which configurations outperform others un-
der specific regimes. We are the first to achieve
utility guarantees under a required level of differ-
ential privacy for learning in LDA. We addition-
ally show that our method systematically outper-
forms differentially private variational inference.

1. Introduction

Topic modeling has been used extensively in document
categorization, social sciences, machine translation and so
forth. Learning topic modeling involves projecting high
dimensional observations (documents) to a lower dimen-
sional latent structure (topics), and outputting a model pa-
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rameter estimation that describes the generative process of
observed documents. This paper focuses on the popular
topic model — Latent Dirichlet Allocation (LDA) (Blei
et al., 2003). There exist multiple learning algorithms for
LDA, but the output of these algorithms may leak sensi-
tive information in domains where privacy is a concern.
This can limit the applicability of LDA in legal, financial,
and medical domains. For instance, consider a situation in
which the corpus D contains medical records, an adversary
could potentially trace a learned topic ¢ of an LDA learn-
ing algorithm back to an individual document d. This is a
realistic threat model because topic ¢ is high-dimensional
and may contain a unique combination of words that only
appear in d. We refer readers to (Carlini et al., 2019) for
a concrete example of a learned high-dimensional machine
learning model leaking credit card and social security num-
bers. Differential privacy (DP) (Dwork et al., 2006) is a for-
mal definition of privacy that provides provable and quan-
tifiable protection against such re-identification attacks. A
generic method to convert an algorithm A to be differen-
tially private is to add sufficient noise to A’s output.

The existing state-of-the-art differentially private algorithm
for learning LDA is differentially private variational infer-
ence (DP VI) (Park et al., 2016; 2020), in which noise is
added at each iteration of variational inference to guaran-
tee privacy. However, VI (Blei et al., 2003)-based LDA
— even without privacy considerations — is not guaran-
teed to consistently learn LDA in polynomial time'. After
all, it aims at solving a non-convex optimization problem
that maximizes the likelihood function with (a variational
approximation) of expectation-maximization.

The spectral learning method for LDA (Anandkumar et al.,
2014a), on the other hand, circumvents the nonconvex op-
timization problem by solving a moment-matching equa-
tion using tensor decomposition, thereby enjoying provable
computational efficiency and statistical consistency.

The goals of our work are twofolds. (1) to introduce a fam-

"Note that VI is shown to be statistically consistent (Wang &
Blei, 2018) if the optimal variational posterior can be found, but
it requires a potentially unbounded number of iterations. The DP
extension has a total privacy loss that composes over the many
iterations, therefore cannot afford to run many iterations.
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Figure 1. Algorithmic flow of end-to-end spectral learning algorithm to learning LDA topic model.

ily differentially private extensions to spectral-LDA that are
guaranteed to be achieve a prescribed budget of differential
privacy for all possible input datasets; (2) to show that they
are able to provably recover high quality estimates of the
LDA model parameters and to compare the privacy-utility
tradeoff of these methods using theory and experiments.

Figure 1 illustrates a computation graph of the spectral
LDA algorithm. Each edge represents a potential place
where noise could be added. We define configurations as
subsets of edges E of edges {e;}7_,. When E is a cut that
separates the input and the output, differentially privately
releasing (e.g., adding noise to) all nodes preceding the
edges in I/ guarantees the overall differential privacy ac-
cording to the composition theorem and the closure to post
processing. For instance, privately releasing nodes preced-
ing E = (eq, e2) provides no privacy as the non-private in-
formation could flow to the output through the path below.
However, when E = {es, eg}, then such information-flow
is cut off which guarantees overall differential privacy.

Summary of results. Our main contributions are:

(1) We provide bounds for the sensitivities of intermediate
quantities on the computation graph and identify four
configurations of interest. For each configuration, we
propose methods that achieve either pure-e-DP or ap-
proximate (¢, §)-DP for all choices of €, > 0. When-
ever applicable, we design data-dependent DP mecha-
nisms that exploit a small local sensitivity and provide
differential privacy even when the global sensitivity is
large or unbounded.

(2) We analyze the impact of the noise-injected by our al-
gorithms and establish high-probability error bounds
for estimating true model parameters. In some config-
urations, we show that the impact of differential pri-
vacy is in a low-order term, which says that for a large
dataset, the utility cost of ensuring differential privacy
is almost for free.

(3) We conduct empirical studies with synthetic and real-
life datasets, which confirm that the DP spectral algo-
rithm systematically outperforms DP variational infer-

ence.

Compared to differentially private VI, the proposed ap-
proach is advantageous in that it (1) retains consistency
guarantees, (2) is computationally efficient, (3) achieves
higher accuracy in synthetic and real data experiments,
moreover, (4) does not require performing composition
across multiple iterations. We note that empirically VI
is known to be more data-efficient than spectral learning
methods for topic modeling when privacy is not a concern.
Interestingly, we observe that for almost all experiments,
our proposed differentially private spectral learning algo-
rithm outperforms its VI counterpart in all commonly ac-
cepted ranges of privacy budgets (e < 1, § < 1/n). This
difference should be attributed to the simpler mathematical
structures of spectral learning methods, which allows for
more efficient use of a given privacy budget.

2. Related Work

There are a few works that are private extensions of vari-
ational inference (Schein et al., 2019; Park et al., 2020;
2017).  Among these, Schein et al. (2019); Park et al.
(2020) use topic models as examples, even though the
model of (Schein et al., 2019) is a Poisson factorization
model, rather than LDA. (Park et al., 2020) contains an
updated set of experiments to (Park et al., 2016) on LDA
which shows competitive perplexity scores.

Our work focuses on LDA parameter estimation based
on spectral algorithms which, unlike EM-based algo-
rithms (Park et al., 2017; 2016), guarantee parameter re-
covery if a mild set of assumptions are met (Anandkumar
et al., 2012; 2014b). The spectral estimation method relies
on matrix decomposition and tensor decomposition meth-
ods. Thus, differentially private PCA and tensor decompo-
sition are related to our objective.

Differentially private PCA is an established topic, and
(¢,0) differentially private PCA was achieved using the ex-
ponential mechanism in (Chaudhuri et al., 2012; Kapralov
& Talwar, 2013). The algorithm in (Kapralov & Talwar,
2013) provides guarantees but with complexity O(d®); in
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contrast, (Chaudhuri et al., 2012) introduces an algorithm
that is near optimal but without an analysis of convergence
time. Although (¢,0) differential privacy is a more loose
definition of differential privacy, it leads to better utility.
Comparative experimental results show that the (¢, §) PCA
algorithm of (Imtiaz & Sarwate, 2016) outperform (e, 0)
significantly, and (Dwork et al., 2014b) introduce a sim-
ple input perturbation algorithm which achieves near opti-
mal utility. In our work, we follow the (e, §) definition and
use (Dwork et al., 2014b) to obtain a differentially private
matrix decomposition when needed.

Differentially private tensor decomposition is studied
in (Wang & Anandkumar, 2016) with an incoherence ba-
sis assumption. It is not clear the extent to which such
an assumption holds in topic modeling. The authors ex-
clude the possibility of input perturbation as that causes the
privacy parameter to be lower bounded by the dimension
(e = Q(d)) which is prohibitive. However, the same anal-
ysis on the tensor of a reduced dimension would conclude
that e = Q(k), which is acceptable for a reduced dimension
whitened tensor as k£ < d.

3. Preliminaries and Notations

Latent Dirichlet Allocation is characterized by two model
parameters: «, the dirichlet parameter of the topic prior,
and p, the topic word matrix. o parameterizes a dirich-
let distribution, which determines the topic mixture in each
document, p controls the word distribution per topic. We
provide a detailed explanation of LDA in Appendix B. We
use d to denote the number of distinct words in a vocab-
ulary, NV to denote the total number of documents, k to
denote the number of topics. The topic prior Dirichlet
distribution is parameterized by o = (ay,..., ) and
ay = Zle «;. For each document n, topic proportion
is 0,,, document length is /,,, and word frequency vector is
denoted as c,,. Word tokens are denoted by x. Let D, D’ be
two datasets. We say datasets D and D’ are adjacent (de-
noted by D ~ D) if we can form D’ by replacing exactly
one document from D.

Definition 1 ((¢, §)-Differential Privacy). Ler A : D —
Y be a randomized algorithm. If VD ~ D' VS C Y
P[A(D) € S| < eP[A(D') € S| + 0, then A is (¢,9)-
DP (differentially private).

Differential privacy provides any individual data point a
degree of plausible deniability in the sense that attack-
ers, even with arbitrary side-information, could not infer
whether the individual is in the dataset or not.

Definition 2 (Local / Global Sensitivity). The local sen-
sitivity Ay (D) := maxp/|pop || f(D) — f(D')| and the
global sensitivity Ay := maxp Af(D).

The norm || - || could be any vector ¢, norm, and when the
distinction matters, we say (local or global) ¢, sensitivity.
Many differentially private algorithms, including those that
we will build upon, are based on perturbing f(D) with a
noise. The level of the noise is calibrated using the sen-
sitivity to ensure DP for some prescribed budgets ¢, § (see
more details in Appendix A).

4. Differentially Private LDA Topic Model

The method of moments principle — dating back at least
to (Pearson, 1894) — provides another class of algorithms
for learning LDA by computation upon data moments. No-
tably, the method of moments algorithm based on spectral
tensor decomposition (Anandkumar et al., 2012; 2014a)
guarantees consistent recovery of the topic-word distribu-
tion (i.e. LDA model parameters) under the constraint that
the third order data moment tensor can be uniquely decom-
posed (the third order data moment denotes the expected
co-occurrence of triplets of words in a document).

To briefly describe the spectral algorithm of learning LDA,
we define the first, second, and third order LDA moments
in Lemma 3. Then, using the properties of LDA, we derive
unbiased estimators of the LDA parameters by decompos-
ing the LDA moments into factors that correspond to each
1;, formalized in Lemma 3. We show that as long as we
empirically estimate the moments M;, M, and M3 with-
out bias, we obtain the model parameters « and 4 via tensor
decomposition on the empirically estimated moments.

Lemma 3 (LDA moments and Moment Decompositions
Recover Model Parameters). Ler random variables x1,
xo and x3 denote the first, second and third tokens in a
document. Tokens are represented as one-hot encodings,
i.e., x1 = ey, if the first token is the v-th word in the dic-

tionary. We define the first, second, and third order mo-
def

ments of LDA My, My and M3 as M, ot E[zq], My =

Elz1 ® 5] — ;25 E[21] ® E[z1] and M; d:efE[xl ® T2 ®

2 2
23]+ oo Bl | © Bl © Bl ] — o4 (E[ml ®

72 @ E[z3]] + E[z1 ® E[22] ® 23] + E[E[z:] ® 22 ® xg]).
The LDA moments relate to the model parameters o and i
through matrix/tensor decomposition as follows

k k
Q5 Qg
M, = - i:M = 7 ()
! Zi:ozoﬂ 2 ;&0(004—1)“ o
k 20
My = ! i@ i @ . 1
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i

The proof is given in Appendix E. Note that «q is pre-
specified and thus data-independent. Using the properties
of LDA, the moments are decomposed as factors shown in
Lemma 3, and the factors p; correspond to the LDA model
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parameters we aim to estimate. According to Lemma 3,
decomposing on matrix Ms only will not result in correct
recovery of p; as there are no unique p;’s unless p; L p;
and «; # «;r. The word distributions under different topics
are only linearly independent instead of orthogonal. How-
ever, tensor decomposition on M3 will yield a unique de-
composition (Anandkumar et al., 2014a).

Method of Moments & Tensor Decomposition Inspired
by Lemma 3, we conclude that tensor decomposition on
M3 will result in consistent estimation of the LDA param-
eters o and p;. We have no access to population moments
My, M;y and M3, but do have access to word frequency
vectors ¢,,. To solve this problem, we empirically estimate
the moments M7, My, Ms as in Equations (17)(18)(19)
given the observations of word frequency vectors c,, and
obtain the model parameters o and p by implementing
tensor decomposition on those empirically estimated mo-
ments. In Lemma 26 in Appendix C, we prove that the
empirical moment estimators are unbiased.

The method of moments uses the property of data moments
of the LDA model (in Lemma 3) to estimate the parameters
of topic model « and f1;, Vi € k. The algorithm flow is de-
picted in Figure 1 and consists of the following steps: (1)
Using ¢,, for document Vn € [N], estimate Mo and Mj
using equation (18) (eg in Figure 1) and equation (19) (ey
in Figure 1). (2) Apply SVD on M to obtain an estimation
of the whitening matrix wEps-: , where U and 3 are
the top k singular vectors and s1ngular values of Mg (62
in Figure 1). (3) Whiten the tensor T = Mg(W W, W)
using multilinear operanons on M3 with W (es and ey
in Figure 1). (4) Implement tensor decomposition on the
whitened tensor 7 and denote the resulting eigenvectors as
i, Vi € [K] (66 in Figure 1). (5) Obtain the un-whitening
matrix W1 = 307 (e5 in Figure 1). (6) Un-whiten the
singular vectors to obtain LDA parameters: [i; & (WT)

and &y, Vi € k (e7 and eg in Figure 1). (7) Project ﬁi
onto a simplex to get the final estimate. The spectral algo-
rithm guarantees the correct learning of topic models (see
Lemma 29).

Differentially Private LDA Problem Statement We as-
sume that the corpus of data is held by a trusted curator and
that an analyst will query for the parameters of the topic
model. The curator has to output the model parameters
«;, p; in a differentially private manner with respect to the
documents. While it is easy to achieve differential privacy,
the challenge is in guaranteeing high utility. We will use
the Gaussian mechanism described in Proposition 22 in this
paper to achieve (e, §)-differentially private topic modeling

>The (i,j,k)-th entry of the multilinear operation
MB(W, W, W) is Zm’ml[M3]m,n,le,iWn,jWl,k» W is
d x kand Mz is d x d x d, thus Ms(W, W, W)is k x k x k.

for each of the configurations. We will compute sensitivi-
ties of edges in each configuration in Section 5 to obtain the
noise level that must be added to each edge. Our derived
utility loss results are demonstrated in Section 6.

S. Sensitivity of Nodes in Algorithmic Flow

The most straightforward method of making an algorithm
differentially private is to add noise to the output. How-
ever, it is also possible to achieve differential privacy by
adding noise earlier in the computation. As long as we
privately release intermediate components (nodes) along a
cut of the algorithm’s computation graph (with bounded
global sensitivity), differential privacy can be achieved via
the composition theorem. For the spectral LDA algorithm,
we list possible cuts on the computational graph as a con-
figuration. Adding noise along different configurations can
be helpful when trying to minimize utility loss for a fixed
level of differential privacy, because the amount of noise
required to reach a given privacy level differs based on
where it is added. In fact, the amount of noise that needs to
be injected is dependent upon the sensitivity of the nodes.
Therefore, in order to determine the ideal regimes for each
configuration, it is necessary to calculate the sensitivities of
the various nodes defined on the computation graph. In this
section, we calculate the sensitivities for the nodes used in
each configuration, and in Section 6 we provide a utility
analysis for each configuration.

Ag global sensitivity of Mo

Ag global sensitivity of M3

A~(D) local sensitivity of T

Au(D), Asz(D) | local sensitivity of /z;, &;

AL(D), Ay(D) | local sensitivity of 1, a;

ok (My), 01 (T) | k-th singular value of My, T

Vs % min; e 0i(7) — 0i-1(T)
2In1.25/9

Tes | 2R

Theorem 4 (Global sensitivity of second and third order

LDA moments). Let Ag and A3 be the {1 sensitivities
Jor My and M3 respectively. Both Ao and As are upper
bounded by O(;).

Theorem 5 (Local sensitivity of the whltened tensor ’T)
The {y sensitivity of the whitened tensor 7' denoted as

kl 5
Az (D), is upper bounded by A=(D) = 0(7]\/(019(1\42))1 =).

Theorem 6 (Local sensitivity of the output of tensor de-
composition fi;, &;). Let i1, ..., i and &y, ..., Qx be the
results of tensor decomposition before unwhitening. The
sensitivity of [i;, denoted as Ap(D), and the sensitivity
of &, denoted as Az(D), are both upper bounded by
O( k2 _ 67:(72)—01‘4—1(72).
Ys N (o) (M2))1-5 4

Theorem 7 (Local sensitivity of the final output p;, o).
The sensitivities A, (D) and A (D) of the final output are

), where 5 = min; ¢y
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upper bounded by 0(162071(]\/[2)) ).

YsNok3 (M2

Remark. The sensitivities before the whitening are O(+).

. . . e e e k1,5
The whitening step 11ncreases the sensitivity by ERETATE
. kL5 .
leading to O(5 75 on Mz))l-s)' Further, the simultaneous

power method for tensor decomposition increases the sen-

I K05 . k2
sitivity by “—, leading to O(W) The un-

whitening increases the sensitivity by \/c1(Ms), leading
k}2 g1 (MQ )

0 O Nowtit) !

present interpretable bounds, explicit bounds are required

to implement our algorithm. A summary of these sensitiv-

ity is presented in the appendix.

). While we used big-O notation to

5.1. Data-dependent Privacy Calibration

Theorem 5, 6 and 7 are local sensitivities, which are func-
tions of the input data set. Adding noise proportional to the
local sensitivity does not guarantee differential privacy as
the local sensitivity may be sensitive to adding/removing of
individuals and lead to the identification of individuals.

Two seminal solutions to this problem include the smooth
sensitivity framework (Nissim et al., 2007) and the
propose-test-release (PTR) framework (Dwork & Lei,
2009). The idea of the smooth sensitivity framework is to
construct a smooth upper bound of the local sensitivity that
is insensitive and to calibrate noise with a heavier tail that
satisfies certain “dilation” and “shift” properties to achieve
pure-DP. The PTR framework involves proposing bounds
of the local sensitivity and testing its validity. If the test
is passed, we calibrate the noise according to the proposed
test. PTR is often easier to use but can only provide an
(¢,0)-DP with § > 0.

In our problem, the smooth sensitivity itself is unbounded,
thus we cannot apply the smooth sensitivity framework
naively. Instead, we use a variant of propose-test-release
framework that releases a confidence bound of the local
sensitivity in a differentially private manner, and calibrates
noise accordingly, similar to the idea in (Blocki et al., 2012)
and a more recent example in the context of data-adaptive
differentially private linear regression (Wang, 2018). We
formalize the idea using the following lemma.

Lemma 8. Let Ay(D) be the local sensitivity of a func-
tion f on a fixed data set D. Let A;(D) obeys (e1,0)-DP
and that P[A;(D) > A¢(D)] < &, (where the probabil-
ity is only over the randomness in releasing A #(D)). Then
the algorithm releases f(D)+ Z (e, 8, A;(D)) that is (e; +
€,01+0)-DP, where Z (¢, 6, A (D)) is any way of calibrat-
ing the noise for privacy (for Gaussian mechanism, one can
take Z(e,5,A;(D)) = N(0, 2822 (\ /e T Tog(1/6) +

VIog(1/5)°) ). 6

The proof is in Appendix G.6. In our problem, the local
sensitivities depend on the data only through o (M>) and
~vs. A natural idea would be to privately release ak(Mg)
and ~s and construct a high-confidence upper bound of
the local sensitivity through a high-confidence lower bound
of o4 (Ms) and .. We will show the global sensitivities
of o1,(My) and o;(T) are small, and release o, (M>) and

~

0;(T) differentially privately.

Lemma 9 (Global Sensitivity of oy, (Mg) and ). The sen-
sitivities of oy, (Mz) and s are each 2/N.
The proof is in Appendix G.7.

Calibrating Noise Using Lemma 8 and Lemma 9, we de-
scribe an algorithm that guarantees (¢ +¢€ +¢, 61 +07 +02)-
DP under local sensitivity A ¢(D) in Procedure 1.

6. Differentially Private Spectral Algorithm

In Figure 1, each node corresponds to an intermediate ob-
jective required for a final output estimation and each edge
denotes certain operation required as a step of the spec-
tral learning algorithm. We consider injecting noise to a
subset E of edges {e;}]_, that separates the input and the
output (a cut). When F is a cut, differentially privately re-
leasing all nodes preceding the edges in £ under bounded
global sensitivity guarantees the overall differential privacy
according to the composition theorem and the closure to
post processing. We call such a subset of edges as a “con-
figuration” if adding noise to all edges in this configuration
guarantees differential privacy of the overall algorithm.

In this section, We achieve (¢; + €} + €, 1 + 7 + d2)-DP
under local sensitivity A 7(D) in Procedure 1 Four config-
urations are identified as in Table 1. &5 and «; are deter-
mined by a choice of (€1, d1) and (€}, 67). In what follows,
if noise is added to edge e;, then ¢; refers to the associated
differential privacy parameter.

Config. 1 has a global /1 sensitivity O(1/N) and we could
obtain pure-DP if we add Laplace noise instead.

In Config. 2, the whitening matrix results from a noiseless
M, but the pseudo-inverse results from a noisy M. We

add noise to a tensor of a smaller dimension, at the expense
of an increased sensitivity by a factor of J/IEL
O (M2)

Config. 3 adds noise to the output of the simultaneous ten-
sor power method and thus the sensitivity after the output
of the simultaneous power iteration increases by a factor of

5 compared to Config. 2.

Config. 4 is arguably the simplest, as the previous config-
urations involve the composition of multiple differentially
private outputs whereas this method only adds noise to one
branch. Adding noise to p; instead of ji; means that the
noise vector increases in dimension from £ to d.
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Procedure 1 (¢; + €| + €, 1 + 7 + J)-Differential Privacy (DP) Noise Calibration

Input: local sensitivity of the configuration: A (D), non-DP output of the configuration: f(D)

Output: (e1 + € +¢€,01 + 67 + 6)-DP output
(/J'\k, = O’k(MQ) + La%(Ag/El)l

o = max{0,0 — £ log(g57)}

if config # > 2 then
559 ="7s+ Lari\(A3/A€/1> 1
Vs = maX{Oa’Ys - ?/13 1Og(253 )}

else

6/1 frng O, (Sﬂ = 0
end if ~
Return f(D) + N (0, A¢(D)*7c 5)

TRV kw2

—

> (e1,0)-DP release of o, (My) via Laplacian mechanism

> high probability lower bound of o: P(6) < o)) > 1 — &3

> (€}, 0)-DP release of 7, via Laplacian mechanism

> high probability lower bound of ¥5: P(y, < 75) > 1 — &}
Obtain A ; (D) — a high prob. upper bound of A ;(D) — by replacing o, (M) with G, and ~, with 7, in Ay (D)

Obtain A ¢ (D) by replacing o4 (M) with &y in Af(D)

Table 1. The four configurations identified for DP spectral method for LDA.

Configs | Edges DP Mechanism
Config. 1 | (ea, 3, e5) perturb Z\:42 with A(0, A%TEM;Q) for (ea, 62)-DP IiV\
perturb M3 with N'(0, A37, s,) for (€3, 63)-DP M3
perturb Ms with A'(0, A3, 5,) for (e5, 05)-DP W't
Config. 2 | (es, €6) perturb M, with (0, A2, 5.) for (5, 65)-DP W'
perturbation 7~ with N(0, A?(D)QT%&G) for (€1 + €5, 61 + 9g)-DP T
Config. 3 | (e5,€7) perturb My, with (0, A37, 5,) for (e5, d5)-DP wit
perturb /z; with N'(0, Az, (D)7, s,) for (1 + €| + €7, 61 + 8} + 57)-DP [
Config. 4 -
onfig. 4 | (eo) perturb 7i; with (0, A, (D)?1., 5,) for (e1 + €, + €g, 61 + &} + 09)-DP fi

Though it is possible to perform input perturbation, we ex-
clude this option because this /5 sensitivity does not decay
with the number of records. Therefore the utility of input
perturbation is poor even with many records.

6.1. Utility Guarantees

For each configuration, we compute the noise needed to ob-
tain (e, 9) differential privacy based on sensitivity, thereby
characterizing the utility with necessary noise. The util-
ity of each configuration is listed in Theorems 10, 12, 14
and 16. Proofs of all utility derivations are in Appendix H.

From Lemma 29, we know the utility loss of the non-DP

. . , 2.3
is upper bounded by ||u; — fisll, < O(%) -
O(%), where pmin = min; g—o and O hides dependencies

on quantities other than k, d, N and ~,.

The utility losses consist of two O terms — the first @ term
is a bound of non-private learning and the second O term
bounds the different between the private estimator and the

non-private estimator. Notice that the second O term is
negligible for large /N when € is a constant. Therefore, the
impact of differential privacy is in a low-order term, which
says that for a large dataset, the utility cost of ensuring dif-
ferential privacy is almost for free.

Theorem 10 (Config. 1 Utility Loss). The util-

ity loss ||;L¢—uiDPH using Config. 1 to guar-

antee (ea + €3 + €5 02 + O3 + 55)-DP is
(co+1)2k3 Vo1 (Ma)k Vd 3
W) + O(F—; ((Ngk(m)g/ﬂm,éz) +
Vd Vo1 (Mz)d

Now(N2)3/2 7-63,53) + or(Mz)N Tes,65 +

\/01(M2) + WP 5 L {(NU;/(EMZ)TQ,(SZP +

d
WTes,Js} ).
Remark 11. The order of the Config. 1 utility loss to guar-
antee (€,0)-DP is

~ 3 - 05 \/d \[1.5 Vd log L
o) o i) ey
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Theorem 12 (Config. 2 Utility Loss). The utility loss

||ul- — uiDP|| using Config. 2 to guarantee (€1 + €5+ ¢€g, 01+
. o 1) k25
05 + 0¢)-DP is O( (a0+(1:)\k/—) + ( 5 1]&[1;{5;/2 Teg,06 T

\/ 01(1\42)

or (MmN 585+
Remark 13. The order of the Config. 2 utility loss to guar-
antee (¢,0)-DPis

k257,
\/01(M2) + %T%ﬁsﬁ)

k3 |05 ,0.75 k2 \/a 5 \/g log%
O(\/N)JFO(( Vs ( N +N(N) )+W> €2 )
3)

Theorem 14 (Config. 3 Utility Loss). The util-

ity loss ||u¢— iDPH

antee (€1 + €, + € + €7,

using Config. 3 to guar-
0 + & + 05 + I7)-

i 0+1)° K o1 (M3)k25
DP is Ostiln) 4 OMRULE 4
o1 (Ms)d K21,
%7—65’55 + UI(M2) Tfm55 ~]\1335/72)

Remark 15. The order of the Config. 3 utility loss to guar-
antee (€,8)-DP is

k,B ]{‘0'75

o()ro((5 (5
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NN +ﬁ)log%>

N/ e
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Theorem 16 (Config. 4 Utility Loss). The utility loss

||ui — DPH using Config. 4 to guarantee (€1 + €] + €o,
(o+1)%k o1 (M)dk?

51+ 81+ 80) is O(L ) + O(VEUR 7, 5,).

Vo N&,/ 2
Remark 17. The order of the Config. 4 utility loss to guar-
antee (€,6)-DP is

i3 )+O(ko.5ﬁlog%) )

O(ﬁ vs N €2

6.2. Comparison of Configurations

We present a pairwise comparison between the utilities of
different configurations using O-order utility losses. The
O-order utility losses are too complex for comparison in
theory, but we will implement experiments for compar-
isons. As we illustrate in the remarks in the previous sub-
section 6.1, the utility loss difference are marked as blue.

Remark 18. Configuration 1 vs. 2: When square root of
the dimension (vocabulary size) V/d is smaller than total
number of documents N, the dominating term in the blue

is O( 4) for Config. 1 utility loss, and it is larger than the
O(%(%) 5) term in Config. 2. Therefore, for smaller d

Config. 2 is preferred over Config. 1.

More importantly when d is large, Config. 1 requires
adding noise to the third order data moment Mg, and thus
explicitly forms the large third order data moment object
Ms of size d x d x d. As a result, Config. 1 does not

scale to large scale real-world experiments such as LDA on
Wikipedia documents. In the experiments, for other config-
urations, we never explicitly form Ms; the whitened third
order moment T of size k x k X k is formed instead.

Remark 19. Configuration 2 vs. 3: If we do not con-
sider Procedure 1 of calibrating local sensitivity, the utility
loss for Config. 3 seem to be lower than that of Config. 2
by a factor 0f@(k0'5) in the last term of the utility loss dif-
ferences colored blue. However, during the local sensitive
calibration, Config. 3 requires extra differential private re-
lease of vys, which could cause the utility loss of Config. 3
to be larger than Config. 2. To understand how the two
compares, s is crucial and should be analyzed case by
case.

Remark 20. Configuration 3 vs. 4: When O(K%™) >
O(d®®) and N is sufficiently large, Config. 4 is preferred
over Config. 3, and vice versa. Therefore, smaller k (rel-
ative to d) prefers Config. 3 and larger k (relative to d)
prefers Config. 4.

6.3. Comparison with DP VI

Without privacy constraints, variational inference esti-
mates, although could be trapped in local optima, could
sometimes achieve lower error than spectral methods in
practice,. However, this can differ significantly in the dif-
ferential privacy setting. Due to the fact that the DP VI
algorithm requires adding noise across multiple iterations,
compounded with the non-convexity of the likelihood func-
tion, empirical performance is often compromised. The
guaranteed consistency of the spectral algorithm makes it
a more attractive option in the differential privacy case.

7. Experiments

In a suite of synthetic experiments, we simulate documents
from an LDA model parameterized by varying choice of «
and p. Each are randomly sampled to ensure that bursty
use of a single word under a certain topic is possible in
our experiment.Therefore, our setting covers a wide range
of hyper-parameters and captures some common irregular-
ities in distributional properties. Under this synthetic set-
ting, we have access to the underlying parameters of the
latent dirichlet allocation, and can thus directly calculate
error with respect to the true parameters. This is not fea-
sible with real data. We compare the empirical loss of
each configuration under different hyperparameter settings.
In addition, we compare all configurations of our spec-
tral algorithm against differentially private variational in-
ference (Park et al., 2016) run under the same settings. Our
algorithm universally outperforms state-of-the-art VI quan-
titatively.

To evaluate Configuration 1, we set the vocabulary size and
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Figure 2. Error of our method under all configurations vs the differentially private VI over varying total privacy loss € (in the
range of 0.1 to 2) while fixing the § = 107°. vi-u and unnoised denote the non-DP version of VI and spectral algorithm respectively.
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the number of topics to be small (d = 50, £ = 5) in our
synthetic settings. Configuration 1 requires calculating the
unwhitened third order moment, which is computationally
infeasible for large d or k.

Evaluation Metric: Our experiments evaluate the loss be-
tween the ground-truth ; and the estimated 7i°F via a (e, §)
differentially private algorithm across varying total privacy
loss €. The distribution of privacy budget across edges
in each configuration is set to be uniform for simplicity.
We release only differentially private likelihoods by addi-
tionally perturbing the sufficient statistics, as described in
(Park et al., 2016).

VI vs Spectral: Figure 2 exhibits the error for varying to-
tal privacy loss e on different datasets. Under all configu-
rations except for configuration 1, our differentially private
spectral algorithm outperforms differentially private varia-
tional inference, and has higher utility under the same level
of privacy.

Config. 2 vs Config. 3: As described in Remark 19, the
comparison between Config. 2 and Config 3 is unclear and
should be analyzed case by case. In synthetic experiments
with d = 50 and £ = 5, Config. 2 outperforms Config.
3 as well as Config. 4. This is due to the noised v, (in
Procedure 1). We show the difference between noised 7;
and unnoised 7, in Figure 4b. Config. 2’s gap between
noised 75 and unnoised 7y, is always smaller than Config.
3’s when k£ < 50, suggesting Config. 2 is preferred for
smaller k. However, the difference between the gaps de-
creases as the number of topics increase, suggesting that
Config. 3’s performance would improve as k increases.

~®- config 2 - unnoised
config 3 - unnoised

(o + 1) Mo
s =

singular value of ag
2
gamma_s

1070 =
: 0.5 -

T R T T T R R T R AR R RTIT B AR RRNI) (U] i | | B
1073 102 10—t 10° 10t 10 20 30 40 50
o topics

th
153
i

k-l

(@) ao(ao + 1)0'k(M2) () [7s — s|
Figure 4. Visualization of (a) the k" singular values of My and
(b) the smallest singular value gap of 7 using 100k documents.

Small oy vs Large «y: The concentration parameter of
the topic distribution o plays an important role in the
utility loss. An interesting observation is that the spectral
method’s performance is more advantageous at smaller val-
ues of ay. This leads to less mixing between topics in each
document. Config. 4’s performance is affected by cvg more
than other configurations. As g gets smaller, the utility
loss for Config. 4 converges to that of Config. 3.

Small Corpus vs Large Corpus: Figure 2c considers the
limited data setting, N = 10*. Config. 4’s advantage de-
creases as the number of documents decreases. Config. 2
exhibits robustness with a decreased number of documents.

Wikipedia Dataset: We implement our methods on the
wikipedia dataset and verify the performance by compar-
ing with differentially private variational inference. The
vocabulary size is truncated to be d = 8000. Config. 1
is not scalable, since adding noise to the third order mo-
ment (dimensionality d X d X d Mg) is infeasible due to
memory constraints. Storing M5 when d = 8000 requires
2 terabytes of memory. We therefore only run Config. 2
- 4, in which dimensionality reduction is used, subverting
the need to explicitly form M.

As shown in Figure 3 where the held-out perplexity scores
on Wikipedia are compared with variational inference, our
method achieves better perplexities under the same privacy
levels. As we observe in the Wiki results in Figure 3, per-
formance of Config.3 is improved under larger number of
topics k, confirming our theory.

An interesting observation from Figure 3 is that sometimes
DP-algorithms which introduces noises could help the al-
gorithm to train better, in analogy to the well-known re-
sult of noisy gradient descent escapes from saddle point
(while gradient descent gets trapped) in nonconvex opti-
mization (Ge et al., 2015). Config. 3 achieves better results
than the unnoised spectral method.

8. Conclusion

We provide an end-to-end analysis of differentially private
Latent Dirichlet Allocation model using a spectral algo-
rithm. The algorithm involves a dataflow that permits dif-
ferent locations for injecting noise and features a delicate
data-dependent method that calibrates the noise to a differ-
entially privately released high-probability upper bound of
the local-sensitivities. We present a detailed utility analysis
which shows that the proposed methods can provably re-
cover the model parameters. To the best of out knowledge,
these are the first differentially private topic methods that
come with a provable consistency guarantee. Moreover,
private spectral-LDA methods dominates the current state-
of-the-art —differentially private variational inference —
in all our experiments, which provides a compelling empir-
ical example of spectral learning methods becoming a more
preferable choice when differential privacy is required.

While we focused on LDA, the same technique can be used
in other models that can be learned using a tensor-spectral
approach. We expect similar improvements in private un-
supervised learning to hold for stochastic block models,
Gaussian mixture models and hidden Markov models.
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Appendix: An end-to-end Differentially Private Latent Dirichlet Allocation
Using a Spectral Algorithm

A. Differential Privacy Review

Differential privacy was developed in (Dwork et al., 2006) and has been increasingly adopted as the de facto mathematical
definition for privacy in statistical, machine learning and data science applications. We include additional information
in this section that is relevant to this paper, but will defer more exposition to recent book (Dwork et al., 2014a) and the
references therein.

Definition 21 (Utility Loss & Error). Let f : D — Y be a random algorithm and fPP(X) be the differentially private
version of f. For some value x € D, lety € Y be the ground truth value. Then define ||f(x) — fPP(X) HF as the utility
loss for this input. Additionally, define ||y — fPP(X) H - as the error for this input.

The gaussian mechanism makes a random algorithm differentially private by adding specifically designed Gaussian noise
to the output.

Proposition 22. [Gaussian mechanism] Let f : D — Y (Y C R*) be a random algorithm with {5 sensitivity /A s Let

g € R¥ and each coordinate g; be sampled i.i.d. from N (0, A?‘,eﬁ)’ where Ay 5 = A Te s = 2sv2In(1:25/0) ”212(1'25/6). Then the
output fpop = f + g is (¢, 0) differentially private if 0 < ¢ < 1.

The above bound is used for theoretical purposes only, a tighter and more general calibration of the Gaussian mechanism
that does not require € < 1 is to set

o= %(\/e +1log(1/8) + /log(1/9)).

Moreover, the optimal calibration (no closed-form formula available) was proposed in (Balle & Wang, 2018) and is avail-
able through, e.g., autodp.calibrator: https://github.com/yuxiangw/autodp.

Differential privacy composes over multiple DP releases.

Proposition 23. [Composition theorem] Let fP¥(X), ..., fPP(X) be n differentially private algorithms with privacy
parameters (€1,61), . .., (€n,0n). Then gPP(X) = f(fPP(X),..., fPP(X))is (€1 +...+ €, 01 + ...+ 8,) differentially
private.

This is what we called a simple composition where epsilon increases linearly. There is also an advanced composition
where privacy loss for accessing for k times obey that v/k, see, e.g., Section 3.5 of (Dwork et al., 2014a). Increasingly,
the advanced composition and other privacy loss computation has been conducted numerically using modern tools such
as Concentrated Differential privacy (Bun & Steinke, 2016) and Renyi Differential Privacy (or equivalently the moments
accountant) (Mironov, 2017). We used simple composition in our theoretical analysis and for calibrating noise to privacy
so as to be comparable to older literature that does not take advantage of the modern tool (Park et al., 2016; Wang &
Anandkumar, 2016).

B. Latent Dirichlet Allocation

LDA, despite being a bag of words model, allows modeling of the mixed topics in a document to account for the more
general case in which a document belongs to several different latent classes (topics) simultaneously. Latent Dirichlet
Allocations has two major model parameters: topic prior & and topic-word matrix p. Topic prior c determines the topic
proportions and the topic word matrix controls the word distribution per topic.

Topic Proportions The proportion of words in topics, known as topic proportion (denoted as 6,, for document n),

is drawn from a Dirichlet distribution (topic prior) parameterized by o = (av, ..., ax), with density P,(60 = 6,) =
k k

Ileo) 7 92‘7’2_1, where ap = Y .

1 T(en) i=1 i=1

Topic-Word Matrix Under a topic ¢, tokens in the documents are assumed to be generated in a conditionally independent
manner through p;, i.e., token 1 ~ Cat(d, ;) where Cat(d, p;) denotes the categorical distribution. Under different topics,
these conditional distributions y; are linearly independent, Vi € [k].
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With the definition of the two major parameters, we now describe the generative model of LDA topic model. The process
involves generating topics first, followed by tokens.

Topic Generation LDA remains simple as each token in the corpus belongs to one of the & topics only, although tokens
in the same document could belong to different topics. We denote the topic of token j in document n as z, ;. Therefore,
topics generated are categorical z,, ; € [k] and distributed according to 6,,, i.e., z, ; ~ Cat(k, 6,,) where Cat(k, 6,,) denotes
the categorical distribution.

Word Generation Let x denote the tokens. After determining the topic of the token j, z, ;, token j is generated

conditionally independently through ., , i.e., token ~ Cat(d, yi., ;). In a document 7, if the 5’ ™ token Zn,j s the v-th
word in the dictionary, then z,, j; = e, Where e, is a one-hot encodmg, ie., x,(j) =0Vj # vand z, ;(j) = 1if
7 = v. Let [,, be the length of document n, random realizations of token z, i.e., {xnd }j/:l’ are i.i.d.

Term-Document Matrix The term-document matrix D € NgXN . The n'" column in D is denoted by c,,, where its j*
component ¢, (j) = number of times word j in the vocabulary appeared in document n. This means that ¢,, = Z?}Zl T, i

where [,, is the number of words in document n. Clearly, {,, = Zj cn(d) = llenll;-

C. Method of Moments for Latent Dirichlet Allocation

Empirical Moment Estimators The moments that we obtain are not the population moments but rather empirically
estimated moments from the given data set. We list the forms of first, second, and third order empirical moment estimators
for the single topic case as shown in (Zou et al., 2013). Given a document n, the following quantities are calculated.

]\7[1”:1— (6)
:”L 1 .
M —T(cn@)cn—dlag(cn)) @)
2(5)
= 1 d
My = —; (cn®cn®cn+22cn (e; ®e; ®e;)
6() =1
d d
_ZZ ez®ez®ej+el®ej®ej+ej®ez®eg)) ®)

The empirically estimated moments are the averages of these quantities over the entire data set. Specifically,

Lemma 24. Single Topic Empirical Moment Estimators(Propositions 3 and 4 in (Zou et al., 2013))

1 XK -
E[asl]:ﬁng T 9)
1K -
E[m@xg]:N; o 10)
~ 1 N =
By ® w2 @ w5 = 7 > My (11)
n=1

12)
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Further these moments are unbiased, i.e.:

~ 1 N X
E[E[n]] = E[ nz::l MM = (13)
. 1 N
E[E[l’l X 1'2 N Z CCl ® 1'2] (14)
N _1 N =
EEW1®I2®IQW:EHV§: 3] =E[z1 ® 22 ® 3] (15)
n=1

(16)

Note that this lemma implies that: E[]&[{’] = E[xl],]E[J\:@"] = E[z1 ® 2], and that E[]\:ﬂb] = E[z1 ® z2 ® x3] for any
sampled document n.

We extend the single topic moment estimators of (Zou et al., 2013) to the LDA case.
Lemma 25. Empirical Moment estimators for LDA

. A

M= MY (17)
n=1
N N N

~ 1 :n :n :m :n :n

MQNZ[ 2 —ﬁ Z My @ My _ZMl ® M, (18)
n=1 m,n=1 n=1

N
. 1 .
M3_|:N E 3 +B1+B2+Bs+b (19)

where

31@2&[@@;)@(2@)1, 20

n=1 n=1
N = N = N =
bd:e*cl(z Ne (Y f)@(ZM{l)], @1)
n=1 n=1 n=1
B, and Bg are formed from By by permuting, i.e., [B2)ijr = [Bilirj and [Bslijr = [Bilkij. Further, a = o b =
—a 2a
a0+02’ (a0+1)(ao+2)

Now we prove that these estimators are unbiased.
Lemma 26 (The LDA Moment Estimators are Unbiased). The estimators defined in definition 25 are unbiased, i.e.,

E[Mi] = M; (22)
E[M,] = M, (23)
E[Ms] = Ms (24)
Proof. First order moment:
1L - 1L - 1L ¢
E[M;] = E[N ;Mﬂ =N ;E[Mﬂ =N ;E[ﬁ} (25)
N N ! N L,
1 1 1 1 & 1 1 &
=N U; EE[Cn] =N n; EE[; T = ~ n; T ;E[zn,i] (26)
S S LS L b - L By — B — @)
=N I =5 lnnxl_N r1] = Blr1) = My
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Second order moment: The first term of M, is actually the estimator the single-topic second order moment and
El% ZnN:1 M3]] = E[z; ® x] see proposition 3 in (Zou et al., 2013) and its appendix for the proof. Now we have:

[ N = = N = =
E| lz Mf@M{“ZMf@M}l] (28)
_2(2) m,n=1 n=1
[ N N = = N = =
=K 2((]1\,)[ZM{’@M{"—%ZM{‘@M{L—ZM{I@M{I] (29)
L 2 m=1 n=1 n=1
i
[ a N 4 I~
=E 2 > My e M (30)
s
m#n
a N = = a N
=5y 2 BT @B = oy 3 B | @ Bl 31)
= 2/ m=]
m#n m#n
a
:mN(N — 1)E[z1] ® E[21] = aE[z1] ® E[z1] (32)

Thus, we have that: E[M,] = E[z; ® x] — 5Bz @ Elz] = M.

Third order moment: Similar to the second order moment, the first term of M is the estimator the single-topic second

order moment and E[+ Eﬁle M%]] = E[z; ® x5 ® x3] as shown in proposition 4 in (Zou et al., 2013) and proved
in its appendix. We need to prove that (1): E[B;] = bE[z; ® z2 ® E[zs]], note that E[x3] = M; and (2): E[b] =
cElx1] ® E[z1]) ® E[z1] = ¢cM; ® My ® My ® M. Since B and Bj are permuted version of B, their proofs follow
from the proof of B;.

For B; we simplify the expression and then show that the expectation of the resultant is equal to the desired moment:

i N ~ N =~ N = ~
E[B] :W]E (S m)e (Y ar) -3 (MQ”@M{‘)] (33)
2 L n=1 n=1 n=1
N - N L N
ZWE 3 (M; ® M}”) n (M; ® Mf) =S (M; ® M{L)] (34)
2 _anl;Z;L:l n=1 n=1
b [ N = x
=Bl D (MQ” © M{n)] G
2(2) m=1,n=1
m#n
b N = =
== > E[ig| o E[nr] (36)
2(2) m=1,n=1
m#n
b N
=—a Z E[l‘1 & .1‘2] ® E[:L‘3] 37
2(2) m=1,n=1
m#n
ZN(A;)”N(N — DE[z1 ® 23] ® E[xs] (38)
:bE[ibl & 1’2] ® E[l’g] (39)

=bE [$1 R T2 ® E[l‘g]] (40)
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For b identity 38 is applied, this leads to the following

N N,N,N B B 5
E[b] :(;VE[<Z( M 43 Z G+ S, MpeMP e M 1)
(3) =1 n=1,m=1 n=1,m=1,p=1
n;ém n#EmM,MEp,p#£n
N N = ®? = N = ®3
3 (S5 0) e () <235 i) )
m=1 n=1 n=1
c N,N,N B B 5
=——E > MyeMMeM (43)
6(3) n=1m=1,p=1
nFm,m#p,p#n
c = = <
= N)(N —1)(N - 2)E[M{] @ E[M{"] @ E[M? 44
T MW — DV — 2B © BN © E) (44)
=cE[z1] @ E[z1] @ E[z1] (45)

Combing these results and plugging the values for a, b,and ¢ we get:

E[Mg] :]E[J?l X T2 &® .133] -

. ozi 5 (E[Z‘1 ® r2 @ E[zs]] + E[z; @ E[zs] ® 23] + E[E[21] ® 22 ® gg3]> (46)
0

2
203

o0 T Diag 2y 1] O Eln] @ Bl = My )

D. Lemmas regarding Dirichlet Moments

This section introduces two lemmas regarding the moments of the dirichlet distribution that will be useful for the proof of
Lemma 3.

D.1. Dirichlet Moments

Lemma 27. The first, second and third moments of dirichlet distribution are
1

E[f] = —a (48)
Qg
E = 4
=X ao(a0+1)[a®a+;atet®et] (49)
1 T
Ef @0 ® 0] = [a®a®a+2atet®et®a
Oéo(OéO + 1)(0&0 + 2) =1
T T T
+Zata®et®et+Zatet®a®et+22atet®et®et} (50)
t=1 t=1 t=1
D.2. Raw Moments
Lemma 28.
E[z1] = pE[f] (51)
Elz; ® 2] = pE[0 @ 0)p" (52)
Elr) @ 1o @ 23] = E[0 ® 0 @ 0] (u, 1, 1) (53)

Proof. First Order Moments Let us omit n and use x; to denote a token in any document, and we will use x5 and x3 to
denote other two tokens in the same document. The the expectation of a token is

E[z1] = Elzo] = Elws] = E[E[z:1]0]] = pE[0] (54)
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This is called the first order moment.

Second Order Moments The second order moment is defined as

E[z1 ® x2] = E[E[z; ® 22|0]]

=§:Mm®xﬂ%J=em%ﬁ=eﬂP®m=en%$=@0

i1

= ZE [1]2n,; = €] @ Elxa|znkx = €| P(2n,j = €i, 2k = €51)

—E pe; @ (pei)P(zn,j = € 2nk = €iv)

i3/

.
= ﬂzei ® ey P(znj = €, 2n gk = €ir )b

i/

= pE[0 @ 0]u"

Third Order Moments The third order moment is defined as

Elzy @ 22 ® 23] = E[E[21 ® 22 ® 23/0]] = E[f @ 0 @ 0] (1, 1, 1)

(55)
(56)

(57)

(58)

(59)

(60)

(61)

To clarify the notations, = ® y is a length(x)-by-length(y) matrix which has entries [z ® y]; ; = z;y;. And E[f ® § ®

0)(w, w, ) is a tucker with core tensor E[§ ® 6 ® 6] and projection y in all three modes.

E. Proof of Lemma 3

The lemma relates the LDA moments to the model parameters « and .

O

Proof. In order to prove this relation, we combine Lemmas 27 and Lemma 28 to prove the forms of M;, M5 and M3 in

Lemma 3 as follows.

k
Q;
Nﬁ:EWﬂZMMﬂZE:&fi
=1
(6%
My = E[xl (9 xg] — oo + 1E[$1} X E[(L‘l]
1
=Efx0](u,u) — ——M; QM
[0 ® 0](, 1) oo D) 1 ® My

k
Y Y e
— ag(ag+1)7"

i=1

Mg = E[l’l ® X2 ® .’Eg] — (E[l’l ® T2 ® ]E[xg]] —+ E[Sﬂl ® E[SL’Q] (9] .’Eg}

2
(g + 1) (a0 +2)

ag + 2

+ E[E[z1] ® 22 ® x3]) + Elz1] ® E[z1] @ E[z1]
=E[9®9®9](u s 1)
{E[0 @ 0 @ E[f]] — E[0 @ E[f] ® 6] — E[E[§] @ 6 @ 6]} (1, 1, 1)

2
ao(ap + 1)(0¢0 +2)

0+2

My @ My ® My

k
Z a0+1 a0+2)ﬂi®ﬂi®ﬂi

(62)

(63)

(64)

(65)

(66)
(67)
(68)

(69)

(70)
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F. Correctness of Method of Moments for Latent Dirichlet Allocation

Lemma 29 (Correctness of Method of Moments in Learning LDA (Anandkumar et al., 2012)). Applying the method of
moments over a corpus of N documents sampled iid. There exist universal constants C1,Co > 0 such that if N >

Ci((ao+ 1) /p2inon(1)?), then ||p; — fii]ly, < Co % where pmin = min; g—é 1 is a matrix of stacked word-topic

vectors, i.e. = 1] ... | k-

G. Sensitivity Proofs

In proving the sensitivities for My and M; we rely on the fact that frequently in the calculations, we encounter probability
vectors, matrices, and tensors where the elements sum to 1. This is identical to the stating that the /; norm equals 1. Further,
we note the following Lemma which essentially states that taking the outer product of a vector with a probability vector or
probability matrix does not increase the [, norm of the vector and in fact keeps it the same if ¢ = 1.

Lemma 30 (Multiplying by probabilities does not change the norm). Let vy, M), be a probability vector, matrix, respec-
tively and let v, u be ordinary vectors, matrices, respectively. Then the following holds:

HuUZ;Hq < ||ull,, which is equal if g = 1. (71)

IfT = My @ u, then |T||, = [[Mp @ ull, < ||ull,, which is equal if g = 1. (72)

Proof.

Juvy |I, = QO lugvp; 1DV = Q- Jual® Y op, 1Y = [0l llull, < Ilull, - (73)

,J i J

Where we used the fact that [|z([, > [[z||, for any ¢ > 1 and that [|vp[[, = 1. Thus the above inequality is tight if ¢ = 1.

1/q 1/q
170, = 1My @ ull, = (3 1My, junl?) ™ = (3l D2 1My 1) = el 1M, < Nl (74)
k 7

.3,k
Where we used the fact that for any matrix M, ||[M||;, > [|[M]||, forany ¢ > 1 * and that ||M,|, = 1. Thus the above
inequality is tight if ¢ = 1. O

Proposition 31. M ' is a probability vector, M; is a probability matrix, and Mg’] is a probability tensor.

Proof. The proof is immediate as these moments correspond to join probability estimates (Zou et al., 2013), specifically:

Mi'(i) = Plzy = i (75)
M{(i, §) = Plzy = i, 22 = j] (76)
M{(i, j, k) = Ploy = i,25 = j, 23 = k] (77)
O

G.1. Proof for Theorem 4 (sensitivity for Mg)

Let A, be the I; sensitivity for My, then A, is 2+ S0 +=0(+).

*These norms are obtained by extending the vector definition to matrices or simply vectorizing the matrix and then calculating the
norm.
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Proof. Let My and M5 be two second order LDA moments generated from two neighboring corpora, WLOG assume the

difference is in the n'" record, i.e. D = [c1]...|cn_1|en] and D’ = [c1] ... |en—_1]|cy] then:
~ ~ 1 ™ ~ ! a x N-1 ~ o~ ~
MQM'QN(MZNMZN)N({M{V@)(ZM{l>+<ZM{’>®M{V} (78)
2(2) n=1 n=1
- N-1 _ N-1 _
{M{V ®<2Mf> (ZM1>®M1 D (79)
n=1 n=1
L =N N a N ¥ = N N
:N<M2 — M, )_m (M;" — (ZM1> (ZM{‘)@(Ml - M) (80)
2 n=1
1 = o, o, 1 N1 ;o N-1 .
_ rIN TN N TN rn rn
—N(M2 — M, )_N<(M1 - M )®(N_1T;M1)+<N_1n_l 1>®(M1 Ml ))

81)

= ~ ! ~ ~ !
Note that according to proposition (31) M} and M{¥ are probability vectors and MJ¥ and ML" are probability matrices.
Further, | v ZN ! M 7] is also a probability matrix since it’s the normalized sum of probability matrices. We upper

bound the /; norm of the expression by applying the triangular inequality and using lemma (30) for the terms involving a
tensor product. This leads to the following:

Iy — M’y SNt =N — =0(% 82
| A A AP S (82)
(83)
a was replaced by its expression as in the above a = a;"il in the above. O
G.2. Proof for Theorem 4 (sensitivity for M 3)
Let Aj be the I; sensitivity for M, then Aj is % + a4”jﬁ’2 ~ + (a0+112)?%+2) J\E?IN 1%) O(%)

Proof. Following a similar setting as in G.1 we have the two moments Ms; and M?’, generated from two neighboring
corpora. First we note that the expression of M5 and M5 have the following form: % Ziv:l ]\ZI'?:1 +B; +B2+ B3+ b.

Effectively there are three kinds of terms: (a) % Zgzl M , (b) By, and (¢)b. Since B, and Bsare permuted versions of
B, they have a similar behavior

= ~ ~ = z !
(@) & Zﬁle M:  The first term difference between M3 and M5 would result in + (M4 — M3 ).

1/ = - 9
< - MNH MY < 2 84
S ANE o

1 = M-
e o - N

1

= ~ !
Note that both M2 and MY are probability tensors.

(b) B;: Based on the minimized expression, the B; term difference between M3 and M. 4 is equal to:

/ b =y (R = Zn = N
Bl—Blzm M) ®(§:1M1)+(Zl 2)®M1 (85)
.y Nfln: Nfln_: _
—a e (3 ) - ( §)®M{V] (86)
n=1 n=1

b = o = 1 N-1 1 N-1 S = /
| =)o i) (s o) e (i )|
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N-1 = N-1 =
Note that ﬁ 21 M7 and ﬁ 21 M3 are probability vectors and matrices, respectively. Thus lemma 30 can be used
n= n—=

to upper bound the /; norm, leading to the following:

bl 4l 4oy 1
B, - B’ <|—2 2)=—— = -
B~ Bl < F2+2) = =~ 5n (88)

(c) b: Based on the minimized expression, the b term difference between M5 and M. 4 is equal to:

_ N-1 N-1
b—b :LN KM{V > M @MP (> M @ MY ®M”) (89)
6(3) m=1,p=1 n=1,p=1
distinct distinct
Nl I~ = ~ ~ ! Nl B~ I~
> M?@M{")@M{V><M1N ®( Y, MreM) (90)
n=1m=1 m=1,p=1
distinct distinct
N-1 N-1 ~
(> M @ MY ®M” (> M1®M1)®Ml>] (91)
n=1,p=1 n=1,m=1
distinct distinct
C(N — 1) SN = N/ 1 N1 S :p
diisti’rzljcti
~ =
+( Z M@ (MY — MY @ MP) (93)
n=1,p=1
distinct
1 Nl S z =N = NI
+ (7(N7 g > MreoM™) e (MY - M) (94)

Similarly, we have probability tensors so we use lemma 30 to bound the /; norm. This results in:

, c(N —1) 6c(N —1) 120 (N —-1)
- <L (242+2)= =
Ib=bl = S22+ )= N " ot Dot D NIV =2 ©3)
Combing the results from (a), (b) and (c¢), we have the following bound:
2 4ag 1 120 (N -1) 1
A — —O(—
SN T ap+2N T (a0t Dlao +2) N(N = 2) oly) 6)
O

G.3. Proof for Theorem 5 (sensitivity for M. 3(W, W, W) )

As explained before, the whitened tensor is denoted as T for simplicity. Therefore we denote the sensitivity of
Ms(W, W, W) as A%(D). Theorem 5 states that A%(D) = O(L)

Noy(M3)3/2

We need the following Lemma to prove Theorem 5.

Lemma 32. HW’—WH < n mA‘{
F = ok(Ma2)\/ow(Mz)—Ay

Proof. We follow an analysis similar to (Anandkumar et al., 2012). Note that the whitening matrix W is defined such that:

WMy W =1 97)
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Analogously for the neighboring corpus,
~ T ~ ~
W' M’y W' =1. (98)

Let I/, denote the perturbation introduced to M, by changing a single record. Because the spectral gap of the perturbation
introduced by modifying a single record is small according to the condition, applying the original whitening matrix to the
neighboring data base moment M’ 5 would lead to a rank k matrix of size k x k. Therefore, WTN 2, kW is a rank k& matrix
of size k x k, which can be factorized as:

WTM 5 W = ADAT (99)

where A are the singular vectors of WT M 2.k W, and D is a diagonal matrix of the corresponding singular values of
WT M’y W. This also leads to W/ = WAD7= AT. Using this, we observe:

HW/ - WH - HW/ - W/AD%ATH - HW/(I—AD%AT)H < HW/ HI—AD%ATH (100)

Now we bound HI - AD%ATH:
HIfAD%ATH: ATAfW’AD%ATH:HIfD% (101)
< |u-pha+oh| < - (102)
= |1 = ADAT|| = ||WT N W — W7 N3 07 (103)
< || M| < HWHQHEMQH (104)

‘We know that
~ 112 1

HW' <! ! ! (106)

< <
Vorrs) — \Jou(0) — 1Banll,  \Jou(Ez) — Ao
Weyl’s theorem was used in the last bound in Equation (106). Bounding the Frobenius norm, would result in the following:
V2k || Eng || < V2kAq
01 (Vo) \ 0 (Vo) — [ Eall  ou(N)yJor(NE2) — A,

where we have used the fact that the /; norm upper bounds the spectral norm of a matrix, since it upper bounds the
Frobenius. O

; (107)

i), < |- ]

Now we are ready to prove Theorem 5.
Proof. M’3 = Mg + Ej.

HM?,(W, W W) = M (W W7, W) | = ([N (W, W W) = MDA W W) = By (W W W) e (108)

HMLDA W W', wZw,w = w) (109)

|||

~ (I3 ~ 113
< s o=+ st o] 10

We have used the fact that the Frobenius norm of the difference between the tensors is bounded above by the /; norm of
the difference Ag. To bound the /; norm of M3 we use an analysis similar to calculating Az. Again we note that the [;
norm upper bounds the Frobenius norm:

n 6ag N n 60 N3
ag+2N -1 (ap+1)(ap+2) N(N—-1)(N —2)

|15 < (111)

1], =
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Combining all the expressions we get:

A+(D) = HM;;(W,W,W) — A (W W W | (112)
N 2 N3
< (1 T 60[0 T 60[0 )
ag+2N -1 (Oé0+1)(040+2)N(N—1)(N—2)
(2k)%2(Ag)® Ask®/? (113)
ok (Mo)3 (0 (Ma) — D2)3/2  (0k(Ma) — Ag)3/2
k3/2
=0(——) (114)
No(Mg)3/2
We see that if N is larger than d3/2, then No,(My)3/2 > 1 as o;(My) is in the order of 1/d. O
G 4. Proof for Theorem 6 (sensitivity of the output of tensor decomposition z;, &; )

Let fi1,..., g and &g, . . ., &y be the results of tensor decomposition before unwhitening. The sensitivity of ji;, denoted
as A (D), and the sensitivity of &, denoted as A5 (D), are both upper bounded by A; (D) < O(kiz) where

YsN (o1 (M2))3/272
0i—0i41
4

Vs = minc [y , 0; is the i*" eigenvalue of M3(W, W, W)

Proof. The proof follows from the result of the simultaneous tensor power method (Theorem 1 in (Wang & Lu, 2017)).
Replacing the original eigenvectors with those resulting from database D leads to tensor M. 3(W, W, W), then the tensor
resulting from corpus D’ with one record changed yields M's(W', W' W') where the spectral norm of the error is upper

bounded by e, if A+ (D) is sufficiently small A= (D) < 2"’\/% . Therefore we get ||;IZ — ﬂ;”2 < L’“?\ﬂ and |a; —a/;| <
2\/%?(13). 0

G.5. Proof for Theorem 7 (sensitivity of the final output 1, ;)

) -
We now prove the sensitivity of the final output y;, o;: A, (D) = O(%Zi}%j)))
. O 2

. . o . _ 2,/ 1
Proof. We point out a number of things. Tensor decomposition outputs are: fi;,&;,¢ € [k], where, a; = 2y (@0t lao

(a0+2)y/o °
In order to recover the desired word topic vector u, we have to “unwhiten” to get the u; and «; before whitening, i.e.

i = \ﬁ(WT )T fi;, where \ﬁ = \/(%oq The sensitivity would be:
a1 — ] < ma H TV W } (115)

ay )
< s § — OV s = i+ —= [[WF = )T+ V) [l = ===} 16)
D O‘i Oéi 7,,/
We note the following:

i P 1 — _ (0+2) = (0 +2) —/ <  (ap+2) as — all <
(i) maxp p |\/07 \/T,‘ maxp p | \/m \/m m maxp p/ |6 — af] <

(c0+2)  2VEAZ(D)
2¢/(c0+1) o Vs

, where the above follows from the simultaneous power iteration method.

(ii) max;ey \/» <3 \/((21721) mMaX;eg] O = \/(% 1(T)
(iii) max ||(W)T)1]| < \/o1(M') < \/01(M2)+A2

(iv) Following an analysis similar to that in 32, we obtain ||WT — (W’)|| < 7M%A
2
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Combining all of this together leads to the following

max || p; — phi]] < Mal(?)MQ\/EA?(D) i (o +2) 01(’?\_) J1(M2)A2

D,D’ 2 (050 + 1)0&0 Vs 2 (Oéo + 1)0&0 Uk(MQ)
2 - 2VEkA=(D
_(%w+2) 01(M2)+A27f (D) (17
2/ (ap + 1)0[() Vs

k2\/ oy (My)
=0 VST VIR (118)

vsNoy'“(Ma)
O

G.6. Proof for Lemma 8

Let LS denote the local sensitivity. We prove a slightly more general version where the construction of LS is (e1,61)-DP,
and it is a valid upper bound with probability > 1 — d3.
Lemma 33. Let LS be the (), local sensitivity of a function f on a fixed data set. Let LS obeys (€1,01)-DP and that

PLS > L~S] < 03 (where the probability is only over the randomness in releasing LS). Then the algorithm releases
f(DATA) + Z(¢,0,LS) that is (¢1 + €2,01 + 02 + 03)-DP, where Z(e3,02,LS) is any way of calibrating the noise for
privacy which takes the local sensitivity as if it is a global sensitivity.

Proof. Let x,2’ be two adjacent data sets and the overall output be O := f(DATA) + Z(e,d2,LS). Let S; C
Range(f), So C R be any measurable sets.

Let E be the measurable set of LS that represents the event that LS > LS.

P[(O,LS) € S x Sylz] (119)
=P[(O,LS) € 1 x (Sy N E)|z] + P[(O,LS) € S; x Sy N E°|z] (120)
<P[(O,LS) € Sy x (So N E)|z] + d5 (121)
<e1TeP[(0,LS) € S; x (S N E)|z'] + 61 + 02 + 05 (122)
<e'T2P[(0,LS) € 1 x Sy|a’] + 01 4 dz + 03 (123)

The fourth line holds due to the fact that under event the F, LS is always a valid upper bound of the local sensitivity,
therefore, conditioning on the o-field induced by F'N.S; for any Ss, O is an (€3, d2)-DP release. By the simple composition
Theorem of (e, §)-DP (Dwork et al., 2014a)[Theorem B.1,], by taking the measurable set of interest to be S; x (S N E),
we have that

P[(O,LS) € 81 x (S2 N E)|z] < e T2P[(O,LS) € S; x (Sy N E)|z'] + 81 + 6,

which wraps up the proof. O
The proof of Lemma 8 is a corollary which takes §; = 0.

G.7. Proof for Sensitivity of singular values o, ()5) (Lemma 9)

Proof. We first prove that the global sensitivity of oy, (Mg) is 1/n. By Weyl’s lemma (Stewart, 1998)[Theorem 1], for any
matrix X, any 4, the singular value |0;(X) — 0;(X + E)| < || E||2. In our case, E is coming from adding or removing one
data point and we know that | E||2 < | E||r < ||E]}1,1 < 2/n, hence the bound.

Now we prove that the global sensitivity of 75 = min;¢ M For any tensor T, we consider a polyadic form or
the so called tensor decomposition form, and denote the singular values as the amplitude of the components in the polyadic
form. As shown in Section G.2, |0;(T) —o:(T +&)| < ||€|| < 1, where £ comes from adding or removing one data point.

O
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H. Utility Proofs
Before starting the utility proofs, we point out a number of things. Tensor decomposition outputs:fi;, &;,i € [k].
Where, o; = %W’ In order to recover the desired word topic vector u, we have to ’reverse whiten’, i.e.
i = \F(WT> i, where \F = %di. We need to establish the distance between the non-differentially
private output and the differentially private output, i.e. Hul — pbf || This can be upper bounded similar to G.5 by the
following:
1
. DP TV || 7. Dp t_ (wPP)t DPyt
s =27l < = IOVl = w2 4+ = W= VR |V 1 (124)
Q; V& Vv VA
For this we frequently need to bound the following: ||ﬂ7 — P — (WDP)TH, ||(WDP ! , 10, - 1
|G — aP”|.
We point out the following facts before preceding.
Fact 34. 1 1 < (0+2) v — (0+2) DP < _ (o042 ;—aPP|.
ac |@ \/oz;"‘Dp‘ - ‘2\/(0404-1)0400[ 2\/(a0+1)a0 | — 2y/(ap+1)a |C¥ i
Fact 35. |[(WT)T|| < y/o1 (D).
Fact36. — — —(00t2 5 < (2042 7).
e Vi 2\/(ao+1)aoa - 2\/(ao+1)aoal(T)
H.1. Perturbation on Mg , Mg Config. 1 (es, e4, eg): Proof for Theorem 10
Similar to the perturbation on (eg, eg). We have that
o1(M) | Bs o
Wt — (WP < - (125)
Ok (Mg)
[WPPY|| < \Jor (V) + | B ol (126)

Now the perturbed tensor can be represented as M:? P = Mg + Es3 g, where Ej3 ¢ is symmetric Gaussian noise that has
been added to the original tensor. Similar to the sensitivity analysis for the whitened tensor, we have that the error ® can
be bounded as follows:

I @lly = |[¥s (W, W7, W) = IR P (WP W 2P WP (127
< |t W = w2 | Bal WP | (128)
Following an analysis similar to bounding ||[WT — (WPP)1||, we get that || W — (WPP)T|| < — Bsell Accord-

- O-k(]ffz),/w

ing to 43 we have that with high probability || F3 || = O(v/dA3T, s,). We note the following ||m — Q?PHQ < %
using the simultaneous power iteration of (Wang & Lu, 2017). Similarly we have |a; — aPP| < w and that

L 1 (a0+2) _ 2VE| 2] : _ , DP (a0+2) T o7 2VE( 2]
|\/(7 \/aiDP| < o This leads to ||u; — pPP||, < 2\/W01(T) o1 (M) =7 = +

oD gy (7) L2l | By | + /o1 (Vo) + || By | ;fot— 2/AI%L,

2y/(ao+1)ao K (M2) 2¢/(c0+1)ag Vs
Based on the bound on ||®|| we have with high probability ||u; — uPF||, = O(X UIV(MZ)IC((N (\ﬁ 0E Teasa)® +
s Ok 2

o1(Ms)d
WTQ;%) + WTGS,% + \/01 M2 + fTﬁs,iss \»{F [(%764,54)3 + WTQ,%} )

H.2. Perturbation on 7 and M, Config. 2(eg, eg): Proof for Theorem 12

This configuration has two properties: the noise level introduced is low because the whitening step reduces the tensor
dimension from Mz € R¥*4xd to T = N5 (W, W, W) € R¥***k_However, even though the dimension of the tensor is
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reduced, unless the whitening tensor (resulting from eigendecomposition over M) is stable, the sensitivity of the whitened

tensor is not necessarily low.

Note that the sensitivity of M, falls with ~ (Theorem 4). Therefore, we expect the sensitivity of Mg(W W, W) to drop
3/2

m), if AQ S O'k(MQ) — Ok+1 (MQ)

Thus, given the spectral gap requirement, the sensitivity of the whitened tensor is Az (D).

with an increasing number of records. As Theorem 5 states, A=(D) = O(

M is used to generate both the whitening and unwhitening matrix, and unlike input perturbation, the sensitivity over M,
and Mg falls as the dataset size increases (Theorem 4). However, an issue with this configuration is that adding noise
to Ms leads to higher noise build up prior to the tensor decomposition. Note that by (43) w.h.p the norm of the error is
O(\/Ea), with o being the variance of the noise (this bound would be v/ko if the noise is added to a symmetric tensor of
size k). Tensor decomposition methods, in particular (Wang & Lu, 2017) require the spectral norm of the perturbation to

the tensor to be lower than a certain threshold. Following arguments similar to (Wang & Anandkumar, 2016), the spectral
norm of the error is O( ) and should be below \f( o Thus €3 should satisfy €3 = Q(%) to establish utility
YsOk
guarantees for tensor decomposmon. Following similar arguments, this time using the bound on the spectral norm of
the noisy matrices, to guarantee utility, the differentially private whitening 7/ and pseudo-inverse W1 should be close to
Vd
(ok(M2)—0k41(M2)N)

their non-differentially private values, which requires both €4 and eg to be ( ). Although, the privacy

parameters have a lower bound of V/d, the bound also falls with i

The spectral norm of the noise added to Mj can be bounded by 42 to be O( Tes,0s) With high probability. Now, if we

have N = Q( Virey s M

m) then with whp we have that | Eg ¢ <

, where || E || is the spectral

— (WbF TH, in a manner similar to establishing
the bounds between ||W — W|| in 32. Following a similar analysis, given that

WT (M)W =1, (129)
WTLPP(NL + Es q)WPP =1, (130)
WT (M, + Es )W = ADAT, (131)
we have that |WT — (WPP)T|| < [|[WT|||[I — D||. We know that |[WT|| < \/ﬁ and ||I — D|| can be bounded as
follows:
1T - D < |[I - ADAT|| < HWT(MQ)kw ~ WT(N, + Es.c) kWH (132)
[Esq|

< WP [[ () — (0 + B )| < WP s ) < 1251 (133

ok (My)

This leads to ||V — (WPP)1|| < Vo)l Becl Ugf:f(;]“’fc;“

Moreover, it is immediate by Weyl’s theorem that ||(WPF)T|| < \/01 (My + Es ) < \/0'1 (Ms) + || Es.gl|-

Finally, by the results of simultaneous power iteration (with an argument similar to Theorem 6), if IV is sufficiently large,

aPP|| < 2\/EHE6,GH

we have that ||ﬂZ — where Ej ¢ is the Gaussian tensor added to the whitened tensor A%(D). An

DP| < 2Vk| Es, GH

identical bound is established for the eigenvalues, i.e. |a; — @ 5

Now we can state the utility:

« ~ « ~ \o1(M2
i — PP < —@0F2 Sy 2R Bl | (a0t VorliB) o

2/ (ap + 1)ag Vs 24/ (a0 + 1)040 or(Ms)
ag + 2 Wk || E.
# gt A o) + 1 o 2L (134
2 Ck() +1 Vs
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We note that w.h.p we have the following bounds on spectral norms of noisy Gaussian matrix and noisy Gaussian tensor.

O(N’fiz/znmgﬁ) and || Eg || = O(%Tssﬁg). This leads to the following utility
Tk

\/01 (M) k25 \/01 (My)d ]25r,
pl"l = Tes.6s T\ 01 (Mz) + L Tcodoy (135)

7' s
~3 2 56756 €8,08 ~3/2
/ O‘k M2 7. No /

S

||Mi -

H.3. Perturbation on the output of tensor decomposition /;,c; and M, Config. 3 (e7, eg): Proof for Theorem 14

This configuration shares edge 8 with the previous. This enables us to borrow the same bounds for the pseudo-inverse WT.
Specifically, we have:

M) || E

it oeyi < Y7 1Bl 136
O'k(MQ)

[(WPPY || < \Jor (V) + | B ol 37

In this method, noise is added directly to the eigenvectors and eigenvalues resulting from the tensor decomposition. There-
fore, we have:

Pt =, +Y, Y ~ N(0,A2 51;) (138)
aP?t = a; +n;, n; ~ N0, A2 5) (139)
where A¢ s = ﬁ—kiﬂn%& with 7, 5. = 7W. This leads to the following bound:
(a0 +2) - - (a0 +2) . \o1(My)
i = 1" || < === (T)\ o1 (M) | Y || + o1(T) 1 Es.cl
2 (Oto + 1)0&0 2 (050 + 1)0&0 (Mg)
ag + 2 <
0D fo (4) + 1B ol (140
2 (Olo + 1)@0
As before w.h.p ||Es | = O(%T%‘,%).The following bounds hold on ||Y'|| and |n;|, because they are a Gaussian vector
and variable. In particular, w.h.p. ||Y]| = O(%TE%&) and |n;| = O(Nfi%n%&). This leads to the following
Ve
o -5 Vo k? Te
utlhty O( : M23/k2: 67,67 + Uk 1]\4]\/[)21V Teg,ég + \/01 M2 fTEg,(Sg ~ Nz3§/72)
H.4. Perturbation on the final output 1;, «; Config. 4 (¢9): Proof for Theorem 16
In this configuration, we add noise proportional to the output’s sensitive
uP? = p; + Z, where Z ~ N(0, A2 5Ty (141)

where AE,S = A#(D)ng,%’ with Teg,69 — @

1Z]| = O(%{Vgﬁk) We have the utility O(%QMQ).

Similar to the previous analysis, since Z is Gaussian, then w.h.p.

I. Some Useful Identities and Theorems

Identity 37 (Square of Sum).

(iaz) Za + Z a;a; (142)

i=1 i=1 i=1,7=1
i#]
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Identity 38 (Cube of Sum).

3 N N,N N,N,N
(Zai> = Z ai +3 Z afaj + Z aja;ag (143)
i=1 i=1 i=1,j=1 i=1,j=1,k=1
i#j i#],j#k ki
Theorem 39 (Weyl’s theorem; Theorem 4.11, p. 204 in (Stewart, 1990)). . Let A, E be given m x n matrices with m > n,
then
mﬁloi(A) —oi(A+ E)| <|El, (144)
1€(n

Theorem 40 (Bound on the norm of a Gaussian Random Variable). Let Z be a Gaussian N'(0,0). Then P[|Z| < t] >
42

1—2e37 forallt > 0’ or alternatively, P[|Z| > o+/2log(1/0)] < forall 0 < 6 < 1.

Theorem 41 (Bound on the norm of a Gaussian Vector). Let Y ~ N(0,01;), then P[||Y |2 > o2(k + 2kt +2t)] < e~

Proof. The proof is immediate from Theorem 2.1 in (Hsu et al., 2012) with A = I, x = 0. O

Theorem 42 (Bound on the spectral norm of a Gaussian Matrix (Tao, 2012)). Let E € R¥*? be a symmetric Gaussian
matrix with elements sampled iid from N'(0, ), then P[|| E||, = O(v/do)] > 1 — negl(d).

Theorem 43 (Bound on the spectral norm of a Gaussian Tensor (Tomioka & Suzuki, 2014)). Let E be a K" order tensor
with each E;, . ;, be sampledi.i.d. from a Gaussian N'(0,0), then P[| E||, < \/802(2521 d;)In(2K/Ky) +In(2/0)] >
1 — 6, where Ko = In(3/2). Note by extension the bound also holds if the tensor is symmetric as well.

e+

Lemma 44 (Laplace tail bound). Let Z be drawn from a Laplace distribution with density 2%67 %, then(Z > t) = %ef
Sorallt > 0, or equivalently Z < blog(1/(26)) with probability at least 1 — § for all 0 < § < 1.



