jContractor : A Reflective Java Library to Support Design By

Contract

Murat Karaorman Urs Hölzle John Bruno

Department of Computer Sci ence,

Universit yof California,

Santa Barbara, CA 93106

{ murat ,urs,bruno}@cs.ucsb.edu http://www.cs.ucsb/{~murat ,~urs,~bruno}

Technical Report TRCS98-31

8 December 1998

Abstract jContractor is a purely library and design- pattern based approach to support Design By

Contract specifications such as preconditions, postconditions, class invariants, and recovery and exception handling in Java. jContractor uses an intuitive naming convention, and standard

Java syntax to instrument Java classes and enforce Design By Contract constructs. The designer of a class specifies a contract by defining protected methods which conform to the jContractor design patterns. jContractor uses Java Reflection to synthesize an instrumented version of a Java class containing jContractor contract specifications. The instrumented version contains code which enforces the Design By Contract specifications.

Programmers enable the run-time enforcement of contracts by either incorporating the jContractor class loader or by instantiating objects directly from the instrumented subclass through the jContractor factory. Programmers can use exactly the same syntax for invoking methods and passing object references regardless of whether contracts are present or not. Since jContractor is purely library-based, it works with any Java implementation and requires no special tools such as modified compilers, modified JVMs , or pre-processors.

1. Introduction

One of the short comings of m ainstream object -oriented languages such as C++ or Java is that class or interface definitions provide onl ya signature-based application interface, much like the AP Is specified for libraries in procedural languages. Method signatures provide limited information about the method: the t ypes of the form al parameters , the t ype of the returned value, and the t ypes of exceptions that maybe thrown. While t ype information is useful, signatures b ythemselves do not capture the essential semantic information about what the method does and promises to deliver, or what conditions must be met in order to use the m ethod successfull y. To acquire this information, the programmer must either anal yz e the source code (if available) or rel yon some externall y communicated speci fication or docum entation, none of which is automaticall ychecked at compile or runtime.

A programmer needs semantic information to correctl ydesi gn or use a cl ass. Me yer introduced Design By Contract, as a wa yto specify the essential semantic inform ation and constraints that govern the desi gn and correct use of a class [M92]. This information includes assertions about the state of the object that hold before and aft er each method call; these assertions are called class invariants , and appl yto the public interface of the class. The information also include s the set of constraints that must be satisfied bya client in order to invoke a particular m ethod. These constraints are specifi c to each method, and are called preconditions of the method. Each precondition specifies conditions on the state of the object and the argument values that must hold prior to invoking the method. Finall y, the programmer needs assertions regarding the state of the object after the execution of a method and the rel ationship of this state to the state of the object just prior to the method invocation. These assertions are called the postconditions of a method. The assertions governing the implementation and the use of a class are collectivel ycalled a contract . Contracts are not necessaril ypart of the implementation code of a class, however, a runtime monitor could check whether contracts are being honored.

In this paper we introduce jContractor , a pure-Java library-based s ystem which supports contracts in Java using a desi gn- pattern [GHJV95] approach.

jContractor supports Design

B yContract without requiring an yspeci al tools such as modified compilers, runtime systems, modified JVMs, or pre-processors, and works with an ypure Java implementation. Therefore, a programmer can take advantage of the Desi gn ByCo nt ract approach b yusing the jContractor libraryand b yfollowing a simple and intuitive set of conventions.

The jContractor libraryimplement ation addresses three ke yissues which arise when adding contracts to Java: how to express preconditions, postconditions and class invariants and incorporate them into a standard Java class definition; how to reference entryvalues of attributes inside postconditions using standard Java s yntax; and how to enforce contracts and report their violations at runtime.

An overview of the jContractor approach to solving these problems is given below:

1. Programmers add contract code to a class in the form of methods ^contract desi gn patterns.~ The jContractor class loader looks for these patterns and rewrites the code to reflect the presence of contracts.

2. The jContractor libraryinstruments the classes that cont ain contract design patterns on the fl yduring class loading or object instantiation. Programmers enabl e the runtime enforcement of contracts either b yengaging the jContractor class loader or by explicitl y instantiating objects from the jContractor object factor y. Programmers can use exactl ythe same s yntax for invoking methods and passing obj ect references regardl ess of whether contracts are present or not .

3. jContractor uses an intuitive naming convention (contract desi gn patterns) for adding preconditions, postconditions, class invariants, recovery and exception handling in the form of protected

methods. This allows the contracts to be distinguished from the functional code. The name and si gnature of each contract method det ermines the actual method with which the cont ract is associ ated.

4. Postconditions and exception handlers can access the old value of an yattribute b y using a static method of a jContractor class, OLD . For example

OLD.value (count) returns the value of the attribute count at method entr y. The code instrumentation arranges for attribute values accessed through the OLD interface to be recorded at function entr y.

2. jContractor Library and Contract Design Patterns jContractor is a purel ylibrar y-based approach to support Desi gn B yContract constructs in standard Java environments. Table 1 contains a summar yof Desi gn ByCo ntract constructs and the ir corresponding design patterns supported b y jContractor . One of the keycontributions of this work is that jContractor supports all Design B yContract principles using a pure-Java , library-only approach . Therefore, an yJava developer can immediatel ystart using Desi gn B yContract without making an ychanges to the test, development, and deplo yment environment after obtaining a cop yof the jContractor classes.

Design By Contract

Construct

Design Pattern Description

Precondition

(Client´s obligation)

protected boolean methodName_PreCondition ( methodSignature)

Evaluated just before methodName with matching signature is executed. If precondition fails the method thro ws PreConditionException witho ut executing the method body.

Postcondition

( Implementor´s promise)

protected boolean methodName_PostCondition ( methodSignature)

Evaluated just before methodName returns

( normal termination ) . If the postcondition fails, the method thro ws PostConditionException instead of returning the result.

Exception Handler

( Implementor´s attempt)

protected Object methodName_OnException (

Exception e) throws Exception

Invoked just after methodName thro ws an

Exception ( abnormal termination ) . T he exception handler provides an opportunity to do recoveryb yrestoring invariants, resetting state, etc.,

Class inva riant

( Implementor´s promise)

protected boolean className_ClassInvariant( )

For each invocation of a public method, m , the class invariant is evaluated once before m is executed and once before m is about to return -- normal termination. If class invariant fails, a

ClassInvariantException is thrown instead of returning the result.

OLD

OLD . value ( attr )

Æ Expr evaluates to value of attr on method

entr y. OLD methods can only be used inside,

postcondition and exceptio n handler methods;

attr can be anyclass attribute or for mal

argument.

Table 1. Summary of jContractor Design By Contract Constructs

A programmer writes a contract bytaking a class or method name, sa y put , then

appending a suffix depending on the t ype of constraint, sa y _ PreCondition

, to write

the put _PreCondition.

Then the programmer writes the method bod ydescribing

the precondition. The method can access both the arguments of the put method with the

identical signature, and the attributes of the class. When jContractor instrumentation is

engaged at runtime, the precondition gets checked each time the put method is called,

and the call throws an exception if the precondition fails.

The code fragment in Figure 1 shows a jContractor

- based implementation of the put

method for the Dictionary class . C ontract specifications are shown in Table 2 for

inserting an element into the dictionary , a table of bounded capacitywhere each element

is identified bya certain character string used as key.

class Dictionary . . {

Object put (Object x, String key)

{

putBody();

}

protected boolean put_PreCondition (Object x, String key)

{

return ( (count <= capacity)

&& (! key.empty) );

}

protected boolean put_PostCondition (Object x, String key)

{

return ( (has (x))

&& ( item (key) == x)

&& ( count == OLD . value (count) + 1) )

}

protected Object put_OnException ( Exception e )

throws Exception

{

OLD . restore (count); //

throw e ; // rethrow exception.

}

protected boolean Dictionary_ClassInvariant () {

return (count >= 0);

}

. . .

}

Figure 1. Dictionary Class Implementing Contract for put Method.

Obligations Benefits

Client

(Must ensure precondition)

Mak e sure table is not full

& k eyis a non-em ptystr ing

(May benefit from postcondition)

Get updated table where the given

elem ent now appears, associated

with the given k ey.

Supplier (Must ensure postcondition)

Record given elem ent in table,

associated with given k ey.

( May assume precondition)

No need to do an ything if table

given is full, or k eyis em ptystring.

Table 2. Contract Specification for Inserting Element to Dictionary

2.1 Enabling Contracts During Method Invocation

In order to enforce contract specifications at run-time, the contractor object must be

instantiated from an instrumented class. This can be accomplished in two possible ways:

(1) use the jContractor class loader which instruments all classes containing contracts

during class loading; (2) use a factor ystyle instantiation using the jContractor library .

The simplest and preferred method is to use the jContractor class loader , since this

requires no changes to a client´s code. The following code segment shows how a client

declares, instantiates, and then uses a Dictionary object, dict

. The client´s code

remains unchanged whether jContractor runtime instrumentation is used or not:

Dictionary dict ; // Dictionary (Figure-1) defines contracts.

dict = new Dictionary(); // instantiates dict from instrumented or non- instrumented

// class depending on whether jContrac tor classloader is engaged.

dict . put (obj1, ^ name1 ~); // If jContractor is enabled, put-contracts are enforced , i.e.,

// contrac t violations result in an exception being thrown .

The second approach uses the jContractor object factor y, b yinvoking its New method.

The factor yinstantiation can be used when the client´s application must use a custom (or

third party) class loader and cannot use jContractor class loader . This approach also gives

more explicit control to the client over when and which objects to instrument. Following

code segment shows the client´s code using jContractor factoryto instantiate an

instrumented Dictionary object, dict :

dict = (Dictionary) jContractor . New (^ Dictionary ~);

// dict always instantiated from instrumented Dictionary

dict . put (obj1, ^ name1 ~); // put-contracts are enforced

S yntactically, an yclass containing jContractor design-pattern constructs is still a pure

Java class . From a client´s perspective , both instrumented and non-instrumented

instantiations are still

Dictionary objects and theycan be used interchangeabl y, since

theyboth provide the same interface and functionality. The onl ysemantic difference in their behavior is that the execution of instrumented methods results in evaluating the

contract assertions, (e.g.,

put_PreCondition

) and throwing a Java runtime exception

if the assertion fails.

Java allows method overloading . jContractor supports this feature b yassociating each

method variant with the pre- and postcondition functions with the matching argument

signatures.

For an yclass method, say f oo, if the class does not define or inherit an y boolean

method bythe name, foo_PreCondition with the same argument signature, then

implicitlythe precondition for the foo method is considered ^ true

~. The same

^default~ rule also applies to the postconditions and class invariants.

2.2

Design Patterns for Preconditions, Postconditions and Class Invariants

The following design patterns summarize the construction of name and signatures for

contract methods:

Precondition : protected boolean methodName + ^_ PreCondition~ + ( < arg-list> )

Postcondition : protected boolean methodName + ^_ PostCondition~ + ( < arg-list > )

ClassInvariant : protected boolean className + ^ _ ClassInvariant ~ + ( )

Each construct´s method bod yevaluates a boolean result and ma ycontain references to

the object´s internal state with the same scope and access rules as the original method.

Pre- and postcondition methods can also use the original method´s formal arguments in

expressions. Additionally, postcondition expressions can refer to the old values of

object´s attributes using static accessor methods of OLD class as explained further below.

jContractor constructs the precondition expression for a method b ylogical- OR´ing it

with all preconditions for that method that are inherited from the parent class. This

prevents a subclass from strengthening its parent precondition s .

Similarly, postconditions (and class invariants), are evaluated as the logical-AND of the

current class´s postconditions (class invariant) with those that are inherited from the

parent classes . This prevents the weakening of parent´s postconditions or invariants by a

subclass.

2.3

Exception Contracts

The postcondition for a method describes the contractual obligations of the contractor

object onlywhen the method terminates successfully. When a method terminates

abnormallydue to some exception, it is not required for the contractor to ensure that the

postcondition holds. It is ver ydesirable, however, for the contracting (supplier) objects to

be able to specif ywhat conditions must still hold true in these situations, and to get a

chance to restore the state to reflect this.

jContractor supports the specification of general or specialized exception handling code

for methods. The instrumented method contains wrapper code to catch exceptions thrown

inside the original method bod y. If the contracts include an exception-handler method for

the type of exception caught b ythe wrapper, the exception handler code gets executed.

If exception handlers are defined for a particular method, each exception handler must

either re- throw the handled exception or compute and return a valid result. If the

exception is re-thrown no further evaluation of the postconditions or class- invariants is

carried out. If the handler is able to recover b ygenerating a new result, the postcondition

and class-invariant checks are performed before the result is returned, as if the method

had terminated successfull y.

The exception handler method´s name is obtained b yappending the suffix,

^_ OnException~

, to the method´s name. The method takes a single argument whose

type belongs to either one of the exceptions that maybe thrown b ythe original method,

or to a more general exception class. The bod yof the exception handler can include

arbitrar yJava statements and refer to the object´s internal state using the same scope and

access rules as the original method itself. The jContractor approach is more flexible than

the Eiffel ^rescue~ mechanism because separate handlers can be written for different

type s of exceptions and more information can be made available to the handler code

using the exception object which is passed to the handler method.

2.4 Supporting OLD Values and Recovery

jContractor is able to support Design B yContract st yle postcondition expressions in

which one can refer to the ^ old ~ state of the object just prior to the method´s invocation

using a clean and safe instrumentation ^trick~. We introduce a new class, OLD , with a

static method, value , which allows us to mimic the Eiffel ke yword, old . In the

postcondition of the put method, the subexpression:

( count == OLD . value (count) + 1)

illustrates the use of the OLD class interface to access the ^old~ value of the object´s

^ count

~ attribute. Here the old value refers to the value of the variable, count

, at the

point just before the put-method began to execute.

To emulate this behavior, jContractor generates code to save all attributes accessed in the

method´s postconditions or exception handlers using OLD . jContractor then replaces all

OLD. value ( attr ) expressions bysimple variable expressions referring to the

temporar yvariables used to record the method entry value of the attribute.

It is also possible for an exception handler or postcondition method to revert the state of

attr to its old value by:

attr = OLD. value ( attr ) ;

This maybe used as a basic recover ymechanism to restore the state of the object when

an invariant or postcondition is found to be violated or within an exception-handler .

2.5 Contract Specifications for Interfaces.

Java

interface s can onlybe used to declare method names and signatures. Since

jContractor contracts are written as method declarations, it is impossible to include them

^inside~ an interface declaration. Nevertheless, it is desirable to write contracts for an

interface. jContractor allows interface contracts to be externallyprovided as a separate

class, adhering to certain naming conventions and design patterns. For example, consider

the

interface IX and the class C which implement s this interface. The class

IX_ CONTRACT

, contains the pre- and postconditions for the methods in IX . jContractor

finds contract implementation classes for interfaces using the naming convention of

appending ^ _CONTRACT

~ to the interface name. Methods defined in the contract class

are used to instrument the class ^implementing~ the interface .

Contracts for interface classes can onl yinclude pre- and postconditions, and can onl y

express constraints about the method arguments, without an yreferences to the object

state. If the implementation class also specifies a precondition for the same method, the

conditions are logical- OR ´ed during instrumentation (similar to the inherited conditions.)

Similarly , postconditions are combined using logical-AND .

interface IX {

int foo (< args>);

}

class IX_CONTRACT {

protected boolean foo_PreCondition (< args>) { . . . }

protected boolean foo_PostCondition (< args>) { . . . }

}

class C . . .

implements IX ;

{

. . .

int foo (< args>) { . . . }

. . .

}

The following is a client code snippet where an IX contractor object is instantiated using

the jContractor and the implementing class, C :

IX ixObj = (IX) new C () ;

. . .

ixObj . foo (�); // pre & postcondition contracts

// defined by IX_CONTRACT are enforced

3. Design and Implementation of jContractor

The jContractor package uses the Java Reflection mechanism to detect Design By

Contract patterns during object instantiation or class loading. Classes containing contract

patterns are instrumented on the fl yusing the jContractor library. We begin with

explaining how instrumentation of a class is done using the two different mechanisms

explained in section 2.1. The rest of this section explains the details of the

instrumentation algorithm.

The primar yinstrumentation technique uses the jContractor class loader to transparently

instrument classes during class loading. The scenario depicted in Figure 2 illustrates how

the jContractor

Class Loader obtains instrumented class byte-codes from the jContractor

instrumentor while loading the class, Foo . The jContractor class loader is engaged when

launching the Java application . The instrumentor is passed the name of the class b ythe

class loader and in return it searches the compiled class, Foo , for jContractor contract

patterns. If the class implements contract methods the instrumentor makes a cop yof the

class byte-codes, modifying the public methods with wrapper code to check contract

violations, and returns the modified b yte-codes to the class loader. Otherwise, it returns

the original class without an ymodification. The object instantiated from the instrumented

class is shown as the Foo * object in the diagram, to highlight the fact that it is

instrumented, but syntacticallyit is a Foo object.

If the command line argument for

jContractor is not present when starting up the

application , the user´s own (or the default) class loader is used, which effectivel yturns

off the jContractor instrumentation. Since contract methods are separate from the public

methods, the program´s behavior remains exactlythe same except for the runtime

checking of contract violations. This is the preferred technique since the client´s code is

essentiallyunchanged and all that the supplier has to do is to add the jContractor contract

methods to the class.

// Client code

Foo f ;

. . .

f = new Foo ( );

. . .

// f is instrumented

T res = f .

m ( );

jContractor

ClassLoader class Foo

{ �

T m ( ) { �}

protected boolean

m _PreCondition( ) {�}

� m _PostCondition( ) {�}

� Foo_ClassInvariant ( ) {�}

} class Foo

// Instrumented version

{ �

T m () {

// additional checks

// for pre, post cond´s

// and invariants

}

}

jContractor

Instrumentor

Foo

^ Foo~

Foo*

Foo*

object

Figure 2. jContractor Class Load er based Instrumentation

Byte codes

The alternative technique is a factor ystyle object instantiation using the jContractor

librar y´s New method. New takes a class name as argument and returns an instrumented

object conforming to the t ype of requested class . Using this approach the client explicitly

instructs jContractor to instrument a class and return an instrumented instance. The

factor yapproach does not require engaging the jContractor class loader and is safe to use

with anypure-Java class loader. The example in Figure 3 illustrates the factor ystyle

instrumentation and instantiation using the class Foo . The client invokes

jContractor . New() with the name of the class, ^ Foo ~. The New method uses the

jContractor

Instrumentor to create a subclass of Foo , with the name, Foo_ Contractor

which now contains the instrumented version of Foo. New instantiates and returns a

Foo_Contractor object to the client. When the client invokes methods of the returned

object as a Foo object, the instrumented methods in Foo_Contractor get called due to the

polymorphic assignment and the d ynamic binding of methods in Java.

The remainder of this section contains details of the instrumentation algorithm for

individual jContractor constructs.

3.1 Method Instrumentation

jContractor instruments contractor objects using a simple code rewriting technique.

Figure 4 illustrates the high level view of how code segments get copied from original

class methods into the target instrumented version. Two basic transformations are applied

to the original method bod y . First,

return statements are replaced b yan assignment

// client code

Foo f ;

�

f = ( Foo) jContractor .

New ( ^ Foo ~);

. . .

// m() is instrumented

T res = f . m ( );

class Foo

{ �

T m ( ) { �}

protected boolean

m _PreCondition( ) {�}

� m _PostCondition( ) {�}

� Foo_ClassInvariant ( ) {�}

} class

Foo_Contractor

extends Foo

implements Contractor

{ �

T m () {

// additional checks

// for pre/ post cond´s

// and invariants

}

} jContractor

Instrumentor

^ Foo~

Figure 3

jContractor

Factory Style Instrumentation and Instantiation

Byte codes

class jContractor {

�

Object

New ( String className ) {

if ( Instrument ( className ))

return

( Instantiate ( className

+ ~_Contractor~ ));

}

. . .

Object

Instantiate ( String className ) { � }

boolean

Instrument ( String className) { � }

�

}

^ Foo~

Foo_Contractor

Object class

Foo // In stru me nte d ver sio n //

{

T m ( < ar gL ist>) {

return Result

} class Foo

{ �

prot ecte d bo ol ea n

m _Pr eCo ndit ion (< arg List) {

}

T m ( < ar gList >) {

}

O bject m _OnE xc ept ion ( E e) {

}

prot ecte d bo ol ea n

m _P ost Con diti on ( < ar gL ist>) {

}

pr otect ed b oo le an

Fo o_Cl a ssI nv ari ant ( ) {

}

}

Method

BODY

PreCond

PostCond

Invariant

Ex- Hdlr

Check