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Outline

• Per-instance DP

• An example with linear regression

• pDP on Graphs

* I prepared the slides in a rush… sorry for the missing references.
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How do we choose ε?

• No standard/guidelines.

• Need ε < 1: Quote Frank McSherry
• “Anything much bigger than one is not a very reassuring guarantee. Using an epsilon value of 14 per day 

strikes me as relatively pointless.”

• It’s typical to use a larger ε in applications
• Including some deployed DP systems

• A reasonable sentiment: DP is a worst-case guarantee
• the actual privacy guarantee could be substantially better.
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Recall the definition of DP

• Differential Privacy:

sup
Z,Z0:d(Z,Z0)1

sup
h2H

log
ph⇠A(Z)(h)

ph⇠A(Z0)(h)
 ✏

4

“I get to choose the worst pair of adjacent data sets.”

“I also get to choose any outcome.”
Approx DP, CDP, Renyi DP
and so on.
Privacy r.v.: ε(output)



Per-instance DP: ε(Dataset, Individual)

• Definition: A is ε-pDP on (Z,z) if

• a strict generalization
• Measures the privacy loss a specific person z suffers from running A on a

specific data set Z.
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sup
Z,Z0:d(Z,Z0)1

sup
h2H

log
ph⇠A(Z)(h)

ph⇠A(Z0)(h)
 ✏

“I can observe the data but cannot change it.”



Per-instance sensitivity

• The per instance sensitivity of function f

• Global sensitivity : max over (Z,z)

• Local sensitivity: fix Z, max over z

6

�k·k⇤(f, Z, z) = kf(Z)� f([Z, z])k⇤



Example: Linear regression

• Unbounded global sensitivity!

• Let’s do ridge regression

• And add noise to the output.

• Data matrix

• Response vector

• How do we release:

X = [xT
1 , x

T
2 , ..., x

T
n ]

T
<latexit sha1_base64="MNHUHRXOuup8n9+5PStUQAOUhcE=">AAACB3icbZBNS8MwGMfT+TbnW9WjIMEheBilHYJehKEXjxO6F6hdSbN0C0vTkqSyMXbz4lfx4kERr34Fb34bs60H3Xwg5Mf//zwkzz9MGZXKtr+Nwsrq2vpGcbO0tb2zu2fuHzRlkglMGjhhiWiHSBJGOWkoqhhpp4KgOGSkFQ5upn7rgQhJE+6qUUr8GPU4jShGSkuBedyGV9AbBk7HrcBhUNWXZVmVYcA7rt9xA7NsW/as4DI4OZRBXvXA/LrvJjiLCVeYISk9x06VP0ZCUczIpHSfSZIiPEA94mnkKCbSH8/2mMBTrXRhlAh9uIIz9ffEGMVSjuJQd8ZI9eWiNxX/87xMRZf+mPI0U4Tj+UNRxqBK4DQU2KWCYMVGGhAWVP8V4j4SCCsdXUmH4CyuvAzNquVovjsv167zOIrgCJyAM+CAC1ADt6AOGgCDR/AMXsGb8WS8GO/Gx7y1YOQzh+BPGZ8/vuyWsA==</latexit><latexit sha1_base64="MNHUHRXOuup8n9+5PStUQAOUhcE=">AAACB3icbZBNS8MwGMfT+TbnW9WjIMEheBilHYJehKEXjxO6F6hdSbN0C0vTkqSyMXbz4lfx4kERr34Fb34bs60H3Xwg5Mf//zwkzz9MGZXKtr+Nwsrq2vpGcbO0tb2zu2fuHzRlkglMGjhhiWiHSBJGOWkoqhhpp4KgOGSkFQ5upn7rgQhJE+6qUUr8GPU4jShGSkuBedyGV9AbBk7HrcBhUNWXZVmVYcA7rt9xA7NsW/as4DI4OZRBXvXA/LrvJjiLCVeYISk9x06VP0ZCUczIpHSfSZIiPEA94mnkKCbSH8/2mMBTrXRhlAh9uIIz9ffEGMVSjuJQd8ZI9eWiNxX/87xMRZf+mPI0U4Tj+UNRxqBK4DQU2KWCYMVGGhAWVP8V4j4SCCsdXUmH4CyuvAzNquVovjsv167zOIrgCJyAM+CAC1ADt6AOGgCDR/AMXsGb8WS8GO/Gx7y1YOQzh+BPGZ8/vuyWsA==</latexit><latexit sha1_base64="MNHUHRXOuup8n9+5PStUQAOUhcE=">AAACB3icbZBNS8MwGMfT+TbnW9WjIMEheBilHYJehKEXjxO6F6hdSbN0C0vTkqSyMXbz4lfx4kERr34Fb34bs60H3Xwg5Mf//zwkzz9MGZXKtr+Nwsrq2vpGcbO0tb2zu2fuHzRlkglMGjhhiWiHSBJGOWkoqhhpp4KgOGSkFQ5upn7rgQhJE+6qUUr8GPU4jShGSkuBedyGV9AbBk7HrcBhUNWXZVmVYcA7rt9xA7NsW/as4DI4OZRBXvXA/LrvJjiLCVeYISk9x06VP0ZCUczIpHSfSZIiPEA94mnkKCbSH8/2mMBTrXRhlAh9uIIz9ffEGMVSjuJQd8ZI9eWiNxX/87xMRZf+mPI0U4Tj+UNRxqBK4DQU2KWCYMVGGhAWVP8V4j4SCCsdXUmH4CyuvAzNquVovjsv167zOIrgCJyAM+CAC1ADt6AOGgCDR/AMXsGb8WS8GO/Gx7y1YOQzh+BPGZ8/vuyWsA==</latexit><latexit sha1_base64="MNHUHRXOuup8n9+5PStUQAOUhcE=">AAACB3icbZBNS8MwGMfT+TbnW9WjIMEheBilHYJehKEXjxO6F6hdSbN0C0vTkqSyMXbz4lfx4kERr34Fb34bs60H3Xwg5Mf//zwkzz9MGZXKtr+Nwsrq2vpGcbO0tb2zu2fuHzRlkglMGjhhiWiHSBJGOWkoqhhpp4KgOGSkFQ5upn7rgQhJE+6qUUr8GPU4jShGSkuBedyGV9AbBk7HrcBhUNWXZVmVYcA7rt9xA7NsW/as4DI4OZRBXvXA/LrvJjiLCVeYISk9x06VP0ZCUczIpHSfSZIiPEA94mnkKCbSH8/2mMBTrXRhlAh9uIIz9ffEGMVSjuJQd8ZI9eWiNxX/87xMRZf+mPI0U4Tj+UNRxqBK4DQU2KWCYMVGGhAWVP8V4j4SCCsdXUmH4CyuvAzNquVovjsv167zOIrgCJyAM+CAC1ADt6AOGgCDR/AMXsGb8WS8GO/Gx7y1YOQzh+BPGZ8/vuyWsA==</latexit>

✓ = (XTX)�1XT y
<latexit sha1_base64="FrPeAN7MqCaFn99i5sBJgyrrXIA=">AAACA3icbZDLSsNAFIYnXmu9Rd3pZrAIdWFJRNCNUHTjskIvgTYtk+mkHTq5MHMihFBw46u4caGIW1/CnW/jtM1CW38Y+PjPOZw5vxcLrsCyvo2l5ZXVtfXCRnFza3tn19zbb6ookZQ1aCQi6XhEMcFD1gAOgjmxZCTwBGt5o9tJvfXApOJRWIc0Zm5ABiH3OSWgrZ552IEhA4Kvcdnp1p3TbnZmj7FGnPbMklWxpsKLYOdQQrlqPfOr049oErAQqCBKtW0rBjcjEjgVbFzsJIrFhI7IgLU1hiRgys2mN4zxiXb62I+kfiHgqft7IiOBUmng6c6AwFDN1ybmf7V2Av6Vm/EwToCFdLbITwSGCE8CwX0uGQWRaiBUcv1XTIdEEgo6tqIOwZ4/eRGa5xVb8/1FqXqTx1FAR+gYlZGNLlEV3aEaaiCKHtEzekVvxpPxYrwbH7PWJSOfOUB/ZHz+APUalcg=</latexit><latexit sha1_base64="FrPeAN7MqCaFn99i5sBJgyrrXIA=">AAACA3icbZDLSsNAFIYnXmu9Rd3pZrAIdWFJRNCNUHTjskIvgTYtk+mkHTq5MHMihFBw46u4caGIW1/CnW/jtM1CW38Y+PjPOZw5vxcLrsCyvo2l5ZXVtfXCRnFza3tn19zbb6ookZQ1aCQi6XhEMcFD1gAOgjmxZCTwBGt5o9tJvfXApOJRWIc0Zm5ABiH3OSWgrZ552IEhA4Kvcdnp1p3TbnZmj7FGnPbMklWxpsKLYOdQQrlqPfOr049oErAQqCBKtW0rBjcjEjgVbFzsJIrFhI7IgLU1hiRgys2mN4zxiXb62I+kfiHgqft7IiOBUmng6c6AwFDN1ybmf7V2Av6Vm/EwToCFdLbITwSGCE8CwX0uGQWRaiBUcv1XTIdEEgo6tqIOwZ4/eRGa5xVb8/1FqXqTx1FAR+gYlZGNLlEV3aEaaiCKHtEzekVvxpPxYrwbH7PWJSOfOUB/ZHz+APUalcg=</latexit><latexit sha1_base64="FrPeAN7MqCaFn99i5sBJgyrrXIA=">AAACA3icbZDLSsNAFIYnXmu9Rd3pZrAIdWFJRNCNUHTjskIvgTYtk+mkHTq5MHMihFBw46u4caGIW1/CnW/jtM1CW38Y+PjPOZw5vxcLrsCyvo2l5ZXVtfXCRnFza3tn19zbb6ookZQ1aCQi6XhEMcFD1gAOgjmxZCTwBGt5o9tJvfXApOJRWIc0Zm5ABiH3OSWgrZ552IEhA4Kvcdnp1p3TbnZmj7FGnPbMklWxpsKLYOdQQrlqPfOr049oErAQqCBKtW0rBjcjEjgVbFzsJIrFhI7IgLU1hiRgys2mN4zxiXb62I+kfiHgqft7IiOBUmng6c6AwFDN1ybmf7V2Av6Vm/EwToCFdLbITwSGCE8CwX0uGQWRaiBUcv1XTIdEEgo6tqIOwZ4/eRGa5xVb8/1FqXqTx1FAR+gYlZGNLlEV3aEaaiCKHtEzekVvxpPxYrwbH7PWJSOfOUB/ZHz+APUalcg=</latexit><latexit sha1_base64="FrPeAN7MqCaFn99i5sBJgyrrXIA=">AAACA3icbZDLSsNAFIYnXmu9Rd3pZrAIdWFJRNCNUHTjskIvgTYtk+mkHTq5MHMihFBw46u4caGIW1/CnW/jtM1CW38Y+PjPOZw5vxcLrsCyvo2l5ZXVtfXCRnFza3tn19zbb6ookZQ1aCQi6XhEMcFD1gAOgjmxZCTwBGt5o9tJvfXApOJRWIc0Zm5ABiH3OSWgrZ552IEhA4Kvcdnp1p3TbnZmj7FGnPbMklWxpsKLYOdQQrlqPfOr049oErAQqCBKtW0rBjcjEjgVbFzsJIrFhI7IgLU1hiRgys2mN4zxiXb62I+kfiHgqft7IiOBUmng6c6AwFDN1ybmf7V2Av6Vm/EwToCFdLbITwSGCE8CwX0uGQWRaiBUcv1XTIdEEgo6tqIOwZ4/eRGa5xVb8/1FqXqTx1FAR+gYlZGNLlEV3aEaaiCKHtEzekVvxpPxYrwbH7PWJSOfOUB/ZHz+APUalcg=</latexit>

✓� = (XTX + �I)�1XT y
<latexit sha1_base64="a6Mi+98LTNql8tzBstKHLeCaknY=">AAACF3icbVDLSgMxFM34rPU16tJNsAgVscyIoBuh6EZ3FfqCdjpk0kwbmnmQ3BHK0L9w46+4caGIW935N6btCNp6IHA45x5u7vFiwRVY1pexsLi0vLKaW8uvb2xubZs7u3UVJZKyGo1EJJseUUzwkNWAg2DNWDISeII1vMH12G/cM6l4FFZhGDMnIL2Q+5wS0JJrltrQZ0DcttCZLsGXuNjsVJv4GP8ot0ed9MQeYS3joWsWrJI1AZ4ndkYKKEPFNT/b3YgmAQuBCqJUy7ZicFIigVPBRvl2olhM6ID0WEvTkARMOenkrhE+1EoX+5HULwQ8UX8nUhIoNQw8PRkQ6KtZbyz+57US8C+clIdxAiyk00V+IjBEeFwS7nLJKIihJoRKrv+KaZ9IQkFXmdcl2LMnz5P6acnW/O6sUL7K6sihfXSAishG56iMblAF1RBFD+gJvaBX49F4Nt6M9+nogpFl9tAfGB/f8hedPQ==</latexit><latexit sha1_base64="a6Mi+98LTNql8tzBstKHLeCaknY=">AAACF3icbVDLSgMxFM34rPU16tJNsAgVscyIoBuh6EZ3FfqCdjpk0kwbmnmQ3BHK0L9w46+4caGIW935N6btCNp6IHA45x5u7vFiwRVY1pexsLi0vLKaW8uvb2xubZs7u3UVJZKyGo1EJJseUUzwkNWAg2DNWDISeII1vMH12G/cM6l4FFZhGDMnIL2Q+5wS0JJrltrQZ0DcttCZLsGXuNjsVJv4GP8ot0ed9MQeYS3joWsWrJI1AZ4ndkYKKEPFNT/b3YgmAQuBCqJUy7ZicFIigVPBRvl2olhM6ID0WEvTkARMOenkrhE+1EoX+5HULwQ8UX8nUhIoNQw8PRkQ6KtZbyz+57US8C+clIdxAiyk00V+IjBEeFwS7nLJKIihJoRKrv+KaZ9IQkFXmdcl2LMnz5P6acnW/O6sUL7K6sihfXSAishG56iMblAF1RBFD+gJvaBX49F4Nt6M9+nogpFl9tAfGB/f8hedPQ==</latexit><latexit sha1_base64="a6Mi+98LTNql8tzBstKHLeCaknY=">AAACF3icbVDLSgMxFM34rPU16tJNsAgVscyIoBuh6EZ3FfqCdjpk0kwbmnmQ3BHK0L9w46+4caGIW935N6btCNp6IHA45x5u7vFiwRVY1pexsLi0vLKaW8uvb2xubZs7u3UVJZKyGo1EJJseUUzwkNWAg2DNWDISeII1vMH12G/cM6l4FFZhGDMnIL2Q+5wS0JJrltrQZ0DcttCZLsGXuNjsVJv4GP8ot0ed9MQeYS3joWsWrJI1AZ4ndkYKKEPFNT/b3YgmAQuBCqJUy7ZicFIigVPBRvl2olhM6ID0WEvTkARMOenkrhE+1EoX+5HULwQ8UX8nUhIoNQw8PRkQ6KtZbyz+57US8C+clIdxAiyk00V+IjBEeFwS7nLJKIihJoRKrv+KaZ9IQkFXmdcl2LMnz5P6acnW/O6sUL7K6sihfXSAishG56iMblAF1RBFD+gJvaBX49F4Nt6M9+nogpFl9tAfGB/f8hedPQ==</latexit><latexit sha1_base64="a6Mi+98LTNql8tzBstKHLeCaknY=">AAACF3icbVDLSgMxFM34rPU16tJNsAgVscyIoBuh6EZ3FfqCdjpk0kwbmnmQ3BHK0L9w46+4caGIW935N6btCNp6IHA45x5u7vFiwRVY1pexsLi0vLKaW8uvb2xubZs7u3UVJZKyGo1EJJseUUzwkNWAg2DNWDISeII1vMH12G/cM6l4FFZhGDMnIL2Q+5wS0JJrltrQZ0DcttCZLsGXuNjsVJv4GP8ot0ed9MQeYS3joWsWrJI1AZ4ndkYKKEPFNT/b3YgmAQuBCqJUy7ZicFIigVPBRvl2olhM6ID0WEvTkARMOenkrhE+1EoX+5HULwQ8UX8nUhIoNQw8PRkQ6KtZbyz+57US8C+clIdxAiyk00V+IjBEeFwS7nLJKIihJoRKrv+KaZ9IQkFXmdcl2LMnz5P6acnW/O6sUL7K6sihfXSAishG56iMblAF1RBFD+gJvaBX49F4Nt6M9+nogpFl9tAfGB/f8hedPQ==</latexit>

y = [y1, ..., yn]
T

<latexit sha1_base64="IU401YfPGvoBYXYPGtAlx91eZcU=">AAAB/HicbZDLSsNAFIZP6q3WW7VLN4NFcFFCIoJuhKIblxV6gzaGyXTSDp1MwsxECKG+ihsXirj1Qdz5Nk4vC239YeDjP+dwzvxBwpnSjvNtFdbWNza3itulnd29/YPy4VFbxakktEViHstugBXlTNCWZprTbiIpjgJOO8H4dlrvPFKpWCyaOkuoF+GhYCEjWBvLL1cydI16me/WbNuuZb7wHpp+uerYzkxoFdwFVGGhhl/+6g9ikkZUaMKxUj3XSbSXY6kZ4XRS6qeKJpiM8ZD2DAocUeXls+Mn6NQ4AxTG0jyh0cz9PZHjSKksCkxnhPVILdem5n+1XqrDKy9nIkk1FWS+KEw50jGaJoEGTFKieWYAE8nMrYiMsMREm7xKJgR3+cur0D63XcP3F9X6zSKOIhzDCZyBC5dQhztoQAsIZPAMr/BmPVkv1rv1MW8tWIuZCvyR9fkD4XqS+g==</latexit><latexit sha1_base64="IU401YfPGvoBYXYPGtAlx91eZcU=">AAAB/HicbZDLSsNAFIZP6q3WW7VLN4NFcFFCIoJuhKIblxV6gzaGyXTSDp1MwsxECKG+ihsXirj1Qdz5Nk4vC239YeDjP+dwzvxBwpnSjvNtFdbWNza3itulnd29/YPy4VFbxakktEViHstugBXlTNCWZprTbiIpjgJOO8H4dlrvPFKpWCyaOkuoF+GhYCEjWBvLL1cydI16me/WbNuuZb7wHpp+uerYzkxoFdwFVGGhhl/+6g9ikkZUaMKxUj3XSbSXY6kZ4XRS6qeKJpiM8ZD2DAocUeXls+Mn6NQ4AxTG0jyh0cz9PZHjSKksCkxnhPVILdem5n+1XqrDKy9nIkk1FWS+KEw50jGaJoEGTFKieWYAE8nMrYiMsMREm7xKJgR3+cur0D63XcP3F9X6zSKOIhzDCZyBC5dQhztoQAsIZPAMr/BmPVkv1rv1MW8tWIuZCvyR9fkD4XqS+g==</latexit><latexit sha1_base64="IU401YfPGvoBYXYPGtAlx91eZcU=">AAAB/HicbZDLSsNAFIZP6q3WW7VLN4NFcFFCIoJuhKIblxV6gzaGyXTSDp1MwsxECKG+ihsXirj1Qdz5Nk4vC239YeDjP+dwzvxBwpnSjvNtFdbWNza3itulnd29/YPy4VFbxakktEViHstugBXlTNCWZprTbiIpjgJOO8H4dlrvPFKpWCyaOkuoF+GhYCEjWBvLL1cydI16me/WbNuuZb7wHpp+uerYzkxoFdwFVGGhhl/+6g9ikkZUaMKxUj3XSbSXY6kZ4XRS6qeKJpiM8ZD2DAocUeXls+Mn6NQ4AxTG0jyh0cz9PZHjSKksCkxnhPVILdem5n+1XqrDKy9nIkk1FWS+KEw50jGaJoEGTFKieWYAE8nMrYiMsMREm7xKJgR3+cur0D63XcP3F9X6zSKOIhzDCZyBC5dQhztoQAsIZPAMr/BmPVkv1rv1MW8tWIuZCvyR9fkD4XqS+g==</latexit><latexit sha1_base64="IU401YfPGvoBYXYPGtAlx91eZcU=">AAAB/HicbZDLSsNAFIZP6q3WW7VLN4NFcFFCIoJuhKIblxV6gzaGyXTSDp1MwsxECKG+ihsXirj1Qdz5Nk4vC239YeDjP+dwzvxBwpnSjvNtFdbWNza3itulnd29/YPy4VFbxakktEViHstugBXlTNCWZprTbiIpjgJOO8H4dlrvPFKpWCyaOkuoF+GhYCEjWBvLL1cydI16me/WbNuuZb7wHpp+uerYzkxoFdwFVGGhhl/+6g9ikkZUaMKxUj3XSbSXY6kZ4XRS6qeKJpiM8ZD2DAocUeXls+Mn6NQ4AxTG0jyh0cz9PZHjSKksCkxnhPVILdem5n+1XqrDKy9nIkk1FWS+KEw50jGaJoEGTFKieWYAE8nMrYiMsMREm7xKJgR3+cur0D63XcP3F9X6zSKOIhzDCZyBC5dQhztoQAsIZPAMr/BmPVkv1rv1MW8tWIuZCvyR9fkD4XqS+g==</latexit>
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Per-instance sensitivity of linear regression 
coefficients
• per-instance sensitivity in A-norm is

• Multivariate Gaussian noise adding for pDP.

8

Residual/prediction error

|y � x✓̂0|
q
xT (XTX)�1A(XTX)�1x

Statistical leverage score, when A ≈ X^TX

*Can be calculated very efficiently using the Woodbury Identity.



What can I do with pDP?

• Generate comprehensive privacy summary.
• What is the privacy loss incurred to users in my data set?
• How is Bob’s privacy loss comparing to Mary?

• As an analytical tool for data-dependent DP algorithm design
• pDP to DP conversion
• Complement smooth sensitivity (Nissim et al., 2007) and propose-test-release

(Dwork and Lei, 2009).
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pDP-based comprehensive privacy summary

10Privacy loss 0
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✓̃ ⇠ N((XTX + I)�1Xy,�2I), � = 4

Generate data set by linear Gaussian model. Fix the algorithm below.



Results of a pDP analysis for the posterior
sampling algorithm for linear regression
• AdaOPS --- Sample from posterior distribution with an data-driven

choice of prior / regularization weight
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pDP for Graphs?

• Edge incidence matrix

• Graph Laplacian

Discrete di↵erences over graphs

Given graph G = (V,E) with V = {1, . . . n} and E = {e1, . . . em}

• Define the first order graph di↵erence operator �(1) to be the
edge incidence matrix of G, an m⇥n matrix, whose `th row is

D` = (0, . . .�1
"

i

, . . . 1
"

j

, . . . 0)

if the `th edge is e` = {i, j}

• For higher orders, use the recursion:

�(k+1) =

(
(�(1))T�(k) for k odd,

�(1)�(k) for k even

I.e., for D the edge incidence matrix, and L=DTD the Laplacian:

�(1) = D, �(2) = L, �(3) = DL, �(4) = L2, . . .

L = DTD =
X

`

D`D
T
`
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• Data matrix

• Gram matrix (covariance)

X = [xT
1 , x

T
2 , ..., x

T
n ]

T
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G =
X

`

x`x
T
` = XTX
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Edge / nodal pDP

• A node is just a collection of edges

• A Justin Bieber node has a large privacy loss.
• But 99.9% of typical twitter users have could have ε = 0.1.

• pDP of any edge / node are efficiently computable!

Discrete di↵erences over graphs

Given graph G = (V,E) with V = {1, . . . n} and E = {e1, . . . em}

• Define the first order graph di↵erence operator �(1) to be the
edge incidence matrix of G, an m⇥n matrix, whose `th row is

D` = (0, . . .�1
"

i

, . . . 1
"

j

, . . . 0)

if the `th edge is e` = {i, j}

• For higher orders, use the recursion:

�(k+1) =

(
(�(1))T�(k) for k odd,

�(1)�(k) for k even

I.e., for D the edge incidence matrix, and L=DTD the Laplacian:

�(1) = D, �(2) = L, �(3) = DL, �(4) = L2, . . .

13



Immediate applications

• Releasing Graph Laplacian
• AnalyzeGauss, Johnson-Lindenstrauss
• Can we use the same to releasing Graph Laplacian?
• How about using graph sparsification?

• Will normalized Laplacian be more tractable?

• Private Laplacian smoothing over a graph?

x = argmin
x

ky � xk2 + xTLx
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Summary

• pDP as an analytical tool
• more interpretable/relevant privacy loss.

• Future work:
• pDP analysis for more algorithms (graph mining algorithms?)
• private release of pDP summaries.
• Economic view of pDP in data collection process.

15



Thank you for your attention!
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Disclaimer

• pDP is not a replacement of DP.
• It is an analytical tool to represent more refined privacy footprint of a

randomized algorithm.

• We should not calibrate the noise of an algorithm to achieve a
particular pDP level for an individual.

• pDP is a data-dependent quantity. Cannot be naively revealed.

17



Stability of stationary points
• Let f be an optimization query:
• Find me a stationary point of the loss function

18

f(Z) 2 {✓|rLZ(✓) = 0}

Lemma: Critical points of and
obey that

✓̂0 � ✓̂ =

"Z ✓̂0

✓̂
r2LZ(t)dt

#�1

r`z(✓̂
0)

LZ L[Z,z] = LZ + `z



AdaOPS for Linear Regression

1. DP-release of

2. DP-release of

3. Choose appropriately using the remaining 
balance of

1. Output:

19

B̄ > k✓⇤k2

�̄ > �min(XXT ) 1-Stable by Weyl’s lemma

1-Stable after log(1+ .) transform

✓̃ ⇠ N(✓⇤, ��1(XXT + �I)�1)

�,�
✏, �

Regularization plays a more important role than noise



Which ``A’’ to use for Multivariate Gaussian
noise adding?
• Standard choice:
• A ∝ Identity ó Output Pert. [CMS-2013]

• Democratic choice: 
• A ∝ (X^TX)^2 ó Obj Pert. [CMS-2013]

• ``Fisher’’ choice:
• A ∝ X^TX ó OPS

20



Refined statistical analysis of OPS for linear 
regression
• Previous analysis [W. Fienberg, Smola, 2015]
• (1 + 4B/ε)-efficiency and ε-DP
• Restrict domain s.t. loss function < B

• Direct analysis using pDP:  

21

1 +O

✓
d log(1/�)

n✏2

◆

No domain restriction needed!
Faster rate, better dimension-dependence than
[Smith, 2008] and [Dwork & Smith, 2009], who first obtain such
1+ o(1) statistical efficiency.

and (ε,δ)-pDP for all unit x 



Regret of OPS in agnostic setting

• Let

• OPS on regularized objective

22
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(d) with high probability, XXT
�

↵n

2d I.

The last assumption measures how quickly the em-
pirical covariance matrix 1

n
XXT concentrates to

Ex⇠DxxT . It has been shown that if X is an ap-
propriately scaled subgaussian random matrix, this
happens with probability 1 � n�10 whenever n >
max(10d, 10d�2/3 log n).
Proposition 12. The sequence of OPS algorithm with

parameter �n, �n obeys the following properties.

1. pDP and DP in agnostic setting. Assume

kxk  1 for every x 2 X . The algorithm obeys

(✏n, �)-pDP, for each data set (X,y) and target

(x, y),

✏n =

s
�n log(2/�)

�n + �min
|y � xT ✓̂|+

�n|y � xT ✓̂|2

2max{�n + �min, 1}

+
�n(1 + log(2/�))

2(�n + �min)
. (7)

If we further assume |y| < 1, then

sup(X,y),(x,y) |y � xT ✓̂| = 1 + n1/2��1/2
n and

the algorithm obeys (✏n, �)-DP with

✏n =

s
2(n+ �n)�n log(2/�)

�2
n

+
2(n+ �n)�n
�n max{1,�n}

+
�n(1 + log(2/�))

2�n

. (8)

2. pDP under model assumption. Assume con-

ditions (a)(b)(c)(d) above are true, and also �n =
!(1), �n = o(

p
n). Then with high probability over

the joint distribution of (X,y), the algorithm with

�n 
4n log(2/�)

max{d,(1+log(2/�))2} obeys (✏n, �)-pDP with

✏n =

8
>>>>>><

>>>>>>:

O

✓q
(1+k✓0k)2d�n

↵n
log( 2

�
)

◆
for all (x, y)

satisfying kxk = O(1), y = O(1).

O

✓q
�2d�n

↵n
log( 2

�
) log( 2

�0 )

◆
for any x 2 X

with probability 1� �0 over y ⇠ N (✓T0 x,�
2).

Moreover, with probability 1 � n�0 over the con-

ditional distribution y|X, the privacy loss of

(x1, y1), ..., (xn, yn) obeys

1

n

nX

i=1

✏n
�
(X,y), (xi, yi)

�2
= O

⇣�2d�n
n

log(
2

�
) log(

2

�0
)
⌘
,

which does not depend on ↵ — the smallest eigen-

value of dXTX/n.

3. Statistical e�ciency. for every realization of

data set X such that n > d and let the smallest

eigenvalue of XTX be �min, then over the condi-

tional distribution of y ⇠ N (X✓0,�2In):

E
h
k✓̃ � ✓0k

2
���X

i
= �2tr[(XTX + �nI)

�1](1 + ��1
n

)

+�2
n
k(XTX + �nI)

�1✓0k
2

If �min = ⌦(↵n/d) and ( this is true with high

probability under assumption (b)(d)) Then we get

E
h
k✓̃ � ✓0k

2
���X

i

=�2tr[(XTX + �nI)
�1](1 + ��1

n
) +O(

�2
n
d2k✓0k2

n2
)

In other word, the estimator is asymptotically e�-

cient, for all �n = o(n1/2) and �n = !(1).

4. Optimization error. Let F (✓) = 0.5ky�X✓k2+
�k✓k2 and ✓̂ = argminF (✓), then

EF (✓̃)� F (✓̂) = d/�n,

and also with probability at least 1� � over P (✓̃|Z)

F (✓̃)� F (✓̂)  d log(d/�)/�n.

With �n = ✏
2
↵n

d log(2/�) , the result matches the

information-theoretic lower bound for di↵erentially

private empirical risk minimization [3]
2
.

The results highlight the key advantage of pDP over
DP. DP is not able to easily take advantage of desirable
structures in the data set, while pDP provides a prin-
cipled framework to identify and take advantage these
structures (we now know it is k✓⇤k2 and the strong
convexity parameter) to achieve smaller privacy loss.
We also would like to emphasize that the pDP guar-
antee in the wo cases we discussed above applies to
everyone in the population {(x, y)|kxk  1, |y|  1},
therefore such (✏, �)-pDP guarantee is as powerful as
(✏, �)-DP after the data set is collected. We call this
type of privacy guarantee, pDP-for-all. Sometimes, it
is possible to upgrade the pDP-for-all guarantees to
DP by modifying the algorithms to first di↵erentially
privately test these properties [11], we provide an exam-
ple of this in Appendix D, where we show that we can
achieve the stronger (✏, �)-DP using a new algorithm
AdaOPS , and meanwhile remains both optimal in the
optimization error and statistical e�cient under the
Gaussian-linear model assumption.

Due to space limit, we defer the further discussion and
exposition of the above results to Appendix C.

2
(note that in [3], the strong convexity parameter � is

assumed for each loss function therefore it maps into our

↵ as � ⇣ ↵/d. Also, we used that in [3]’s setting the loss

function is Lipschitz within the bounded domain, which

ensures |y � x
T
✓| = O(1)).

F (✓̃)� F (✓⇤)  d log(d/�) log(2/�)

[�+ �min(XTX)]✏2
+ �k✓⇤k22

F (✓) +
�

2
k✓k22

With probability 1-δ

High probability bound. Run time does not depend on ε.
Works in unbounded domain.  highly practical.

Matches both lower bounds in [Bassily et. al., 14].



Data-dependent analysis

• Traditional DP algorithm design:
• The algorithm receives a privacy budget ε
• Calibrate noise to global sensitivity to achieve ε-DP
• Calibrate noise to a data-dependent sensitivity to achieve ε-DP

• Post-hoc DP analysis:
• Fix my randomized algorithm A
• Analyze the resulting ε-DP from running A on any data set
• Analyze the resulting ε-DP from running A on my data set Z

Different noise level
on different data set.

Same noise level,
different ε.
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Is εpsilon a privacy budget or a privacy loss?

• DP algorithm design.

• Calibrating noise to global
sensitivity.

• Privacy budget ε is a hard
constraint to be met.

• Privacy loss as a random
variable: ε(output)

• Advanced composition

• CDP, Renyi DP.

• Privacy amplification by
subsampling

Post-hoc calculation of privacy lossA priori declaration of privacy budget

24



Is εpsilon a privacy budget or a privacy loss?

• Traditional DP algorithm design:
• The algorithm receives a privacy budget ε
• Calibrate noise to sensitivity to achieve ε-DP

• Post-hoc DP analysis:
• Fix my randomized algorithm A
• Analyze the resulting ε-DP from running A
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Post hoc privacy loss is not new

• Privacy loss as a random variable: ε(output)

• Essentially what’s driving much of the recent breakthroughs:
• Advanced composition
• Privacy amplification
• CDP / RDP
• And many more
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Recall the definition of DP

• Differential Privacy:

sup
Z,Z0:d(Z,Z0)1

sup
h2H

log
ph⇠A(Z)(h)

ph⇠A(Z0)(h)
 ✏
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Max-Divergence

Approx DP, CDP, RDP and so on


