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Renyi DP and algorithm-specific DP analysis

• Ɛ-DP is a one number summary of the privacy guarantee

• RDP (Mironov, 2017) characterizes the full-distribution of the privacy R.V.
induced by a specific algorithm

• Also closely related to CDP (Dwork & Rothblum,2016) and zCDP (Bun & Steinke,2016)

3

D↵(M(X)kM(X 0)) =
1

↵� 1
log(MGF✏(↵� 1))  ✏(↵)

<latexit sha1_base64="A9QBSILOPbnijFlxQAlFQMyWbB8="></latexit><latexit sha1_base64="A9QBSILOPbnijFlxQAlFQMyWbB8="></latexit><latexit sha1_base64="A9QBSILOPbnijFlxQAlFQMyWbB8="></latexit><latexit sha1_base64="A9QBSILOPbnijFlxQAlFQMyWbB8="></latexit>

log
pM(X)(h)

pM(X 0)(h)
 ✏

<latexit sha1_base64="ZbUd49YzAdT/P1lWq7J+XmQZ8GE=">AAACLXicbVDLSsNAFJ3UV62vqks3g0VsNyURQZdFXbgRKtgHNKFMpjft0MnDmYlQQn7Ijb8igouKuPU3nLRZaOuBgcM5996597gRZ1KZ5tQorKyurW8UN0tb2zu7e+X9g7YMY0GhRUMeiq5LJHAWQEsxxaEbCSC+y6Hjjq8zv/MEQrIweFCTCByfDAPmMUqUlvrlG5uHQ2x7gtAk6ts+USNKeHKXVru16qiWLoqnMxVjm8MjtiGSjGdjKmbdnAEvEysnFZSj2S+/2YOQxj4EinIiZc8yI+UkRChGOaQlO5YQETomQ+hpGhAfpJPMrk3xiVYG2AuFfoHCM/V3R0J8KSe+qyuzzeWil4n/eb1YeZdOwoIoVhDQ+UdezLEKcRYdHjABVPGJJoQKpnfFdER0ckoHXNIhWIsnL5P2Wd3S/P680rjK4yiiI3SMqshCF6iBblETtRBFz+gVTdGH8WK8G5/G17y0YOQ9h+gPjO8fxk+nzA==</latexit><latexit sha1_base64="ZbUd49YzAdT/P1lWq7J+XmQZ8GE=">AAACLXicbVDLSsNAFJ3UV62vqks3g0VsNyURQZdFXbgRKtgHNKFMpjft0MnDmYlQQn7Ijb8igouKuPU3nLRZaOuBgcM5996597gRZ1KZ5tQorKyurW8UN0tb2zu7e+X9g7YMY0GhRUMeiq5LJHAWQEsxxaEbCSC+y6Hjjq8zv/MEQrIweFCTCByfDAPmMUqUlvrlG5uHQ2x7gtAk6ts+USNKeHKXVru16qiWLoqnMxVjm8MjtiGSjGdjKmbdnAEvEysnFZSj2S+/2YOQxj4EinIiZc8yI+UkRChGOaQlO5YQETomQ+hpGhAfpJPMrk3xiVYG2AuFfoHCM/V3R0J8KSe+qyuzzeWil4n/eb1YeZdOwoIoVhDQ+UdezLEKcRYdHjABVPGJJoQKpnfFdER0ckoHXNIhWIsnL5P2Wd3S/P680rjK4yiiI3SMqshCF6iBblETtRBFz+gVTdGH8WK8G5/G17y0YOQ9h+gPjO8fxk+nzA==</latexit><latexit sha1_base64="ZbUd49YzAdT/P1lWq7J+XmQZ8GE=">AAACLXicbVDLSsNAFJ3UV62vqks3g0VsNyURQZdFXbgRKtgHNKFMpjft0MnDmYlQQn7Ijb8igouKuPU3nLRZaOuBgcM5996597gRZ1KZ5tQorKyurW8UN0tb2zu7e+X9g7YMY0GhRUMeiq5LJHAWQEsxxaEbCSC+y6Hjjq8zv/MEQrIweFCTCByfDAPmMUqUlvrlG5uHQ2x7gtAk6ts+USNKeHKXVru16qiWLoqnMxVjm8MjtiGSjGdjKmbdnAEvEysnFZSj2S+/2YOQxj4EinIiZc8yI+UkRChGOaQlO5YQETomQ+hpGhAfpJPMrk3xiVYG2AuFfoHCM/V3R0J8KSe+qyuzzeWil4n/eb1YeZdOwoIoVhDQ+UdezLEKcRYdHjABVPGJJoQKpnfFdER0ckoHXNIhWIsnL5P2Wd3S/P680rjK4yiiI3SMqshCF6iBblETtRBFz+gVTdGH8WK8G5/G17y0YOQ9h+gPjO8fxk+nzA==</latexit><latexit sha1_base64="ZbUd49YzAdT/P1lWq7J+XmQZ8GE=">AAACLXicbVDLSsNAFJ3UV62vqks3g0VsNyURQZdFXbgRKtgHNKFMpjft0MnDmYlQQn7Ijb8igouKuPU3nLRZaOuBgcM5996597gRZ1KZ5tQorKyurW8UN0tb2zu7e+X9g7YMY0GhRUMeiq5LJHAWQEsxxaEbCSC+y6Hjjq8zv/MEQrIweFCTCByfDAPmMUqUlvrlG5uHQ2x7gtAk6ts+USNKeHKXVru16qiWLoqnMxVjm8MjtiGSjGdjKmbdnAEvEysnFZSj2S+/2YOQxj4EinIiZc8yI+UkRChGOaQlO5YQETomQ+hpGhAfpJPMrk3xiVYG2AuFfoHCM/V3R0J8KSe+qyuzzeWil4n/eb1YeZdOwoIoVhDQ+UdezLEKcRYdHjABVPGJJoQKpnfFdER0ckoHXNIhWIsnL5P2Wd3S/P680rjK4yiiI3SMqshCF6iBblETtRBFz+gVTdGH8WK8G5/G17y0YOQ9h+gPjO8fxk+nzA==</latexit>



Renyi DP is natural for composition

• Compose linearly 

• RDP => (Ɛ, δ)-DP

• Comparing to the composition theorems for (Ɛ, δ)-DP
• Cleaner, no need to choose individual (Ɛi, δi)
• Elegantly handle the advanced composition of heterogenous mechanisms.
• Efficiently computable, nothing #P-complete. (Murtagh&Vadhan, 2017)
• Often better than the optimal composition with just (Ɛi, δi)-DP.
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Poission Subsampled RDP

Figure 1. Illustration of the subsampled-mechanism and the key underlying idea that enables “privacy-amplification”. The diagram on
the left illustrate the two parts of randomization. Part (1): PoissonSample: Each person toss a random coin to select whether they are
included in the data set; Part (2): The subsampled data set is analyzed by a randomized algorithm M. The figure on the right illustrates
the fact that the distribution of output is a mixture distribution indexed by the different potential subset selected by the subsampling, and
that when we change the original data set by adding or removing one person, only a small fraction of the mixture components that happen

to be affected by that change will be different, hus opening up the possibility of “privacy amplifying”.

(1,1) if for all neighboring datasets X,X
0

D↵(M(X)kM(X 0))

:=
1

↵� 1
logE✓⇠M(X0)

✓
pM(X)(✓)

pM(X0)(✓)

◆↵�
 ✏.

In this paper, we do not treat each ↵ in isolation but instead
take a functional view of RDP where we use ✏M(↵) to
denote that randomized algorithm M obeys (↵, ✏M(↵))-
RDP. The function ✏M(·) can be viewed as a more elaborate
description of the privacy loss incurred by running M. It
subsumes pure-DP as an RDP algorithm is ✏(+1)-DP.

The moments accountant technique (Abadi et al., 2016) can
be thought of as a data structure that keeps track of the RDP
(function) for the sequence of data accesses. Composition
is trivial in RDP as

✏M1⇥M2(·) = [✏M1 + ✏M2 ](·).

At any given time, let the composition of all algorithms
being M, the moments accountant can be used to produce
an (✏, �)-DP certificate using

� ) ✏ : ✏(�) = min
↵>1

log(1/�)

↵� 1
+ ✏M(↵� 1), (2)

✏ ) � : �(✏) = min
↵>1

e
(↵�1)(✏M(↵�1)�✏)

. (3)

This approach is simpler and often produces more favorable
composed privacy parameters than the advanced compo-
sition approach for (✏, �)-DP. As RDP and Moments Ac-
countant gains popularity, many classes of randomized al-
gorithms with exact analytical RDP are becoming available,
e.g., the exponential family mechanisms (Geumlek et al.,
2017).

As a side note, the initial moments accountant Abadi et al.
(2016) keeps track of a vector of log-moment (equivalent
to RDP up to a rescaling) associated with a pre-defined list

of order ↵s. Wang et al. (2019) observes that these opti-
mization problems are unimodal and proposes an analytical

moments accountant that solves (2) and (3) using bisections
can be solved using bisection with a doubling trick. This
avoids the need to pre-define the list of moments to track.
Wang et al. (2019) also observes that (↵�1)✏(↵) is a convex
function in ↵ and any such discretization scheme (e.g., all
integer ↵) can be extended into a continuous function in↵
by simply doing linear interpolation.

Privacy amplification by subsampling. As we dis-
cussed in the introduction, “privacy amplification by sub-
sampling” is the other workhorse (besides RDP / moments
accountant) that drove much of the recent advances in differ-
entially private deep learning. We would like to add that, it
was also used as a key technical hammer for analyzing DP
algorithms for empirical risk minimization (Bassily et al.,
2014) and Bayesian learning (Wang et al., 2015), as well as
for studying learning-theoretic questions with differential
privacy constraints (Kasiviswanathan et al., 2011; Beimel
et al., 2013; Bun et al., 2015; Wang et al., 2016).

We now furnish a bit more details on this central property
and highlight some subtleties in the types. The privacy am-
plification lemma was derived in (Kasiviswanathan et al.,
2011; Beimel et al., 2013; Li et al., 2012), where all three
authors adopted what Balle et al. (2018) calls Poisson sub-
sampling:

Definition 3 (PoissonSample). Given a dataset X , the

procedure PoissonSample outputs a subset of the data

{xi|�i = 1, i 2 [n]} by sampling �i ⇠ Ber(�) indepen-

dently for i = 1, ..., n.

The procedure is equivalent to the “sampling without re-
placement” scheme with m ⇠ Binomial(�, n). At the limit
of n ! 1, � ! 0 while �n ! �, the Binomial distribution
converges to a Poisson distribution with parameter �. This
is probably the reason why it is called Poisson sampling to



Increasing list of mechanisms where we know 
how to precisely calculate their RDP
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We also run into new challenges. For instance, the
Pj

`=0

�j
`

�
(�1)j�`

e
(`�1)✏(`) term involves

taking structured differences of very large numbers that ends up being very small. We find
that the alternative higher order finite difference operator representation �(j)[e(·�1)✏(·)](0) and
a polar representation of real numbers with a sign and log absolute value allows us to avoid
floating point number overflow. However, the latter approach still suffers from the problem
of error propagation and does not accurately compute the expression for large j.

To the best of our knowledge, the numerical considerations and implementation details of
the moments accountant have not been fully investigated before, and accurately computing
the closed form expression of �j-divergences using Rényi Divergences for large j remains an
open problem of independent interest.

5. Experiments and Discussion

In this section, we present numerical experiments to demonstrate our upper and lower
bounds of RDP for subsampled mechanisms and the usage of analytical moments accountant.
In particular, we consider three popular randomized privacy mechanisms: (1) Gaussian
mechanism (2) Laplace mechanism, and (3) randomized response mechanism, and investigate
the amplification effect of subsampling with these mechanisms on RDP. The RDP of these
three mechanisms are known in analytical forms (See, Mironov, 2017, Table II) :

✏Gaussian(↵) =
↵

2�2
,

✏Laplace(↵) =
1

↵ � 1
log

✓✓
↵

2↵ � 1

◆
e
(↵�1)/� +

✓
↵ � 1

2↵ � 1

◆
e
�↵/�

◆
for ↵ > 1,

✏RandResp(↵) =
1

↵ � 1
log

�
p
↵(1 � p)1�↵ + (1 � p)↵p1�↵

�
for ↵ > 1.

Here �
2 represents the variance of the Gaussian perturbation, 2b2 the variance of the Laplace

perturbation, and p the probability of replying truthfully in randomized response. We
considered two groups of parameters �, b, p for the three base mechanisms M.

High Privacy Regime:: We set � = 5, b = 2 and p = 0.6. These correspond to
(0.2

p
2 log(1.25/�), �)-DP, (0.5, 0)-DP, and approximately (0.41, 0)-DP for the Gauss-

ian, Laplace, and Randomized response mechanisms, respectively, using the standard
differential privacy calibration.

Low Privacy Regime:: We set � = 1, b = 0.5 and p = 0.9. These correspond to
(
p

2 log(1.25/�), �)-DP, (2, 0)-DP, and approximately (2.2, 0)-DP for the Gaussian, Laplace,
and Randomized response mechanisms, respectively, using the standard differential privacy
calibration.

The subsampling ratio � is taken to be 0.001 for both regimes.

In Figure 1, we plot the upper and lower bounds (as well as asymptotic approximations
whenever applicable) of RDP parameter ✏0(↵) for the subsampled mechanism M � subsample
as a function of ↵. As we can see, the upper and lower bounds match up to a multiplicative
constant for all the three mechanisms. There is a phase transition in the subsampled Gaussian
case as we expect in both the upper and lower bound, which occurs at about �↵e

✏(↵)
< 1.
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Many DP mechanisms that samples from an exponential family distribution
have their RDP readily available in closed-form. (Geumlek, Song, Chaudhuri, 2017)



Subsampled Randomized Algorithm

6

AlgorithmM Output

M � Sample : Data ! Output
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Example: The Noisy SGD algorithm (Song et al.
2013; Bassily et. al. 2014)

• Randomly chosen minibatch (Subsampling)
• Then add gaussian noise (Gaussian mechanism)
• RDP analysis for subsampled Gaussian mechanism (Abadi et al., 2016)
• Really what makes Deep Learning with Differential Privacy practical.
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Abstract

We study the problem of subsampling in differential privacy (DP), a question that is the centerpiece

behind many successful differentially private machine learning algorithms. Specifically, we provide a tight

upper bound on the Rényi Differential Privacy (RDP) (Mironov, 2017) parameters for algorithms that:

(1) subsample the dataset, and then (2) applies a randomized mechanism M to the subsample, in terms

of the RDP parameters of M and the subsampling probability parameter. Our results generalize the

moments accounting technique, developed by Abadi et al. (2016) for the Gaussian mechanism, to any

subsampled RDP mechanism.

1 Introduction

Differential privacy (DP) is a mathematical definition of privacy proposed by Dwork et al. (2006b). Ever since
its introduction, DP has been widely adopted and as of today, it has become the de facto standard of privacy
definition in the academic world with also wide adoption in the industry (Erlingsson et al., 2014; Apple, 2017;
Uber Security, 2017). DP provides provable protection against adversaries with arbitrary side information
and computational power, allows clear quantification of privacy losses, and satisfies graceful composition over
multiple access to the same data. Over the past decade, a large body of work has been developed to design
basic algorithms and tools for achieving differential privacy, understanding the privacy-utility trade-offs in
different data access setups, and on integrating differential privacy with machine learning and statistical
inference. We refer the reader to (Dwork & Roth, 2013) for a more comprehensive overview.

Rényi Differential Privacy (RDP, see Definition 4) (Mironov, 2017) is a recent refinement of differential
privacy (Dwork et al., 2006b). It offers a unified view of the ✏-differential privacy (pure DP), (✏, �)-differential
privacy (approximate DP), and the related notion of Concentrated Differential Privacy (Dwork & Rothblum,
2016; Bun & Steinke, 2016). The RDP point of view on differential privacy is particularly useful when
the dataset is accessed by a sequence of randomized mechanisms, as in this case a moments accountant

technique can be used to effectively keep track of the usual (✏, �) DP parameters across the entire range
{(✏(�), �)|8� 2 [0, 1]} (Abadi et al., 2016).

A prime use case for the moments accountant technique is the NoisySGD algorithm (Song et al., 2013; Bassily
et al., 2014) for differentially private learning, which iteratively executes:

✓t+1  ✓t � ⌘t

 
1

|I|
X

i2I
rfi(✓t) + Zt

!
(1)

where ✓t is the model parameter at tth step, ⌘t is the learning rate, fi is the loss function of data point i,
r is the standard gradient operator, I is an index set of size m that we uniformly randomly drawn from

⇤The research is partially completed while Yu-Xiang was a scientist in Amazon AI, Palo Alto.
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More general use of subsampling in algorithm
designs
• Ensemble learning with Bagging / Random Forest / Boosting (Breiman)

• Bootstraps, Jackknife, subsampling bootstrap (Efron; Stein; Politis and 
Romano)

• Sublinear time algorithms in exploratory data analysis
• Sketching, mean, quantiles, data cleaning.

8

Do we have to do these on a case-by-case basis?



Privacy “amplification” by subsampling

• First seen in “What can we learn privately?” (Kasiviswanathan et al., 2008)
• Subsequently used as a fundamental technical tool for learning theory with

DP:
• (Beimel et al., 2013) (Bun et al, 2015) (Wang et al., 2016)

• Most recent “tightened” revision above in:
• Borja Balle, Gilles Barthe, Marco Gaboardi (2018)

9

Subsampling Lemma: If M obeys (Ɛ,δ)-DP, then M ⚬ Subsample
obeys that (Ɛ’,δ’)-DP with

✏
0 = log(1 + �(e✏ � 1)) = O(�✏)

<latexit sha1_base64="7BXndnd4KaxLEC7kES6Ipo2QAqU=">AAACKnicbVDLSgMxFM34rPU16tJNsIgtosyIoBuh6sadFawVOrVk0tsazGNIMkIp/R43/oqbLpTi1g8xrSNo9UDgcM653NwTJ5wZGwRDb2p6ZnZuPreQX1xaXln119ZvjEo1hSpVXOnbmBjgTELVMsvhNtFARMyhFj+cj/zaI2jDlLy23QQagnQkazNKrJOa/mkEiWFcyR18giOuOsUQ7+KoQ4QguAh33zbeC0slF7ksZt63UWr6hWA/GAP/JWFGCihDpekPopaiqQBpKSfG1MMgsY0e0ZZRDv18lBpICH0gHag7KokA0+iNT+3jbae0cFtp96TFY/XnRI8IY7oidklB7L2Z9Ebif149te3jRo/JJLUg6deidsqxVXjUG24xDdTyriOEaub+iuk90YRa127elRBOnvyX3Bzsh45fHRbKZ1kdObSJtlARhegIldEFqqAqougJvaBX9OY9ewNv6L1/Rae8bGYD/YL38Qky1qQT</latexit><latexit sha1_base64="7BXndnd4KaxLEC7kES6Ipo2QAqU=">AAACKnicbVDLSgMxFM34rPU16tJNsIgtosyIoBuh6sadFawVOrVk0tsazGNIMkIp/R43/oqbLpTi1g8xrSNo9UDgcM653NwTJ5wZGwRDb2p6ZnZuPreQX1xaXln119ZvjEo1hSpVXOnbmBjgTELVMsvhNtFARMyhFj+cj/zaI2jDlLy23QQagnQkazNKrJOa/mkEiWFcyR18giOuOsUQ7+KoQ4QguAh33zbeC0slF7ksZt63UWr6hWA/GAP/JWFGCihDpekPopaiqQBpKSfG1MMgsY0e0ZZRDv18lBpICH0gHag7KokA0+iNT+3jbae0cFtp96TFY/XnRI8IY7oidklB7L2Z9Ebif149te3jRo/JJLUg6deidsqxVXjUG24xDdTyriOEaub+iuk90YRa127elRBOnvyX3Bzsh45fHRbKZ1kdObSJtlARhegIldEFqqAqougJvaBX9OY9ewNv6L1/Rae8bGYD/YL38Qky1qQT</latexit><latexit sha1_base64="7BXndnd4KaxLEC7kES6Ipo2QAqU=">AAACKnicbVDLSgMxFM34rPU16tJNsIgtosyIoBuh6sadFawVOrVk0tsazGNIMkIp/R43/oqbLpTi1g8xrSNo9UDgcM653NwTJ5wZGwRDb2p6ZnZuPreQX1xaXln119ZvjEo1hSpVXOnbmBjgTELVMsvhNtFARMyhFj+cj/zaI2jDlLy23QQagnQkazNKrJOa/mkEiWFcyR18giOuOsUQ7+KoQ4QguAh33zbeC0slF7ksZt63UWr6hWA/GAP/JWFGCihDpekPopaiqQBpKSfG1MMgsY0e0ZZRDv18lBpICH0gHag7KokA0+iNT+3jbae0cFtp96TFY/XnRI8IY7oidklB7L2Z9Ebif149te3jRo/JJLUg6deidsqxVXjUG24xDdTyriOEaub+iuk90YRa127elRBOnvyX3Bzsh45fHRbKZ1kdObSJtlARhegIldEFqqAqougJvaBX9OY9ewNv6L1/Rae8bGYD/YL38Qky1qQT</latexit><latexit sha1_base64="7BXndnd4KaxLEC7kES6Ipo2QAqU=">AAACKnicbVDLSgMxFM34rPU16tJNsIgtosyIoBuh6sadFawVOrVk0tsazGNIMkIp/R43/oqbLpTi1g8xrSNo9UDgcM653NwTJ5wZGwRDb2p6ZnZuPreQX1xaXln119ZvjEo1hSpVXOnbmBjgTELVMsvhNtFARMyhFj+cj/zaI2jDlLy23QQagnQkazNKrJOa/mkEiWFcyR18giOuOsUQ7+KoQ4QguAh33zbeC0slF7ksZt63UWr6hWA/GAP/JWFGCihDpekPopaiqQBpKSfG1MMgsY0e0ZZRDv18lBpICH0gHag7KokA0+iNT+3jbae0cFtp96TFY/XnRI8IY7oidklB7L2Z9Ebif149te3jRo/JJLUg6deidsqxVXjUG24xDdTyriOEaub+iuk90YRa127elRBOnvyX3Bzsh45fHRbKZ1kdObSJtlARhegIldEFqqAqougJvaBX9OY9ewNv6L1/Rae8bGYD/YL38Qky1qQT</latexit>

�0 = ��
<latexit sha1_base64="+7ImC3+e267mN/cd/CglTRbCIww=">AAACAHicbZDNSgMxFIUz9a/Wv1EXLtwEi+iqzIigG6HoxmUFawudodzJZNrQJDMkGaGUbnwVNy4UcetjuPNtTNtZaOuBwMe593JzT5Rxpo3nfTulpeWV1bXyemVjc2t7x93de9BprghtkpSnqh2BppxJ2jTMcNrOFAURcdqKBjeTeuuRKs1SeW+GGQ0F9CRLGAFjra57EMSUGzjBVzjogRCAZ0bXrXo1byq8CH4BVVSo0XW/gjgluaDSEA5ad3wvM+EIlGGE03ElyDXNgAygRzsWJQiqw9H0gDE+tk6Mk1TZJw2eur8nRiC0HorIdgowfT1fm5j/1Tq5SS7DEZNZbqgks0VJzrFJ8SQNHDNFieFDC0AUs3/FpA8KiLGZVWwI/vzJi/BwVvMt351X69dFHGV0iI7QKfLRBaqjW9RATUTQGD2jV/TmPDkvzrvzMWstOcXMPvoj5/MHMn+VgA==</latexit><latexit sha1_base64="+7ImC3+e267mN/cd/CglTRbCIww=">AAACAHicbZDNSgMxFIUz9a/Wv1EXLtwEi+iqzIigG6HoxmUFawudodzJZNrQJDMkGaGUbnwVNy4UcetjuPNtTNtZaOuBwMe593JzT5Rxpo3nfTulpeWV1bXyemVjc2t7x93de9BprghtkpSnqh2BppxJ2jTMcNrOFAURcdqKBjeTeuuRKs1SeW+GGQ0F9CRLGAFjra57EMSUGzjBVzjogRCAZ0bXrXo1byq8CH4BVVSo0XW/gjgluaDSEA5ad3wvM+EIlGGE03ElyDXNgAygRzsWJQiqw9H0gDE+tk6Mk1TZJw2eur8nRiC0HorIdgowfT1fm5j/1Tq5SS7DEZNZbqgks0VJzrFJ8SQNHDNFieFDC0AUs3/FpA8KiLGZVWwI/vzJi/BwVvMt351X69dFHGV0iI7QKfLRBaqjW9RATUTQGD2jV/TmPDkvzrvzMWstOcXMPvoj5/MHMn+VgA==</latexit><latexit sha1_base64="+7ImC3+e267mN/cd/CglTRbCIww=">AAACAHicbZDNSgMxFIUz9a/Wv1EXLtwEi+iqzIigG6HoxmUFawudodzJZNrQJDMkGaGUbnwVNy4UcetjuPNtTNtZaOuBwMe593JzT5Rxpo3nfTulpeWV1bXyemVjc2t7x93de9BprghtkpSnqh2BppxJ2jTMcNrOFAURcdqKBjeTeuuRKs1SeW+GGQ0F9CRLGAFjra57EMSUGzjBVzjogRCAZ0bXrXo1byq8CH4BVVSo0XW/gjgluaDSEA5ad3wvM+EIlGGE03ElyDXNgAygRzsWJQiqw9H0gDE+tk6Mk1TZJw2eur8nRiC0HorIdgowfT1fm5j/1Tq5SS7DEZNZbqgks0VJzrFJ8SQNHDNFieFDC0AUs3/FpA8KiLGZVWwI/vzJi/BwVvMt351X69dFHGV0iI7QKfLRBaqjW9RATUTQGD2jV/TmPDkvzrvzMWstOcXMPvoj5/MHMn+VgA==</latexit><latexit sha1_base64="+7ImC3+e267mN/cd/CglTRbCIww=">AAACAHicbZDNSgMxFIUz9a/Wv1EXLtwEi+iqzIigG6HoxmUFawudodzJZNrQJDMkGaGUbnwVNy4UcetjuPNtTNtZaOuBwMe593JzT5Rxpo3nfTulpeWV1bXyemVjc2t7x93de9BprghtkpSnqh2BppxJ2jTMcNrOFAURcdqKBjeTeuuRKs1SeW+GGQ0F9CRLGAFjra57EMSUGzjBVzjogRCAZ0bXrXo1byq8CH4BVVSo0XW/gjgluaDSEA5ad3wvM+EIlGGE03ElyDXNgAygRzsWJQiqw9H0gDE+tk6Mk1TZJw2eur8nRiC0HorIdgowfT1fm5j/1Tq5SS7DEZNZbqgks0VJzrFJ8SQNHDNFieFDC0AUs3/FpA8KiLGZVWwI/vzJi/BwVvMt351X69dFHGV0iI7QKfLRBaqjW9RATUTQGD2jV/TmPDkvzrvzMWstOcXMPvoj5/MHMn+VgA==</latexit>



This work: Privacy amplification by
subsampling using Renyi Differential Privacy

• Can we prove a similar theorem for RDP?
• Laplace mech., Randomized responses, posterior sampling and etc.
• New tool in DP algorithm design.
• Explicit constant.

10



Two different types of subsampling

• Sampling without replacement
• Random subset of size m from a data set of size n
• Replace-one version of DP

• Poisson sampling 
• Each data point is included independently with probability
• Equivalent to m ~ Binomial(γ,n), then sample without replacement.
• Add-remove version of DP
• The mechanism M needs to be well-defined for all data size
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A subsampled mechanism samples from a mixture
distribution with many mixture components!
• X’ <- Subsample(X)
• h <- f(X’) + Noise

f(X 0)|X0=a
<latexit sha1_base64="/HDYLt5LJOBNk839GWCuAn2UsIk=">AAAB9XicbZDNSsNAFIVv/K31r+rSzWCR1k1JRNCNUHTjsoJtA20sk+mkHTqZhJmJUmLfw40LRdz6Lu58GydtFtp6YODj3Hu5d44fc6a0bX9bS8srq2vrhY3i5tb2zm5pb7+lokQS2iQRj6TrY0U5E7SpmebUjSXFoc9p2x9dZ/X2A5WKReJOj2PqhXggWMAI1sa6D6pu5eSpl7qVSzwp9kplu2ZPhRbByaEMuRq90le3H5EkpEITjpXqOHasvRRLzQink2I3UTTGZIQHtGNQ4JAqL51ePUHHxumjIJLmCY2m7u+JFIdKjUPfdIZYD9V8LTP/q3USHVx4KRNxoqkgs0VBwpGOUBYB6jNJieZjA5hIZm5FZIglJtoElYXgzH95EVqnNcfw7Vm5fpXHUYBDOIIqOHAOdbiBBjSBgIRneIU369F6sd6tj1nrkpXPHMAfWZ8/hTWRNg==</latexit><latexit sha1_base64="/HDYLt5LJOBNk839GWCuAn2UsIk=">AAAB9XicbZDNSsNAFIVv/K31r+rSzWCR1k1JRNCNUHTjsoJtA20sk+mkHTqZhJmJUmLfw40LRdz6Lu58GydtFtp6YODj3Hu5d44fc6a0bX9bS8srq2vrhY3i5tb2zm5pb7+lokQS2iQRj6TrY0U5E7SpmebUjSXFoc9p2x9dZ/X2A5WKReJOj2PqhXggWMAI1sa6D6pu5eSpl7qVSzwp9kplu2ZPhRbByaEMuRq90le3H5EkpEITjpXqOHasvRRLzQink2I3UTTGZIQHtGNQ4JAqL51ePUHHxumjIJLmCY2m7u+JFIdKjUPfdIZYD9V8LTP/q3USHVx4KRNxoqkgs0VBwpGOUBYB6jNJieZjA5hIZm5FZIglJtoElYXgzH95EVqnNcfw7Vm5fpXHUYBDOIIqOHAOdbiBBjSBgIRneIU369F6sd6tj1nrkpXPHMAfWZ8/hTWRNg==</latexit><latexit sha1_base64="/HDYLt5LJOBNk839GWCuAn2UsIk=">AAAB9XicbZDNSsNAFIVv/K31r+rSzWCR1k1JRNCNUHTjsoJtA20sk+mkHTqZhJmJUmLfw40LRdz6Lu58GydtFtp6YODj3Hu5d44fc6a0bX9bS8srq2vrhY3i5tb2zm5pb7+lokQS2iQRj6TrY0U5E7SpmebUjSXFoc9p2x9dZ/X2A5WKReJOj2PqhXggWMAI1sa6D6pu5eSpl7qVSzwp9kplu2ZPhRbByaEMuRq90le3H5EkpEITjpXqOHasvRRLzQink2I3UTTGZIQHtGNQ4JAqL51ePUHHxumjIJLmCY2m7u+JFIdKjUPfdIZYD9V8LTP/q3USHVx4KRNxoqkgs0VBwpGOUBYB6jNJieZjA5hIZm5FZIglJtoElYXgzH95EVqnNcfw7Vm5fpXHUYBDOIIqOHAOdbiBBjSBgIRneIU369F6sd6tj1nrkpXPHMAfWZ8/hTWRNg==</latexit><latexit sha1_base64="/HDYLt5LJOBNk839GWCuAn2UsIk=">AAAB9XicbZDNSsNAFIVv/K31r+rSzWCR1k1JRNCNUHTjsoJtA20sk+mkHTqZhJmJUmLfw40LRdz6Lu58GydtFtp6YODj3Hu5d44fc6a0bX9bS8srq2vrhY3i5tb2zm5pb7+lokQS2iQRj6TrY0U5E7SpmebUjSXFoc9p2x9dZ/X2A5WKReJOj2PqhXggWMAI1sa6D6pu5eSpl7qVSzwp9kplu2ZPhRbByaEMuRq90le3H5EkpEITjpXqOHasvRRLzQink2I3UTTGZIQHtGNQ4JAqL51ePUHHxumjIJLmCY2m7u+JFIdKjUPfdIZYD9V8LTP/q3USHVx4KRNxoqkgs0VBwpGOUBYB6jNJieZjA5hIZm5FZIglJtoElYXgzH95EVqnNcfw7Vm5fpXHUYBDOIIqOHAOdbiBBjSBgIRneIU369F6sd6tj1nrkpXPHMAfWZ8/hTWRNg==</latexit>

f(X 0)|X0=b
<latexit sha1_base64="KNbcu6yfmucKgxCnsSTMWcNcT4k=">AAAB9XicbZDNSsNAFIVv/K31r+rSzWCR1k1JRNCNUHTjsoJtA20sk+mkHTqZhJmJUmLfw40LRdz6Lu58GydtFtp6YODj3Hu5d44fc6a0bX9bS8srq2vrhY3i5tb2zm5pb7+lokQS2iQRj6TrY0U5E7SpmebUjSXFoc9p2x9dZ/X2A5WKReJOj2PqhXggWMAI1sa6D6pu5eSpl7qVS39S7JXKds2eCi2Ck0MZcjV6pa9uPyJJSIUmHCvVcexYeymWmhFOJ8VuomiMyQgPaMegwCFVXjq9eoKOjdNHQSTNExpN3d8TKQ6VGoe+6QyxHqr5Wmb+V+skOrjwUibiRFNBZouChCMdoSwC1GeSEs3HBjCRzNyKyBBLTLQJKgvBmf/yIrROa47h27Ny/SqPowCHcARVcOAc6nADDWgCAQnP8Apv1qP1Yr1bH7PWJSufOYA/sj5/AIa7kTc=</latexit><latexit sha1_base64="KNbcu6yfmucKgxCnsSTMWcNcT4k=">AAAB9XicbZDNSsNAFIVv/K31r+rSzWCR1k1JRNCNUHTjsoJtA20sk+mkHTqZhJmJUmLfw40LRdz6Lu58GydtFtp6YODj3Hu5d44fc6a0bX9bS8srq2vrhY3i5tb2zm5pb7+lokQS2iQRj6TrY0U5E7SpmebUjSXFoc9p2x9dZ/X2A5WKReJOj2PqhXggWMAI1sa6D6pu5eSpl7qVS39S7JXKds2eCi2Ck0MZcjV6pa9uPyJJSIUmHCvVcexYeymWmhFOJ8VuomiMyQgPaMegwCFVXjq9eoKOjdNHQSTNExpN3d8TKQ6VGoe+6QyxHqr5Wmb+V+skOrjwUibiRFNBZouChCMdoSwC1GeSEs3HBjCRzNyKyBBLTLQJKgvBmf/yIrROa47h27Ny/SqPowCHcARVcOAc6nADDWgCAQnP8Apv1qP1Yr1bH7PWJSufOYA/sj5/AIa7kTc=</latexit><latexit sha1_base64="KNbcu6yfmucKgxCnsSTMWcNcT4k=">AAAB9XicbZDNSsNAFIVv/K31r+rSzWCR1k1JRNCNUHTjsoJtA20sk+mkHTqZhJmJUmLfw40LRdz6Lu58GydtFtp6YODj3Hu5d44fc6a0bX9bS8srq2vrhY3i5tb2zm5pb7+lokQS2iQRj6TrY0U5E7SpmebUjSXFoc9p2x9dZ/X2A5WKReJOj2PqhXggWMAI1sa6D6pu5eSpl7qVS39S7JXKds2eCi2Ck0MZcjV6pa9uPyJJSIUmHCvVcexYeymWmhFOJ8VuomiMyQgPaMegwCFVXjq9eoKOjdNHQSTNExpN3d8TKQ6VGoe+6QyxHqr5Wmb+V+skOrjwUibiRFNBZouChCMdoSwC1GeSEs3HBjCRzNyKyBBLTLQJKgvBmf/yIrROa47h27Ny/SqPowCHcARVcOAc6nADDWgCAQnP8Apv1qP1Yr1bH7PWJSufOYA/sj5/AIa7kTc=</latexit><latexit sha1_base64="KNbcu6yfmucKgxCnsSTMWcNcT4k=">AAAB9XicbZDNSsNAFIVv/K31r+rSzWCR1k1JRNCNUHTjsoJtA20sk+mkHTqZhJmJUmLfw40LRdz6Lu58GydtFtp6YODj3Hu5d44fc6a0bX9bS8srq2vrhY3i5tb2zm5pb7+lokQS2iQRj6TrY0U5E7SpmebUjSXFoc9p2x9dZ/X2A5WKReJOj2PqhXggWMAI1sa6D6pu5eSpl7qVS39S7JXKds2eCi2Ck0MZcjV6pa9uPyJJSIUmHCvVcexYeymWmhFOJ8VuomiMyQgPaMegwCFVXjq9eoKOjdNHQSTNExpN3d8TKQ6VGoe+6QyxHqr5Wmb+V+skOrjwUibiRFNBZouChCMdoSwC1GeSEs3HBjCRzNyKyBBLTLQJKgvBmf/yIrROa47h27Ny/SqPowCHcARVcOAc6nADDWgCAQnP8Apv1qP1Yr1bH7PWJSufOYA/sj5/AIa7kTc=</latexit>
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Changing to an adjacent data set

• X’ <- Subsample(X)
• h <- f(X’) + Noise

f(X 0)|X0=a
<latexit sha1_base64="/HDYLt5LJOBNk839GWCuAn2UsIk=">AAAB9XicbZDNSsNAFIVv/K31r+rSzWCR1k1JRNCNUHTjsoJtA20sk+mkHTqZhJmJUmLfw40LRdz6Lu58GydtFtp6YODj3Hu5d44fc6a0bX9bS8srq2vrhY3i5tb2zm5pb7+lokQS2iQRj6TrY0U5E7SpmebUjSXFoc9p2x9dZ/X2A5WKReJOj2PqhXggWMAI1sa6D6pu5eSpl7qVSzwp9kplu2ZPhRbByaEMuRq90le3H5EkpEITjpXqOHasvRRLzQink2I3UTTGZIQHtGNQ4JAqL51ePUHHxumjIJLmCY2m7u+JFIdKjUPfdIZYD9V8LTP/q3USHVx4KRNxoqkgs0VBwpGOUBYB6jNJieZjA5hIZm5FZIglJtoElYXgzH95EVqnNcfw7Vm5fpXHUYBDOIIqOHAOdbiBBjSBgIRneIU369F6sd6tj1nrkpXPHMAfWZ8/hTWRNg==</latexit><latexit sha1_base64="/HDYLt5LJOBNk839GWCuAn2UsIk=">AAAB9XicbZDNSsNAFIVv/K31r+rSzWCR1k1JRNCNUHTjsoJtA20sk+mkHTqZhJmJUmLfw40LRdz6Lu58GydtFtp6YODj3Hu5d44fc6a0bX9bS8srq2vrhY3i5tb2zm5pb7+lokQS2iQRj6TrY0U5E7SpmebUjSXFoc9p2x9dZ/X2A5WKReJOj2PqhXggWMAI1sa6D6pu5eSpl7qVSzwp9kplu2ZPhRbByaEMuRq90le3H5EkpEITjpXqOHasvRRLzQink2I3UTTGZIQHtGNQ4JAqL51ePUHHxumjIJLmCY2m7u+JFIdKjUPfdIZYD9V8LTP/q3USHVx4KRNxoqkgs0VBwpGOUBYB6jNJieZjA5hIZm5FZIglJtoElYXgzH95EVqnNcfw7Vm5fpXHUYBDOIIqOHAOdbiBBjSBgIRneIU369F6sd6tj1nrkpXPHMAfWZ8/hTWRNg==</latexit><latexit sha1_base64="/HDYLt5LJOBNk839GWCuAn2UsIk=">AAAB9XicbZDNSsNAFIVv/K31r+rSzWCR1k1JRNCNUHTjsoJtA20sk+mkHTqZhJmJUmLfw40LRdz6Lu58GydtFtp6YODj3Hu5d44fc6a0bX9bS8srq2vrhY3i5tb2zm5pb7+lokQS2iQRj6TrY0U5E7SpmebUjSXFoc9p2x9dZ/X2A5WKReJOj2PqhXggWMAI1sa6D6pu5eSpl7qVSzwp9kplu2ZPhRbByaEMuRq90le3H5EkpEITjpXqOHasvRRLzQink2I3UTTGZIQHtGNQ4JAqL51ePUHHxumjIJLmCY2m7u+JFIdKjUPfdIZYD9V8LTP/q3USHVx4KRNxoqkgs0VBwpGOUBYB6jNJieZjA5hIZm5FZIglJtoElYXgzH95EVqnNcfw7Vm5fpXHUYBDOIIqOHAOdbiBBjSBgIRneIU369F6sd6tj1nrkpXPHMAfWZ8/hTWRNg==</latexit><latexit sha1_base64="/HDYLt5LJOBNk839GWCuAn2UsIk=">AAAB9XicbZDNSsNAFIVv/K31r+rSzWCR1k1JRNCNUHTjsoJtA20sk+mkHTqZhJmJUmLfw40LRdz6Lu58GydtFtp6YODj3Hu5d44fc6a0bX9bS8srq2vrhY3i5tb2zm5pb7+lokQS2iQRj6TrY0U5E7SpmebUjSXFoc9p2x9dZ/X2A5WKReJOj2PqhXggWMAI1sa6D6pu5eSpl7qVSzwp9kplu2ZPhRbByaEMuRq90le3H5EkpEITjpXqOHasvRRLzQink2I3UTTGZIQHtGNQ4JAqL51ePUHHxumjIJLmCY2m7u+JFIdKjUPfdIZYD9V8LTP/q3USHVx4KRNxoqkgs0VBwpGOUBYB6jNJieZjA5hIZm5FZIglJtoElYXgzH95EVqnNcfw7Vm5fpXHUYBDOIIqOHAOdbiBBjSBgIRneIU369F6sd6tj1nrkpXPHMAfWZ8/hTWRNg==</latexit>

f(X 0)|X0=b
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Changing to an adjacent data set

• X’ <- Subsample(X)
• h <- f(X’) + Noise

14
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Main technical results
Theorem (Upper bound): Let M obeys (α ,Ɛ(α))-RDP for all α. Then
M(subsample( DATA)) obeys

for � from (3) (similarly, (4)). The same result holds even if all we have is (possibly noisy) blackbox access to
KM(·) or its derivative (see more details in Appendix G).

For other useful properties of the CGF and an elementary proof of its convexity and how it implies the
monotonicity of the Rényi divergence, see Appendix H.

Other Related Work. A closely related notion to RDP is that of zero-concentrated differential privacy

(zCDP) introduced in (Bun & Steinke, 2016) (see also (Dwork & Rothblum, 2016)). zCDP is related to CGF
of the privacy loss random variable as we note here.
Remark 8 (Relation between CGF and Zero-concentrated Differential Privacy). If randomized mechanism

M obeys (⇠, ⇢)-zCDP for some parameters ⇠, ⇢, then the CGF KM(�)  �⇠ + �(�+ 1)⇢. On the other hand,

if M’s privacy loss r.v. has CGF KM(�), then M is also (⇠, ⇢)-zCDP for all (⇠, ⇢) such that the quadratic

function �⇠ + �(�+ 1)⇢ � KM(�).

In general, the RDP view of privacy is broader than the CDP view as it captures finer information. For
CDP, subsampling does not improve the privacy parameters (Bun et al., 2018). A truncated variant of the
zCDP has been very recently proposed by Bun et al. (2018) and they studied the effect of subsampling in
tCDP. While this independent work attempts to solve a problem closely related to ours, they are not directly
comparable in that they deal with the amplification properties of tCDP while we deal with that of Rényi
DP (and therefore CDP without truncation). A simple consequence of this difference is that the popular
subsampled Gaussian mechanism explained above, that is covered by our analysis, is not directly covered by
the amplification properties of tCDP.

3 Our Results

In this section, we present first our main result, an amplification theorem for Rényi Differential Privacy via
subsampling. We first provide the upper bound, and then discuss the optimality of this bound. Based on
these bounds, in Section 3.3, we discuss an idea for implementing a data structure that can efficiently track
privacy parameters under composition.

3.1 “Privacy Amplification” for RDP

We start with our main theorem that bounds ✏M�subsample(↵) for the mechanism M � subsample in terms of
✏M(↵) of the mechanism M and sampling parameter � used in the subsample procedure. Missing details
from this Section are collected in Appendix B.
Theorem 9 (RDP for Subsampled Mechanisms). Given a dataset of n points drawn from a domain X
and a (randomized) mechanism M that takes an input from Xm

for m  n, let the randomized algorithm

M � subsample be defined as: (1) subsample: subsample without replacement m datapoints of the dataset

(sampling parameter � = m/n), and (2) apply M: a randomized algorithm taking the subsampled dataset as the

input. For all integers ↵ � 2, if M obeys (↵, ✏(↵))-RDP, then this new randomized algorithm M � subsample
obeys (↵, ✏0(↵))-RDP where,

✏
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↵� 1
log
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2

✓
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2

◆
min

n
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j
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↵

j

◆
e
(j�1)✏(j) min{2, (e✏(1) � 1)j}

◆
.

The bound in the above theorem might appear complicated, and this is partly because of our efforts to get a
precise non-asymptotic bound (and not just a O(·) bound) that can be implemented in a real system. Some
additional practical considerations related to evaluating the bound in this theorem such as computational
resources needed, numerical stability issues, etc., are discussed in Appendix G. The phase transition behavior
of this bound, noted in the introduction, is probably most easily observed through Figure 1 (Section 4), where
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Theorem (lower bound): Let M satisfies some mild conditions

3.2 A lower bound of the RDP for subsampled mechanisms

We now discuss whether our bound in Theorem 9 can be improved. First, we provide a short answer: it
cannot be improved in general.
Proposition 11. Let M be a randomized algorithm that takes a dataset in X �n

as an input. If M
obeys (↵, ✏(↵))-RDP for a function ✏ : R+ ! R+ and that there exists x, x

0 2 X such that ✏(↵) =
D↵

�
M([x, x, ..., x, x0])kM([x, x, ..., x, x])

�
for all integer ↵ � 1 (e.g., this condition is true for all output

perturbation mechanisms for counting queries), then the RDP function ✏
0
for M�subsample obeys the following

lower bound for all integers ↵ � 1:

✏
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Proof. Consider two datasets X,X
0 2 Xn where X

0 contains n data points that are identically x and X is
different from X

0 only in its last data point. By construction, subsample(X 0) ⌘ [x, x, ..., x], Pr[subsample(X) =
[x, x, ..., x]] = 1 � � and Pr[subsample(X) = [x, x, ..., x, x0] = �. In other words, M � subsample(X 0) =
M([x, x, ..., x]) := p and M � subsample(X) = (1� �)p+ �M([x, x, ..., x, x0]) := (1� �)p+ �q. It follows that

Eq

✓
(1� �)q + �p

q

◆↵�
=Eq

✓
1� � + �

p

q

◆↵�
= (1� �)↵Eq

✓
1 +

�

1� �

p

q

◆↵�

=(1� �)↵

0

@1 + ↵
�

1� �
+

↵X

j=2

✓
↵

j

◆✓
�

1� �

◆j

Eq

⇣
p

q

⌘j
�1

A .

When we take x, x
0 to be the one in the assumption that attains the RDP ✏(·) upper bound, then we can

replace Eq

⇥
(p/q)j

⇤
in the above bound with e

(j�1)✏(j) as claimed.

Let us compare the above lower bound to our upper bound in Theorem 9 in two regimes. When ↵�e
✏(↵) ⌧ 1,

such that ↵
2
�
2
e
✏(2)

< 1 is the dominating factor in the summation, we can use the bounds x/(1 + x) 
log(1 + x)  x to get that both the upper and lower bound are ⇥(↵�2

e
✏(2)). In other words, they match up

to a constant multiplicative factor. For other parameter configurations, note that �/(1� �) > �, our bound
in Theorem 9 (with the 2e(j�1)✏(j)) is tight up to an additive factor ↵

↵�1 log((1� �)�1) + log(2)
↵�1 which goes to

0 as � ! 0 and ↵ ! 1. We provide explicit comparisons of the upper and lower bounds in the numerical
experiments presented in Section 4.

The longer answer to this question of optimality is more intricate. The RDP bound can be substantially
improved when we consider more fine-grained per-instance RDP in the same flavor as the per-instance
(✏, �)-DP (Wang, 2018). The only difference from the standard RDP is that now ✏ is parameterized by a
pair of fixed adjacent datasets. This point is in illustrated in Appendix C, where we discuss an asymptotic
approximation of the Rényi divergence for the subsampled Gaussian mechanism.

3.3 Analytical Moments Accountant

Our theoretical results above allow us to build an analytical moments accountant for composing differentially
private mechanisms. This is a data structure that tracks the CGF function KM(·) of a (potentially adaptive)
sequence of mechanisms M in symbolic form (or as an evaluation oracle). It supports subsampling before
applying M and the KM(·) will be adjusted accordingly using the RDP amplification bound in Theorem 9.
The data structure allows data analysts to query the smallest ✏ from a given � (or vice versa) for (✏, �)-DP
using (3) (or (4)).

Practically, our analytical moments accountant is better than the moment accountants proposed by Abadi
et al. (2016) in several noteworthy ways: (1) our approach allows one to keep track the CGF’s of all � � 1 in
symbolic form without paying infinite memory, whereas moments account (Abadi et al., 2016) requires a
predefined list of �’s and pays a memory proportional to the size of the list; (2) our approach completely
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Numerical evaluation of the bounds

{1, ..., n}, and Zt ⇠ N (0,�2
I). Adding Gaussian noise (also known as the Gaussian mechanism) is a standard

way of achieving (✏, �)-differential privacy (Dwork et al., 2006a; Dwork & Roth, 2013; Balle & Wang, 2018).
Since in the NoisySGD case the randomized algorithm first chooses (subsamples) the mini-batch I randomly
before adding the Gaussian noise, the overall scheme could be viewed as a subsampled Gaussian mechanism.
Therefore, with the right setting of �, each iteration of NoisySGD can be thought of as a private release of a
stochastic gradient.

More generally, a subsampled randomized algorithm first takes a subsample of the dataset generated through
some subsampling procedure1, and then applies a known randomized mechanism M on the subsampled data
points. It is important to exploit the randomness in subsampling because if M is (✏, �)-DP, then (informally)
a subsampled mechanism obeys (O(�✏), ��)-DP for some � < 1 related to the sampling procedure. This is
often referred to as the “privacy amplification” lemma2 — a key property that enables NoisySGD and variants
to achieve optimal rates in convex problems (Bassily et al., 2014), and to work competitively in Bayesian
learning (Wang et al., 2015) and deep learning (Abadi et al., 2016) settings. A side note is that privacy
amplification is also the key underlying technical tool for characterizing the learnability in statistical learning
(Wang et al., 2016) and achieving tight sample complexity bounds for simple function classes (Beimel et al.,
2013; Bun et al., 2015).

While privacy amplification via subsampling is a very important tool for designing good private algorithms,
computing the RDP parameters for a subsampled mechanism is a non-trivial task. A natural question, with
wide ranging implications for designing successful differentially private algorithms is the following: Can we
obtain good bounds for privacy parameters of a subsampled mechanism in terms of privacy parameters of
the original mechanism? With the exception of the special case of the Gaussian mechanism under Poisson
subsampling analyzed in (Abadi et al., 2016), there is no analytical formula available to generically convert
the RDP parameters of a mechanism M to the RDP parameters of the subsampled mechanism.

In this paper, we tackle this central problem in private data analysis and provide the first general result
in this area. Specifically, we analyze RDP amplification under a sampling without replacement procedure:
subsample, which takes a data set of n points and outputs a sample from the uniform distribution over all
subsets of size m  n. Our contributions can be summarized as follows:

(i) We provide a tight bound (Theorem 9) on the RDP parameter (✏M�subsample(↵)) for a subsampled
mechanism (M � subsample) in terms of the RDP parameter (✏M(↵)) of the original mechanism (M)
itself and the subsampling ratio � := m/n. Here, ↵ is the order of the Rényi divergence in the RDP
definition (see Definition 4 and the following discussion). This is the first general result in this area
that can be applied to any RDP mechanism. For example, in addition to providing RDP parameter
bounds for the subsampled Gaussian mechanism case, our result enables analytic calculation of similar
bounds for many more commonly used privacy mechanisms including subsampled Laplace mechanisms,
subsampled randomized response mechanisms, subsampled “posterior sampling” algorithms under
exponential family models (Geumlek et al., 2017), etc. Even for the subsampled Gaussian mechanism
our bounds are tighter than those provided by Abadi et al. (2016) (albeit the subsampling procedure
and the dataset neighboring relation they use are slightly different from ours).

(ii) Consider a mechanism M with RDP parameter ✏M(↵). Interestingly, our bound on the RDP parameter
of the subsampled mechanism indicates that as the order of RDP ↵ increases, there is a phase transition
point ↵

⇤ satisfying �↵
⇤
e
✏M(↵⇤) ⇡ 1. For ↵ < ↵

⇤, the subsampled mechanism has an RDP parameter
✏M�subsample(↵) = O(↵�2(e✏M(2) � 1)), while for ↵ > ↵

⇤, the RDP parameter ✏M�subsample(↵) either
quickly converges to ✏M(↵) which does not depend on �, or tapers off at O(�✏M(1)) which happens
when e

✏M(1) � 1 ⌧ 1/�. The subsampled Gaussian mechanism falls into the first category, while the
subsampled Laplace mechanism falls into the second.

(iii) Our analysis reveals a new theoretical quantity of interest that has not been investigated before
1There are different subsampling methods, such as Poisson subsampling, sampling without replacement, sampling with

replacement, etc.
2Informally, this lemma states that, if a private algorithm is run on a random subset of a larger dataset (and the identity of

that subset remains hidden), then this new algorithm provides better privacy protection (reflected through improved privacy
parameters) to the entire dataset as a whole than the original algorithm did.
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�2↵(e✏(2) � 1)
<latexit sha1_base64="2ysQwdMjERwGzizwNOsgJJcgvbM=">AAACCnicbZA9SwNBEIb3/DZ+nVranAYhKZS7IGgZtLFUMFHInWFuM0kWd/eO3T0hHKlt/Cs2ForY+gvs/DdukivU+MLCwzszzM4bp5xp4/tfzszs3PzC4tJyaWV1bX3D3dxq6iRTFBs04Ym6iUEjZxIbhhmON6lCEDHH6/jubFS/vkelWSKvzCDFSEBPsi6jYKzVdnfDHggBt7UQeNqHCt7mIaaa8URWatXhQVBtu2X/0B/Lm4aggDIpdNF2P8NOQjOB0lAOWrcCPzVRDsowynFYCjONKdA76GHLogSBOsrHpwy9fet0vG6i7JPGG7s/J3IQWg9EbDsFmL7+WxuZ/9VamemeRDmTaWZQ0smibsY9k3ijXLwOU0gNH1gAqpj9q0f7oIAam17JhhD8PXkamrXDwPLlUbl+WsSxRHbIHqmQgByTOjknF6RBKHkgT+SFvDqPzrPz5rxPWmecYmab/JLz8Q2dkpmJ</latexit><latexit sha1_base64="2ysQwdMjERwGzizwNOsgJJcgvbM=">AAACCnicbZA9SwNBEIb3/DZ+nVranAYhKZS7IGgZtLFUMFHInWFuM0kWd/eO3T0hHKlt/Cs2ForY+gvs/DdukivU+MLCwzszzM4bp5xp4/tfzszs3PzC4tJyaWV1bX3D3dxq6iRTFBs04Ym6iUEjZxIbhhmON6lCEDHH6/jubFS/vkelWSKvzCDFSEBPsi6jYKzVdnfDHggBt7UQeNqHCt7mIaaa8URWatXhQVBtu2X/0B/Lm4aggDIpdNF2P8NOQjOB0lAOWrcCPzVRDsowynFYCjONKdA76GHLogSBOsrHpwy9fet0vG6i7JPGG7s/J3IQWg9EbDsFmL7+WxuZ/9VamemeRDmTaWZQ0smibsY9k3ijXLwOU0gNH1gAqpj9q0f7oIAam17JhhD8PXkamrXDwPLlUbl+WsSxRHbIHqmQgByTOjknF6RBKHkgT+SFvDqPzrPz5rxPWmecYmab/JLz8Q2dkpmJ</latexit><latexit sha1_base64="2ysQwdMjERwGzizwNOsgJJcgvbM=">AAACCnicbZA9SwNBEIb3/DZ+nVranAYhKZS7IGgZtLFUMFHInWFuM0kWd/eO3T0hHKlt/Cs2ForY+gvs/DdukivU+MLCwzszzM4bp5xp4/tfzszs3PzC4tJyaWV1bX3D3dxq6iRTFBs04Ym6iUEjZxIbhhmON6lCEDHH6/jubFS/vkelWSKvzCDFSEBPsi6jYKzVdnfDHggBt7UQeNqHCt7mIaaa8URWatXhQVBtu2X/0B/Lm4aggDIpdNF2P8NOQjOB0lAOWrcCPzVRDsowynFYCjONKdA76GHLogSBOsrHpwy9fet0vG6i7JPGG7s/J3IQWg9EbDsFmL7+WxuZ/9VamemeRDmTaWZQ0smibsY9k3ijXLwOU0gNH1gAqpj9q0f7oIAam17JhhD8PXkamrXDwPLlUbl+WsSxRHbIHqmQgByTOjknF6RBKHkgT+SFvDqPzrPz5rxPWmecYmab/JLz8Q2dkpmJ</latexit><latexit sha1_base64="2ysQwdMjERwGzizwNOsgJJcgvbM=">AAACCnicbZA9SwNBEIb3/DZ+nVranAYhKZS7IGgZtLFUMFHInWFuM0kWd/eO3T0hHKlt/Cs2ForY+gvs/DdukivU+MLCwzszzM4bp5xp4/tfzszs3PzC4tJyaWV1bX3D3dxq6iRTFBs04Ym6iUEjZxIbhhmON6lCEDHH6/jubFS/vkelWSKvzCDFSEBPsi6jYKzVdnfDHggBt7UQeNqHCt7mIaaa8URWatXhQVBtu2X/0B/Lm4aggDIpdNF2P8NOQjOB0lAOWrcCPzVRDsowynFYCjONKdA76GHLogSBOsrHpwy9fet0vG6i7JPGG7s/J3IQWg9EbDsFmL7+WxuZ/9VamemeRDmTaWZQ0smibsY9k3ijXLwOU0gNH1gAqpj9q0f7oIAam17JhhD8PXkamrXDwPLlUbl+WsSxRHbIHqmQgByTOjknF6RBKHkgT+SFvDqPzrPz5rxPWmecYmab/JLz8Q2dkpmJ</latexit>

✏(↵)
<latexit sha1_base64="ryuLxTwmqirLkmnHKrKINpGO3wE=">AAAB+XicbZDLSgMxFIYz9VbrbdSlm2AR6qbMiKDLohuXFewFOkPJpGfa0EwmJJlCGfomblwo4tY3cefbmLaz0NYfAh//OYdz8keSM20879spbWxube+Udyt7+weHR+7xSVunmaLQoilPVTciGjgT0DLMcOhKBSSJOHSi8f283pmA0iwVT2YqIUzIULCYUWKs1XfdAKRmPBW1gHA5Ipd9t+rVvYXwOvgFVFGhZt/9CgYpzRIQhnKidc/3pAlzogyjHGaVINMgCR2TIfQsCpKADvPF5TN8YZ0BjlNlnzB44f6eyEmi9TSJbGdCzEiv1ubmf7VeZuLbMGdCZgYEXS6KM45Niucx4AFTQA2fWiBUMXsrpiOiCDU2rIoNwV/98jq0r+q+5cfrauOuiKOMztA5qiEf3aAGekBN1EIUTdAzekVvTu68OO/Ox7K15BQzp+iPnM8fKBuTVA==</latexit><latexit sha1_base64="ryuLxTwmqirLkmnHKrKINpGO3wE=">AAAB+XicbZDLSgMxFIYz9VbrbdSlm2AR6qbMiKDLohuXFewFOkPJpGfa0EwmJJlCGfomblwo4tY3cefbmLaz0NYfAh//OYdz8keSM20879spbWxube+Udyt7+weHR+7xSVunmaLQoilPVTciGjgT0DLMcOhKBSSJOHSi8f283pmA0iwVT2YqIUzIULCYUWKs1XfdAKRmPBW1gHA5Ipd9t+rVvYXwOvgFVFGhZt/9CgYpzRIQhnKidc/3pAlzogyjHGaVINMgCR2TIfQsCpKADvPF5TN8YZ0BjlNlnzB44f6eyEmi9TSJbGdCzEiv1ubmf7VeZuLbMGdCZgYEXS6KM45Niucx4AFTQA2fWiBUMXsrpiOiCDU2rIoNwV/98jq0r+q+5cfrauOuiKOMztA5qiEf3aAGekBN1EIUTdAzekVvTu68OO/Ox7K15BQzp+iPnM8fKBuTVA==</latexit><latexit sha1_base64="ryuLxTwmqirLkmnHKrKINpGO3wE=">AAAB+XicbZDLSgMxFIYz9VbrbdSlm2AR6qbMiKDLohuXFewFOkPJpGfa0EwmJJlCGfomblwo4tY3cefbmLaz0NYfAh//OYdz8keSM20879spbWxube+Udyt7+weHR+7xSVunmaLQoilPVTciGjgT0DLMcOhKBSSJOHSi8f283pmA0iwVT2YqIUzIULCYUWKs1XfdAKRmPBW1gHA5Ipd9t+rVvYXwOvgFVFGhZt/9CgYpzRIQhnKidc/3pAlzogyjHGaVINMgCR2TIfQsCpKADvPF5TN8YZ0BjlNlnzB44f6eyEmi9TSJbGdCzEiv1ubmf7VeZuLbMGdCZgYEXS6KM45Niucx4AFTQA2fWiBUMXsrpiOiCDU2rIoNwV/98jq0r+q+5cfrauOuiKOMztA5qiEf3aAGekBN1EIUTdAzekVvTu68OO/Ox7K15BQzp+iPnM8fKBuTVA==</latexit><latexit sha1_base64="ryuLxTwmqirLkmnHKrKINpGO3wE=">AAAB+XicbZDLSgMxFIYz9VbrbdSlm2AR6qbMiKDLohuXFewFOkPJpGfa0EwmJJlCGfomblwo4tY3cefbmLaz0NYfAh//OYdz8keSM20879spbWxube+Udyt7+weHR+7xSVunmaLQoilPVTciGjgT0DLMcOhKBSSJOHSi8f283pmA0iwVT2YqIUzIULCYUWKs1XfdAKRmPBW1gHA5Ipd9t+rVvYXwOvgFVFGhZt/9CgYpzRIQhnKidc/3pAlzogyjHGaVINMgCR2TIfQsCpKADvPF5TN8YZ0BjlNlnzB44f6eyEmi9TSJbGdCzEiv1ubmf7VeZuLbMGdCZgYEXS6KM45Niucx4AFTQA2fWiBUMXsrpiOiCDU2rIoNwV/98jq0r+q+5cfrauOuiKOMztA5qiEf3aAGekBN1EIUTdAzekVvTu68OO/Ox7K15BQzp+iPnM8fKBuTVA==</latexit>
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�(e✏(1) � 1)
<latexit sha1_base64="F58g/1TiG1W/7mOWSx8NZELMK0A=">AAACB3icbZDLSsNAFIYnXmu9RV0KEixCu7AkIuiy6MZlBXuBJpbJ9KQdOjMJMxOhhO7c+CpuXCji1ldw59s4bbPQ1h8GPv5zDmfOHyaMKu2639bS8srq2npho7i5tb2za+/tN1WcSgINErNYtkOsgFEBDU01g3YiAfOQQSscXk/qrQeQisbiTo8SCDjuCxpRgrWxuvaR38ec4zLcZz4kirJYlH0qIj2qjE+9StcuuVV3KmcRvBxKKFe9a3/5vZikHIQmDCvV8dxEBxmWmhIG46KfKkgwGeI+dAwKzEEF2fSOsXNinJ4TxdI8oZ2p+3siw1ypEQ9NJ8d6oOZrE/O/WifV0WWQUZGkGgSZLYpS5ujYmYTi9KgEotnIACaSmr86ZIAlJtpEVzQhePMnL0LzrOoZvj0v1a7yOAroEB2jMvLQBaqhG1RHDUTQI3pGr+jNerJerHfrY9a6ZOUzB+iPrM8fH7OYzQ==</latexit><latexit sha1_base64="F58g/1TiG1W/7mOWSx8NZELMK0A=">AAACB3icbZDLSsNAFIYnXmu9RV0KEixCu7AkIuiy6MZlBXuBJpbJ9KQdOjMJMxOhhO7c+CpuXCji1ldw59s4bbPQ1h8GPv5zDmfOHyaMKu2639bS8srq2npho7i5tb2za+/tN1WcSgINErNYtkOsgFEBDU01g3YiAfOQQSscXk/qrQeQisbiTo8SCDjuCxpRgrWxuvaR38ec4zLcZz4kirJYlH0qIj2qjE+9StcuuVV3KmcRvBxKKFe9a3/5vZikHIQmDCvV8dxEBxmWmhIG46KfKkgwGeI+dAwKzEEF2fSOsXNinJ4TxdI8oZ2p+3siw1ypEQ9NJ8d6oOZrE/O/WifV0WWQUZGkGgSZLYpS5ujYmYTi9KgEotnIACaSmr86ZIAlJtpEVzQhePMnL0LzrOoZvj0v1a7yOAroEB2jMvLQBaqhG1RHDUTQI3pGr+jNerJerHfrY9a6ZOUzB+iPrM8fH7OYzQ==</latexit><latexit sha1_base64="F58g/1TiG1W/7mOWSx8NZELMK0A=">AAACB3icbZDLSsNAFIYnXmu9RV0KEixCu7AkIuiy6MZlBXuBJpbJ9KQdOjMJMxOhhO7c+CpuXCji1ldw59s4bbPQ1h8GPv5zDmfOHyaMKu2639bS8srq2npho7i5tb2za+/tN1WcSgINErNYtkOsgFEBDU01g3YiAfOQQSscXk/qrQeQisbiTo8SCDjuCxpRgrWxuvaR38ec4zLcZz4kirJYlH0qIj2qjE+9StcuuVV3KmcRvBxKKFe9a3/5vZikHIQmDCvV8dxEBxmWmhIG46KfKkgwGeI+dAwKzEEF2fSOsXNinJ4TxdI8oZ2p+3siw1ypEQ9NJ8d6oOZrE/O/WifV0WWQUZGkGgSZLYpS5ujYmYTi9KgEotnIACaSmr86ZIAlJtpEVzQhePMnL0LzrOoZvj0v1a7yOAroEB2jMvLQBaqhG1RHDUTQI3pGr+jNerJerHfrY9a6ZOUzB+iPrM8fH7OYzQ==</latexit><latexit sha1_base64="F58g/1TiG1W/7mOWSx8NZELMK0A=">AAACB3icbZDLSsNAFIYnXmu9RV0KEixCu7AkIuiy6MZlBXuBJpbJ9KQdOjMJMxOhhO7c+CpuXCji1ldw59s4bbPQ1h8GPv5zDmfOHyaMKu2639bS8srq2npho7i5tb2za+/tN1WcSgINErNYtkOsgFEBDU01g3YiAfOQQSscXk/qrQeQisbiTo8SCDjuCxpRgrWxuvaR38ec4zLcZz4kirJYlH0qIj2qjE+9StcuuVV3KmcRvBxKKFe9a3/5vZikHIQmDCvV8dxEBxmWmhIG46KfKkgwGeI+dAwKzEEF2fSOsXNinJ4TxdI8oZ2p+3siw1ypEQ9NJ8d6oOZrE/O/WifV0WWQUZGkGgSZLYpS5ujYmYTi9KgEotnIACaSmr86ZIAlJtpEVzQhePMnL0LzrOoZvj0v1a7yOAroEB2jMvLQBaqhG1RHDUTQI3pGr+jNerJerHfrY9a6ZOUzB+iPrM8fH7OYzQ==</latexit>

(a) RDP of Subsampled Gaussian with σ = 5 (b) RDP of Subsampled Laplace with b = 0.5



Comparing to zCDP and tCDP

• zCDP:  linear upper bound of the entire RDP function
• Doesn’t get amplified by subsampling

• tCDP: linear upper bound of the RDP up to a fixed threshold
• Does get amplified by subsampling

• Not able to capture the fine-grained shape
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Analytical moments accountant

• Tracking RDP for all order as a symbolic functions.
• Numerical calculations for (Ɛ, δ)-DP guarantees.
• Automatically DP calculations for complex algorithms.
• Enable state-of-the-art DP for non-experts.
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RDPacct
Gaussian mechanism

Subsampled Laplace

Randomized response

Ɛ = ?, δ = 1e-8… …

Open source project:
https://github.com/yuxiangw/autodp

pip install autodp

https://github.com/yuxiangw/autodp


Using our bounds for advanced composition
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(a) Subsampled Gaussian with σ = 5 (a) Subsampled Gaussian with σ = 0.5



Using our bounds for advanced composition
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(c) Subsampled Laplace with b = 2 (d) Subsampled Laplace with b = 0.5



Proof idea (Upper bound)
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Ternary
|χ|k- DPAmplifyTernary

|χ|k- DP

RDP RDP

M
<latexit sha1_base64="rjnXWTwSQq7vwVUGQ2t+qnM1CI0=">AAAB8nicbVDLSsNAFL2pr1pfVZdugkVwVRIRdFl040aoYB/QhjKZTtqhk5kwcyOU0M9w40IRt36NO//GSZuFth4YOJxzL3PuCRPBDXret1NaW9/Y3CpvV3Z29/YPqodHbaNSTVmLKqF0NySGCS5ZCzkK1k00I3EoWCec3OZ+54lpw5V8xGnCgpiMJI84JWilXj8mOKZEZPezQbXm1b053FXiF6QGBZqD6ld/qGgaM4lUEGN6vpdgkBGNnAo2q/RTwxJCJ2TEepZKEjMTZPPIM/fMKkM3Uto+ie5c/b2RkdiYaRzayTyiWfZy8T+vl2J0HWRcJikySRcfRalwUbn5/e6Qa0ZRTC0hVHOb1aVjoglF21LFluAvn7xK2hd13/KHy1rjpqijDCdwCufgwxU04A6a0AIKCp7hFd4cdF6cd+djMVpyip1j+APn8weCjJFj</latexit><latexit sha1_base64="rjnXWTwSQq7vwVUGQ2t+qnM1CI0=">AAAB8nicbVDLSsNAFL2pr1pfVZdugkVwVRIRdFl040aoYB/QhjKZTtqhk5kwcyOU0M9w40IRt36NO//GSZuFth4YOJxzL3PuCRPBDXret1NaW9/Y3CpvV3Z29/YPqodHbaNSTVmLKqF0NySGCS5ZCzkK1k00I3EoWCec3OZ+54lpw5V8xGnCgpiMJI84JWilXj8mOKZEZPezQbXm1b053FXiF6QGBZqD6ld/qGgaM4lUEGN6vpdgkBGNnAo2q/RTwxJCJ2TEepZKEjMTZPPIM/fMKkM3Uto+ie5c/b2RkdiYaRzayTyiWfZy8T+vl2J0HWRcJikySRcfRalwUbn5/e6Qa0ZRTC0hVHOb1aVjoglF21LFluAvn7xK2hd13/KHy1rjpqijDCdwCufgwxU04A6a0AIKCp7hFd4cdF6cd+djMVpyip1j+APn8weCjJFj</latexit><latexit sha1_base64="rjnXWTwSQq7vwVUGQ2t+qnM1CI0=">AAAB8nicbVDLSsNAFL2pr1pfVZdugkVwVRIRdFl040aoYB/QhjKZTtqhk5kwcyOU0M9w40IRt36NO//GSZuFth4YOJxzL3PuCRPBDXret1NaW9/Y3CpvV3Z29/YPqodHbaNSTVmLKqF0NySGCS5ZCzkK1k00I3EoWCec3OZ+54lpw5V8xGnCgpiMJI84JWilXj8mOKZEZPezQbXm1b053FXiF6QGBZqD6ld/qGgaM4lUEGN6vpdgkBGNnAo2q/RTwxJCJ2TEepZKEjMTZPPIM/fMKkM3Uto+ie5c/b2RkdiYaRzayTyiWfZy8T+vl2J0HWRcJikySRcfRalwUbn5/e6Qa0ZRTC0hVHOb1aVjoglF21LFluAvn7xK2hd13/KHy1rjpqijDCdwCufgwxU04A6a0AIKCp7hFd4cdF6cd+djMVpyip1j+APn8weCjJFj</latexit><latexit sha1_base64="rjnXWTwSQq7vwVUGQ2t+qnM1CI0=">AAAB8nicbVDLSsNAFL2pr1pfVZdugkVwVRIRdFl040aoYB/QhjKZTtqhk5kwcyOU0M9w40IRt36NO//GSZuFth4YOJxzL3PuCRPBDXret1NaW9/Y3CpvV3Z29/YPqodHbaNSTVmLKqF0NySGCS5ZCzkK1k00I3EoWCec3OZ+54lpw5V8xGnCgpiMJI84JWilXj8mOKZEZPezQbXm1b053FXiF6QGBZqD6ld/qGgaM4lUEGN6vpdgkBGNnAo2q/RTwxJCJ2TEepZKEjMTZPPIM/fMKkM3Uto+ie5c/b2RkdiYaRzayTyiWfZy8T+vl2J0HWRcJikySRcfRalwUbn5/e6Qa0ZRTC0hVHOb1aVjoglF21LFluAvn7xK2hd13/KHy1rjpqijDCdwCufgwxU04A6a0AIKCp7hFd4cdF6cd+djMVpyip1j+APn8weCjJFj</latexit>

M � Sample
<latexit sha1_base64="W9H/vZyTGpo5JePw+FCSPDEX5JM=">AAACC3icbVC7TsMwFHXKq5RXgJHFaovEVCVdYKxgYUEqgj6kJqoc12mt2k5kO0hV1J2FX2FhACFWfoCNv8FJM0DLkSwdnXPv9b0niBlV2nG+rdLa+sbmVnm7srO7t39gHx51VZRITDo4YpHsB0gRRgXpaKoZ6ceSIB4w0gumV5nfeyBS0Ujc61lMfI7GgoYUI22koV2texzpCUYsvZl7mEoMc0Hy9A7xmJF5fWjXnIaTA64StyA1UKA9tL+8UYQTToTGDCk1cJ1Y+ymSmmIzsOIlisQIT9GYDAwViBPlp/ktc3hqlBEMI2me0DBXf3ekiCs144GpzPZUy14m/ucNEh1e+CkVcaKJwIuPwoRBHcEsGDiikmDNZoYgLKnZFeIJkghrE1/FhOAun7xKus2Ga/hts9a6LOIogxNQBWfABeegBa5BG3QABo/gGbyCN+vJerHerY9Fackqeo7BH1ifPyn1mxw=</latexit><latexit sha1_base64="W9H/vZyTGpo5JePw+FCSPDEX5JM=">AAACC3icbVC7TsMwFHXKq5RXgJHFaovEVCVdYKxgYUEqgj6kJqoc12mt2k5kO0hV1J2FX2FhACFWfoCNv8FJM0DLkSwdnXPv9b0niBlV2nG+rdLa+sbmVnm7srO7t39gHx51VZRITDo4YpHsB0gRRgXpaKoZ6ceSIB4w0gumV5nfeyBS0Ujc61lMfI7GgoYUI22koV2texzpCUYsvZl7mEoMc0Hy9A7xmJF5fWjXnIaTA64StyA1UKA9tL+8UYQTToTGDCk1cJ1Y+ymSmmIzsOIlisQIT9GYDAwViBPlp/ktc3hqlBEMI2me0DBXf3ekiCs144GpzPZUy14m/ucNEh1e+CkVcaKJwIuPwoRBHcEsGDiikmDNZoYgLKnZFeIJkghrE1/FhOAun7xKus2Ga/hts9a6LOIogxNQBWfABeegBa5BG3QABo/gGbyCN+vJerHerY9Fackqeo7BH1ifPyn1mxw=</latexit><latexit sha1_base64="W9H/vZyTGpo5JePw+FCSPDEX5JM=">AAACC3icbVC7TsMwFHXKq5RXgJHFaovEVCVdYKxgYUEqgj6kJqoc12mt2k5kO0hV1J2FX2FhACFWfoCNv8FJM0DLkSwdnXPv9b0niBlV2nG+rdLa+sbmVnm7srO7t39gHx51VZRITDo4YpHsB0gRRgXpaKoZ6ceSIB4w0gumV5nfeyBS0Ujc61lMfI7GgoYUI22koV2texzpCUYsvZl7mEoMc0Hy9A7xmJF5fWjXnIaTA64StyA1UKA9tL+8UYQTToTGDCk1cJ1Y+ymSmmIzsOIlisQIT9GYDAwViBPlp/ktc3hqlBEMI2me0DBXf3ekiCs144GpzPZUy14m/ucNEh1e+CkVcaKJwIuPwoRBHcEsGDiikmDNZoYgLKnZFeIJkghrE1/FhOAun7xKus2Ga/hts9a6LOIogxNQBWfABeegBa5BG3QABo/gGbyCN+vJerHerY9Fackqeo7BH1ifPyn1mxw=</latexit><latexit sha1_base64="W9H/vZyTGpo5JePw+FCSPDEX5JM=">AAACC3icbVC7TsMwFHXKq5RXgJHFaovEVCVdYKxgYUEqgj6kJqoc12mt2k5kO0hV1J2FX2FhACFWfoCNv8FJM0DLkSwdnXPv9b0niBlV2nG+rdLa+sbmVnm7srO7t39gHx51VZRITDo4YpHsB0gRRgXpaKoZ6ceSIB4w0gumV5nfeyBS0Ujc61lMfI7GgoYUI22koV2texzpCUYsvZl7mEoMc0Hy9A7xmJF5fWjXnIaTA64StyA1UKA9tL+8UYQTToTGDCk1cJ1Y+ymSmmIzsOIlisQIT9GYDAwViBPlp/ktc3hqlBEMI2me0DBXf3ekiCs144GpzPZUy14m/ucNEh1e+CkVcaKJwIuPwoRBHcEsGDiikmDNZoYgLKnZFeIJkghrE1/FhOAun7xKus2Ga/hts9a6LOIogxNQBWfABeegBa5BG3QABo/gGbyCN+vJerHerY9Fackqeo7BH1ifPyn1mxw=</latexit>



f-divergence

A short detour to divergences

• Renyi divergence

•

•

•
• Pearson-Vajda Divergences
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D↵(pkq) :=
1

↵� 1
logEq[e

↵ log(p/q)]
<latexit sha1_base64="jxK0F2R2qtGolzVuWyEZR53HTiw="></latexit><latexit sha1_base64="jxK0F2R2qtGolzVuWyEZR53HTiw="></latexit><latexit sha1_base64="jxK0F2R2qtGolzVuWyEZR53HTiw="></latexit><latexit sha1_base64="jxK0F2R2qtGolzVuWyEZR53HTiw="></latexit>

D1/2(pkq) = �2 log(1� Hel(pkq)
2

)
<latexit sha1_base64="qVsKp43ZmxQJCYamUXjmSvTUrDo="></latexit><latexit sha1_base64="qVsKp43ZmxQJCYamUXjmSvTUrDo="></latexit><latexit sha1_base64="qVsKp43ZmxQJCYamUXjmSvTUrDo="></latexit><latexit sha1_base64="qVsKp43ZmxQJCYamUXjmSvTUrDo="></latexit>

lim
↵!1

D↵(pkq) = KL(pkq)
<latexit sha1_base64="PTdpVNHeXiX8x+pxp/lvkjo/kPY="></latexit><latexit sha1_base64="PTdpVNHeXiX8x+pxp/lvkjo/kPY="></latexit><latexit sha1_base64="PTdpVNHeXiX8x+pxp/lvkjo/kPY="></latexit><latexit sha1_base64="PTdpVNHeXiX8x+pxp/lvkjo/kPY="></latexit>

D2(pkq) = log(1 + �2(pkq))
<latexit sha1_base64="ShyryqMg/NCY530ycgXrrEjAQhI=">AAACC3icbZDLSsNAFIYn9VbrLerSzdAitAglKYJuhKIuXFawF2himEwn7dBJJs5MhBK7d+OruHGhiFtfwJ1v47TNQlt/GPj4zzmcOb8fMyqVZX0buaXlldW1/HphY3Nre8fc3WtJnghMmpgzLjo+koTRiDQVVYx0YkFQ6DPS9ocXk3r7nghJeXSjRjFxQ9SPaEAxUtryzOKlVyvHzsNdBZ5Bh/F+2YZH0MEDepv5Fc8sWVVrKrgIdgYlkKnhmV9Oj+MkJJHCDEnZta1YuSkSimJGxgUnkSRGeIj6pKsxQiGRbjq9ZQwPtdODARf6RQpO3d8TKQqlHIW+7gyRGsj52sT8r9ZNVHDqpjSKE0UiPFsUJAwqDifBwB4VBCs20oCwoPqvEA+QQFjp+Ao6BHv+5EVo1aq25uvjUv08iyMPDkARlIENTkAdXIEGaAIMHsEzeAVvxpPxYrwbH7PWnJHN7IM/Mj5/AFeEmBA=</latexit><latexit sha1_base64="ShyryqMg/NCY530ycgXrrEjAQhI=">AAACC3icbZDLSsNAFIYn9VbrLerSzdAitAglKYJuhKIuXFawF2himEwn7dBJJs5MhBK7d+OruHGhiFtfwJ1v47TNQlt/GPj4zzmcOb8fMyqVZX0buaXlldW1/HphY3Nre8fc3WtJnghMmpgzLjo+koTRiDQVVYx0YkFQ6DPS9ocXk3r7nghJeXSjRjFxQ9SPaEAxUtryzOKlVyvHzsNdBZ5Bh/F+2YZH0MEDepv5Fc8sWVVrKrgIdgYlkKnhmV9Oj+MkJJHCDEnZta1YuSkSimJGxgUnkSRGeIj6pKsxQiGRbjq9ZQwPtdODARf6RQpO3d8TKQqlHIW+7gyRGsj52sT8r9ZNVHDqpjSKE0UiPFsUJAwqDifBwB4VBCs20oCwoPqvEA+QQFjp+Ao6BHv+5EVo1aq25uvjUv08iyMPDkARlIENTkAdXIEGaAIMHsEzeAVvxpPxYrwbH7PWnJHN7IM/Mj5/AFeEmBA=</latexit><latexit sha1_base64="ShyryqMg/NCY530ycgXrrEjAQhI=">AAACC3icbZDLSsNAFIYn9VbrLerSzdAitAglKYJuhKIuXFawF2himEwn7dBJJs5MhBK7d+OruHGhiFtfwJ1v47TNQlt/GPj4zzmcOb8fMyqVZX0buaXlldW1/HphY3Nre8fc3WtJnghMmpgzLjo+koTRiDQVVYx0YkFQ6DPS9ocXk3r7nghJeXSjRjFxQ9SPaEAxUtryzOKlVyvHzsNdBZ5Bh/F+2YZH0MEDepv5Fc8sWVVrKrgIdgYlkKnhmV9Oj+MkJJHCDEnZta1YuSkSimJGxgUnkSRGeIj6pKsxQiGRbjq9ZQwPtdODARf6RQpO3d8TKQqlHIW+7gyRGsj52sT8r9ZNVHDqpjSKE0UiPFsUJAwqDifBwB4VBCs20oCwoPqvEA+QQFjp+Ao6BHv+5EVo1aq25uvjUv08iyMPDkARlIENTkAdXIEGaAIMHsEzeAVvxpPxYrwbH7PWnJHN7IM/Mj5/AFeEmBA=</latexit><latexit sha1_base64="ShyryqMg/NCY530ycgXrrEjAQhI=">AAACC3icbZDLSsNAFIYn9VbrLerSzdAitAglKYJuhKIuXFawF2himEwn7dBJJs5MhBK7d+OruHGhiFtfwJ1v47TNQlt/GPj4zzmcOb8fMyqVZX0buaXlldW1/HphY3Nre8fc3WtJnghMmpgzLjo+koTRiDQVVYx0YkFQ6DPS9ocXk3r7nghJeXSjRjFxQ9SPaEAxUtryzOKlVyvHzsNdBZ5Bh/F+2YZH0MEDepv5Fc8sWVVrKrgIdgYlkKnhmV9Oj+MkJJHCDEnZta1YuSkSimJGxgUnkSRGeIj6pKsxQiGRbjq9ZQwPtdODARf6RQpO3d8TKQqlHIW+7gyRGsj52sT8r9ZNVHDqpjSKE0UiPFsUJAwqDifBwB4VBCs20oCwoPqvEA+QQFjp+Ao6BHv+5EVo1aq25uvjUv08iyMPDkARlIENTkAdXIEGaAIMHsEzeAVvxpPxYrwbH7PWnJHN7IM/Mj5/AFeEmBA=</latexit>

Df (pkq) := Eq[f(p/q)]
<latexit sha1_base64="mgMxKoGp1NFinW7Q+7LNwmssC7Y=">AAACCnicbZDLSsNAFIYn9VbrLerSzWgR2k1NRFAEoXgBlxXsBZIQJtNJHTq5dGYilNi1G1/FjQtF3PoE7nwbJ20W2vrDwMd/zmHO+b2YUSEN41srzM0vLC4Vl0srq2vrG/rmVktECcekiSMW8Y6HBGE0JE1JJSOdmBMUeIy0vf5FVm/fEy5oFN7KYUycAPVC6lOMpLJcfffS9Sux/TCowtMzaAdI3nleejVyB5byDwZVx9XLRs0YC86CmUMZ5Gq4+pfdjXASkFBihoSwTCOWToq4pJiRUclOBIkR7qMesRSGKCDCScenjOC+crrQj7h6oYRj9/dEigIhhoGnOrNdxXQtM/+rWYn0T5yUhnEiSYgnH/kJgzKCWS6wSznBkg0VIMyp2hXiO8QRliq9kgrBnD55FlqHNVPxzVG5fp7HUQQ7YA9UgAmOQR1cgwZoAgwewTN4BW/ak/aivWsfk9aCls9sgz/SPn8A18mZFQ==</latexit><latexit sha1_base64="mgMxKoGp1NFinW7Q+7LNwmssC7Y=">AAACCnicbZDLSsNAFIYn9VbrLerSzWgR2k1NRFAEoXgBlxXsBZIQJtNJHTq5dGYilNi1G1/FjQtF3PoE7nwbJ20W2vrDwMd/zmHO+b2YUSEN41srzM0vLC4Vl0srq2vrG/rmVktECcekiSMW8Y6HBGE0JE1JJSOdmBMUeIy0vf5FVm/fEy5oFN7KYUycAPVC6lOMpLJcfffS9Sux/TCowtMzaAdI3nleejVyB5byDwZVx9XLRs0YC86CmUMZ5Gq4+pfdjXASkFBihoSwTCOWToq4pJiRUclOBIkR7qMesRSGKCDCScenjOC+crrQj7h6oYRj9/dEigIhhoGnOrNdxXQtM/+rWYn0T5yUhnEiSYgnH/kJgzKCWS6wSznBkg0VIMyp2hXiO8QRliq9kgrBnD55FlqHNVPxzVG5fp7HUQQ7YA9UgAmOQR1cgwZoAgwewTN4BW/ak/aivWsfk9aCls9sgz/SPn8A18mZFQ==</latexit><latexit sha1_base64="mgMxKoGp1NFinW7Q+7LNwmssC7Y=">AAACCnicbZDLSsNAFIYn9VbrLerSzWgR2k1NRFAEoXgBlxXsBZIQJtNJHTq5dGYilNi1G1/FjQtF3PoE7nwbJ20W2vrDwMd/zmHO+b2YUSEN41srzM0vLC4Vl0srq2vrG/rmVktECcekiSMW8Y6HBGE0JE1JJSOdmBMUeIy0vf5FVm/fEy5oFN7KYUycAPVC6lOMpLJcfffS9Sux/TCowtMzaAdI3nleejVyB5byDwZVx9XLRs0YC86CmUMZ5Gq4+pfdjXASkFBihoSwTCOWToq4pJiRUclOBIkR7qMesRSGKCDCScenjOC+crrQj7h6oYRj9/dEigIhhoGnOrNdxXQtM/+rWYn0T5yUhnEiSYgnH/kJgzKCWS6wSznBkg0VIMyp2hXiO8QRliq9kgrBnD55FlqHNVPxzVG5fp7HUQQ7YA9UgAmOQR1cgwZoAgwewTN4BW/ak/aivWsfk9aCls9sgz/SPn8A18mZFQ==</latexit><latexit sha1_base64="mgMxKoGp1NFinW7Q+7LNwmssC7Y=">AAACCnicbZDLSsNAFIYn9VbrLerSzWgR2k1NRFAEoXgBlxXsBZIQJtNJHTq5dGYilNi1G1/FjQtF3PoE7nwbJ20W2vrDwMd/zmHO+b2YUSEN41srzM0vLC4Vl0srq2vrG/rmVktECcekiSMW8Y6HBGE0JE1JJSOdmBMUeIy0vf5FVm/fEy5oFN7KYUycAPVC6lOMpLJcfffS9Sux/TCowtMzaAdI3nleejVyB5byDwZVx9XLRs0YC86CmUMZ5Gq4+pfdjXASkFBihoSwTCOWToq4pJiRUclOBIkR7qMesRSGKCDCScenjOC+crrQj7h6oYRj9/dEigIhhoGnOrNdxXQtM/+rWYn0T5yUhnEiSYgnH/kJgzKCWS6wSznBkg0VIMyp2hXiO8QRliq9kgrBnD55FlqHNVPxzVG5fp7HUQQ7YA9UgAmOQR1cgwZoAgwewTN4BW/ak/aivWsfk9aCls9sgz/SPn8A18mZFQ==</latexit>

�`(pkq) := Eq[(p/q � 1)`]
<latexit sha1_base64="Ars/HEpgwz0tDjHBsoqmEWiCPJ4=">AAACF3icbVDLSsNAFJ3UV62vqEs3g0VoF9ZEBEUQiiK4rGAfkMQwmU7boZNHZyZCif0LN/6KGxeKuNWdf+MkzUKrBwYO55zL3Hu8iFEhDeNLK8zNLywuFZdLK6tr6xv65lZLhDHHpIlDFvKOhwRhNCBNSSUjnYgT5HuMtL3hReq37wgXNAxu5Dgijo/6Ae1RjKSSXL1m4wG9tQljlci+H1Xh6Rm0fSQHnpdcTtyRVYkORvtmNYtAx9XLRs3IAP8SMydlkKPh6p92N8SxTwKJGRLCMo1IOgnikmJGJiU7FiRCeIj6xFI0QD4RTpLdNYF7SunCXsjVCyTM1J8TCfKFGPueSqYri1kvFf/zrFj2TpyEBlEsSYCnH/ViBmUI05Jgl3KCJRsrgjCnaleIB4gjLFWVJVWCOXvyX9I6rJmKXx+V6+d5HUWwA3ZBBZjgGNTBFWiAJsDgATyBF/CqPWrP2pv2Po0WtHxmG/yC9vENXlyeJA==</latexit><latexit sha1_base64="Ars/HEpgwz0tDjHBsoqmEWiCPJ4=">AAACF3icbVDLSsNAFJ3UV62vqEs3g0VoF9ZEBEUQiiK4rGAfkMQwmU7boZNHZyZCif0LN/6KGxeKuNWdf+MkzUKrBwYO55zL3Hu8iFEhDeNLK8zNLywuFZdLK6tr6xv65lZLhDHHpIlDFvKOhwRhNCBNSSUjnYgT5HuMtL3hReq37wgXNAxu5Dgijo/6Ae1RjKSSXL1m4wG9tQljlci+H1Xh6Rm0fSQHnpdcTtyRVYkORvtmNYtAx9XLRs3IAP8SMydlkKPh6p92N8SxTwKJGRLCMo1IOgnikmJGJiU7FiRCeIj6xFI0QD4RTpLdNYF7SunCXsjVCyTM1J8TCfKFGPueSqYri1kvFf/zrFj2TpyEBlEsSYCnH/ViBmUI05Jgl3KCJRsrgjCnaleIB4gjLFWVJVWCOXvyX9I6rJmKXx+V6+d5HUWwA3ZBBZjgGNTBFWiAJsDgATyBF/CqPWrP2pv2Po0WtHxmG/yC9vENXlyeJA==</latexit><latexit sha1_base64="Ars/HEpgwz0tDjHBsoqmEWiCPJ4=">AAACF3icbVDLSsNAFJ3UV62vqEs3g0VoF9ZEBEUQiiK4rGAfkMQwmU7boZNHZyZCif0LN/6KGxeKuNWdf+MkzUKrBwYO55zL3Hu8iFEhDeNLK8zNLywuFZdLK6tr6xv65lZLhDHHpIlDFvKOhwRhNCBNSSUjnYgT5HuMtL3hReq37wgXNAxu5Dgijo/6Ae1RjKSSXL1m4wG9tQljlci+H1Xh6Rm0fSQHnpdcTtyRVYkORvtmNYtAx9XLRs3IAP8SMydlkKPh6p92N8SxTwKJGRLCMo1IOgnikmJGJiU7FiRCeIj6xFI0QD4RTpLdNYF7SunCXsjVCyTM1J8TCfKFGPueSqYri1kvFf/zrFj2TpyEBlEsSYCnH/ViBmUI05Jgl3KCJRsrgjCnaleIB4gjLFWVJVWCOXvyX9I6rJmKXx+V6+d5HUWwA3ZBBZjgGNTBFWiAJsDgATyBF/CqPWrP2pv2Po0WtHxmG/yC9vENXlyeJA==</latexit><latexit sha1_base64="Ars/HEpgwz0tDjHBsoqmEWiCPJ4=">AAACF3icbVDLSsNAFJ3UV62vqEs3g0VoF9ZEBEUQiiK4rGAfkMQwmU7boZNHZyZCif0LN/6KGxeKuNWdf+MkzUKrBwYO55zL3Hu8iFEhDeNLK8zNLywuFZdLK6tr6xv65lZLhDHHpIlDFvKOhwRhNCBNSSUjnYgT5HuMtL3hReq37wgXNAxu5Dgijo/6Ae1RjKSSXL1m4wG9tQljlci+H1Xh6Rm0fSQHnpdcTtyRVYkORvtmNYtAx9XLRs3IAP8SMydlkKPh6p92N8SxTwKJGRLCMo1IOgnikmJGJiU7FiRCeIj6xFI0QD4RTpLdNYF7SunCXsjVCyTM1J8TCfKFGPueSqYri1kvFf/zrFj2TpyEBlEsSYCnH/ViBmUI05Jgl3KCJRsrgjCnaleIB4gjLFWVJVWCOXvyX9I6rJmKXx+V6+d5HUWwA3ZBBZjgGNTBFWiAJsDgATyBF/CqPWrP2pv2Po0WtHxmG/yC9vENXlyeJA==</latexit>

|�|`(pkq) := Eq[|p/q � 1|`]
<latexit sha1_base64="sdoWDsp/VoGK8LuS6SNwVQZ/l2M=">AAACGXicbVDLSsNAFJ3UV62vqEs3g0WoC2sigiIIRRFcVrAPSGKYTKft0MmjMxOhJP0NN/6KGxeKuNSVf+OkzUKrBwYO55zL3Hu8iFEhDeNLK8zNLywuFZdLK6tr6xv65lZThDHHpIFDFvK2hwRhNCANSSUj7YgT5HuMtLzBZea37gkXNAxu5Sgijo96Ae1SjKSSXN1Ibdyn6Z1NGKtEdjrch2fn0PaR7HtecjV2h1YaHQ4PzGkEOq5eNqrGBPAvMXNSBjnqrv5hd0Ic+ySQmCEhLNOIpJMgLilmZFyyY0EihAeoRyxFA+QT4SSTy8ZwTykd2A25eoGEE/XnRIJ8IUa+p5LZymLWy8T/PCuW3VMnoUEUSxLg6UfdmEEZwqwm2KGcYMlGiiDMqdoV4j7iCEtVZkmVYM6e/Jc0j6qm4jfH5dpFXkcR7IBdUAEmOAE1cA3qoAEweABP4AW8ao/as/amvU+jBS2f2Qa/oH1+A1F2n9c=</latexit><latexit sha1_base64="sdoWDsp/VoGK8LuS6SNwVQZ/l2M=">AAACGXicbVDLSsNAFJ3UV62vqEs3g0WoC2sigiIIRRFcVrAPSGKYTKft0MmjMxOhJP0NN/6KGxeKuNSVf+OkzUKrBwYO55zL3Hu8iFEhDeNLK8zNLywuFZdLK6tr6xv65lZThDHHpIFDFvK2hwRhNCANSSUj7YgT5HuMtLzBZea37gkXNAxu5Sgijo96Ae1SjKSSXN1Ibdyn6Z1NGKtEdjrch2fn0PaR7HtecjV2h1YaHQ4PzGkEOq5eNqrGBPAvMXNSBjnqrv5hd0Ic+ySQmCEhLNOIpJMgLilmZFyyY0EihAeoRyxFA+QT4SSTy8ZwTykd2A25eoGEE/XnRIJ8IUa+p5LZymLWy8T/PCuW3VMnoUEUSxLg6UfdmEEZwqwm2KGcYMlGiiDMqdoV4j7iCEtVZkmVYM6e/Jc0j6qm4jfH5dpFXkcR7IBdUAEmOAE1cA3qoAEweABP4AW8ao/as/amvU+jBS2f2Qa/oH1+A1F2n9c=</latexit><latexit sha1_base64="sdoWDsp/VoGK8LuS6SNwVQZ/l2M=">AAACGXicbVDLSsNAFJ3UV62vqEs3g0WoC2sigiIIRRFcVrAPSGKYTKft0MmjMxOhJP0NN/6KGxeKuNSVf+OkzUKrBwYO55zL3Hu8iFEhDeNLK8zNLywuFZdLK6tr6xv65lZThDHHpIFDFvK2hwRhNCANSSUj7YgT5HuMtLzBZea37gkXNAxu5Sgijo96Ae1SjKSSXN1Ibdyn6Z1NGKtEdjrch2fn0PaR7HtecjV2h1YaHQ4PzGkEOq5eNqrGBPAvMXNSBjnqrv5hd0Ic+ySQmCEhLNOIpJMgLilmZFyyY0EihAeoRyxFA+QT4SSTy8ZwTykd2A25eoGEE/XnRIJ8IUa+p5LZymLWy8T/PCuW3VMnoUEUSxLg6UfdmEEZwqwm2KGcYMlGiiDMqdoV4j7iCEtVZkmVYM6e/Jc0j6qm4jfH5dpFXkcR7IBdUAEmOAE1cA3qoAEweABP4AW8ao/as/amvU+jBS2f2Qa/oH1+A1F2n9c=</latexit><latexit sha1_base64="sdoWDsp/VoGK8LuS6SNwVQZ/l2M=">AAACGXicbVDLSsNAFJ3UV62vqEs3g0WoC2sigiIIRRFcVrAPSGKYTKft0MmjMxOhJP0NN/6KGxeKuNSVf+OkzUKrBwYO55zL3Hu8iFEhDeNLK8zNLywuFZdLK6tr6xv65lZThDHHpIFDFvK2hwRhNCANSSUj7YgT5HuMtLzBZea37gkXNAxu5Sgijo96Ae1SjKSSXN1Ibdyn6Z1NGKtEdjrch2fn0PaR7HtecjV2h1YaHQ4PzGkEOq5eNqrGBPAvMXNSBjnqrv5hd0Ic+ySQmCEhLNOIpJMgLilmZFyyY0EihAeoRyxFA+QT4SSTy8ZwTykd2A25eoGEE/XnRIJ8IUa+p5LZymLWy8T/PCuW3VMnoUEUSxLg6UfdmEEZwqwm2KGcYMlGiiDMqdoV4j7iCEtVZkmVYM6e/Jc0j6qm4jfH5dpFXkcR7IBdUAEmOAE1cA3qoAEweABP4AW8ao/as/amvU+jBS2f2Qa/oH1+A1F2n9c=</latexit>



Pearson-Vajda divergences are moments of 
the linearized privacy loss 
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3.1. Proof of Theorem 9. Let us start with the overall proof strategy. The proof is roughly
split into three parts. In the first part, we define a new family of privacy definitions called
ternary-|�|↵-differential privacy (based on ternary version of Pearson-Vajda divergence)
and show that it handles subsampling naturally (Proposition 14). In the second part, we
bound the Rényi DP using the ternary-|�|↵-differential privacy and apply the subsampling
lemma from the first part. In the third part, we propose a number of ways of converting the
expression stated as ternary-|�|↵-differential privacy back to that of RDP (Lemmas 15, 16, 17).
Each of these conversion strategies yield different coefficients in the sum inside the logarithm
defining ↵

0(✏); our bound accounts for all these strategies at once by taking the minimum of
these coefficients.

Pearson-Vajda Divergence and the Moments of Linearized Privacy Random Vari-
able. We need to define a few quantities to establish our results. The Pearson-Vajda
Divergence (or |�|↵-divergence) of order ↵ is defined as follows (Vajda, 1973):

D|�|↵(pkq) := Eq

����
p

q
� 1

����
↵�

. (3.1)

This is closely related to the moment of the privacy random variable in that (p/q � 1) is the
linearized version of log(p/q). More interestingly, the ↵th moment of the privacy random
variable is the ↵th derivate of the MGF evaluated at 0:

E[log(p/q)↵] =
@
↵

@t↵
[eKM(t)](0),

while at least for the even order, the |�|↵-divergence is the ↵th order forward finite difference

of the MGF evaluated at 0:
E[(p/q � 1)↵] = �(↵)[eKM(·)](0). (3.2)

In the above expression, the ↵th order forward difference operator �(↵) is defined recursively
with

�(↵) := � � ... � �| {z }
↵-times

, (3.3)

where � denote the first order forward difference operator such that �[f ](x) = f(x+1)�f(x)
for any function f : R ! R. See Appendix B for more information on �(↵) and its connection
to binomial numbers.

Part 1: Ternary-|�|↵-divergence and Natural Subsampling. Ternary-|�|↵-divergence
is a novel quantity that measures the discrepancy of three distributions instead of two. Let
p, q, r be three probability distributions9, we define

D|�|↵(p, qkr) := Er

����
p � q

r

����
↵�

.

Using, this ternary-|�|↵-divergence notion, we define ⇣-ternary-|�|↵-differential privacy as
follows. Analogously with RDP where we considered ✏ as a function of ↵, we consider ⇣ as a
function of ↵.

9We think of p, q, r as the distributions M � subsample(X),M � subsample(X 0),M � subsample(X 00),
respectively, for mutually adjacent datasets X,X

0
, X

00.

10 Y.-X. WANG, B. BALLE, AND S. KASIVISWANATHAN

3.1. Proof of Theorem 9. Let us start with the overall proof strategy. The proof is roughly
split into three parts. In the first part, we define a new family of privacy definitions called
ternary-|�|↵-differential privacy (based on ternary version of Pearson-Vajda divergence)
and show that it handles subsampling naturally (Proposition 14). In the second part, we
bound the Rényi DP using the ternary-|�|↵-differential privacy and apply the subsampling
lemma from the first part. In the third part, we propose a number of ways of converting the
expression stated as ternary-|�|↵-differential privacy back to that of RDP (Lemmas 15, 16, 17).
Each of these conversion strategies yield different coefficients in the sum inside the logarithm
defining ↵

0(✏); our bound accounts for all these strategies at once by taking the minimum of
these coefficients.

Pearson-Vajda Divergence and the Moments of Linearized Privacy Random Vari-
able. We need to define a few quantities to establish our results. The Pearson-Vajda
Divergence (or |�|↵-divergence) of order ↵ is defined as follows (Vajda, 1973):

D|�|↵(pkq) := Eq

����
p

q
� 1

����
↵�

. (3.1)

This is closely related to the moment of the privacy random variable in that (p/q � 1) is the
linearized version of log(p/q). More interestingly, the ↵th moment of the privacy random
variable is the ↵th derivate of the MGF evaluated at 0:

E[log(p/q)↵] =
@
↵

@t↵
[eKM(t)](0),

while at least for the even order, the |�|↵-divergence is the ↵th order forward finite difference

of the MGF evaluated at 0:
E[(p/q � 1)↵] = �(↵)[eKM(·)](0). (3.2)

In the above expression, the ↵th order forward difference operator �(↵) is defined recursively
with

�(↵) := � � ... � �| {z }
↵-times

, (3.3)

where � denote the first order forward difference operator such that �[f ](x) = f(x+1)�f(x)
for any function f : R ! R. See Appendix B for more information on �(↵) and its connection
to binomial numbers.

Part 1: Ternary-|�|↵-divergence and Natural Subsampling. Ternary-|�|↵-divergence
is a novel quantity that measures the discrepancy of three distributions instead of two. Let
p, q, r be three probability distributions9, we define

D|�|↵(p, qkr) := Er

����
p � q

r

����
↵�

.

Using, this ternary-|�|↵-divergence notion, we define ⇣-ternary-|�|↵-differential privacy as
follows. Analogously with RDP where we considered ✏ as a function of ↵, we consider ⇣ as a
function of ↵.

9We think of p, q, r as the distributions M � subsample(X),M � subsample(X 0),M � subsample(X 00),
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SUBSAMPLED RÉNYI DIFFERENTIAL PRIVACY 11

Definition 11 (Ternary-|�|↵-differential privacy). We say that a randomized mechanism
M is ⇣-ternary-|�|↵-DP if for all ↵ � 1:

sup
X,X0,X00 mutually adjacent

⇣
D|�|↵(M(X),M(X 0)kM(X 00))

⌘1/↵
 ⇣(↵).

Here, the mutually adjacent condition means d(X,X
0), d(X 0

, X
00), d(X,X

00)  1, and ⇣(↵) is
a function from R+ to R+. Note that the above definition is a general case of the following
binary-|�|↵-differential privacy definition that works with the standard Person-Vajda |�|↵-
divergences (as defined in (3.1)).

Definition 12 (Binary-|�|↵-differential privacy). We say that a randomized mechanism M
is ⇠-binary-|�|↵-DP if for all ↵ � 1:

sup
X,X0:d(X,X0)1

⇣
D|�|↵(M(X)kM(X 0))

⌘1/↵
 ⇠(↵).

Again, ⇠(↵) is a function from R+ to R+.

As we described earlier, this notion of privacy shares many features of RDP and could have
independent interest. It subsumes (✏, 0)-DP (for ↵ ! 1) and implies an entire family of
(✏(�), �)-DP through Markov’s inequality. We provide additional details on this point in
Appendix D.

For our ternary-|�|↵-differential privacy, what makes it stand out relative to Rényi DP is
how it allows privacy amplification to occur in an extremely clean fashion, as the following
proposition states. The proof of the proposition involves conditioning on subsampling events,
constructing dummy random variables to match up each of these events, and the use of
Jensen’s inequality to convert the intractable ternary-|�|↵-DP of a mixture distribution to
that of three simple distributions that come from mutually adjacent datasets. The following
simple lemma will be helpful.

Lemma 13. Bivariate function f(x, y) = x
j
/y

j�1 is jointly convex on R2
+ for j > 1.

Proof. Note that the function is continuously differentiable on R2
+. The two eigenvalues of

the Hessian matrix
0 and (j2 � j)

x
j

yj+1

✓
1 +

y
2

x2

◆

and both are nonnegative in the first quadrant.

Proposition 14 (Subsampling Lemma for Ternary-|�|↵-DP). Let a mechanism M obey
⇣-ternary-|�|↵-DP, then the algorithm M � subsample obeys �⇣-ternary-|�|↵-DP.

Proof. If three datasets X,X
0
, X

00 of size n are mutually adjacent, they must differ on the
same data point (w.l.o.g., let it be the nth), and the remaining n�1 data points are the same.
Let p, q, r denote the distributions M�subsample(X),M�subsample(X 0),M�subsample(X 00),
respectively.

p q r
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Lemma: Ternary |χ|α -DP ≈ Binary |χ|α -DP.
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RDP parameter following bound,

✏M�subsample(↵)  1

↵ � 1
log

⇣
1 +

↵X

j=2

✓
↵

j

◆
�
j
⇣(j)j

⌘
. (3.7)

Part 3: Bounding Ternary-|�|↵-DP using RDP. Considering (3.7), it remains to
bound

⇣(j)j := sup
p,q,r

Er


|p � q|j

rj

�

using RDP. We provide several ways of doing so and plugging them into (3.7) shows how the
various terms in the bound of Theorem 9 arise.

(a) The 4(e✏(2) � 1) Term. To begin with, we show that the binary-|�|↵-DP and ternary-
|�|↵-DP are equivalent up to a constant of 4.

Lemma 15. If a randomized mechanism M is ⇠-binary-|�|↵-DP, then it is ⇣-ternary-|�|↵-
DP for some ⇣ satisfying ⇠(↵)↵  ⇣(↵)↵  4⇠(↵)↵.

Proof. The first inequality follows trivially by definition. We now prove the second. Let
p, q, r be three probability distributions over the same support. Consider the following
four sets:

E1 = {✓ | p(✓) � q(✓), q(✓) � r(✓)}
E2 = {✓ | p(✓) � q(✓), q(✓) < r(✓)},
E3 = {✓ | p(✓) < q(✓), p(✓) � r(✓)},
E4 = {✓ | p(✓) < q(✓), p(✓) � r(✓)}.

For ✓ 2 E1, |p(✓) � q(✓)|j/rj�1 = (p(✓) � q(✓))j/rj�1  (p(✓) � r)j/rj�1. For ✓ 2 E2,
|p(✓) � q(✓)|j/r(✓)j�1  (p(✓) � q(✓))j/q(✓)j�1. Similarly, for ✓ 2 E3 and ✓ 2 E4, |p(✓) �
q(✓)|j/rj�1 is bounded by (q(✓) � r(✓))j/r(✓)j�1 and (q(✓) � p(✓))j/p(✓)j�1 respectively.
It then follows that, with p = p(✓), q = q(✓), r = r(✓),
E✓⇠r[|p � q|j/rj ]

=E✓⇠r[|p � q|j/rj1✓2E1 ] + E✓⇠r[|p � q|j/rj1✓2E2 ] + E✓⇠r[|p � q|j/rj1✓2E3 ] + E✓⇠r[|p � q|j/rj1✓2E4 ]

E✓⇠r[|p � r|j/rj1✓2E1 ] + E✓⇠q[|p � q|j/qj1✓2E2 ] + E✓⇠r[|q � r|j/rj1✓2E3 ] + E✓⇠p[|q � p|j/pj1✓2E4 ]

D|�|j (pkr) + D|�|j (pkq) + D|�|j (qkr) + D|�|j (qkp)  4⇠(j).

In Lemma 15, for the special case of ↵ = 2, we have

Eq[|p/q � 1|2] = Eq[(p/q)
2] � 2Eq[p/q] + 1 = e

✏(2) � 1.

Using the bound from Lemma 15 relating the binary and ternary-|�|↵-DP, gives that
⇣(2)  4(e✏(2) � 1).

(b) The e
(j�1)✏(j) min{2, (e✏(1) � 1)j} Term. Now, we provide a bound for j � 2. We start

with the following simple lemma.

Lemma 16. Let X,Y be nonnegative random variables, for any j � 1,
E[|X � Y |j ]  E[Xj ] + E[Y j ].



Step 1. Ternary |χ|k-DP is natural for 
subsampling

Let a mechanism M obey ⇣-ternary-|�|↵-DP, then
the algorithm M � sample obeys �⇣-ternary-|�|↵-DP.
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Let E be the event such that the subsample includes the nth item (and E
c be complement

event), we have
p = �p(·|E) + (1 � �)p(·|Ec)

q = �q(·|E) + (1 � �)q(·|Ec).

and by construction, p(·|Ec) = q(·|Ec).

Substituting the observation into the ternary-|�|j-divergence, we get �
j to show up:

D|�|j (p, qkr) = Er

⇣ |p � q|
r

⌘j
�

= �
jEr

⇣ |p(·|E) � q(·|E)|
r

⌘j
�

= �
j
D|�|j (p(·|E), q(·|E)kr). (3.4)

Note that p(·|E), q(·|E) and r are mixture distributions with combinatorially many mixing
components.

Let J be a random subset of size �n chosen by the subsample operator. In addition, we
define an auxiliary dummy variable i ⇠ Unif(1, ..., �n). Let i be independent to everything
else, so it is clear that r(✓|J) = r(✓|J, i). In other words,

r(✓) = EJ,i[q(✓|J, i)] =
1

�n
� n
�n

�
X

J⇢[n],i2[�n]

r(✓|J).

Now, define functions g and g
0 on index set J, i such that:

g(J, i) =

(
p(✓|J) if n 2 J

p(✓|J [ {n}\J [i]) otherwise,
g
0(J, i) =

(
q(✓|J) if n 2 J

q(✓|J [ {n}\J [i]) otherwise.

Check that p(✓|E) = EJ,ig(J, i) and q(✓|E) = EJ,ig
0(J, i).

The above definitions and the introduction of the dummy random variable i may seem
mysterious. Let us explain the rationale behind them. Note that mixture distributions
p(✓|E), q(✓|E) have a different number of mixture components compared to q(✓). In fact,
q(✓) has

� n
�n

�
components while p(✓|E) and q(✓|E) only have

� n�1
�n�1

�
components due to the

conditioning on the event E that fixes the differing (say the nth) datapoint in the sampled
set.

The dummy random variable i allows us to define a new sigma-field to redundantly represent
both subsampling over [n � 1] and [n] under the same uniform probability measure while
establishing a one-to-one mapping between pairs of events such that the corresponding index
of the subsample differs by only one datapoint.

12 Y.-X. WANG, B. BALLE, AND S. KASIVISWANATHAN

Let E be the event such that the subsample includes the nth item (and E
c be complement

event), we have
p = �p(·|E) + (1 � �)p(·|Ec)

q = �q(·|E) + (1 � �)q(·|Ec).

and by construction, p(·|Ec) = q(·|Ec).

Substituting the observation into the ternary-|�|j-divergence, we get �
j to show up:

D|�|j (p, qkr) = Er

⇣ |p � q|
r

⌘j
�

= �
jEr

⇣ |p(·|E) � q(·|E)|
r

⌘j
�

= �
j
D|�|j (p(·|E), q(·|E)kr). (3.4)

Note that p(·|E), q(·|E) and r are mixture distributions with combinatorially many mixing
components.

Let J be a random subset of size �n chosen by the subsample operator. In addition, we
define an auxiliary dummy variable i ⇠ Unif(1, ..., �n). Let i be independent to everything
else, so it is clear that r(✓|J) = r(✓|J, i). In other words,

r(✓) = EJ,i[q(✓|J, i)] =
1

�n
� n
�n

�
X

J⇢[n],i2[�n]

r(✓|J).

Now, define functions g and g
0 on index set J, i such that:

g(J, i) =

(
p(✓|J) if n 2 J

p(✓|J [ {n}\J [i]) otherwise,
g
0(J, i) =

(
q(✓|J) if n 2 J

q(✓|J [ {n}\J [i]) otherwise.

Check that p(✓|E) = EJ,ig(J, i) and q(✓|E) = EJ,ig
0(J, i).

The above definitions and the introduction of the dummy random variable i may seem
mysterious. Let us explain the rationale behind them. Note that mixture distributions
p(✓|E), q(✓|E) have a different number of mixture components compared to q(✓). In fact,
q(✓) has

� n
�n

�
components while p(✓|E) and q(✓|E) only have

� n�1
�n�1

�
components due to the

conditioning on the event E that fixes the differing (say the nth) datapoint in the sampled
set.

The dummy random variable i allows us to define a new sigma-field to redundantly represent
both subsampling over [n � 1] and [n] under the same uniform probability measure while
establishing a one-to-one mapping between pairs of events such that the corresponding index
of the subsample differs by only one datapoint.

Still mixture distributions!
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This trick allows us to write:

Eq

✓
|p(✓|E) � q(✓|E)|

q(✓)

◆j

=

Z
[p(✓|E) � q(✓|E)]j

q(✓)j�1
d✓


"

Jensen

Z
EJ,i


|g(J, i) � g

0(J, i)|j

q(✓|J)j�1

�
d✓

=
"

Fubini

EJ,iEq

"✓
|g(J, i) � g

0(J, i)|
q(✓|J)

◆j
����� J, i

#
 ⇣(j)j . (3.5)

The second but last line uses Jensen’s inequality and Lemma 13, which proves the joint
convexity of the function x

j
/y(j � 1) on R2

+. In the last line, we exchange the order of the
integral, from which we get the expression for the ternary-DP directly. By definition of
ternary-DP (Definition 11), we get the ⇣(j)j bound.

Combining (3.4) with (3.5) gives the claimed result because the definitions of g and g
0 ensure

that each inner expectation is a ternary Liese–Vajda divergence of the original mechanism
on a triple of mutually adjacent datasets.

Part 2: Bounding RDP with Ternary-|�|↵-DP. We will now show that (a transformation
of) the quantity of interest — RDP of the subsampled mechanism — can be expressed as a
linear combination of a sequence of binary-|�|↵-DP parameters ⇠(↵) for integer ↵ = 2, 3, ...
through Newton’s series expansion of the moment generating function:

Eq

✓
p

q

◆↵�
= 1 +

✓
↵

1

◆
Eq


p

q
� 1

�
+

↵X

j=2

✓
↵

j

◆
Eq

"✓
p

q
� 1

◆j
#
. (3.6)

Observe that Eq

h
p
q � 1

i
= 0, so it suffices to bound Eq

⇣
p
q � 1

⌘j
�

for j � 2.

Note that p
q � 1 is a special case of (p � q)/r with q = r, therefore,

max
p,q

Eq

"✓
p � q

q

◆j
#

 max
p,q,r

Er

"✓
p � q

r

◆j
#

 max
p,q,r

D|�|j (p, qkr).

The same holds if we write M0 = M � subsample and restrict the maximum on the left
to p = M0(X) and q = M0(X 0) with X, X 0 adjacent, and the maximum on the right to
p = M0(X), q = M0(X 0) and r = M0(X 0)0 with mutually adjacent X, X 0 and X

00. For
the subsampled mechanism, the right-hand side of the above equation can be bounded by
Proposition 14. Putting these together, we can bound (3.6) as

Eq

✓
p

q

◆↵�
 1 +

↵X

j=2

✓
↵

j

◆
�
j
⇣(j)j ,

where mechanism M satisfies ⇣-ternary-|�|↵-DP and p, q denote the distributions M �
subsample(X),M � subsample(X 0), respectively, for adjacent datasets X,X

0. Using this
result along with the definition of Rényi differential privacy (from Definition 4) implies the
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Apply Natural Subsampling:

Bound binary with ternary:
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RDP parameter following bound,

✏M�subsample(↵)  1

↵ � 1
log

⇣
1 +

↵X

j=2

✓
↵

j

◆
�
j
⇣(j)j

⌘
. (3.7)

Part 3: Bounding Ternary-|�|↵-DP using RDP. Considering (3.7), it remains to
bound

⇣(j)j := sup
p,q,r

Er


|p � q|j

rj

�

using RDP. We provide several ways of doing so and plugging them into (3.7) shows how the
various terms in the bound of Theorem 9 arise.

(a) The 4(e✏(2) � 1) Term. To begin with, we show that the binary-|�|↵-DP and ternary-
|�|↵-DP are equivalent up to a constant of 4.

Lemma 15. If a randomized mechanism M is ⇠-binary-|�|↵-DP, then it is ⇣-ternary-|�|↵-
DP for some ⇣ satisfying ⇠(↵)↵  ⇣(↵)↵  4⇠(↵)↵.

Proof. The first inequality follows trivially by definition. We now prove the second. Let
p, q, r be three probability distributions over the same support. Consider the following
four sets:

E1 = {✓ | p(✓) � q(✓), q(✓) � r(✓)}
E2 = {✓ | p(✓) � q(✓), q(✓) < r(✓)},
E3 = {✓ | p(✓) < q(✓), p(✓) � r(✓)},
E4 = {✓ | p(✓) < q(✓), p(✓) � r(✓)}.

For ✓ 2 E1, |p(✓) � q(✓)|j/rj�1 = (p(✓) � q(✓))j/rj�1  (p(✓) � r)j/rj�1. For ✓ 2 E2,
|p(✓) � q(✓)|j/r(✓)j�1  (p(✓) � q(✓))j/q(✓)j�1. Similarly, for ✓ 2 E3 and ✓ 2 E4, |p(✓) �
q(✓)|j/rj�1 is bounded by (q(✓) � r(✓))j/r(✓)j�1 and (q(✓) � p(✓))j/p(✓)j�1 respectively.
It then follows that, with p = p(✓), q = q(✓), r = r(✓),
E✓⇠r[|p � q|j/rj ]

=E✓⇠r[|p � q|j/rj1✓2E1 ] + E✓⇠r[|p � q|j/rj1✓2E2 ] + E✓⇠r[|p � q|j/rj1✓2E3 ] + E✓⇠r[|p � q|j/rj1✓2E4 ]

E✓⇠r[|p � r|j/rj1✓2E1 ] + E✓⇠q[|p � q|j/qj1✓2E2 ] + E✓⇠r[|q � r|j/rj1✓2E3 ] + E✓⇠p[|q � p|j/pj1✓2E4 ]

D|�|j (pkr) + D|�|j (pkq) + D|�|j (qkr) + D|�|j (qkp)  4⇠(j).

In Lemma 15, for the special case of ↵ = 2, we have

Eq[|p/q � 1|2] = Eq[(p/q)
2] � 2Eq[p/q] + 1 = e

✏(2) � 1.

Using the bound from Lemma 15 relating the binary and ternary-|�|↵-DP, gives that
⇣(2)  4(e✏(2) � 1).

(b) The e
(j�1)✏(j) min{2, (e✏(1) � 1)j} Term. Now, we provide a bound for j � 2. We start

with the following simple lemma.

Lemma 16. Let X,Y be nonnegative random variables, for any j � 1,
E[|X � Y |j ]  E[Xj ] + E[Y j ].
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Proof. Using that the X,Y � 0

E[|X � Y |j ] = E[(X � Y )j1(X � Y )] + E[(X � Y )j1(X < Y )]

 E[Xj · 1(X � Y )] + E
⇥
Y

j · 1(X < Y )
⇤

 E[Xj ] + E[Y j ]

This “triangular inequality”-like result exploits the nonnegativity of X,Y and captures the
intrinsic cancellations of the 2j terms of a Binomial expansion. If we do not have non-
negativity, the standard expansion will have a 2j factor rather than 2 (see e.g., Proposition
3.2 of Bobkov et al. (2016)).
Next we show an alternative bound that is tighter in cases when X and Y are related to
each other with a multiplicative bound. Note that this bound is only going to be useful
when M has a bounded ✏(1); i.e. when M satisfies (✏, 0)-DP guarantee.

Lemma 17. Let X,Y be nonnegative random variables and with probability 1, e�"
Y 

X  e
"
Y . Then for any j � 1,

E[|X � Y |j ]  E[Y j ](e" � 1)j .

Proof. The multiplicative bound implies that: �Y (1 � e
�")  X � Y  Y (e" � 1), which

gives that with probability 1

|X � Y |  max{e" � 1, 1 � e
�"}Y = (e" � 1)Y,

and the claimed result follows.
Take X = p/r and Y = q/r. Applying Lemma 16 gives ⇣(j)  2e(j�1)✏(j). Using Lemma 17
instead with " = ✏(1) provided by the mechanism M, we have ⇣(j)  e

(j�1)✏(j)(e✏(1)�1)j .
Using these bounds together, we get the overall bound

⇣(j)  e
(j�1)✏(j) min{2, (e✏(1) � 1)j}.

Note that at j = 2, e(j�1)✏(j) min{2, (e✏(1) � 1)j} simplifies to e
✏(2) min{2, (e✏(1) � 1)2}.

Plugging in the above derivations in (3.7) yields the bound stated in Theorem 9.

3.2. Improving the Bound in Theorem 9. We note that we can improve the bound in
Theorem 9 under some additional assumptions on the RDP guarantee. We formalize this
idea in this section. We use d(X,X

0)  1 to represent neighboring datasets. We start with
some additional conditions on the mechanism M as defined below.

Definition 18 (Tightness and Self-consistency). We say a mechanism M and its correspond-
ing RDP privacy guarantee ✏M(·) are tight if maxX,X0:d(X,X0)1D`(M(X)kM(X 0)) = ✏M(`)
for every ` = 1, 2, 3, ... We say that a tight pair (M, ✏M(·)) is self-consistent with respect to
|�|↵-divergence, if
⇣

\`=1,2,...,↵ argmax
X,X0:d(X,X0)1

D`(M(X)kM(X 0))
⌘

\ argmax
X,X0:d(X,X0)1

D|�|↵(M(X)kM(X 0)) 6= ;.

The tightness condition requires that the RDP function ✏M(·) be attainable by two distri-
butions induced by a pair of adjacent datasets and the self-consistency condition requires
that the same pair of distributions attains the maximal |�|↵-divergence for a given range
of parameters. Self-consistency is a non-trivial condition in general but it is true in most

D2(pkq) = log(1 + �2(pkq))
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Step 3. Bounding Ternary |χ|k-DP with RDP 
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Theorem (Upper bound): Let M obeys (α ,Ɛ(α))-RDP for all α. Then
M(subsample( DATA)) obeys

for � from (3) (similarly, (4)). The same result holds even if all we have is (possibly noisy) blackbox access to
KM(·) or its derivative (see more details in Appendix G).

For other useful properties of the CGF and an elementary proof of its convexity and how it implies the
monotonicity of the Rényi divergence, see Appendix H.

Other Related Work. A closely related notion to RDP is that of zero-concentrated differential privacy

(zCDP) introduced in (Bun & Steinke, 2016) (see also (Dwork & Rothblum, 2016)). zCDP is related to CGF
of the privacy loss random variable as we note here.
Remark 8 (Relation between CGF and Zero-concentrated Differential Privacy). If randomized mechanism

M obeys (⇠, ⇢)-zCDP for some parameters ⇠, ⇢, then the CGF KM(�)  �⇠ + �(�+ 1)⇢. On the other hand,

if M’s privacy loss r.v. has CGF KM(�), then M is also (⇠, ⇢)-zCDP for all (⇠, ⇢) such that the quadratic

function �⇠ + �(�+ 1)⇢ � KM(�).

In general, the RDP view of privacy is broader than the CDP view as it captures finer information. For
CDP, subsampling does not improve the privacy parameters (Bun et al., 2018). A truncated variant of the
zCDP has been very recently proposed by Bun et al. (2018) and they studied the effect of subsampling in
tCDP. While this independent work attempts to solve a problem closely related to ours, they are not directly
comparable in that they deal with the amplification properties of tCDP while we deal with that of Rényi
DP (and therefore CDP without truncation). A simple consequence of this difference is that the popular
subsampled Gaussian mechanism explained above, that is covered by our analysis, is not directly covered by
the amplification properties of tCDP.

3 Our Results

In this section, we present first our main result, an amplification theorem for Rényi Differential Privacy via
subsampling. We first provide the upper bound, and then discuss the optimality of this bound. Based on
these bounds, in Section 3.3, we discuss an idea for implementing a data structure that can efficiently track
privacy parameters under composition.

3.1 “Privacy Amplification” for RDP

We start with our main theorem that bounds ✏M�subsample(↵) for the mechanism M � subsample in terms of
✏M(↵) of the mechanism M and sampling parameter � used in the subsample procedure. Missing details
from this Section are collected in Appendix B.
Theorem 9 (RDP for Subsampled Mechanisms). Given a dataset of n points drawn from a domain X
and a (randomized) mechanism M that takes an input from Xm

for m  n, let the randomized algorithm

M � subsample be defined as: (1) subsample: subsample without replacement m datapoints of the dataset

(sampling parameter � = m/n), and (2) apply M: a randomized algorithm taking the subsampled dataset as the

input. For all integers ↵ � 2, if M obeys (↵, ✏(↵))-RDP, then this new randomized algorithm M � subsample
obeys (↵, ✏0(↵))-RDP where,

✏
0(↵)  1

↵� 1
log

✓
1 + �

2

✓
↵

2

◆
min

n
4(e✏(2) � 1), e✏(2) min{2, (e✏(1) � 1)2}

o

+
↵X

j=3

�
j

✓
↵

j

◆
e
(j�1)✏(j) min{2, (e✏(1) � 1)j}

◆
.

The bound in the above theorem might appear complicated, and this is partly because of our efforts to get a
precise non-asymptotic bound (and not just a O(·) bound) that can be implemented in a real system. Some
additional practical considerations related to evaluating the bound in this theorem such as computational
resources needed, numerical stability issues, etc., are discussed in Appendix G. The phase transition behavior
of this bound, noted in the introduction, is probably most easily observed through Figure 1 (Section 4), where

6



Lower bound by constructing a data sets pair

• Construct a specific pair of data set 
• X = [0,0,0,0,…,0,1]
• X’ = [0,0,0,0,…,0,0]

• All subsamples from X’ are identical! If the last data point is not 
chosen, so are the subsample from X 

30

SUBSAMPLED RÉNYI DIFFERENTIAL PRIVACY 17

condition is true for all output perturbation mechanisms for counting queries), then the RDP
function ✏

0 for M � subsample obeys the following lower bound for all integers ↵ � 1:

✏
0(↵) � ↵

↵ � 1
log(1 � �) +

1

↵ � 1
log

⇣
1 + ↵

�

1 � �
+

↵X

j=2

✓
↵

j

◆� �

1 � �

�j
e
(j�1)✏(j)

⌘
.

Proof. Consider two datasets X,X
0 2 X n where X 0 contains n data points that are identically

x and X is different from X
0 only in its last data point. By construction, subsample(X 0) ⌘

[x, x, ..., x], Pr[subsample(X) = [x, x, ..., x]] = 1 � � and Pr[subsample(X) = [x, x, ..., x, x0] =
�. In other words, M � subsample(X 0) = M([x, x, ..., x]) := p and M � subsample(X) =
(1 � �)p + �M([x, x, ..., x, x0]) := (1 � �)p + �q. It follows that

Eq

✓
(1 � �)q + �p

q

◆↵�
=Eq

✓
1 � � + �

p

q

◆↵�
= (1 � �)↵Eq

✓
1 +

�

1 � �

p

q

◆↵�

=(1 � �)↵

0

@1 + ↵
�

1 � �
+

↵X

j=2

✓
↵

j

◆✓
�

1 � �

◆j

Eq

⇣
p

q

⌘j
�1

A .

When we take x, x
0 to be the one in the assumption that attains the RDP ✏(·) upper bound,

then by RDP definition (see Definition 4) we can replace Eq
⇥
(p/q)j

⇤
in the above bound

with e
(j�1)✏(j) as claimed.

Let us compare the above lower bound to our upper bound in Theorem 9 in two regimes.
When ↵�e

✏(↵) ⌧ 1, such that ↵
2
�
2
e
✏(2)

< 1 is the dominating factor in the summation, we
can use the bounds x/(1 + x)  log(1 + x)  x to get that both the upper and lower bound
are ⇥(↵�2e✏(2)). In other words, they match up to a constant multiplicative factor. For
other parameter configurations, note that �/(1 � �) > �, our bound in Theorem 9 (with the
2e(j�1)✏(j)) is tight up to an additive factor ↵

↵�1 log((1 � �)�1) + log(2)
↵�1 which goes to 0 as

� ! 0 and ↵ ! 1. We provide explicit comparisons of the upper and lower bounds in the
numerical experiments presented in Section 5.

The longer answer to this question of optimality is more intricate. The RDP bound can be
substantially improved when we consider more fine-grained per-instance RDP in the same
flavor as the per-instance (✏, �)-DP (Wang, 2018). The only difference from the standard
RDP is that now ✏ is parameterized by a pair of fixed adjacent datasets. This point is
illustrated below, where we discuss an asymptotic approximation of the Rényi divergence for
the subsampled Gaussian mechanism.

3.4. Asymptotic Approximation of Rényi Divergence for Subsampled Gaussian
Mechanism. We now focus on an asymptotic upper bound on the Rényi divergence for
the subsampled Gaussian mechanism. The results from this section are also used in our
numerical experiments detailed in Section 5.

Let X denote the input domain. Let f : X ! ⇥ be some statistical query. We consider
a subsampled Gaussian mechanism which releases the answers to f by adding Gaussian
noise to the mean of a subsampled dataset. In this case, the output ✓ of the subsampled
Gaussian mechanism is a sample from N (µJ ,�

2
/|J |2) where µJ is short for µ(XJ) :=

1
|J |

P
i2J f(xi) and J is a random subset of size �n. The distribution of J induces a discrete



Constants matter in Differential Privacy. Can 
we close the constant gap? 
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(a) RDP of Subsampled Gaussian with σ = 5 (b) RDP of Subsampled Laplace with b = 0.5



Sometimes we can improve it somewhat.

• If there is a pair of worst case data sets that attains the RDP bound for 
all α.

• If the same pair of data sets also attains the Binary |χ|k-DP bounds.

• Then we have an improved bound.  

• This is true for Gaussian mechanism.
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(New Results) RDP Amplification Under
Poisson sampling
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Poission Subsampled RDP

begin with2.

Here we cite the tight privacy amplification bound for
PoissonSample as it first appears.
Lemma 4 ((Li et al., 2012, Theorem 1) ). If M is (✏, �)-DP,

then M0
that applies M�PoissonSample obeys (✏0, �0)-DP

with ✏
0 = log

�
1 + �(e✏ � 1)

�
and �

0 = ��.

The lemma implies that if the base privacy loss ✏  1, then
the amplified privacy loss obeys that ✏0  2�✏.

Poisson subsampling is different from the “sampling without
replacement” scheme that outputs a subset with size �n uni-
formly at random. Interestingly, it was shown that the latter
also enjoys the same bound with respect to the “replace-
one” version of the DP definition. In general, we find that
the “add/remove” version of the DP definition works more
naturally with Poisson sampling, while the “replace-one”
version works well with “sampling without replacement”.
We defer a more comprehensive account of the subsam-
pling lemma for (✏, �)-DP to (Balle & Wang, 2018) and the
references therein.

Subsampled RDP and friends. A small body of recent
work focuses on deriving algorithm-specific subsampling
Lemma so that this classical wisdom can be combined with
more modern techniques such as RDP and Concentrated
DIfferential privacy (CDP) (Bun & Steinke, 2016) (also
(Dwork & Rothblum, 2016)). Abadi et al. (2016) obtains the
first such results for subsampled-Gaussian mechanism under
Poisson subsampling. Wang et al. (2019) provides a general
subsampled RDP bound that supports any M but under the
“sampling without replacement” scheme. The objective of
this paper is to come up with results of a similar flavor for
the Poisson sampling scheme. The main differences in our
setting include:

(a) Poisson sampling goes naturally with add/remove ver-
sion of the DP definition, which is independent to the
size of the data.

(b) The size of the random subset m itself is a Binomial
random variable.

(c) It is asymmetric, the Renyi divergence of P against Q
is different from the Renyi divergence of Q against P .

As we will see in the our results, the third difference brings
about some major technical challenges.

Finally, Bun et al. (2018) studies subsampling in CDP with
a conclusion that subsampling does not amplify the CDP

2We noticed that the original definition of Poisson sampling in
the survey sampling theory is slightly more general. It allows a
different probability of sampling each person (Särndal et al., 2003).
Our results apply trivially to that setting as well with a personalized
RDP bound for individual i that depends on �i.

parameters in general. A truncated version of CDP was
then proposed, called tCDP, which does get amplified. We
remark that tCDP does not seem to directly apply to the
subsampled-Gaussian mechanism. CDP is closely related
to RDP in that it is a quadratic upper bound of (↵� 1)✏(↵).
RDP, in our opinion, captures a much finer information
about the underlying mechanism. The experimental results
in (Wang et al., 2019) suggests that unlike the case for
the Gaussian mechanism, there isn’t a good quadratic ap-
proximation of (↵ � 1)✏(↵) for the subsampled-Gaussian
mechanism due to the phase transition. Our results on the
Poisson-sampling model echos the same phenomenon.

More symbols and notations. We end the section with a
quick summary of the notations that we introduced. X,X

0

denotes two neighboring datasets. M is a randomized algo-
rithm and ✏M(·) is the RDP function of M (the subscript
may be dropped when it’s clear from the context). n,m

are reserved for the size of the original and subsampled
data. We note that neither is public and m is random. Greek
letters ↵, �, ✏, � are reserved for the order of RDP, the sam-
pling probability as well as the two privacy loss parameters.
M � PoissonSample(X) is used to mean the composition
function M(PoissonSample(X)).

Let us also define a few shorthands. We will denote p to
be the density function of M � PoissonSample(X), and q

to be the density from data set M � PoissonSample(X 0).
Similarly, we will define µ0 and µ1 as two generic density
functions of M(X) and M(X 0).

3. Main results

Before we present our main result, we would like to warn
the readers that the presented bounds might not be as in-
terpretable. We argue that this is a feature rather than an
artifact of our proof because we need the messiness to state
the bound exactly. These bounds are meant to be imple-

mented to achieve the tightest possible privacy composition
numerically in the Moments Accountant, rather than being
made easily interpretable. After all, “constant matters in
differential privacy!” For the interest of interpretability, we
provide figures that demonstrate the behaviors of the bound
for prototypical mechanisms in practice.
Theorem 5 (General upper bound). Let M be any ran-

domized algorithm that obeys (↵, ✏(↵))-RDP. Let � be the

subsampling probability and then we have for integer ↵ � 2,

✏M�PoissonSample(↵) 
1

↵� 1
log

⇢
(1� �)↵�1(↵� � � + 1)

+

 
↵
2

!
�2(1� �)↵�2e✏(2) + 3

↵X

`=3

 
↵
`

!
(1� �)↵�`�`e(`�1)✏(`)

�
.

The proof is revealing but technically involved. One main
difference from Wang et al. (2019) is that in Poisson sam-

Theorem (Poisson Sampling):

Remark:
• Multiplicative error O(1+γ) for small α,  additive error log(3)/(α-1) for large α.
• The factor of 3 in the lower order term can be removed if odd-order Pearson-

Vajda divergences > 0
• Allows us to prove exact bound for Gaussian mechanism and Laplace

mechanism.

Work with my student
Yuqing Zhu



Is the lower bound always achievable by all M? 
Counterexample from: (Nielsen and Nock, 2014)
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Poission Subsampled RDP

Figure 2. Negative �↵ divergence in Poisson distribution.

The proof, given in Appendix C, is interesting and can be
used as recipes to qualify other mechanisms for the tight
bound. The main difficulty of checking this condition is
in searching all pairs of neighboring data sets and identify
one pair that minimizes the odd order moment. The conve-
nient property of noise-adding procedure is that typically
the search reduces to a univariate optimization problem of
the sensitivity parameter.

One may ask, whether the condition is true in general for any
randomized algorithm M? The answer is unfortunately no.
For example, Nielsen & Nock (2014) constructed an exam-
ple of two Poisson distributions with negative �3-divergence
(see Figure 2 for an illustration.) This also implies that for
some M, we can derive a lower bound that is greater than
that in Theorem 6 by simply toggling the order of X and
X

0. As a result, if one needs to work out the tight bound,
the condition needs to be checked for each M separately.

Finally, we address the computational issue of implementing
our bounds in moments accountant. Naive implementation
of Theorem 5 will easily suffer from overflow or underflow
and it takes ↵ calls to the RDP oracle ✏M(·) before we can
evaluate one RDP of the subsampled mechanism at ↵. This
is highly undesirable. The following theorem provides a
fast approximation bound that can be evaluated with just 2⌧
calls to the RDP oracle of M. The idea is that since either it
is the first few terms that dominates the sum or the last few
terms that dominates the sum, we can just compute them
exactly and calculate the remainder terms with a more easily
computable upper bound.
Theorem 11 (⌧ -term approximation). The expression in

Theorem 6 (therefore Theorem 8) can be bounded by

✏M�PoissonSample(↵) 
1

↵� 1
log

n
(1� �)↵(1� e

�✏(↵�⌧))

+ e
�✏(↵�⌧)(1� � + �e

✏(↵�⌧))↵

�
⌧X

`=2

✓
↵

`

◆
(1� �)↵�`

�
`(e(`�1)✏(↵�⌧) � e

(`�1)✏(`))

+
↵X

`=↵�⌧+1

✓
↵

`

◆
(1� �)↵�`

�
`(e(`�1)✏(`) � e

(`�1)✏(↵�⌧))
o
.

A similar bound can be stated for the general upper bound
in Theorem 5, which we defer to Appendix D.

Remark 12 (Numerical stability). The bounds in Theo-

rem 5 and 8 can be written as the log � sum� exp form,

i.e., softmax. The numerically stable way of evaluating

log � sum� exp is well-known. The bound in Theorem 11,

though, have both positive terms and negative terms. We

choose to represent the summands in the log term by a sign,

and the logarithm of its magnitude. This makes it possible

for us to use log � di↵ � exp and compute the bound in a

numerically stable way.

4. Experiments and Discussion

In this section, we conduct various numerical experiments
to illustrate the behaviors of the RDP for subsampled mech-
anisms and showcasing its usage in moments accountant for
composition. We will have three set of experiments. (1) We
will just plot our RDP bounds (Theorem 5, Theorem 6) as
a function of ↵. (2) We will compare how close the ⌧ -term
approximations approximate the actual bound. (3) We will
build our moments accountant and illustrate the stronger
composition that we get out of our tight bound.

Specifically, for each of the experiments above, we replicate
the experimental setup of which takes the base mechanism
M to be Gaussian mechanism, Laplace mechanism and
Randomized Response mechanism. Their RDP formula are
worked out analytically (Mironov, 2017) below:

✏Gaussian(↵) =
↵

2�2
,

✏Laplace(↵) =
1

↵ � 1
log((

↵

2↵ � 1
)e

↵�1
� + (

↵ � 1

2↵ � 1
)e

�↵
� for ↵ > 1,

✏RandResp(↵) =
1

↵ � 1
log(p↵(1 � p)1�↵ + (1 � p)↵p1�↵) for ↵ > 1.

Following Wang et al. (2019), we will have two sets of
experiments with “high noise, high privacy” setting � =
5, b = 2, andp = 0.6 and “low noise, low privacy” setting
using � = 1, b = 0.5, p = 0.9. These parameters are chosen
such that the ✏-DP or (✏, �)-DP of the base mechanisms are
roughly ✏ ⇡ 0.5 in the high privacy setting or ✏ ⇡ 2 in the
low privacy setting.

We will include benchmarks when appropriate. For exam-
ple, we will compare to Lemma 3 of Abadi et al. (2016)
whenever we work with Gaussian mechanisms. Also, we
will compare to the upper bound of Wang et al. (2019) for
subsample without replacements. Finally, we will include
the more traditional approaches of tracking and compos-
ing privacy losses using simply (✏, �)-DP. We will see that
while the moments accountant approach does not dominate
the traditional approach, it does substantially reduces the
aggregate privacy loss for almost all experiments when we
compose over a large number of rounds.
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Main challenge in the Poisson Case

• Asymmetry: X has n data points, X’ has n+1 data points.

• Need to bound not just E[ (p/q)^k] but also E[(q/p)^k].

• E[(q/p)^k] is easy, E[(q/p)^k] is challenging
• Requires an explicit knowledge on the worst pair of data sets.
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Take-home messages and open problems

1. The first generic subsampling lemma for RDP mechanism.

2. Exact formula under Poisson sampling for some mechanisms.

3. Stronger composition than advanced composition.

• Open problems / interesting directions:
• Closing the constant gap in the upper/lower bounds
• Exploiting randomness from the data

36
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Open problem:  Exploit the noise from the 
data in a valid way?
• Subsample with too small a noise added does not amplify privacy.
• Subsample with slightly larger noise smooth things out.
• Your peers may be hiding you underneath a privacy blanket! 
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By the joint convexity argument, we get:
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Poisson Subsampled Renyi Differential Privacy: Supplementary Materials

A. Additional experiments

B. Proof of Theorem 5 and Theorem 8

Recall that we will denote the density of M � PoissonSample(X‘) by q and that of M � PoissonSample(X) by p. Let’s
first make a few observations.

1. There is a natural change of measure that we can do:

Eqe
↵ log(p/q) = Eq[(p/q)

↵] = Ep[(p/q)
↵�1] = Ep[e

(↵�1) log(p/q)].

This relates RDP to the moment generating function of the log-odds ratio random variable, or the privacy random
variable log(p/q).

2. With our loss of generality, we can assume X
0 = X [ {x}. In order to bound RDP with order ↵, it suffices to bound

the moments Ep[(q/p)↵] and Eq[(p/q)↵] then take the bigger of the two bounds.

3. Both p and q are mixture distributions. Let |X| = n� 1 and |X 0| = n. p has 2n�1 mixture components and q has 2n
mixture components. Each component corresponds to a particular subset of the data set.

4. If we condition on condition on J = (�1, ...,�n�1) 2 {0, 1}n�1, we get

Ep[(q/p)
↵] =

Z �P
J P(J)

⇥
(1� �)µ0(J) + �µ1(J)

⇤�↵

(
P

J P(J)µ0(J))↵�1

By Lemma 23 of (Wang et al., 2019), f(x, y) = x
↵
/y

↵�1 is jointly convex on R2
+ for all ↵ 2 (1,+1), which allows

us to apply Jensen’s inequality to get
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and similarly
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.

where µ0 is the distribution of M(XJ) and µ1 is the distribution of M(Xj [ {x}). 3

Denote µ0 := µ0(J) and µ1 := µ1(J) as short hands. What matters is that µ0 and µ1 are distributions induced by the
application of our base mechanism M to two adjacent data sets.

The fourth observation reduces the problem to bounding A1 := Eµ0

h⇣
(1��)µ0+�µ1

µ0

⌘↵i
and A2 :=

E(1��)µ0+�µ1

h⇣
µ0

(1��)µ0+�µ1

⌘↵i
using RDP of M.

3Note that the arguments used by Abadi et al. (2016) based on the quasi-convexity of Renyi-divergence will give a slightly weaker
result but with the expectation over J replaced with the maximum over J , which will be sufficient for our purpose too in this paper.
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A. Additional experiments

B. Proof of Theorem 5 and Theorem 8

Recall that we will denote the density of M � PoissonSample(X‘) by q and that of M � PoissonSample(X) by p. Let’s
first make a few observations.

1. There is a natural change of measure that we can do:

Eqe
↵ log(p/q) = Eq[(p/q)

↵] = Ep[(p/q)
↵�1] = Ep[e

(↵�1) log(p/q)].

This relates RDP to the moment generating function of the log-odds ratio random variable, or the privacy random
variable log(p/q).

2. With our loss of generality, we can assume X
0 = X [ {x}. In order to bound RDP with order ↵, it suffices to bound

the moments Ep[(q/p)↵] and Eq[(p/q)↵] then take the bigger of the two bounds.

3. Both p and q are mixture distributions. Let |X| = n� 1 and |X 0| = n. p has 2n�1 mixture components and q has 2n
mixture components. Each component corresponds to a particular subset of the data set.

4. If we condition on condition on J = (�1, ...,�n�1) 2 {0, 1}n�1, we get

Ep[(q/p)
↵] =

Z �P
J P(J)

⇥
(1� �)µ0(J) + �µ1(J)

⇤�↵

(
P

J P(J)µ0(J))↵�1

By Lemma 23 of (Wang et al., 2019), f(x, y) = x
↵
/y

↵�1 is jointly convex on R2
+ for all ↵ 2 (1,+1), which allows

us to apply Jensen’s inequality to get

Ep[(q/p)
↵] 
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P(J)Eµ0(J)
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and similarly

Eq[(p/q)
↵] 
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P(J)E(1��)µ0(J)+�µ1(J)

✓
µ0(J)
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.

where µ0 is the distribution of M(XJ) and µ1 is the distribution of M(Xj [ {x}). 3

Denote µ0 := µ0(J) and µ1 := µ1(J) as short hands. What matters is that µ0 and µ1 are distributions induced by the
application of our base mechanism M to two adjacent data sets.

The fourth observation reduces the problem to bounding A1 := Eµ0

h⇣
(1��)µ0+�µ1

µ0

⌘↵i
and A2 :=

E(1��)µ0+�µ1

h⇣
µ0

(1��)µ0+�µ1

⌘↵i
using RDP of M.

3Note that the arguments used by Abadi et al. (2016) based on the quasi-convexity of Renyi-divergence will give a slightly weaker
result but with the expectation over J replaced with the maximum over J , which will be sufficient for our purpose too in this paper.

- But the latter is really hard to work with given only RDP upper bounds. 
- Finding the pair of data sets that maximizes the latter is where things get a bit challenging.
- Our proof involves proposing an alternative decomposition to replace the second inequality.


